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NEW QUESTION 1
Refer to the exhibit.

branchl fgr § diagnose sys sdwan service 1

Service(l): Rddress Mode (IPV4) rlaqs:ixEOG use=-shortcut=-sla
Gen (&), TOS{0x0/0x0), Protocol (d: 1->85515), Mode (manuall
Mambars (2) &

i: Zeq num(3 T

Z: Seq numid T
Src addrass(l):

10,0.1.0-10.0.1.255%

alive, sslected

_INET O 0),
“INET 1 0), alive, selected

Dat address(l):
10.0.0.0-10.255.355,2355

branchl_fgt # diagnose sys sdwan member | grep T_IKET_
Manmber(3): interface: T_IHET_G_J, flages=0xd , gateway: 100.64.1.1, priocity: 10 1024,

waight: 0
Member(d): interface: T INET 1 0O, flags=0xd , gateway: 100.864.1.9%, priorcivy: O 1024,
waight: 0

branchl_fgt # get router info routing-table all | grep T_IMET
5 10.0.0.0/8 [1/0] wia T _INET 1 0 tunnel 100.64.1.9

An administrator is troubleshooting SD-WAN on FortiGate. A device behind branchl_fgt generates traffic to the 10.0.0.0/8 network. The administrator expects the

traffic to match SD-WAN rule ID 1 and be routed over T_INET_0_0. However, the traffic is routed over T_INET_1 0.
Based on the output shown in the exhibit, which two reasons can cause the observed behavior? (Choose two.)

The traffic matches a regular policy route configured with T_INET_1_0 as the outgoing device.
T_INET_1_0 has a lower route priority value (higher priority) than T_INET_0_O.

INET_0_0 does not have a valid route to the destination.
INET_1_0 has a higher member configuration priority than T_INET_0_O.

A.
B.T_
C. T
D.T |
Answer: AC

NEW QUESTION 2

Refer to the exhibits.

Exhibit A

branchl fgt (3) # show

config service

edit 3
set name “Corp"
set mode sla
set dst "Corp-net”
set src "LAN-net"™
config sla
edit "'U"FH___PIHG"

set id 1
next
edit ""UFH_HTT P"
set id 1
next

end
set priority-members 3 4 S5
set gateway enable

next

and
Exhibit B -

btﬂﬁfhi_fﬂl §} diagnoses aya Sawan S&rvice 3

Service (1) : Address Mode(IFVY) flags=0x200 use=-shortcut=-sla
Gen(l), TOS{0xD/0x0), Protocoli(l: 1->£5535), Mode(sla), sla-compare-order
Membears (2) :
1: Seq num(3 T_MPL3 0}, alive, =la{lx3), gidi(0), cfg _order{2), coat{l), selected
2: Seq mumi{4 T_INET 1 0),; alive, 3la(Oxl), 9idi0), cfg_order(l), costid), selected
i: Seq numi{3 T_INET 0 _0), alive, slafoxd), gid{d), efg_order(0), cost(d), selected
Erc address(l):
10.0.1,.0-10.0.1.255

Dat address(l):
10.0.0.0-10.255.255.255

branchl fgt # get router info routing-table all | grep T

8 10,0.0.0/8 [1/0] wia T_INET_0_0 tunnel 100.64.1.1

[i1/0) wia T_INET 1 _0 tunnel 100.64.1.%
5 16.201.1.254/32 [15/0]) via T INET O O tunnel 100.84.1.1
3 10.202.1.254/32 [15/0] via T_IKET_1_0 tunnal 100.€4.1.%

L

0.203.1.254/32 [15/0] via T_MPL5_0 tunnel 172.16.1.

3

branchl fgt § diagnose ays sdwapn mesbar | grep T

Member(3): interface: T_INET 0 0, flags=0xd , gaceway: 100.64.1.1, peer: 10.201.1.254,
prioricy: 0 1024, weight: 0

Member (4) : interface: T INET 1 0, flags=Oxd , gaceway: 100.64.1.%, peer: 10.202.1.254,
prioricy: O 1024, weight: 0

Mamber(5): interface: T _MNPLS O, flags=0x4 , gateway: 172.16.1.5, peer: 10.203.1.254,
priority: O 1034, weight: O

Exhibit A shows the configuration for an SD-WAN rule and exhibit B shows the respective rule status, the routing table, and the member status.

The administrator wants to understand the expected behavior for traffic matching the SD- WAN rule.
Based on the exhibits, what can the administrator expect for traffic matching the SD-WAN rule?

A. The traffic will be load balanced across all three overlays.
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B. The traffic will be routed over T_INET_0_O.
C. The traffic will be routed over T_MPLS_0.
D. The traffic will be routed over T_INET_1 0.

Answer: C

NEW QUESTION 3

What is a benefit of using application steering in SD-WAN?

A. The traffic always skips the regular policy routes.

B. You steer traffic based on the detected application.

C. You do not need to enable SSL inspection.

D. You do not need to configure firewall policies that accept the SD-WAN traffic.
Answer: B

NEW QUESTION 4
Which two statements about the SD-WAN zone configuration are true? (Choose two.)

A. The service-sla-tie-break setting enables you to configure preferred member selection based on the best route to the destination.

B. You can delete the default zones.
C. The default zones are virtual-wan-link and SASE.
D. An SD-WAN member can belong to two or more zones.

Answer: AC

NEW QUESTION 5
Refer to the exhibits.

Exhibit A

branchl_fgt # diagnose sys sdwan secvice

Service(l): Addreas Mode (IFV4) flage=0x200 use-shortcut-sla
Gan(8), TOS(0x0/0x0), Protocol(D: 1-»>65535), Hode (manual)
Hembers (2) 1
1: Seq numm({l portl), alive, selected
Z: Seq num(d porti), alive, selected
Internat Service (3): GoToMeeting (42F483E9EE,0,0,0 1&354)
Microsofc.Office. )65 .Portal (42594837474,0,0,0 41468) Saleaforce (4294837576,0,0,0 16520)
Src addreaa(l):
10.0.1.0-10.0,1.255

Service(2): Address Mode(IFV4) flaga=0x200 use-shortcut-ala
Gan(7), TOS(0x0D/0x0), Protocol(0: 1->85535), Hode (manoal)
Mesbara(l):
1: Seq num({2 poart), alive, selected
Internet Service(2): Facebook(42594838806,0,0,0 15832) Twitter(4294838278,0,0,0 1E001)
Src addresa(l):
10.0.1.0-10.0.1.255

branchl fgt # diagnoss sys sdwan intearnet-service-app-ctrl-linst

Facebook (15832 4254B368606): 157.240.229.35 € 443 Tue Mar @ 12:24:04 2022
GoToMesting (16354 4204836966): 23.205.106.86 6 443 Tos Mar 8 12:24:04 2022
GoToMeating (16354 4294836966): 23.212.249.144 6 443 Tue Mar B 12:24:39 2032
Salesforce (16320 425%4837976): 23.212.249.11 & 443 Tue Mar 6 12:24:04 2022

branchl_fgt # get router info routing-table all

- 0.0.0.0/0 [1/0] wia 1%2.2.0.2, portl
[1/0) wia 192.2.0.10, portl
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An administrator is testing application steering in SD-WAN. Before generating test traffic, the administrator collected the information shown in exhibit A.
After generating GoToMeeting test traffic, the administrator examined the respective traffic log on FortiAnalyzer, which is shown in exhibit B. The administrator

noticed that the traffic matched the implicit SD-WAN rule, but they expected the traffic to match rule ID 1.
Which two reasons explain why the traffic matched the implicit SD-WAN rule? (Choose two.)

A. FortiGate did not refresh the routing information on the session after the application was detected.

B. Portl and port2 do not have a valid route to the destination.
C. Full SSL inspection is not enabled on the matching firewall policy.

D. The session 3-tuple did not match any of the existing entries in the ISDB application cache.

Answer: BC
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Explanation:
Study guide 7.2 Page 191

NEW QUESTION 6
Which two statements are true about using SD-WAN to steer local-out traffic? (Choose two.)

A. FortiGate does not consider the source address of the packet when matching an SD- WAN rule for local-out traffic.
B. By default, local-out traffic does not use SD-WAN.

C. By default, FortiGate does not check if the selected member has a valid route to the destination.

D. You must configure each local-out feature individually, to use SD-WAN.

Answer: BD

NEW QUESTION 7
Exhibit.

The exhibit shows the output of the command diagnose sys sdwan health-check status
collected on a FortiGate device. Which two statements are correct about the health check status on this FortiGate device? (Choose two.)

A. The health-check VPN_PING orders the members according to the lowest jitter.
B. The interface T_INET_1 missed one SLA target.

C. There is no SLA criteria configured for the health-check Level3_DNS.

D. The interface T_INET_O missed three SLA targets.

Answer: AC

Explanation:

According to the FortiGate / FortiOS 6.4.2 Administration Guide, the health check status command displays the status of the health check probes for each SD-
WAN member interface. The output includes the following information:

? state: the current state of the interface, either alive or dead

? packet-loss: the percentage of packets lost during the health check

? latency: the average round-trip time in milliseconds

? jitter: the variation in latency

? mos: the mean opinion score, a measure of voice quality

? bandwidth: the available bandwidth in kilobits per second for each direction (up, down, bi)

? sla map: a bitmap that indicates which SLA criteria are met or failed Based on the exhibit, the following statements are correct:

? The health-check VPN_PING orders the members according to the lowest jitter. This means that the interface with the lowest jitter value is listed first, followed by
the next lowest, and so onl. In the exhibit, the orderis T_MPLS, T_INET_1, and T_INET_O.

? There is no SLA criteria configured for the health-check Level3_DNS. This means that the health check does not use any SLA parameters to determine the state
of the interface2. In the exhibit, the sla map value is 0x0 for both portl and port2, indicating that no SLA criteria are applied.

NEW QUESTION 8
Refer to the exhibits.
Exhibit A
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Exhibit A shows an SD-WAN event log and exhibit B shows the member status and the SD-WAN rule configuration.
Based on the exhibits, which two statements are correct? (Choose two.)

A. FortiGate updated the outgoing interface list on the rule so it prefers port2.
B. Port2 has the highest member priority.

C. Port2 has a lower latency than port1.

D. SD-WAN rule ID 1 is set to lowest cost (SLA) mode.

Answer: AC
NEW QUESTION 9

Refer to the exhibit.

A. The type of traffic defined and allowed on firewall policy ID 1 is UDP.
B. FortiGate has terminated the session after a change on policy ID 1.
C. Changes have been made on firewall policy ID 1 on FortiGate.

D. Firewall policy ID 1 has source NAT disabled.

Answer: C

NEW QUESTION 10
Which three matching traffic criteria are available in SD-WAN rules? (Choose three.)

A. Type of physical link connection
B. Internet service database (ISDB) address object
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C. Source and destination IP address
D. URL categories
E. Application signatures

Answer: BCE

NEW QUESTION 10
Which statement about SD-WAN zones is true?

A. An SD-WAN zone can contain only one type of interface.

B. An SD-WAN zone can contain between 0 and 512 members.
C. You cannot use an SD-WAN zone in static route definitions.
D. You can configure up to 32 SD-WAN zones per VDOM.

Answer: D

Explanation:

SD-WAN zones are a group of interfaces that share the same SD-WAN settings, such as health check, SLA, and load balancing. Some characteristics of SD-
WAN zones are:

? An SD-WAN zone can contain different types of interfaces, such as physical, VLAN, aggregate, and tunnel interfacesl.

? An SD-WAN zone can contain up to 512 membersl1.

? You can use an SD-WAN zone in static route definitions, as long as the destination interface is also an SD-WAN zonel.

? You can configure up to 32 SD-WAN zones per VDOML.

NEW QUESTION 11
Refer to the exhibit.

config firewall policy
edit 1
set anti-replay disable
next

end
In a dual-hub hub-and-spoke SD-WAN deployment, which is a benefit of disabling the anti- replay setting on the hubs?

A. Itinstructs the hub to disable the reordering of TCP packets on behalf of the receiver, to improve performance.

B. It instructs the hub to disable TCP sequence number check, which is required for TCP sessions originated from spokes to fail over back and forth between the
hubs.

C. ltinstructs the hub to not check the ESP sequence numbers on IPsec traffic, to improve performance.

D. It instructs the hub to skip content inspection on TCP traffic, to improve performance.

Answer: B

NEW QUESTION 12
Which two conclusions for traffic that matches the traffic shaper are true? (Choose two.)

| & diagnose firewall shaper traffic-shaper list name VoIP Shaper
name VolIP_Shaper

maximum-bandwidth 6250 EB/sec

guaranteed-bandwidth 2500 EKB/sec

current-bandwidth 93 EKB/sec

priority 2

overhead 0

tes LI

packets dropped 0

bytes dropped 0O

A. The traffic shaper drops packets if the bandwidth is less than 2500 KBps.

B. The measured bandwidth is less than 100 KBps.

C. The traffic shaper drops packets if the bandwidth exceeds 6250 KBps.

D. The traffic shaper limits the bandwidth of each source IP to a maximum of 6250 KBps.

Answer: BC

NEW QUESTION 17
What are two common use cases for remote internet access (RIA)? (Choose two.)

A. Provide direct internet access on spokes
B. Provide internet access through the hub
C. Centralize security inspection on the hub
D. Provide thorough inspection on spokes

Answer: BC
Explanation:
* B. Provide internet access through the hub: This involves routing branch or remote office internet traffic through a central hub, ensuring consistent security

policies and possibly better management of network resources.
* C. Centralize security inspection on the hub: With this approach, all internet-bound traffic from various spokes is inspected at the hub, leveraging centralized
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security mechanisms for thorough inspection and policy enforcement.

NEW QUESTION 21
What are two advantages of using an IPsec recommended template to configure an IPsec tunnel in an hub-and-spoke topology? (Choose two.)

A. It ensures consistent settings between phasel and phase2.

B. It guides the administrator to use Fortinet recommended settings.

C. It automatically install IPsec tunnels to every spoke when they are added to the FortiManager ADOM.

D. The VPN monitor tool provides additional statistics for tunnels defined with an IPsec recommended template.

Answer: AB

Explanation:

The use of an IPsec recommended template offers the advantage of ensuring consistent settings between phasel and phase2 (A), which is essential for the
stability and security of the IPsec tunnel. Additionally, it guides the administrator to use Fortinet's recommended settings (B), which are designed to optimize
performance and security based on Fortinet's best practices. References: The benefits of using IPsec recommended templates are outlined in Fortinet's SD-WAN
documentation, which emphasizes the importance of consistency and adherence to recommended configurations.

NEW QUESTION 24
Refer to the exhibit.

Based on the output shown in the exhibit, which two criteria on the SD-WAN member configuration can be used to select an outgoing interface in an SD-WAN
rule? (Choose two.)

A. Set priority 10.

B. Set cost 15.

C. Set load-balance-mode source-ip-ip-based.
D. Set source 100.64.1.1.

Answer: AB

NEW QUESTION 25
Refer to the exhibits.
Exhibit A
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conflg system sdwan
config health-check
edit "Passive®
58Tt Jdetect-mode passive
set membars 3 4
next

end
and

config system sdwan
config service
edit 1
sat name "Facebook-YouTube"®
set src "all"”
set internet-service anable
sat internet-sarvice-app-ctrl 15832 31077
set health-check "Passive"
set priority-member 3 4
set passive-measurement enable
next
end
end

branchl_fgt # get application name status | grep "id: 15832" -Bl
app-name: "“Facebook"
id: 15832

branchl_fgt # get application name status | grep "id: 31077" -Bl
app-name: “YouTube"

id: 31077

Exhibit B

config firewall policy

editc 1
set name "DIA"
sat uuid b9%73edec-5f90-5lec-cadb-017cB830d45418
set srcintf "portsS™
set dstintf "underlay™
set action accept
set srcaddr "LAN-net"
set dstaddr “all"
set schedule “always"
sat service "ALL"
set passive-wan-health-measurement enable
set utm-status enable
set ssl-ssh-profile "certificate-inspection®
set application-list “"default"”
sat logtraffic all
set auto-asic-offload disable
set nat enable

next

end

branchl fgt # diagnose sys sdwan zone | grep underlay -Al
Zone underlay index=3
members (2) : 3(portl) 4(port2)

Exhibit A shows the SD-WAN performance SLA configuration, the SD-WAN rule configuration, and the application IDs of Facebook and YouTube. Exhibit B shows
the firewall policy configuration and the underlay zone status.
Based on the exhibits, which two statements are correct about the health and performance of portl and port2? (Choose two.)

A. The performance is an average of the metrics measured for Facebook and YouTube traffic passing through the member.
B. FortiGate is unable to measure jitter and packet loss on Facebook and YouTube traffic.

C. FortiGate identifies the member as dead when there is no Facebook and YouTube traffic passing through the member.
D. Non-TCP Facebook and YouTube traffic are not used for performance measurement.

Answer: AD

Explanation:
Study Guide 7.2, pages 103 - 104. Another comment said "because without using application Control on the firewall policy, SDWAN can't work" but there is a app
control "default" defined on config.

NEW QUESTION 29
Which two statements are correct when traffic matches the implicit SD-WAN rule? (Choose two.)

A. The sdwan_service_id flag in the session information is O.

B. All SD-WAN rules have the default setting enabled.

C. Traffic does not match any of the entries in the policy route table.

D. Traffic is load balanced using the algorithm set for the v4-ecmp-mode setting.

Answer: AC
Explanation:

sdwan_service_id is 0 = match SD-WAN implicit rule, study guide 7.0 page 120, 7.2 page 149 SD-WAN rules internally are interpreted as a Policy route, so when
the traffic doesn't match with any policy route, it will be flowing by implict policy.

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy NSE7_SDW-7.2 dumps
@ 2 PQSS@QSU https://www.2passeasy.com/dumps/NSE7_SDW-7.2/ (0 New Questions)

NEW QUESTION 30
Refer to the exhibit.

Edit Performance SLA

B VPM_HTTH
1P Version m 1Py
Prote Mode Active  Passive
Protocol mrg TcPEcHo uorecHo QRN TwamP Dns TG
Server 10.1.0.7
Port 0
Participants All SD-WAN Members m

B T_INET_1.0

& T_MPLS. O

3 Entries Selected

Enable Probe Packets [
hittp- got
hittp- match LU cessiully

Based on the exhibit, which two statements are correct about the health of the selected members? (Choose two.)

A. After FortiGate switches to active mode, FortiGate never fails back to passive monitoring.
B. During passive monitoring, FortiGate can’t detect dead members.

C. FortiGate can offload the traffic that is subject to passive monitoring to hardware.

D. FortiGate passively monitors the member if TCP traffic is passing through the member.

Answer: BD

NEW QUESTION 32
In the default SD-WAN minimum configuration, which two statements are correct when traffic matches the default implicit SD-WAN rule? (Choose two )

A. Traffic has matched none of the FortiGate policy routes.

B. Matched traffic failed RPF and was caught by the rule.

C. The FIB lookup resolved interface was the SD-WAN interface.
D. An absolute SD-WAN rule was defined and matched traffic.

Answer: AC

NEW QUESTION 33
The SD-WAN overlay template helps to prepare SD-WAN deployments. To complete the tasks performed by the SD-WAN overlay template, the administrator must
perform some post-run tasks. What are three mandatory post-run tasks that must be performed? (Choose three.)

A. Create policy packages for branch devices.

B. Assign an sdwan_id metadata variable to each device (branch and hub}.

C. Configure routing through overlay tunnels created by the SD-WAN overlay template.
D. Assign a branch_id metadata variable to each branch device.

E. Configure SD-WAN rules.

Answer: ABC

NEW QUESTION 36

Which two statements describe how IPsec phase 1 main mode id different from aggressive mode when performing IKE negotiation? (Choose two.)
A. A peer ID is included in the first packet from the initiator, along with suggested security policies.

B. XAuth is enabled as an additional level of authentication, which requires a username and password.

C. Three packets are exchanged between an initiator and a responder instead of six packets.

D. The use of Diffie Hellman keys is limited by the responder and needs initiator acceptance.

Answer: AC

NEW QUESTION 41
Refer to the exhibits. Exhibit A -
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Edit Performance SLA

M Level3 DNS
IP Veersion 2 re

Probe Mode Passive  Prefer Passive

Protocol I rceecHO UDPECHO HTTP TW

4221

4222

Participants All SD-WAN Members

ﬁ

& port2
2 Entries
Enable Probe Packets &
SLA Targets ©
=+ Add Target
Link Status
Interval 500 Milliseconds
Failure Before Inactive {mane 3400)
Restore Link After 2 S max 3400)
Action When Inactive
Update Static Route &
Cascade Interfaces ®

Exhibit B -

branchl_fgt # diagnose sys sdwan membsr | gQrop port

Mamber{l): interface: portl, flags=0x0 , gateway: 192.2.0.2, priorzicy: 0 10
Manber (2) : interface: port2, flags=0x0 , gateway: 192.2.0.10, priozity: 0 1

e

branchl_fgt # get router info routing-table all | grep poEt
e 0.0.0.0/0 [1/0] via 192.2.0.2, porel

[1/0] via 192.2.0.10, port2
B.8.8.8/32 [10/0)] wia 192.2.0.11, porc2
10.0.1.0/24 is directly connectad, ports
172.16.0.0/1& [10/0) wla 172.16.0.2, portd
172.16.0.0/29 is directly connected, portd
192.2.0.0/29 1a directly connected, portl
152.2.0.8/29 is directly connected, port2
152.168.0.0/24 1a dirsctly connscted, portld

0O 0 W0 e

branchl fgt ¥ diagnose ays adwan health-check atatus Levell DNS

Haalth Chc:ki‘-.u‘.'n-l]‘_:'!'ISE:

Segi(l portl): statedfalive), packec=-loss{0.000%) latency(l.919), dicter(0.137), bandwidth-
up{l10238), bandwidth-dw(102368), bandwidth-bi{20476) ala_map=0xi

Seg{2 portl): statelalive), packet-lcsa(0.000% latency(l.S508), jitter(0.101), bandwidth-
| up(l0238), bandwidth-dwi(lU2Z35) , l‘.ln_m‘_l.‘."w:;d:]n-b;li‘ﬂ-l'-'ﬁj sla mapelx

Exhibit A shows the SD-WAN performance SLA and exhibit B shows the SD-WAN member status, the routing table, and the performance SLA status.
If port2 is detected dead by FortiGate, what is the expected behavior?

A. Port2 becomes alive after three successful probes are detected.

B. FortiGate removes all static routes for port2.

C. The administrator manually restores the static routes for port2, if port2 becomes alive.
D. Host 8.8.8.8 is reachable through portl and port2.

Answer: B

Explanation:
This is due to Update static route is enable which removes the static route entry referencing the interface if the interface is dead

NEW QUESTION 45
Which CLI command do you use to perform real-time troubleshooting for ADVPN negotiation?

A. get router info routing-table all
B. diagnose debug application ike
C. diagnose vpn tunnel list

D. get ipsec tunnel list

Answer: B

Explanation:

IKE real-time debug - useful when debugging ADVPN shortcut messages and spoke-to- spoke negotiations.
« diagnose debug console timestamp enable

« diagnose vpn ike log filter clear

« diagnose vpn ike log filter mdst-addr4 <ip.of.hub> <ip.of.spoke>

« diagnose debug application ike -1

« diagnose debug enable
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NEW QUESTION 46
What are two benefits of choosing packet duplication over FEC for data loss correction on noisy links? (Choose two.)

A. Packet duplication can leverage multiple IPsec overlays for sending additional data.

B. Packet duplication does not require a route to the destination.

C. Packet duplication supports hardware offloading.

D. Packet duplication uses smaller parity packets which results in less bandwidth consumption.

Answer: AC

NEW QUESTION 49
Which two interfaces are considered overlay links? (Choose two.)

A. LAG

B. IPsec
C. Physical
D. GRE

Answer: BD

NEW QUESTION 50

Which two statements reflect the benefits of implementing the ADVPN solution to replace conventional VPN topologies? (Choose two.)
A. It creates redundant tunnels between hub-and-spokes, in case failure takes place on the primary links.

B. It dynamically assigns cost and weight between the hub and the spokes, based on the physical distance.

C. It ensures that spoke-to-spoke traffic no longer needs to flow through the tunnels through the hub.

D. It provides direct connectivity between all sites by creating on-demand tunnels betweenspokes.

Answer: CD

NEW QUESTION 54
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