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NEW QUESTION 1

- (Exam Topic 1)

John is using Firewalk to test the security of his Cisco PIX firewall. He is also utilizing a sniffer located on a subnet that resides deep inside his network. After
analyzing the sniffer log files, he does not see any of the traffic produced by Firewalk. Why is that?

A. Firewalk cannot pass through Cisco firewalls

B. Firewalk sets all packets with a TTL of zero

C. Firewalk cannot be detected by network sniffers
D. Firewalk sets all packets with a TTL of one

Answer: D

NEW QUESTION 2
- (Exam Topic 1)
What is kept in the following directory? HKLM\SECURITY\Policy\Secrets

A. Cached password hashes for the past 20 users
B. Service account passwords in plain text

C. IAS account names and passwords

D. Local store PKI Kerberos certificates

Answer: B

NEW QUESTION 3
- (Exam Topic 1)
The objective of this act was to protect consumers’ personal financial information held by financial institutions and their service providers.

A. Gramme-Leach-Bliley Act
B. Sarbanes-Oxley 2002
C. California SB 1386

D. HIPAA

Answer: A

NEW QUESTION 4

- (Exam Topic 1)

The following excerpt is taken from a honeypot log. The log captures activities across three days. There are several intrusion attempts; however, a few are
successful.

(Note: The objective of this question is to test whether the student can read basic information from log entries and interpret the nature of attack.)
Apr 24 14:46:46 [4663]: spp_portscan: portscan detected from 194.222.156.169

Apr 24 14:46:46 [4663]: IDS27/FIN Scan: 194.222.156.169:56693 -> 172.16.1.107:482

Apr 24 18:01:05 [4663]: IDS/DNS-version-query: 212.244.97.121:3485 -> 172.16.1.107:53

Apr 24 19:04:01 [4663]: IDS213/ftp-passwd-retrieval: 194.222.156.169:1425 -> 172.16.1.107:21

Apr 25 08:02:41 [5875]: spp_portscan: PORTSCAN DETECTED from 24.9.255.53

Apr 25 02:08:07 [5875]: IDS277/DNS-version-query: 63.226.81.13:4499 -> 172.16.1.107:53

Apr 25 02:08:07 [5875]: IDS277/DNS-version-query: 63.226.81.13:4630 -> 172.16.1.101:53

Apr 25 02:38:17 [5875]: IDS/RPC-rpcinfo-query: 212.251.1.94:642 -> 172.16.1.107:111

Apr 25 19:37:32 [5875]: IDS230/web-cgi-space-wildcard: 198.173.35.164:4221 -> 172.16.1.107:80

Apr 26 05:45:12 [6283]: IDS212/dns-zone-transfer: 38.31.107.87:2291 -> 172.16.1.101:53

Apr 26 06:43:05 [6283]: IDS181/nops-x86: 63.226.81.13:1351 -> 172.16.1.107:53

Apr 26 06:44:25 victim7 PAM_pwdb[12509]: (login) session opened for user simple by (uid=0)

Apr 26 06:44:36 victim7 PAM_pwdb[12521]: (su) session opened for user simon by simple(uid=506) Apr 26 06:45:34 [6283]: IDS175/socks-probe:
24,112.167.35:20 -> 172.16.1.107:1080

Apr 26 06:52:10 [6283]: IDS127/telnet-login-incorrect: 172.16.1.107:23 -> 213.28.22.189:4558

From the options given below choose the one which best interprets the following entry: Apr 26 06:43:05 [6283]: IDS181/nops-x86: 63.226.81.13:1351 ->
172.16.1.107:53

A. An IDS evasion technique

B. A buffer overflow attempt

C. A DNS zone transfer

D. Data being retrieved from 63.226.81.13

Answer: A

NEW QUESTION 5

- (Exam Topic 1)

When cataloging digital evidence, the primary goal is to
A. Make bit-stream images of all hard drives

B. Preserve evidence integrity

C. Not remove the evidence from the scene

D. Not allow the computer to be turned off

Answer: B

NEW QUESTION 6
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- (Exam Topic 1)
You have been asked to investigate after a user has reported a threatening e-mail they have received from an external source. Which of the following are you most
interested in when trying to trace the source of the message?

A. The X509 Address

B. The SMTP reply Address
C. The E-mail Header

D. The Host Domain Name

Answer: C

NEW QUESTION 7
- (Exam Topic 2)
How many times can data be written to a DVD+R disk?

A. Twice
B. Once
C. Zero
D. Infinite

Answer: B

NEW QUESTION 8

- (Exam Topic 2)

John is working as a computer forensics investigator for a consulting firm in Canada. He is called to seize a computer at a local web caf purportedly used as a
botnet server. John thoroughly scans the computer and finds nothing that would lead him to think the computer was a botnet server. John decides to scan the
virtual memory of the computer to possibly find something he had missed. What information will the virtual memory scan produce?

A. It contains the times and dates of when the system was last patched
B. It is not necessary to scan the virtual memory of a computer

C. It contains the times and dates of all the system files

D. Hidden running processes

Answer: D

NEW QUESTION 9
- (Exam Topic 2)
What stage of the incident handling process involves reporting events?

A. Containment
B. Follow-up
C. Identification
D. Recovery

Answer: C

NEW QUESTION 10
- (Exam Topic 2)
What type of attack sends SYN requests to a target system with spoofed IP addresses?

A. SYN flood

B. Ping of death

C. Cross site scripting
D. Land

Answer: A

NEW QUESTION 10
- (Exam Topic 2)
To check for POP3 traffic using Ethereal, what port should an investigator search by?

A. 143
B. 25

C. 110
D. 125

Answer: C

NEW QUESTION 15

- (Exam Topic 2)

Amber, a black hat hacker, has embedded a malware into a small enticing advertisement and posted it on a popular ad-network that displays across various
websites. What is she doing?

A. Click-jacking

B. Compromising a legitimate site
C. Spearphishing

D. Malvertising
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Answer: D

NEW QUESTION 17
- (Exam Topic 1)
An "idle" system is also referred to as what?

A. PC not connected to the Internet
B. Zombie

C. PC not being used

D. Bot

Answer: B

NEW QUESTION 20

- (Exam Topic 1)

You are working for a large clothing manufacturer as a computer forensics investigator and are called in to investigate an unusual case of an employee possibly
stealing clothing designs from the company and selling them under a different brand name for a different company. What you discover during the course of the
investigation is that the clothing designs are actually original products of the employee and the company has no policy against an employee selling his own
designs on his own time. The only thing that you can find that the employee is doing wrong is that his clothing design incorporates the same graphic symbol as that
of the company with only the wording in the graphic being different. What area of the law is the employee violating?

A. trademark law
B. copyright law
C. printright law
D. brandmark law

Answer: A

NEW QUESTION 23
- (Exam Topic 1)
What does ICMP Type 3/Code 13 mean?

A. Host Unreachable

B. Administratively Blocked
C. Port Unreachable

D. Protocol Unreachable

Answer: B

NEW QUESTION 25

- (Exam Topic 1)

What term is used to describe a cryptographic technique for embedding information into something else for the sole purpose of hiding that information from the
casual observer?

A. rootkit

B. key escrow

C. steganography
D. Offset

Answer: C

NEW QUESTION 27
- (Exam Topic 1)
Which of the following is NOT a graphics file?

A. Picturel.tga
B. Picture2.bmp
C. Picture3.nfo
D. Picture4.psd

Answer: C

NEW QUESTION 31

- (Exam Topic 1)

Simon is a former employee of Trinitron XML Inc. He feels he was wrongly terminated and wants to hack into his former company's network. Since Simon
remembers some of the server names, he attempts to run the axfr and ixfr commands using DIG. What is Simon trying to accomplish here?

A. Send DOS commands to crash the DNS servers

B. Perform DNS poisoning

C. Perform a zone transfer

D. Enumerate all the users in the domain

Answer: C

NEW QUESTION 35
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- (Exam Topic 1)
You are assisting a Department of Defense contract company to become compliant with the stringent security policies set by the DoD. One such strict rule is that
firewalls must only allow incoming connections that were first initiated by internal computers. What type of firewall must you implement to abide by this policy?

A. Packet filtering firewall

B. Circuit-level proxy firewall

C. Application-level proxy firewall
D. Stateful firewall

Answer: D

NEW QUESTION 38

- (Exam Topic 1)

In conducting a computer abuse investigation you become aware that the suspect of the investigation is using ABC Company as his Internet Service Provider
(ISP). You contact ISP and request that they provide you assistance with your investigation. What assistance can the ISP provide?

A. The ISP can investigate anyone using their service and can provide you with assistance

B. The ISP can investigate computer abuse committed by their employees, but must preserve the privacy of their customers and therefore cannot assist you
without a warrant

C. The ISP can't conduct any type of investigations on anyone and therefore can't assist you

D. ISP's never maintain log files so they would be of no use to your investigation

Answer: B

NEW QUESTION 43
- (Exam Topic 1)
When investigating a Windows System, it is important to view the contents of the page or swap file because:

A. Windows stores all of the systems configuration information in this file

B. This is file that windows use to communicate directly with Registry

C. A Large volume of data can exist within the swap file of which the computer user has no knowledge

D. This is the file that windows use to store the history of the last 100 commands that were run from the command line

Answer: C

NEW QUESTION 45
- (Exam Topic 1)
In a computer forensics investigation, what describes the route that evidence takes from the time you find it until the case is closed or goes to court?

A. rules of evidence
B. law of probability
C. chain of custody
D. policy of separation

Answer: C

NEW QUESTION 46
- (Exam Topic 1)
What method of computer forensics will allow you to trace all ever-established user accounts on a Windows 2000 sever the course of its lifetime?

A. forensic duplication of hard drive
B. analysis of volatile data

C. comparison of MD5 checksums
D. review of SIDs in the Registry

Answer: C

NEW QUESTION 47
- (Exam Topic 1)
In the context of file deletion process, which of the following statement holds true?

A. When files are deleted, the data is overwritten and the cluster marked as available
B. The longer a disk is in use, the less likely it is that deleted files will be overwritten
C. While booting, the machine may create temporary files that can delete evidence
D. Secure delete programs work by completely overwriting the file in one go

Answer: C

NEW QUESTION 51

- (Exam Topic 1)

Jessica works as systems administrator for a large electronics firm. She wants to scan her network quickly to detect live hosts by using ICMP ECHO Requests.
What type of scan is Jessica going to perform?

A. Tracert

B. Smurf scan

C. Ping trace

D. ICMP ping sweep
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Answer: D

NEW QUESTION 55

- (Exam Topic 1)

As a security analyst, you setup a false survey website that will require users to create a username and a strong password. You send the link to all the employees
of the company. What information will you be able to gather?

A. The IP address of the employees’ computers

B. Bank account numbers and the corresponding routing numbers
C. The employees network usernames and passwords

D. The MAC address of the employees’ computers

Answer: C

NEW QUESTION 57

- (Exam Topic 1)

Julia is a senior security analyst for Berber Consulting group. She is currently working on a contract for a small accounting firm in Florid a. They have given her
permission to perform social engineering attacks on the company to see if their in-house training did any good. Julia calls the main number for the accounting firm
and talks to the receptionist. Julia says that she is an IT technician from the company's main office in lowa. She states that she needs the receptionist's network
username and password to troubleshoot a problem they are having. Julia says that Bill Hammond, the CEO of the company, requested this information. After
hearing the name of the CEO, the receptionist gave Julia all the information she asked for. What principal of social engineering did Julia use?

A. Social Validation
B. Scarcity

C. Friendship/Liking
D. Reciprocation

Answer: D

NEW QUESTION 61

- (Exam Topic 1)

A honey pot deployed with the IP 172.16.1.108 was compromised by an attacker. Given below is an excerpt from a Snort binary capture of the attack. Decipher the
activity carried out by the attacker by studying the log. Please note that you are required to infer only what is explicit in the excerpt.

(Note: The student is being tested on concepts learnt during passive OS fingerprinting, basic TCP/IP connection concepts and the ability to read packet signatures
from a sniff dump.)

03/15-20:21:24.107053 211.185.125.124:3500 -> 172.16.1.108:111

TCP TTL:43 TOS:0x0 1D:29726 IpLen:20 DgmLen:52 DF

e Arerk Seq: 0x9B6338C5 Ack: 0x5820ADDO0 Win: 0x7D78 TcpLen: 32 TCP Options (3) => NOP NOP TS: 23678634 2878772

SH=t=tmdot sttt s oSt o st st s s st s st s b b s b st ===+ =+ =+ =+=+= 03/15-20:21:24.452051 211.185.125.124:789 -> 172.16.1.103:111
UDP TTL:43 TOS:0x0 1D:29733 IpLen:20 DgmLen:84

Len: 64

01 OA 8A OA 00 00 00 00 00 00 00 02 00 01 86 AO ................

00 00 00 02 00 00 00 03 00 00 00 00 00 00 00 QO ................

00 00 00 00 00 00 00 00 000186 B8 00000001 ................

00 00 00 11 00 00 00 OO ........

StH=t=tmtmt ot st sttt st st st s st sttt s sttt s ==t ==+ =+ =+=+=+= 03/15-20:21:24.730436 211.185.125.124:790 ->
172.16.1.103:32773

UDP TTL:43 TOS:0x0 ID:29781 IpLen:20 DgmLen:1104 Len: 1084

47 F7 9F 63 00 00 00 00 00 00 00 02 00 01 86 B8

A. The attacker has conducted a network sweep on port 111

B. The attacker has scanned and exploited the system using Buffer Overflow
C. The attacker has used a Trojan on port 32773

D. The attacker has installed a backdoor

Answer: A

NEW QUESTION 63
- (Exam Topic 1)
Why is it a good idea to perform a penetration test from the inside?

A. Itis never a good idea to perform a penetration test from the inside
B. Because 70% of attacks are from inside the organization

C. To attack a network from a hacker's perspective

D. It is easier to hack from the inside

Answer: B

NEW QUESTION 66

- (Exam Topic 1)

You are the network administrator for a small bank in Dallas, Texas. To ensure network security, you enact a security policy that requires all users to have 14
character passwords. After giving your users 2 weeks notice, you change the Group Policy to force 14 character passwords. A week later you dump the SAM
database from the standalone server and run a password-cracking tool against it. Over 99% of the passwords are broken within an hour. Why were these
passwords cracked so Quickly?

A. Passwords of 14 characters or less are broken up into two 7-character hashes

B. A password Group Policy change takes at least 3 weeks to completely replicate throughout a network
C. Networks using Active Directory never use SAM databases so the SAM database pulled was empty
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D. The passwords that were cracked are local accounts on the Domain Controller

Answer: A

NEW QUESTION 71

- (Exam Topic 1)

You are a computer forensics investigator working with local police department and you are called to assist in an investigation of threatening emails. The
complainant has printer out 27 email messages from the suspect and gives the printouts to you. You inform her that you will need to examine her computer
because you need access to the in order to track the emails back to the suspect.

A. Routing Table

B. Firewall log

C. Configuration files
D. Email Header

Answer: D

NEW QUESTION 76
- (Exam Topic 1)
In what way do the procedures for dealing with evidence in a criminal case differ from the procedures for dealing with evidence in a civil case?

A. evidence must be handled in the same way regardless of the type of case

B. evidence procedures are not important unless you work for a law enforcement agency
C. evidence in a criminal case must be secured more tightly than in a civil case

D. evidence in a civil case must be secured more tightly than in a criminal case

Answer: C

NEW QUESTION 77

- (Exam Topic 1)

You are using DriveSpy, a forensic tool and want to copy 150 sectors where the starting sector is 1709 on the primary hard drive. Which of the following formats
correctly specifies these sectors?

A. 0:1000, 150
B. 0:1709, 150
C. 1:1709, 150
D. 0:1709-1858

Answer: B

NEW QUESTION 80

- (Exam Topic 1)

A law enforcement officer may only search for and seize criminal evidence with , which are facts or circumstances that would lead a reasonable person to believe a
crime has been committed or is about to be committed, evidence of the specific crime exists and the evidence of the specific crime exists at the place to be
searched.

A. Mere Suspicion

B. A preponderance of the evidence
C. Probable cause

D. Beyond a reasonable doubt

Answer: C

NEW QUESTION 85
- (Exam Topic 1)
What is a good security method to prevent unauthorized users from "tailgating"?

A. Man trap

B. Electronic combination locks
C. Pick-resistant locks

D. Electronic key systems

Answer: A

NEW QUESTION 88

- (Exam Topic 1)

You are running known exploits against your network to test for possible vulnerabilities. To test the strength of your virus software, you load a test network to mimic
your production network. Your software successfully blocks some simple macro and encrypted viruses. You decide to really test the software by using virus code
where the code rewrites itself entirely and the signatures change from child to child, but the functionality stays the same. What type of virus is this that you are
testing?

A. Polymorphic

B. Metamorphic

C. Oligomorhic

D. Transmorphic

Answer: B
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NEW QUESTION 93

- (Exam Topic 1)

Meyer Electronics Systems just recently had a number of laptops stolen out of their office. On these laptops contained sensitive corporate information regarding
patents and company strategies. A month after the laptops were stolen, a competing company was found to have just developed products that almost exactly
duplicated products that Meyer produces. What could have prevented this information from being stolen from the laptops?

A. EFS Encryption
B. DFS Encryption
C. IPS Encryption
D. SDW Encryption

Answer: A

NEW QUESTION 98

- (Exam Topic 1)

The police believe that Melvin Matthew has been obtaining unauthorized access to computers belonging to numerous computer software and computer operating
systems manufacturers, cellular telephone manufacturers, Internet Service Providers and Educational Institutions. They also suspect that he has been stealing,
copying and misappropriating proprietary computer software belonging to the several victim companies. What is preventing the police from breaking down the
suspects door and searching his home and seizing all of his computer equipment if they have not yet obtained a warrant?

A. The Fourth Amendment

B. The USA patriot Act

C. The Good Samaritan Laws

D. The Federal Rules of Evidence

Answer: A

NEW QUESTION 100
- (Exam Topic 1)
Diskcopy is:

A. a utility by AccessData

B. a standard MS-DOS command
C. Digital Intelligence utility

D. dd copying tool

Answer: B

Explanation:
diskcopy is a STANDARD DOS utility. C:\WINDOWS>diskcopy /? Copies the contents of one floppy disk to another.

NEW QUESTION 102

- (Exam Topic 1)

Office documents (Word, Excel, PowerPoint) contain a code that allows tracking the MAC, or unique identifier, of the machine that created the document. What is
that code called?

A. the Microsoft Virtual Machine Identifier
B. the Personal Application Protocol

C. the Globally Unique ID

D. the Individual ASCII String

Answer: C

NEW QUESTION 105
- (Exam Topic 1)
Which federal computer crime law specifically refers to fraud and related activity in connection with access devices like routers?

A.18 U.S.
B. 1029
C.18 U.S.
D. 1362
E. 18 U.S.
F. 2511
G. 18 U.S.
H. 2703

Answer: A

NEW QUESTION 109

- (Exam Topic 1)

This is original file structure database that Microsoft originally designed for floppy disks. It is written to the outermost track of a disk and contains information about
each file stored on the drive.

A. Master Boot Record (MBR)

B. Master File Table (MFT)

C. File Allocation Table (FAT)

D. Disk Operating System (DOS)
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Answer: C

NEW QUESTION 112

- (Exam Topic 1)

You are carrying out the last round of testing for your new website before it goes live. The website has many dynamic pages and connects to a SQL backend that
accesses your product inventory in a database. You come across a web security site that recommends inputting the following code into a search field on web
pages to check for vulnerabilities: When you type this and click on search, you receive a pop-up window that says: "This is a test."

What is the result of this test?

A. Your website is vulnerable to CSS

B. Your website is not vulnerable

C. Your website is vulnerable to SQL injection
D. Your website is vulnerable to web bugs

Answer: A

NEW QUESTION 115

- (Exam Topic 1)

One technique for hiding information is to change the file extension from the correct one to one that might not be noticed by an investigator. For example, changing
a .jpg extension to a .doc extension so that a picture file appears to be a document. What can an investigator examine to verify that a file has the correct
extension?

A. the File Allocation Table
B. the file header

C. the file footer

D. the sector map

Answer: B

NEW QUESTION 117

- (Exam Topic 4)

A forensic analyst has been tasked with investigating unusual network activity Inside a retail company's network. Employees complain of not being able to access
services, frequent rebooting, and anomalies In log files. The Investigator requested log files from the IT administrator and after carefully reviewing them, he finds
the following log entry:

12:34:35 1 122,34 HI‘J"I.' 3k T -l.'j' ASprUsermame=oian r | 1: 4:3% 1 r .4 "E-.ul "I:-
painasplusername=hblab” _or J1=1 12:34:35 192.2.3.4 HEAIL Gl

oqinasplusername+blah” or exec master.xp _cmdshell ‘net user test testpass

What type of attack was performed on the companies' web application?

A. Directory transversal
B. Unvalidated input

C. Log tampering

D. SQL injection

Answer: D

NEW QUESTION 119

- (Exam Topic 4)

Which "Standards and Criteria" under SWDGE states that "the agency must use hardware and software that are appropriate and effective for the seizure or
examination procedure"?

A. Standards and Criteria 1.7
B. Standards and Criteria 1.6
C. Standards and Criteria 1.4
D. Standards and Criteria 1.5

Answer: D

NEW QUESTION 122

- (Exam Topic 4)

Web browsers can store relevant information from user activities. Forensic investigators may retrieve files, lists, access history, cookies, among other digital
footprints. Which tool can contribute to this task?

A. Most Recently Used (MRU) list
B. MZCacheView

C. Google Chrome Recovery Utility
D. Task Manager

Answer: B
NEW QUESTION 124
- (Exam Topic 4)

Simona has written a regular expression for the detection of web application-specific attack attempt that reads as /((\%3C)|<K(\%2F)|V)*[a-zO-9\%I*((\%3E)|>)/IX.
Which of the following does the part (|\%3E)|>) look for?
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A. Alphanumeric string or its hex equivalent

B. Opening angle bracket or its hex equivalent

C. Closing angle bracket or its hex equivalent

D. Forward slash for a closing tag or its hex equivalent

Answer: D

NEW QUESTION 129

- (Exam Topic 4)

Which set of anti-forensic tools/techniques allows a program to compress and/or encrypt an executable file to hide attack tools from being detected by reverse-
engineering or scanning?

A. Packers

B. Emulators

C. Password crackers
D. Botnets

Answer: A

NEW QUESTION 131
- (Exam Topic 4)
Which of the following malware targets Android mobile devices and installs a backdoor that remotely installs applications from an attacker-controlled server?

A. Felix

B. XcodeGhost
C. xHelper

D. Unflod

Answer: C

NEW QUESTION 133

- (Exam Topic 4)

An investigator needs to perform data acquisition from a storage media without altering its contents to maintain the Integrity of the content. The approach adopted
by the Investigator relies upon the capacity of enabling read-only access to the storage media. Which tool should the Investigator Integrate Into his/her procedures
to accomplish this task?

A. BitLocker

B. Data duplication tool
C. Backup tool

D. Write blocker

Answer: D

NEW QUESTION 135

- (Exam Topic 4)

Jeff is a forensics investigator for a government agency's cyber security office. Jeff Is tasked with acquiring a memory dump of a Windows 10 computer that was
involved In a DDoS attack on the government agency's web application. Jeff is onsite to collect the memory. What tool could Jeff use?

A. Volatility

B. Autopsy

C. RAM Mapper
D. Memcheck

Answer: A

NEW QUESTION 140

- (Exam Topic 4)

You are an information security analyst at a large pharmaceutical company. While performing a routine review of audit logs, you have noticed a significant amount
of egress traffic to various IP addresses on destination port 22 during off-peak hours. You researched some of the IP addresses and found that many of them are
in Eastern Europe. What is the most likely cause of this traffic?

A. Malicious software on internal system is downloading research data from partner 5FTP servers in Eastern Europe

B. Internal systems are downloading automatic Windows updates

C. Data is being exfiltrated by an advanced persistent threat (APT)

D. The organization's primary internal DNS server has been compromised and is performing DNS zone transfers to malicious external entities

Answer: C

NEW QUESTION 141
- (Exam Topic 4)
Which of the following is the most effective tool for acquiring volatile data from a Windows-based system?

A. Coreography
B. Datagrab

C. Ethereal

D. Helix
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Answer: D

NEW QUESTION 143

- (Exam Topic 4)

Fred, a cybercrime Investigator for the FBI, finished storing a solid-state drive In a static resistant bag and filled out the chain of custody form. Two days later. John
grabbed the solid-state drive and created a clone of It (with write blockers enabled) In order to Investigate the drive. He did not document the chain of custody
though. When John was finished, he put the solid-state drive back in the static resistant and placed it back in the evidence locker. A day later, the court trial began
and upon presenting the evidence and the supporting documents, the chief Justice outright rejected them. Which of the following statements strongly support the
reason for rejecting the evidence?

A. Block clones cannot be created with solid-state drives

B. Write blockers were used while cloning the evidence

C. John did not document the chain of custody

D. John investigated the clone instead of the original evidence itself

Answer: C

NEW QUESTION 147

- (Exam Topic 4)

An investigator wants to extract passwords from SAM and System Files. Which tool can the Investigator use to obtain a list of users, passwords, and their hashes
In this case?

A. PWdump7
B. HashKey

C. Nuix

D. FileMerlin

Answer: A

NEW QUESTION 152

- (Exam Topic 4)

A cybercriminal is attempting to remove evidence from a Windows computer. He deletes the file evidencel.doc. sending it to Windows Recycle Bin. The
cybercriminal then empties the Recycle Bin. After having been removed from the Recycle Bin. what will happen to the data?

A. The data will remain in its original clusters until it is overwritten
B. The data will be moved to new clusters in unallocated space
C. The data will become corrupted, making it unrecoverable

D. The data will be overwritten with zeroes

Answer: A

NEW QUESTION 155

- (Exam Topic 4)

Sally accessed the computer system that holds trade secrets of the company where she Is employed. She knows she accessed It without authorization and all
access (authorized and unauthorized) to this computer Is monitored.To cover her tracks. Sally deleted the log entries on this computer. What among the following
best describes her action?

A. Password sniffing
B. Anti-forensics

C. Brute-force attack
D. Network intrusion

Answer: B

NEW QUESTION 160

- (Exam Topic 4)

Cloud forensic investigations impose challenges related to multi-jurisdiction and multi-tenancy aspects. To have a better understanding of the roles and
responsibilities between the cloud service provider (CSP) and the client, which document should the forensic investigator review?

A. Service level agreement

B. Service level management
C. National and local regulation
D. Key performance indicator

Answer: A

NEW QUESTION 164

- (Exam Topic 4)

Donald made an OS disk snapshot of a compromised Azure VM under a resource group being used by the affected company as a part of forensic analysis
process. He then created a vhd file out of the snapshot and stored it in a file share and as a page blob as backup in a storage account under different region. What
Is the next thing he should do as a security measure?

A. Recommend changing the access policies followed by the company
B. Delete the snapshot from the source resource group

C. Delete the OS disk of the affected VM altogether

D. Create another VM by using the snapshot

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\l;/ Exam Recommend!! Get the Full 312-49v10 dumps in VCE and PDF From SurePassExam
L' Sure PHSS https://lwww.surepassexam.com/312-49v10-exam-dumps.html (701 New Questions)

Answer: C

NEW QUESTION 168

- (Exam Topic 4)

A breach resulted from a malware attack that evaded detection and compromised the machine memory without installing any software or accessing the hard drive.
What technique did the adversaries use to deliver the attack?

A. Fileless

B. Trojan

C. JavaScript
D. Spyware

Answer: A

NEW QUESTION 170
- (Exam Topic 4)
Which among the following acts has been passed by the U.S. Congress to protect investors from the possibility of fraudulent accounting activities by corporations?

A. Federal Information Security Management act of 2002

B. Gramm-Leach-Bliley act

C. Health insurance Probability and Accountability act of 1996
D. Sarbanes-Oxley act of 2002

Answer: D

NEW QUESTION 172
- (Exam Topic 4)
SO/IEC 17025 is an accreditation for which of the following:

A. CHFI issuing agency
B. Encryption

C. Forensics lab licensing
D. Chain of custody

Answer: C

NEW QUESTION 177
- (Exam Topic 4)
Identify the location of Recycle Bin on a Windows 7 machine that uses NTFS file system to store and retrieve files on the hard disk.

A. Drive:\$Recycle.Bin
B. DriveARECYCLER
C. C:\RECYCLED

D. DriveARECYCLED

Answer: A

NEW QUESTION 182

- (Exam Topic 4)

Matthew has been assigned the task of analyzing a suspicious MS Office document via static analysis over an Ubuntu-based forensic machine. He wants to see
what type of document It Is. whether It Is encrypted, or contains any flash objects/VBA macros. Which of the following python-based script should he run to get
relevant information?

A. oleform.py
B. oleid.py
C. oledir.py
D. pdfid.py

Answer: B

NEW QUESTION 183
- (Exam Topic 4)
Place the following In order of volatility from most volatile to the least volatile.

A. Registers and cache, routing tables, temporary file systems, disk storage, archival media
B. Register and cache, temporary file systems, routing tables, disk storage, archival media

C. Registers and cache, routing tables, temporary file systems, archival media, disk storage
D. Archival media, temporary file systems, disk storage, archival media, register and cache

Answer: B
NEW QUESTION 187
- (Exam Topic 3)

Which of the following email headers specifies an address for mailer-generated errors, like "no such user" bounce messages, to go to (instead of the sender's
address)?
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A. Mime-Version header

B. Content-Type header

C. Content-Transfer-Encoding header
D. Errors-To header

Answer: D

NEW QUESTION 191
- (Exam Topic 3)
Which of the following Perl scripts will help an investigator to access the executable image of a process?

A. Lspd.pl
B. Lpsi.pl
C. Lspm.pl
D. Lspi.pl

Answer: D

NEW QUESTION 194

- (Exam Topic 3)

Smith, an employee of a reputed forensic investigation firm, has been hired by a private organization to investigate a laptop that is suspected to be involved in the
hacking of the organization’s DC server. Smith wants to find all the values typed into the Run box in the Start menu. Which of the following registry keys will Smith
check to find the above information?

A. TypedURLs key

B. MountedDevices key
C. UserAssist Key

D. RunMRU key

Answer: D

NEW QUESTION 198

- (Exam Topic 3)

Bob has encountered a system crash and has lost vital data stored on the hard drive of his Windows computer. He has no cloud storage or backup hard drives. He
wants to recover all the data, which includes his personal photos, music, documents, videos, official emails, etc. Which of the following tools shall resolve Bob's
purpose?

A. Cain & Abel

B. Recuva

C. Xplico

D. Colasoft's Capsa

Answer: B

NEW QUESTION 199
- (Exam Topic 3)
Which list contains the most recent actions performed by a Windows User?

A. MRU

B. Activity

C. Recents

D. Windows Error Log

Answer: A

NEW QUESTION 200

- (Exam Topic 3)

Rusty, a computer forensics apprentice, uses the command nbtstat —c while analyzing the network information in a suspect system. What information is he looking
for?

A. Contents of the network routing table
B. Status of the network carrier

C. Contents of the NetBIOS name cache
D. Network connections

Answer: C

NEW QUESTION 203

- (Exam Topic 3)

Buffer overflow vulnerability of a web application occurs when it fails to guard its buffer properly and allows writing beyond its maximum size. Thus, it overwrites the
. There are multiple forms of buffer overflow, including a Heap Buffer Overflow and a Format String Attack.

A. Adjacent memory locations
B. Adjacent bit blocks

C. Adjacent buffer locations
D. Adjacent string locations
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Answer: A

NEW QUESTION 205

- (Exam Topic 3)

You need to deploy a new web-based software package for your organization. The package requires three separate servers and needs to be available on the
Internet. What is the recommended architecture in terms of server placement?

A. All three servers need to be placed internally

B. A web server and the database server facing the Internet, an application server on the internal network

C. A web server facing the Internet, an application server on the internal network, a database server on the internal network
D. All three servers need to face the Internet so that they can communicate between themselves

Answer: D

NEW QUESTION 208
- (Exam Topic 3)
What is cold boot (hard boot)?

A. It is the process of restarting a computer that is already in sleep mode

B. It is the process of shutting down a computer from a powered-on or on state

C. Itis the process of restarting a computer that is already turned on through the operating system
D. Itis the process of starting a computer from a powered-down or off state

Answer: D

NEW QUESTION 211

- (Exam Topic 3)

Which among the following U.S. laws requires financial institutions—companies that offer consumers financial products or services such as loans, financial or
investment advice, or insurance—to protect their customers’ information against security threats?

A. SOX

B. HIPAA
C. GLBA
D. FISMA

Answer: C

NEW QUESTION 216
- (Exam Topic 3)
Which of the following tool is used to locate IP addresses?

A. SmartWhois

B. Deep Log Analyzer
C. Towelroot

D. XRY LOGICAL

Answer: A

NEW QUESTION 218
- (Exam Topic 3)
Which of the following web browser uses the Extensible Storage Engine (ESE) database format to store browsing records, including history, cache, and cookies?

A. Safari

B. Mozilla Firefox
C. Microsoft Edge
D. Google Chrome

Answer: C

NEW QUESTION 222

- (Exam Topic 3)

During forensics investigations, investigators tend to collect the system time at first and compare it with UTC. What does the abbreviation UTC stand for?
A. Coordinated Universal Time
B. Universal Computer Time

C. Universal Time for Computers
D. Correlated Universal Time
Answer: A

NEW QUESTION 225

- (Exam Topic 3)

What malware analysis operation can the investigator perform using the jv16 tool?

A. Files and Folder Monitor
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B. Installation Monitor
C. Network Traffic Monitoring/Analysis
D. Registry Analysis/Monitoring

Answer: D

NEW QUESTION 226
- (Exam Topic 3)
Which of the following does not describe the type of data density on a hard disk?

A. Volume density

B. Track density

C. Linear or recording density
D. Areal density

Answer: A

NEW QUESTION 231

- (Exam Topic 3)

Which type of attack is possible when attackers know some credible information about the victim's password, such as the password length, algorithms involved, or
the strings and characters used in its creation?

A. Rule-Based Attack

B. Brute-Forcing Attack

C. Dictionary Attack

D. Hybrid Password Guessing Attack

Answer: A

NEW QUESTION 236

- (Exam Topic 3)

Gary is checking for the devices connected to USB ports of a suspect system during an investigation. Select the appropriate tool that will help him document all the
connected devices.

A. DevScan
B. Devcon
C. fsutil

D. Reg.exe

Answer: B

NEW QUESTION 239
- (Exam Topic 3)
Which of the following is a non-zero data that an application allocates on a hard disk cluster in systems running on Windows OS?

A. Sparse File

B. Master File Table
C. Meta Block Group
D. Slack Space

Answer: B

NEW QUESTION 242
- (Exam Topic 3)
During an investigation of an XSS attack, the investigator comes across the term “[a-zA-Z0-9\%]+" in analyzed evidence details. What is the expression used for?

A. Checks for upper and lower-case alphanumeric string inside the tag, or its hex representation
B. Checks for forward slash used in HTML closing tags, its hex or double-encoded hex equivalent
C. Checks for opening angle bracket, its hex or double-encoded hex equivalent

D. Checks for closing angle bracket, hex or double-encoded hex equivalent

Answer: B

NEW QUESTION 246

- (Exam Topic 3)

In which registry does the system store the Microsoft security IDs?
A. HKEY_CLASSES_ROOT (HKCR)

B. HKEY_CURRENT_CONFIG (HKCC)

C. HKEY_CURRENT_USER (HKCU)

D. HKEY_LOCAL_MACHINE (HKLM)

Answer: D

NEW QUESTION 251
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- (Exam Topic 3)
Which of the following is NOT an anti-forensics technique?

A. Data Deduplication
B. Steganography

C. Encryption

D. Password Protection

Answer: A

NEW QUESTION 253
- (Exam Topic 3)
Which of the following statements is incorrect when preserving digital evidence?

A. Verify if the monitor is in on, off, or in sleep mode

B. Turn on the computer and extract Windows event viewer log files

C. Remove the plug from the power router or modem

D. Document the actions and changes that you observe in the monitor, computer, printer, or in other peripherals

Answer: B

NEW QUESTION 256

- (Exam Topic 3)

Adam, a forensic analyst, is preparing VMs for analyzing a malware. Which of the following is NOT a best
practice?

A. Isolating the host device

B. Installing malware analysis tools
C. Using network simulation tools
D. Enabling shared folders

Answer: D

NEW QUESTION 260
- (Exam Topic 3)
Which of the following examinations refers to the process of providing the opposing side in a trial the opportunity to question a withness?

A. Cross Examination
B. Direct Examination
C. Indirect Examination
D. Witness Examination

Answer: A

NEW QUESTION 265
- (Exam Topic 3)
Which of the following components within the android architecture stack take care of displaying windows owned by different applications?

A. Media Framework

B. Surface Manager

C. Resource Manager

D. Application Framework

Answer: D

NEW QUESTION 269
- (Exam Topic 3)
When a user deletes a file, the system creates a $l file to store its details. What detail does the $I file not contain?

A. File Size

B. File origin and modification
C. Time and date of deletion
D. File Name

Answer: B

NEW QUESTION 274

- (Exam Topic 3)

Which of the following Linux command searches through the current processes and lists the process IDs those match the selection criteria to stdout?
A. pstree

B. pgrep

C.ps

D. grep

Answer: B
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NEW QUESTION 275
- (Exam Topic 3)
Investigators can use the Type Allocation Code (TAC) to find the model and origin of a mobile device. Where is TAC located in mobile devices?

A. International Mobile Equipment Identifier (IMEI)
B. Integrated circuit card identifier (ICCID)

C. International mobile subscriber identity (IMSI)
D. Equipment Identity Register (EIR)

Answer: A

NEW QUESTION 280

- (Exam Topic 3)

Which among the following search warrants allows the first responder to search and seize the victim’s computer components such as hardware, software, storage
devices, and documentation?

A. John Doe Search Warrant

B. Citizen Informant Search Warrant

C. Electronic Storage Device Search Warrant
D. Service Provider Search Warrant

Answer: C

NEW QUESTION 285
- (Exam Topic 3)
Which command line tool is used to determine active network connections?

A. netsh

B. nbstat
C. nslookup
D. netstat

Answer: D

NEW QUESTION 287

- (Exam Topic 3)

Which layer of iOS architecture should a forensics investigator evaluate to analyze services such as Threading, File Access, Preferences, Networking and high-
level features?

A. Core Services
B. Media services
C. Cocoa Touch
D. Core OS

Answer: D

NEW QUESTION 289
- (Exam Topic 3)
Which of the following statements is true regarding SMTP Server?

A. SMTP Server breaks the recipient’s address into Recipient’s name and his/her designation before passing it to the DNS Server
B. SMTP Server breaks the recipient's address into Recipient’s name and recipient’s address before passing it to the DNS Server
C. SMTP Server breaks the recipient’s address into Recipient’s name and domain name before passing it to the DNS Server

D. SMTP Server breaks the recipient’s address into Recipient’'s name and his/her initial before passing it to the DNS Server

Answer: C

NEW QUESTION 294
- (Exam Topic 3)
What is the role of Alloc.c in Apache core?

A. It handles allocation of resource pools

B. It is useful for reading and handling of the configuration files

C. It takes care of all the data exchange and socket connections between the client and the server
D. It handles server start-ups and timeouts

Answer: A

NEW QUESTION 295

- (Exam Topic 3)

You are working as an independent computer forensics investigator and received a call from a systems administrator for a local school system requesting your
assistance. One of the students at the local high school is suspected of downloading inappropriate images from the Internet to a PC in the Computer Lab. When
you arrive at the school, the systems administrator hands you a hard drive and tells you that he made a “simple backup copy” of the hard drive in the PC and put it
on this drive and requests that you examine the drive for evidence of the suspected images. You inform him that a “simple backup copy” will not provide deleted
files or recover file fragments. What type of copy do you need to make to ensure that the evidence found is complete and admissible in future proceeding?

A. Robust copy
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B. Incremental backup copy
C. Bit-stream copy
D. Full backup copy

Answer: C

NEW QUESTION 297

- (Exam Topic 3)

The given image displays information about date and time of installation of the OS along with service packs, patches, and sub-directories. What command or tool
did the investigator use to view this output?

B Administrator: Command Prompt — O ~

. dir /o:d
.dir /o:s
. dir /o:e
.dir /fo:n

o0 w®>

Answer: A

NEW QUESTION 300
- (Exam Topic 3)
What must an attorney do first before you are called to testify as an expert?

A. Qualify you as an expert witness

B. Read your curriculum vitae to the jury

C. Engage in damage control

D. Prove that the tools you used to conduct your examination are perfect

Answer: A

NEW QUESTION 304
- (Exam Topic 3)
Which among the following tools can help a forensic investigator to access the registry files during postmortem analysis?

A. RegistryChangesView
B. RegDlIIView

C. RegRipper

D. ProDiscover

Answer: C

NEW QUESTION 305

- (Exam Topic 3)

The MAC attributes are timestamps that refer to a time at which the file was last modified or last accessed or originally created. Which of the following file systems
store MAC attributes in Coordinated Universal Time (UTC) format?

A. File Allocation Table (FAT

B. New Technology File System (NTFS)
C. Hierarchical File System (HFS)

D. Global File System (GFS)

Answer: B
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NEW QUESTION 308
- (Exam Topic 3)
Which tool allows dumping the contents of process memory without stopping the process?

A. psdump.exe

B. pmdump.exe

C. processdump.exe
D. pdump.exe

Answer: B

NEW QUESTION 313
- (Exam Topic 3)
Which Linux command when executed displays kernel ring buffers or information about device drivers loaded into the kernel?

A. pgrep
B. dmesg
C. fsck
D. grep

Answer: B

NEW QUESTION 316
- (Exam Topic 3)
Which of the following stand true for BIOS Parameter Block?

A. The BIOS Partition Block describes the physical layout of a data storage volume
B. The BIOS Partition Block is the first sector of a data storage device
C. The length of BIOS Partition Block remains the same across all the file systems
D. The BIOS Partition Block always refers to the 512-byte boot sector

Answer: A

NEW QUESTION 320
- (Exam Topic 3)
Which of the following is a federal law enacted in the US to control the ways that financial institutions deal with the private information of individuals?

A. SOX

B. HIPAA 1996
C. GLBA

D. PCI DSS

Answer: C

NEW QUESTION 322

- (Exam Topic 3)

Korey, a data mining specialist in a knowledge processing firm DataHub.com, reported his CISO that he has lost certain sensitive data stored on his laptop. The
CISO wants his forensics investigation team to find if the data loss was accident or intentional. In which of the following category this case will fall?

A. Civil Investigation

B. Administrative Investigation

C. Both Civil and Criminal Investigations
D. Criminal Investigation

Answer: B

NEW QUESTION 326
- (Exam Topic 3)
Data Files contain Multiple Data Pages, which are further divided into Page Header, Data Rows, and Offset Table. Which of the following is true for Data Rows?

A. Data Rows store the actual data

B. Data Rows present Page typ

C. Page ID, and so on

D. Data Rows point to the location of actual data

E. Data Rows spreads data across multiple databases

Answer: B

NEW QUESTION 331

- (Exam Topic 3)

Lynne receives the following email:

Dear lynne@gmail.com! We are sorry to inform you that your ID has been temporarily frozen due to incorrect or missing information saved at 2016/11/10 20:40:24
You have 24 hours to fix this problem or risk to be closed permanently! To proceed Please Connect >> My Apple ID

Thank You The link to My Apple ID shows http://byggarbetsplatsen.se/backup/signon/ What type of attack is this?

A. Mail Bombing
B. Phishing
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C. Email Spamming
D. Email Spoofing

Answer: B

NEW QUESTION 336
- (Exam Topic 3)
What does the command “C:\>weuvtutil gl <log name>" display?

A. Configuration information of a specific Event Log
B. Event logs are saved in .xml format

C. Event log record structure

D. List of available Event Logs

Answer: A

NEW QUESTION 338
- (Exam Topic 3)
Which of the following techniques delete the files permanently?

A. Steganography
B. Artifact Wiping
C. Data Hiding

D. Trail obfuscation

Answer: B

NEW QUESTION 341

- (Exam Topic 3)

In both pharming and phishing attacks an attacker can create websites that look similar to legitimate sites with the intent of collecting personal identifiable
information from its victims. What is the difference between pharming and phishing attacks?

A. Both pharming and phishing attacks are purely technical and are not considered forms of social engineering

B. In a pharming attack a victim is redirected to a fake website by modifying their host configuration file or by exploiting vulnerabilities in DN

C. In a phishing attack an attacker provides the victim with a URL that is either misspelled or looks similar to the actual websites domain name

D. In a phishing attack a victim is redirected to a fake website by modifying their host configuration file or by exploiting vulnerabilities in DN

E. In a pharming attack an attacker provides the victim with a URL that is either misspelled or looks very similar to the actual websites domain name
F. Both pharming and phishing attacks are identical

Answer: B

NEW QUESTION 342
- (Exam Topic 3)
Which part of Metasploit framework helps users to hide the data related to a previously deleted file or currently unused by the allocated file.

A. Waffen FS
B. RuneFS
C. FragFS
D. Slacker

Answer: D

NEW QUESTION 345

- (Exam Topic 3)

NTFS sets a flag for the file once you encrypt it and creates an EFS attribute where it stores Data Decryption Field (DDF) and Data Recovery Field (DDR). Which
of the following is not a part of DDF?

A. Encrypted FEK

B. Checksum

C. EFS Certificate Hash
D. Container Name

Answer: B

NEW QUESTION 350

- (Exam Topic 2)

Which password cracking technique uses every possible combination of character sets?
A. Rainbow table attack

B. Brute force attack

C. Rule-based attack

D. Dictionary attack

Answer: B

NEW QUESTION 353
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- (Exam Topic 2)
What does the part of the log, “% SEC-6-IPACCESSLOGP”, extracted from a Cisco router represent?

A. The system was not able to process the packet because there was not enough room for all of the desired IP header options

B. Immediate action required messages

C. Some packet-matching logs were missed because the access list log messages were rate limited, or no access list log buffers were available
D. A packet matching the log criteria for the given access list has been detected (TCP or UDP)

Answer: D

NEW QUESTION 358
- (Exam Topic 2)
Where is the startup configuration located on a router?

A. Static RAM

B. BootROM

C. NVRAM

D. Dynamic RAM

Answer: C

NEW QUESTION 363

- (Exam Topic 2)

Jacob is a computer forensics investigator with over 10 years experience in investigations and has written over 50 articles on computer forensics. He has been
called upon as a qualified witness to testify the accuracy and integrity of the technical log files gathered in an investigation into computer fraud. What is the term
used for Jacob testimony in this case?

A. Justification
B. Authentication
C. Reiteration

D. Certification

Answer: B

NEW QUESTION 366

- (Exam Topic 2)

Harold is a computer forensics investigator working for a consulting firm out of Atlanta Georgia. Harold is called upon to help with a corporate espionage case in
Miami Florida. Harold assists in the investigation by

pulling all the data from the computers allegedly used in the illegal activities. He finds that two suspects in the company where stealing sensitive corporate
information and selling it to competing companies. From the email and instant messenger logs recovered, Harold has discovered that the two employees notified
the buyers by writing symbols on the back of specific stop signs. This way, the buyers knew when and where to meet with the alleged suspects to buy the stolen
material. What type of steganography did these two suspects use?

A. Text semagram
B. Visual semagram
C. Grill cipher

D. Visual cipher

Answer: B

NEW QUESTION 370
- (Exam Topic 2)
Which of the following files stores information about a local Google Drive installation such as User email ID, Local Sync Root Path, and Client version installed?

A. filecache.db

B. config.db

C. sigstore.db

D. Sync_config.db

Answer: D

NEW QUESTION 372

- (Exam Topic 2)

What will the following Linux command accomplish? dd if=/dev/mem of=/home/sam/mem.bin bs=1024
A. Copy the master boot record to a file

B. Copy the contents of the system folder to a file
C. Copy the running memory to a file

D. Copy the memory dump file to an image file
Answer: C

NEW QUESTION 377

- (Exam Topic 2)

Which of the following is NOT a part of pre-investigation phase?

A. Building forensics workstation
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B. Gathering information about the incident
C. Gathering evidence data
D. Creating an investigation team

Answer: C

NEW QUESTION 380

- (Exam Topic 2)

You have been called in to help with an investigation of an alleged network intrusion. After questioning the members of the company IT department, you search
through the server log files to find any trace of the intrusion. After that you decide to telnet into one of the company routers to see if there is any evidence to be
found. While connected to the router, you see some unusual activity and believe that the attackers are currently connected to that router. You start up an ethereal
session to begin capturing traffic on the router that could be used in the investigation. At what layer of the OSI model are you monitoring while watching traffic to
and from the router?

A. Network
B. Transport
C. Data Link
D. Session

Answer: A

NEW QUESTION 384

- (Exam Topic 2)

Davidson Trucking is a small transportation company that has three local offices in Detroit Michigan. Ten female employees that work for the company have gone
to an attorney reporting that male employees repeatedly harassed them and that management did nothing to stop the problem. Davidson has employee policies
that outline all company guidelines, including awareness on harassment and how it will not be tolerated. When the case is brought to court, whom should the
prosecuting attorney call upon for not upholding company policy?

A. IT personnel

B. Employees themselves

C. Supervisors

D. Administrative assistant in charge of writing policies

Answer: C

NEW QUESTION 385
- (Exam Topic 2)
What will the following command accomplish in Linux? fdisk /dev/hda

A. Partition the hard drive

B. Format the hard drive

C. Delete all files under the /dev/hda folder
D. Fill the disk with zeros

Answer: A

NEW QUESTION 390

- (Exam Topic 2)

Jacky encrypts her documents using a password. It is known that she uses her daughter’s year of birth as part of the password. Which password cracking
technique would be optimal to crack her password?

A. Rule-based attack
B. Brute force attack
C. Syllable attack

D. Hybrid attack

Answer: A

NEW QUESTION 395
- (Exam Topic 2)
Which of the following reports are delivered under oath to a board of directors/managers/panel of the jury?

A. Written Formal Report
B. Verbal Formal Report
C. Verbal Informal Report
D. Written Informal Report

Answer: B

NEW QUESTION 398
- (Exam Topic 2)
When investigating a wireless attack, what information can be obtained from the DHCP logs?

A. The operating system of the attacker and victim computers

B. IP traffic between the attacker and the victim

C. MAC address of the attacker

D. If any computers on the network are running in promiscuous mode
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Answer: C

NEW QUESTION 400
- (Exam Topic 2)
Which of the following files gives information about the client sync sessions in Google Drive on Windows?

A. sync_log.log
B. Sync_log.log
C. sync.log
D. Sync.log

Answer: B

NEW QUESTION 403
- (Exam Topic 2)
The process of restarting a computer that is already turned on through the operating system is called?

A. Warm boot
B. Ice boot

C. Hot Boot
D. Cold boot

Answer: A

NEW QUESTION 406

- (Exam Topic 2)

When needing to search for a website that is no longer present on the Internet today but was online few years back, what site can be used to view the website
collection of pages?

A. Proxify.net

B. Dnsstuff.com
C. Samspade.org
D. Archive.org

Answer: D

NEW QUESTION 408
- (Exam Topic 2)
What hashing method is used to password protect Blackberry devices?

A. AES
B. RC5
C. MD5
D. SHA-1

Answer: D

NEW QUESTION 413

- (Exam Topic 2)

What does the 63.78.199.4(161) denotes in a Cisco router log?

Mar 14 22:57:53.425 EST: %SEC-6-IPACCESSLOGP: list internet-inbound denied udp 66.56.16.77(1029) -> 63.78.199.4(161), 1 packet

A. Destination IP address
B. Source IP address

C. Login IP address

D. None of the above

Answer: A

NEW QUESTION 416
- (Exam Topic 2)
What layer of the OSI model do TCP and UDP utilize?

A. Data Link
B. Network
C. Transport
D. Session

Answer: C

NEW QUESTION 421

- (Exam Topic 2)

John is working on his company policies and guidelines. The section he is currently working on covers company documents; how they should be handled, stored,
and eventually destroyed. John is concerned about the process whereby outdated documents are destroyed. What type of shredder should John write in the
guidelines to be used when destroying documents?
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A. Strip-cut shredder

B. Cross-cut shredder
C. Cross-hatch shredder
D. Cris-cross shredder

Answer: B

NEW QUESTION 425

- (Exam Topic 2)

When a user deletes a file or folder, the system stores complete path including the original filename is a special hidden file called “INFO2” in the Recycled folder.
If the INFO2 file is deleted, it is recovered when you .

A. Undo the last action performed on the system
B. Reboot Windows

C. Use a recovery tool to undelete the file

D. Download the file from Microsoft website

Answer: A

NEW QUESTION 428
- (Exam Topic 2)
When is it appropriate to use computer forensics?

A. If copyright and intellectual property theft/misuse has occurred

B. If employees do not care for their boss management techniques

C. If sales drop off for no apparent reason for an extended period of time
D. If a financial institution is burglarized by robbers

Answer: A

NEW QUESTION 431
- (Exam Topic 2)
What type of flash memory card comes in either Type | or Type Il and consumes only five percent of the power required by small hard drives?

A. SD memory
B. CF memory
C. MMC memory
D. SM memory

Answer: B

NEW QUESTION 436
- (Exam Topic 2)
Where does Encase search to recover NTFS files and folders?

A. MBR
B. MFT
C. Slack space
D. HAL

Answer: B

NEW QUESTION 441
- (Exam Topic 2)
Which of the following files DOES NOT use Object Linking and Embedding (OLE) technology to embed and link to other objects?

A. Portable Document Format
B. MS-office Word Document
C. MS-office Word OneNote
D. MS-office Word PowerPoint

Answer: A

NEW QUESTION 444

- (Exam Topic 2)

Which of the following stages in a Linux boot process involve initialization of the system’s hardware?
A. BIOS Stage

B. Bootloader Stage

C. BootROM Stage

D. Kernel Stage

Answer: A

NEW QUESTION 449
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- (Exam Topic 2)
What is the default 1S log location?

A. SystemDrive\inetpub\LogFiles

B. %SystemDrive%)\inetpub\logs\LogFiles
C. %SystemDrive\logs\LogFiles

D. SystemDrivellogs\LogFiles

Answer: B

NEW QUESTION 452

- (Exam Topic 2)

Daryl, a computer forensics investigator, has just arrived at the house of an alleged computer hacker. Daryl takes pictures and tags all computer and peripheral
equipment found in the house. Daryl packs all the items found in his van and takes them back to his lab for further examination. At his lab, Michael his assistant
helps him with the investigation. Since Michael is still in training, Daryl supervises all of his work very carefully. Michael is not quite sure about the procedures to
copy all the data off the computer and peripheral devices. How many data acquisition tools should Michael use when creating copies of the evidence for the
investigation?

A. Two
B. One
C. Three
D. Four

Answer: A

NEW QUESTION 454

- (Exam Topic 2)

Which of the following attacks allows an attacker to access restricted directories, including application source code, configuration and critical system files, and to
execute commands outside of the web server’s root directory?

A. Parameter/form tampering
B. Unvalidated input

C. Directory traversal

D. Security misconfiguration

Answer: C

NEW QUESTION 455

- (Exam Topic 2)

An on-site incident response team is called to investigate an alleged case of computer tampering within their company. Before proceeding with the investigation,
the CEO informs them that the incident will be classified as low level. How long will the team have to respond to the incident?

A. One working day
B. Two working days
C. Immediately

D. Four hours

Answer: A

NEW QUESTION 460

- (Exam Topic 2)

Madison is on trial for allegedly breaking into her university internal network. The police raided her dorm room and seized all of her computer equipment. Madison
lawyer is trying to convince the judge that the

seizure was unfounded and baseless. Under which US Amendment is Madison lawyer trying to prove the police violated?

A. The 10th Amendment
B. The 5th Amendment
C. The 1st Amendment
D. The 4th Amendment

Answer: D

NEW QUESTION 462
- (Exam Topic 2)
In handling computer-related incidents, which IT role should be responsible for recovery, containment, and prevention to constituents?

A. Security Administrator

B. Network Administrator

C. Director of Information Technology
D. Director of Administration

Answer: B
NEW QUESTION 467
- (Exam Topic 2)

Heather, a computer forensics investigator, is assisting a group of investigators working on a large computer fraud case involving over 20 people. These 20
people, working in different offices, allegedly siphoned off money from many different client accounts. Heather responsibility is to find out how the accused people
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communicated between each other. She has searched their email and their computers and has not found any useful evidence. Heather then finds some possibly

useful evidence under the desk of one of the accused.

In an envelope she finds a piece of plastic with numerous holes cut out of it. Heather then finds the same exact piece of plastic with holes at many of the other
accused peoples desks. Heather believes that the 20 people involved in the case were using a cipher to send secret messages in between each other. What type

of cipher was used by the accused in this case?

A. Grill cipher

B. Null cipher

C. Text semagram
D. Visual semagram

Answer: A

NEW QUESTION 468
- (Exam Topic 2)
What feature of Windows is the following command trying to utilize?

o L2 WINDOWS  system 32 cndiexe

Cisrtype cindiscovery.doc * ciwindowshsystend2izol.exerdiscovery.doc

A. White space

B. AFS
C. ADS
D. Slack file
Answer: C

NEW QUESTION 469
- (Exam Topic 2)

Watson, a forensic investigator, is examining a copy of an I1SO file stored in CDFS format. What type of evidence is this?

A. Data from a CD copied using Windows

B. Data from a CD copied using Mac-based system
C. Data from a DVD copied using Windows system
D. Data from a CD copied using Linux system

Answer: A

NEW QUESTION 471
- (Exam Topic 2)

If a PDA is seized in an investigation while the device is turned on, what would be the proper procedure?

A. Keep the device powered on

B. Turn off the device immediately

C. Remove the battery immediately

D. Remove any memory cards immediately

Answer: A

NEW QUESTION 472
- (Exam Topic 2)
Which of the following tools will help the investigator to analyze web server logs?

A. XRY LOGICAL

B. LanWhois

C. Deep Log Monitor
D. Deep Log Analyzer

Answer: D

NEW QUESTION 477
- (Exam Topic 2)

While looking through the IIS log file of a web server, you find the following entries:

2007-01-23 14:1E:39 MESVC1 L72.16.28.102 GET /Development/index.asp

SUUV-01-£3 1421039 MEEVCL 17 10,20, 108 GET flogin,asplusername=if | [(selsct usar)="=a’' OR [seleck
seleck 1 alas selsct 1/0

2007-01-F3 149:18:39 w3svcl 172.16.28, 103 GET Spevelopmentalindes 02.7p9

2007=01=Z3 14:1B:39 MASVC]1 172.16.28.102 GET /Development/index 04.3pg
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What is evident from this log file?

A. Web bugs

B. Cross site scripting

C. Hidden fields

D. SQL injection is possible

Answer: D

NEW QUESTION 481

- (Exam Topic 2)

Using Linux to carry out a forensics investigation, what would the following command accomplish? dd if=/usr/home/partition.image of=/dev/sdb2 bs=4096
conv=notrunc,noerror

A. Search for disk errors within an image file
B. Backup a disk to an image file

C. Copy a partition to an image file

D. Restore a disk from an image file

Answer: D

NEW QUESTION 485
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