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NEW QUESTION 1
Which two characteristics apply to firewall transparent mode operations in a firewall solution design? (Choose two.)

A. Changes in the existing IP addressing and subnets are required
B. The firewall can participate actively on spanning tree.
C. Multicast traffic can traverse the firewall.
D. OSPF adjacencies can be established through the firewall
E. The firewall acts like a router hop in the network.

Answer: CD

NEW QUESTION 2
Various teams in different organizations within an enterprise are preparing low-level design documents to capture network parameters using a Waterfall project
model:
• hardware sizing and power consumption
• Layer 2 and layer 3 services parameters
• configuration of all control plane protocols
Input from relevant stakeholders was captured at the start of the project, and the project scope has been defined based on the parameters above. What impact will
it have on documentation and project deliverables if the stakeholders ask to have changes carried out in the network before the information has been captured?

A. This provides more opportunity to think outside the box.
B. Rework is expected before the delivery.
C. Significant effort and time are required.
D. This provides a flexible approach to incorporate changes.

Answer: B

NEW QUESTION 3
Which three items do you recommend for control plane hardening of an infrastructure device? (Choose three.)

A. redundant AAA servers
B. Control Plane Policing
C. warning banners
D. to enable unused .services
E. SNMPv3
F. routing protocol authentication

Answer: BEF

NEW QUESTION 4
A network attacker exploits application flaws to compromise critical systems in the organization with these objectives:
• Obtain sensitive data and export the data out of the network.
• Compromise developer and administrator credentials to potentially
What is the next step after application discovery is completed in Zero Trust networkings

A. Establish visibility and behavior modeling
B. Enforce policies and microsegmentation.
C. Assess real-time security health.
D. Ensure trustworthiness of systems.

Answer: B

Explanation: 
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/zt-arch-guide.html 

NEW QUESTION 5
You are designing a network running both IPv4 and IPv6 to deploy QoS Which consideration is correct about the QoS for IPv4 and IPv6?

A. IPv4 and IPv6 traffic types can use use queuing mechanisms such as LLQ, PQ and CQ.
B. IPv6 packet classification is only available with process switching, whereas IPv4 packet classification is available with both process switching and CEF.
C. IPv6 and IB/4 traffic types can use a single QoS policy to match both protocols
D. Different congestion management mechanisms need to be used for IPv4 and IPv6 traffic types

Answer: C

NEW QUESTION 6
Which two features are advantages of SD-WAN compared to MPLS-based connectivity? (Choose two.)

A. uses FEC constructs for traffic forwarding, thereby improving efficiency
B. separates infrastructure and policy
C. uses policy-based forwarding of real-time traffic with less complexity
D. unifies the WAN backbone
E. manages failures through backup links

Answer: CD
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NEW QUESTION 7
You were tasked to enhance the security of a network with these characteristics:
• A pool of servers is accessed by numerous data centers and remote sites
• The servers are accessed via a cluster of firewalls
• The firewalls are configured properly and are not dropping traffic
• The firewalls occasionally cause asymmetric routing of traffic within the server data center.
Which technology should you recommend to enhance security by limiting traffic that could originate from a hacker compromising a workstation and redirecting
flows at the servers?

A. Poison certain subnets by adding static routes to Null0 on the core switches connected to the pool of servers.
B. Deploy uRPF strict mode.
C. Limit sources of traffic that exit the server-facing interface of the firewall cluster with ACLs.
D. Deploy uRPF loose mode

Answer: C

NEW QUESTION 8
Which two characteristics are associated with 802 1s? (Choose two)

A. 802.1s supports up to 1024 instances of 802.1
B. 802.1 s is a Cisco enhancement to 802.1w.
C. 802.1s provides for faster convergence over 802 1D and PVST+.
D. CPU and memory requirements are the highest of all spanning-tree STP implementations.
E. 802.1s maps multiple VLANs to the same spanning-tree instance

Answer: CE

NEW QUESTION 9
Software-defined networking architecture is used for cost-effective, adaptable, and easily manageable applications. In which two software-defined networks is SDN
commonly used? (Choose two.)

A. wide area network
B. mobile network
C. metro network
D. application network
E. control network

Answer: AE

NEW QUESTION 10
Which relationship between IBGP and the underlying physical topology is true?

A. iBGP full mesh requirement does not dictate any specific network topology.
B. iBGP can worn only on a ring network topology with a link-state protocol like OSPF or IS-IS
C. iBGP full mesh requires an underlying fully meshed network topology.
D. iBGP does not work on a ring network topology even with an underlying IGP.

Answer: A

Explanation: 
iBGP peers can be multiple hops away. not like eBGP that needs direct connection (or ebgp-multihop defined). thus, only IP connectivity between two peers is
required for an adjacency to form.

NEW QUESTION 10
A network design includes a long signaling delay in notifying the Layer 3 control plane that an interface has failed Which two of these actions would reduce that
delay? (Choose two.)

A. Increase network stability.
B. Reduce the time for the network to reconverge.
C. Increase the notification of interface flaps.
D. Enable lower data link layer recovery systems to have an opportunity to restore the interface

Answer: BD

NEW QUESTION 11
Which BGP feature provides fast convergence?

A. BGP PIC |
B. BGP-EVPN
C. BGP FlowSpec
D. BGP-LS

Answer: A

NEW QUESTION 12
SDN emerged as a technology trend that attracted many industries to move from traditional networks to SDN. Which challenge is solved by SDN for cloud service

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 400-007 dumps!
https://www.certshared.com/exam/400-007/ (267 Q&As)

providers?

A. need for intelligent traffic monitoring
B. exponential growth of resource-intensive application
C. complex and distributed management flow
D. higher operating expense and capital expenditure

Answer: B

NEW QUESTION 13
Sometimes SDN leverages various overlay networking technologies to create layer(s) of network abstraction. What describes an overlay network?

A. It transmits packets that traverse over network devices like switches and routers
B. It encapsulates packets at source and destination, which incurs additional overhead
C. Packet delivery and reliability occurs at Layer 3 and Layer 4
D. It is responsible for the delivery of packets; NAT- or VRF-based segregation is required

Answer: B

NEW QUESTION 15
Drag and drop the design characteristics from the left onto the correct network filter techniques on the right. Not all options are used.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 19
Company XYZ wants to redesign the Layer 2 part of their network and wants to use all available uplinks for increased performance. They also want to have end
host reachability supporting conversational learning. However, due to design constraints, they cannot implement port-channel on the uplinks. Which other
technique can be used to make sure the uplinks are in active/active state?
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A. TRILL
B. LISP
C. MSTP
D. switch stack

Answer: B

NEW QUESTION 23
Company XYZ has 30 sites using MPLS L3 VPN and the company is now concerned about data integrity. The company wants to redesign the security aspect of
their network based on these requirements:
• Securely transfer the corporate data over the private WAN
• Use a centralized configuration model.
• Minimize overhead on the tunneled traffic.
Which technology can be used in the new design to meet the company's requirements?

A. S-VTI
B. DMVPN
C. MGRE
D. GET VPN

Answer: D

NEW QUESTION 27
Which service abstracts away the management of the operating system, middleware, and runtime?

A. laaS
B. PaaS
C. SaaS
D. BMaaS

Answer: B

Explanation: 
IaaS, PaaS, and SaaS each offer a progressive layer of abstraction after that. IaaS abstracts away the physical compute, network, storage, and the technology
needed to virtualize those resources. PaaS goes a step further and abstracts away the management of the operating system, middleware, and runtime.
https://www.ibm.com/topics/iaas#:~:text=IaaS%20abstracts%20away%20the%20physical,system%2C%20midd

NEW QUESTION 29
Refer to the table.

A customer investigates connectivity options for a DCI between two production data centers. The solution must provide dual 10G connections between locations
with no single points of failure for Day 1 operations. It must also include an option to scale for up to 20 resilient connections in the second year to accommodate
isolated SAN over IP and isolated, dedicated replication IP circuits. All connectivity methods are duplex 10 Gbps. Which transport technology costs the least over
two years, in the scenario?

A. Metro Ethernet
B. DWDM
C. CWDM
D. MPLS

Answer: B

NEW QUESTION 30
Which feature is supported by NETCONF but is not supported by SNMP?

A. distinguishing between configuration data and operational data
B. taking administrative actions
C. collecting the status of specific fields
D. changing the configuration of specific fields

Answer: A

NEW QUESTION 33
You have been asked to design a high-density wireless network for a university campus. Which two principles would you apply in order to maximize the wireless
network capacity? (Choose two.)

A. Implement a four-channel design on 2.4 GHz to increase the number of available channels
B. Choose a high minimum data rate to reduce the duty cycle.
C. increases the number of SSlDs to load-balance the client traffic.
D. Make use of the 5-GHz band to reduce the spectrum utilization on 2.4 GHz when dual-band clients are used.
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E. Enable 802.11n channel bonding on both 2.4 GHz and 5 GHz to increase the maximum aggregated cell throughput.

Answer: BD

NEW QUESTION 35
Which Interconnectivity method offers the fastest convergence in the event of a unidirectional issue between three Layer 3 switches connected together with
routed links in the same rack in a data center?

A. Copper Ethernet connectivity with BFD enabled
B. Copper Ethernet connectivity with UDLD enabled
C. Fiber Ethernet connectivity with BFD enabled
D. Fiber Ethernet connectivity with UDLD enabled

Answer: C

NEW QUESTION 38
A small organization of 20 employees is looking to deliver a network design service for modernizing customer networks to support advanced solutions.

 Project scope and weekly progress should be visualized by the management.

 Always consider feedback and make changes accordingly during the project.

 Should consider flexibility to change scope at the point of time.
Which project methodology meets the requirements and have the least impact on the outcome?

A. Scrum
B. LEAN
C. Kanban
D. Six-Sigma

Answer: A

Explanation: 
https://firebrand.training/uk/blog/scrum-vs-six-sigma-which-one-is-right-for-you

NEW QUESTION 40
A network security team uses a purpose-built tool to actively monitor the campus network, applications, and user activity. The team also analyzes enterprise
telemetry data from IPFIX data records that are received from devices in the campus network. Which action can be taken based on the augmented data?

A. reduction in time to detect and respond to threats
B. integration with an incident response plan
C. adoption and improvement of threat-detection response
D. asset identification and grouping decisions

Answer: A

NEW QUESTION 41
You are designing the QoS policy for a company that is running many TCP-based applications. The company is experiencing tail drops for these applications. The
company wants to use a congestion avoidance technique for these applications. Which QoS strategy can be used to fulfill the requirement?

A. weighted fair queuing
B. weighted random early detection
C. low-latency queuing
D. first-in first-out

Answer: C

NEW QUESTION 46
Which two technologies enable multilayer segmentation? (Choose two.)

A. policy-based routing
B. segment routing
C. data plane markings
D. firewalls
E. filter lists

Answer: AD

NEW QUESTION 48
An enterprise plans to evolve from a traditional WAN network to a software-defined WAN network. The existing devices have limited capability when it comes to
virtualization. As the migration is carried out, enterprise applications and services must not experience any traffic impact. Which implementation plan can be used
to accommodate this during the migration phase?

A. Deploy controllers, deploy SD-WAN edge router
B. In the data center, and migrate branch sites.
C. Migrate data center WAN routers, migrate branch sites, and deploy SD-WAN edge routers.
D. Migrate branch sites, migrate data center WAN routers, and deploy controllers.
E. Deploy SD-WAN edge routers in the data center, deploy controllers, and migrate branch sites
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Answer: A

NEW QUESTION 50
A healthcare provider discovers that protected health information of patients was altered without patient consent. The healthcare provider is subject to HIPAA
compliance and is required to protect PHI data. Which type of security safeguard should be implemented to resolve this issue?

A. technical and physical access control
B. administrative security management processes
C. physical device and media control
D. technical integrity and transmission security

Answer: D

Explanation: 
https://www.cisco.com/en/US/docs/solutions/Enterprise/Compliance/HIPAA/HIP_AppC.html#wp1085353

NEW QUESTION 54
Which two protocols are used bv SDN controllers to communicate with switches and routers? (Choose two )

A. OpenFlash
B. OpenFlow
C. NetFlash
D. Open vSwitch Database
E. NetFlow

Answer: BD

NEW QUESTION 57
An external edge router provides connectivity from a service provider to an enterprise Which two Internet edge best practices meet compliance regulations'?
(Choose two )

A. Implement filtenng to control traffic that is sourced from the infrastructure IP space.
B. Enable and use only secure protocols.
C. Send logs to a centralized logging collection server.
D. Implement EBGP to advertise all owned IP blocks.
E. Use login banners and interface access lists to restrict administrative access to the system

Answer: BE

NEW QUESTION 59
An engineer is designing a DMVPN network where OSPF has been chosen as the routing protocol A
spoke-to-spoke 'J<ita propagation model must be set up Which two design considerations must be taken into account? (Choose two )

A. Configure all the sites as network type broadcast
B. The network type on all sites should be point-to-multipoint
C. The network type should be point-to-multipoint for the hub and point-to-point for the spokes.
D. The hub should be set as the DR by specifying the priority to 255.
E. The hub should be the DR by changing the priority of the spokes to 0.

Answer: AE

NEW QUESTION 64
Company XYZ uses an office model where the employees can use any open desk and plug their laptops in. They want to authenticate the end users using their
domain username and password before allowing them access to the network. The design must also accommodate the ability of controlling traffic within the same
group or subnet if a macro (or micro) segmentation-based model is adopted in the future. Which protocol can be recommended for this design to authenticate end
users?

A. LDAP
B. EAP
C. TACACS+
D. RADIUS

Answer: D

Explanation: 
https://www.networkstraining.com/what-is-cisco-ise/

NEW QUESTION 66
As a network designer you need to support an enterprise with hundreds of remote sites connected over a single WAN network that carries different types of traffic,
including VoIP, video, and data applications which of following design considerations will not impact design decision?

A. Focus on the solution instead of the problem, which helps to reduce downtime duration
B. The location of the data collection
C. What direction the data or flows should be metered
D. Identify traffic types and top talkers over this link
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Answer: A

NEW QUESTION 68
Drag and drop the end-to-end network virtualization elements from the left onto the correct network areas on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Graphical user interface Description automatically generated with medium confidence

NEW QUESTION 69
An architect prepares a network design for a startup company. The design must be able to meet business requirements while the business grows and divests due
to rapidly changing markets. What is the highest priority in this design?

A. The network should be hierarchical
B. The network should be modular.
C. The network should be scalable.
D. The network should have a dedicated core.

Answer: A

NEW QUESTION 74
A network architect must redesign a service provider edge, where multiservice and multitenant PEs are currently present. Which design feature should be
minimized in the new design to achieve reliability?

A. bridging
B. fate sharing
C. redundancy
D. unicast overlay routing

Answer: B

NEW QUESTION 76
Which two application requirements are mandatory tor traffic to receive proper treatment when placed in the priority queue? (Choose two.)

A. small transactions (HTTP-like behavior)
B. WRED drop treatment
C. tolerance to packet loss
D. intolerance to jitter
E. TCP-based application

Answer: AD

NEW QUESTION 79
Which design solution reduces the amount of IGMP state in the network?

A. IGMP filtering
B. IGMPv3 with PIM-SSM
C. multiple multicast domains
D. one multicast group address thorough network regardless of IGMP version

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 400-007 dumps!
https://www.certshared.com/exam/400-007/ (267 Q&As)

Answer: A

NEW QUESTION 81
A customer migrates from a traditional Layer 2 data center network into a new SDN-based. spine-and-leaf VXLAN EVPN data center within the same location. The
networks are joined to enable host migration at Layer 2 Which activity should be completed each time a legacy network is migrated?

A. The migrated VLAN should be pruned from the Layer 2 interconnects.
B. The migrated network should have a VXLAN VNID configured within the new network.
C. The migrated network should be advertised to the EVPN network as a Type 2 network.
D. The migrated network should be added to the EVPN BGP routing.

Answer: C

NEW QUESTION 84
Which effect of using ingress filtering to prevent spoofed addresses on a network design is true?

A. It reduces the effectiveness of DDoS attacks when associated with DSCP remarking to Scavenger.
B. It protects the network Infrastructure against spoofed DDoS attacks.
C. It Classifies bogon traffic and remarks it with DSCP bulk.
D. It filters RFC 1918 IP addresses.

Answer: B

NEW QUESTION 88
Which function is performed at the access layer of the three-layer hierarchical network design model?

A. fault isolation
B. QoS classification and marking boundary
C. reliability
D. fast transport
E. redundancy and load balancing

Answer: B

NEW QUESTION 91
You are using iSCSI to transfer files between a 10 Gigabit Ethernet storage system and a 1 Gigabit Ethernet server The performance is only approximately 700
Mbps and output drops are occurring on the server switch port. Which action will improve performance in a cost-effective manner?

A. Change the protocol to CIFS.
B. Increase the queue to at least 1 GB
C. Use a WRED random drop policy
D. Enable the TCP Nagle algorithm on the receiver

Answer: A

NEW QUESTION 94
What are two key design principles when using a hierarchical core-distribution-access network model? (Choose two )

A. A hierarchical network design model aids fault isolation
B. The core layer is designed first, followed by the distribution layer and then the access layer
C. The core layer provides server access in a small campus.
D. A hierarchical network design facilitates changes
E. The core layer controls access to resources for security

Answer: AD

NEW QUESTION 98
A banking customer determines that it is operating POS and POI terminals that are noncompliant with PCI DSS requirements, as it is running TLSv1.0. The
customer plans to migrate the terminals to TLSv1.2. What are two requirements to complete the migration? (Choose two.)

A. Ensure that strong cryptography is applied for users who have administrative access through networks
B. Apply strong cryptography and security protocols to safeguard sensitive cardholder data.
C. Apply strong encryption for transmission of cardholder data across public networks.
D. Protect all user systems against malware and frequently update antivirus software
E. Maintain a policy that addresses information security for employees and third parties.

Answer: CE

NEW QUESTION 103
Company XYZ is redesigning their QoS policy. Some of the applications used by the company are real-time applications. The QoS design must give these
applications preference in terms of transmission. Which QoS strategy can be used to fulfill the requirement?

A. weighted fair queuing
B. weighted random early detection
C. low-latency queuing
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D. first-in first-out

Answer: C

NEW QUESTION 105
You have been tasked with designing a data center interconnect as part of business continuity You want to use FCoE over this DCI to support synchronous
replication. Which two technologies allow for FCoE via lossless Ethernet or data center bridging? (Choose two.)

A. DWDM
B. EoMPLS
C. SONET/SDH
D. Multichassis EtherChannel over Pseudowire
E. VPLS

Answer: AC

NEW QUESTION 107
Your network operations team is deploying Access Control Lists (ACLs) across your Internet gateways They wish to place an ACL inbound on the Internet gateway
interface facing the core network (the "trusted" interface). Which IP address would the ACL need for traffic sourced from the inside interface, to match the source
address of the traffic?

A. inside global
B. outside global
C. inside local
D. outside local

Answer: C

NEW QUESTION 110
Drag and drop the optical technology design characteristics on the left to the correct optical technologies on the right. Not all options are used

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
1 - target 4
2 - target 5
3 - target 1
4 - target 6
5 - target 2
6 - target 3

NEW QUESTION 112
Which two aspects are considered when designing a dual hub dual DMVPN cloud topology? (Choose two )

A. will only work with single-tier headend architecture
B. hub sites must connect to both DMVPN clouds
C. recommended for high availability
D. spoke-to-spoke traffic will transit the hub unless spokes exchange dynamic routing directly
E. requires all sites to have dual Internet connections
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Answer: AC

NEW QUESTION 115
Which technology is an open-source infrastructure automation tool that automates repetitive tasks for users who work in networks such as cloud provisioning and
intraservice orchestration?

A. Ansible
B. Contrail
C. Java
D. Jinja2

Answer: A

NEW QUESTION 118
How must the queue sizes be designed to ensure that an application functions correctly?

A. Each individual device queuing delay in the chain must be less than or equal to the application required delay.
B. The queuing delay on every device in the chain must be exactly the same to the application required delay.
C. The default queue sizes are good for any deployment as it compensates the serialization delay.
D. The sum of the queuing delay of all devices plus serialization delay in the chain must be less than or equal to the application required delay.

Answer: D

NEW QUESTION 122
Customer XYZ network consists of an MPLS core. IS-IS running as IGP a pair of BGP route reflectors for route propagation, and a few dozens of MPLS-TE
tunnels for specific tactical traffic engineering requirements. The customer's engineering department has some questions about the use of the Overload Bit in the
IS-IS networks and how it could be used to improve their current network design. Which two concepts about the Overload Bit are true? (Choose two.)

A. It can be set on a router during the startup process for a fixed period of time
B. Networks advertised within the LSPs of the respective node will become unreachable
C. It forces the midpoint MPLS-TE node to reoptimize the primary tunnels going through the OL node.
D. It can be set on a router until other interacting protocols have signaled convergence.
E. It is not recommended on BGP Route Reflectors

Answer: AD

NEW QUESTION 123
Which two conditions must be met for EIGRP to maintain an alternate loop-free path to a remote network? (Choose two.)

A. The Reported Distance from a successor is lower than the local Feasible Distance.
B. The Reported Distance from a successor is higher than the local Feasible Distance.
C. The feasibility condition does not need to be met.
D. The Feasible Distance from a successor is lower than the local Reported Distance.
E. A feasible successor must be present.

Answer: AE

NEW QUESTION 126
Company XYZ wants to use the FCAPS ISO standard for network management design. The focus of the design should be to minimize network outages by
employing a set of procedures and activities to detect and isolate network issues and the appropriate corrective actions to overcome current issues and prevent
them from occurring again. Which layer accomplishes this design requirement?

A. fault management
B. performance management
C. security management
D. accounting management

Answer: A

NEW QUESTION 130
A network engineering team is in the process of designing a lab network for a customer demonstration. The design engineer wants to show that the resiliency of
the MPLS traffic Engineering Fast Reroute solution has the same failover/failback times as a traditional SONET/SDH network (around 50MSEC). In order to
address both link failure and node failure within the lab typology network, which type of the MPLS TE tunnels must be considered for this demonstration?

A. TE backup tunnel
B. Next-hop (NHop) tunnel
C. FRR Backup tunnel
D. next-next-hop (NNHop) tunnel

Answer: D

NEW QUESTION 132
Company XYZ has two routing domains in their network, EIGRP and OSPF. The company wants to provide full reachability between the two domains by
implementing redistribution on a router running both protocols. They need to design the redistribution in a way that the OSPF routers will see link costs added to
external routes. How must the redistribution strategy be designed for this network?
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A. Redistribute using metric type 2 into OSPF.
B. Redistribute using metric type 1 into OSPF.
C. Redistribute using metric type 1 into EIGRP.
D. Redistribute using metric type 2 into EIGRP.

Answer: B

Explanation: 
 https://www.ciscopress.com/articles/article.asp?p=27573&seqNum=4#:~:text=Routes%20are%20redistributed% 

NEW QUESTION 135
Drag and drop the characteristics from the left onto the corresponding network management options on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Text Description automatically generated

NEW QUESTION 136
Refer to the exhibit.

Your company designed a network to allow server VLANs to span all access switches in a data center In the design, Layer 3 VLAN interfaces and HSRP are
configured on the aggregation switches Which two features improve STP stability within the network design? (Choose two.)

A. BPDU guard on access ports
B. BPDU guard on the aggregation switch downlinks toward access switches
C. root guard on the aggregation switch downlinks toward access switches
D. root guard on access ports
E. edge port on access ports
F. access switch pairs explicitly determined to be root and backup root bridges

Answer: AE
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NEW QUESTION 141
Agile and Waterfall are two popular methods for organizing projects. What describes any Agile network design development process?

A. working design over comprehensive documentation
B. contract negotiation over customer collaboration
C. following a plan over responding to change
D. processes and tools over individuals and interactions over time

Answer: A

NEW QUESTION 142
A business customer deploys workloads in the public cloud. Now the customer network faces governance issues with the flow of IT traffic and must ensure the
security of data and intellectual property. Which action helps to identify the issue for further resolution?

A. Set up a secure tunnel from customer routers to ensure that traffic is protected as it travels to the cloud service providers.
B. Send IPFIX telemetry data from customer routers to a centralized collector to identify traffic to cloud service providers
C. Build a zone-based firewall policy on Internet edge firewalls that collects statistics on traffic sent to cloud service providers
D. Apply workload policies that dictate the security requirements to the workloads that are placed in the cloud.

Answer: B

NEW QUESTION 145
Which two mechanisms avoid suboptimal routing in a network with dynamic mutual redistribution between multiple OSPFv2 and EIGRP boundaries? (Choose
two.)

A. AD manipulation
B. matching OSPF external routes
C. route tagging
D. route tagging
E. route filtering
F. matching EIGRP process ID

Answer: DE

Explanation: 
https://www.cisco.com/c/en/us/support/docs/ip/enhanced-interior-gateway-routing-protocol-eigrp/8606-redist.ht

NEW QUESTION 150
IPFIX data collection via standalone IPFIX probes is an alternative to flow collection from routers and switches. Which use case is suitable for using IPFIX probes?\

A. performance monitoring
B. security
C. observation of critical links
D. capacity planning

Answer: A

NEW QUESTION 154
What are two examples of business goals to be considered when a network design is built? (Choose two.)

A. standardize resiliency
B. minimize operational costs
C. integrate endpoint posture
D. ensure faster obsolescence
E. reduce complexity

Answer: BE

NEW QUESTION 156
The administrator of a small branch office wants to implement the Layer 2 network without running STP The office has some redundant paths Which mechanism
can the administrator use to allow redundancy without creating Layer 2 loops?

A. Use double-sided VPC on both switches
B. Use two port channels as Flex links
C. Use fabric path with ECMP
D. Use 802.3ad link bundling.

Answer: B

NEW QUESTION 159
Which design consideration is valid when you contrast fabricPath and trill?

A. FabricPath uses IS-IS, but TRILL uses VxLAN
B. FabricPath permits active-active FHRP and TRILL support anycast gateway.
C. FabricPath Permits ECMP, but TRILL does not
D. FabricPath permits active-active mode, but TRILL supports only active-standby mode.
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Answer: B

NEW QUESTION 163
The Company XYZ network is experiencing attacks against their router. Which type of Control Plane Protection must be used on the router to protect all control
plane IP traffic that is destined directly for one of the router interfaces?

A. Control Plane Protection host subinterface
B. Control Plane Protection main interface
C. Control Plane Protection transit subinterface
D. Control Plane Protection CEF-exception subinterface

Answer: A

NEW QUESTION 165
Company XYZ is designing the network for IPv6 security and they have these design requirements:

 A switch or router must deny access to traffic from sources with addresses that are correct, but are topologically incorrect

 Devices must block Neighbor Discovery Protocol resolution for destination addresses that are not found in the binding table.
Which two IPv4 security features are recommended for this company? (Choose two)

A. IPv6 DHCP Guard
B. IPv6 Source Guard
C. IPv6 Destination Guard
D. IPv6 Prefix Guard
E. IPv6 RA Guard

Answer: CD

Explanation: 
https://www.cisco.com/c/dam/global/ja_jp/td/docs/ios-xml/ios/ipv6_fhsec/configuration/xe-16/ip6f-xe-16-book. 

NEW QUESTION 170
A green data center is being deployed and a design requirement is to be able to readily scale server virtualization Which IETF standard technology can provide this
requirement?

A. data center bridging
B. unified fabric
C. Transparent Interconnection of Lots of Links
D. fabric path

Answer: C

NEW QUESTION 174
......
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