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NEW QUESTION 1

ABC is a well-established cyber-security company in the United States. The organization implemented the automation of tasks such as data enrichment and
indicator aggregation. They also joined various communities to increase their knowledge about the emerging threats. However, the security teams can only detect
and prevent identified threats in a reactive approach.

Based on threat intelligence maturity model, identify the level of ABC to know the stage at which the

organization stands with its security and vulnerabilities.

A. Level 2: increasing CTI capabilities
B. Level 3: CTI program in place

C. Level 1: preparing for CTI

D. Level 0: vague where to start

Answer: A

NEW QUESTION 2
Which of the following components refers to a node in the network that routes the traffic from a workstation to external command and control server and helps in
identification of installed malware in the network?

A. Repeater

B. Gateway

C. Hub

D. Network interface card (NIC)

Answer: B

NEW QUESTION 3

Cybersol Technologies initiated a cyber-threat intelligence program with a team of threat intelligence analysts.

During the process, the analysts started converting the raw data into useful information by applying various techniques, such as machine-based techniques, and
statistical methods.

In which of the following phases of the threat intelligence lifecycle is the threat intelligence team currently working?

A. Dissemination and integration
B. Planning and direction

C. Processing and exploitation
D. Analysis and production

Answer: A

NEW QUESTION 4
Which of the following characteristics of APT refers to numerous attempts done by the attacker to gain entry to the target’'s network?

A. Risk tolerance

B. Timeliness

C. Attack origination points
D. Multiphased

Answer: C

NEW QUESTION 5

Steve works as an analyst in a UK-based firm. He was asked to perform network monitoring to find any evidence of compromise. During the network monitoring,
he came to know that there are multiple logins from different locations in a short time span. Moreover, he also observed certain irregular log in patterns from
locations where the organization does not have business relations. This resembles that somebody is trying to steal confidential information.

Which of the following key indicators of compromise does this scenario present?

A. Unusual outbound network traffic

B. Unexpected patching of systems

C. Unusual activity through privileged user account
D. Geographical anomalies

Answer: C

NEW QUESTION 6

Miley, an analyst, wants to reduce the amount of collected data and make the storing and sharing process easy. She uses filtering, tagging, and queuing technique
to sort out the relevant and structured data from the large amounts of unstructured data.

Which of the following techniques was employed by Miley?

A. Sandboxing

B. Normalization

C. Data visualization

D. Convenience sampling
Answer: B

NEW QUESTION 7
Tracy works as a CISO in a large multinational company. She consumes threat intelligence to understand the changing trends of cyber security. She requires
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intelligence to understand the current business trends and make appropriate decisions regarding new technologies, security budget, improvement of processes,
and staff. The intelligence helps her in minimizing business risks and protecting the new technology and business initiatives.
Identify the type of threat intelligence consumer is Tracy.

A. Tactical users

B. Strategic users
C. Operational users
D. Technical users

Answer: B

NEW QUESTION 8

Kathy wants to ensure that she shares threat intelligence containing sensitive information with the appropriate audience. Hence, she used traffic light protocol
(TLP).

Which TLP color would you signify that information should be shared only within a particular community?

A. Red

B. White

C. Green
D. Amber

Answer: D

NEW QUESTION 9

SecurityTech Inc. is developing a Tl plan where it can drive more advantages in less funds. In the process of selecting a Tl platform, it wants to incorporate a
feature that ranks elements such as intelligence sources, threat actors, attacks, and digital assets of the organization, so that it can put in more funds toward the
resources which are critical for the organization’s security.

Which of the following key features should SecurityTech Inc. consider in their Tl plan for selecting the TI platform?

A. Search
B. Open

C. Workflow
D. Scoring

Answer: D

NEW QUESTION 10

Alice, a threat intelligence analyst at HiTech Cyber Solutions, wants to gather information for identifying emerging threats to the organization and implement
essential techniques to prevent their systems and networks from such attacks. Alice is searching for online sources to obtain information such as the method used
to launch an attack, and techniques and tools used to perform an attack and the procedures followed for covering the tracks after an attack.

Which of the following online sources should Alice use to gather such information?

A. Financial services

B. Social network settings
C. Hacking forums

D. Job sites

Answer: C

NEW QUESTION 10

An attacker instructs bots to use camouflage mechanism to hide his phishing and malware delivery locations in the rapidly changing network of compromised bots.
In this particular technique, a single domain name consists of multiple IP addresses.

Which of the following technique is used by the attacker?

A. DNS zone transfer
B. Dynamic DNS
C. DNS interrogation
D. Fast-Flux DNS

Answer: D

NEW QUESTION 11
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