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NEW QUESTION 1
- (Topic 1)

You have a Microsoft 365 subscription.
You create and run a content search from the Microsoft Purview compliance portal. You need to download the results of the content search.
What should you obtain first?

A. a certificate
B. a password
C. apin

D. an export key

Answer: D

NEW QUESTION 2
- (Topic 1)

You have a Microsoft 365 E5 subscription. You create a role group hamed Rotel.
You need to add a role to Rolel that will enable group members to view the metadata of records that were tagged for deletion automatically at the end of the
records' retention period. The solution must use the principle of least privilege.
Which role should you add?

A. Review

B. View-Only Retention Management
C. Retention Management

D. Disposition Management

E. Record Management

Answer: B

NEW QUESTION 3
HOTSPOT - (Topic 1)

You plan to create a custom sensitive information type that will use Exact Data Match (EDM).
You need to identify what to upload to Microsoft 365, and which tool to use for the upload. What should you identify? To answer, select the appropriate options in
the answer area. NOTE: Each correct selection is worth one point.

Answer Arca

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 4
HOTSPOT - (Topic 1)
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You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Member of
User1 Group?2

User? None

User3 None

The subscription contains the communication compliance policy shown in the following exhibit.
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Review and finish

Name and description

Name
Policy1

Users and reviewers

Choose users and groups

group2@sk230415outiook.onmicrosoft.com

Excluded users and groups

MNone

Reviewers

user3@sk230415outlook.onmicrosoft.com

Locations

Scoped locations

Exchange

Conditions and percentage

Communication direction

Outbound, Internal

Optical character recognition(OCR)
Disabled

Filter email blasts
Enabled

Conditions

None

Percentage to review

100

Users send the email messages shown in the following table.

Name Sender Receiver
Maill User] User2

Mail2 Userl friend@outlook.com
Mail3 | friend@outlook.com | User2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point

Answer Area

Statements

User3 can review Maill,

User3 can review Mail2,

User3 can review Mail3.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes Mo

User3 can review Maill i :
User3d can review Mail2

Userd can review Mail3.

NEW QUESTION 5

- (Topic 1)

A user reports that she can no longer access a Microsoft Excel file named Northwind Customer Data.xIsx.
From the Cloud App Security portal, you discover the alert shown in the exhibit.

| . : i ini i ] + 3 -
Alerts File containing PCI detected in the clou e ey

—Fik . o Vi ’ _ et — - M
Resolution options: | © Northwind Customer Dataxdsx ~ | & File is in quarantine | £ Megan Bowen - Close alert - [

Description
File policy "File containing PCI detected in the cloud (built-in DLP engine)” was matched by "Northwand Customer Data xbsc”

Important information

= This alert falls under the followsng M tactic: Execution
Files
Mo files found 3 B -
File name Cramer App Collaborators Policies Last modifred
File policy repert
File name Owmer App Collaborators Pabcies Last modified
B Morthwind Custo, Megan Bowen & Microsolt Share.. B 5 collaborators 1 policy match  Now 21, 2020

You restore the file from quarantine.
You need to prevent files that match the policy from being quarantined. Files that match the policy must generate an alert.
What should you do?

A. Modify the policy template.

B. Assign the Global reader role to the file owners.

C. Exclude file matching by using a regular expression.
D. Update the governance action.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/cloud-app-security/data-protection-policies#create-a-new- file-policy

NEW QUESTION 6

- (Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are configuring a file policy in Microsoft Cloud App Security.

You need to configure the policy to apply to all files. Alerts must be sent to every file owner who is affected by the policy. The policy must scan for credit card
numbers, and alerts must be sent to the Microsoft Teams site of the affected department.

Solution: You use the Data Classification service inspection method and send alerts to Microsoft Power Automate.

Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/cloud-app-security/dcs-inspection
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https://docs.microsoft.com/en-us/cloud-app-security/data-protection-policies

NEW QUESTION 7

HOTSPOT - (Topic 1)

You have a Microsoft 365 tenant that uses Microsoft Teams.

You create a data loss prevention (DLP) policy to prevent Microsoft Teams users from sharing sensitive information.

You need to identify which locations must be selected to meet the following requirements:

? Documents that contain sensitive information must not be shared inappropriately in Microsoft Teams.

? If a user attempts to share sensitive information during a Microsoft Teams chat

session, the message must be deleted immediately.

Which three locations should you select? To answer, select the appropriate locations in the answer area. (Choose three.)
NOTE: Each correct selection is worth one point.

Choose locations to apply the policy

We'll apply the policy to data that's stored in the locations you choose.

Status Location Included

.f.'_i::;' Off @ Exchange email

@ ) Off & SharePoint sites

@ ) Off = OneDrive accounts

@ ) Off = Teams chat and channel messages

@ ) Off + Microsoft Cloud App Security

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Choose locations to apply the policy

We'll apply the policy to data that's stored in the locations you choose.

Status Location Included

.f.'_i::;' Off @ Exchange email

:i_ Off = OneDrive accounts E

E_"J' Off @ Teams chat and channel messages _:

e e T e e e e e T/ S )
@ ) Off + Microsoft Cloud App Security

NEW QUESTION 8
- (Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are configuring a file policy in Microsoft Cloud App Security.
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You need to configure the policy to apply to all files. Alerts must be sent to every file owner who is affected by the policy. The policy must scan for credit card
numbers, and alerts must be sent to the Microsoft Teams site of the affected department.

Solution: You use the Build-in DLP inspection method and send alerts to Microsoft Power Automate.

Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/cloud-app-security/dcs-inspection https://docs.microsoft.com/en-us/cloud-app-security/data-protection-policies

NEW QUESTION 9

ngorr::vi)a Microsoft 365 E5 subscription that contains a data loss prevention (DLP) policy named DLP1. DLP1 contains the DLP rules shown in the table.
Name | Priority User Policy tip | If there's a match for this rule,
notifications stop processing additional DLP
policies and rules

Rulel | O On Tip 1 Enabled
Rule2 | 1 On Tip 2 Enabled
Rule3 | Z On Tip 3 Disabled
| Ruled | 3 on lip 4 Enabled

You need to ensure that when a document matches all the rules, users will see Tip 2. What
should you change?

A. the priority setting of Rule2 to 0

B. the priority setting of Rule2 to 2

C. the priority setting of Rule3 and Rule4 to 0

D. the If there's a match for this rule, stop processing additional DLP policies and rules setting for Rule3 to Enabled

Answer: A

NEW QUESTION 10

- (Topic 1)

You have a sensitive information type based on a trainable classifier. You are unsatisfied with the result of the result of trainable classifier. You need to retrain the
classifier.

What should you use in the Microsoft 365 compliance center?

A. Labels from Information protection

B. Labels from Information governance

C. Content explorer from Data classification
D. Content search

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/classifier-how-to-retrain-content-explorer?view=0365-worldwide

NEW QUESTION 10

- (Topic 1)

Your company has a Microsoft 365 tenant that uses a domain named contoso.

The company uses Microsoft Office 365 Message Encryption (OMI ) to encrypt email sent to users in fabrikam.com.

A user named Userl erroneously sends an email to user2@fabrikam You need to disable user2@fabrikam.com from accessing the email. What should you do?

A. Run the New-ComplianceSearchAction cmdlet.

B. Instruct Userl to delete the email from her Sent Items folder from Microsoft Outlook.
C. Run the Get-MessageTrace Cmdlet.

D. Run the Set-OMEMessageRevocation Cmdlet.

E. instruct Userl to select Remove external access from Microsoft Outlook on the web.

Answer: C

NEW QUESTION 11

- (Topic 1)

You need to recommend a solution that meets the compliance requirements for protecting the documents in the Data shared folder. What should you recommend?
A. From the Microsoft 365 compliance center, configure a DLP policy.

B. From the Microsoft 365 compliance center, configure a Content Search query.

C. From the Microsoft 365 compliance center, configure an auto-labeling policy.

D. From Azure Information Protection, configure a content scan job.

Answer: D
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Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/information-protection/deploy-aip-scanner

NEW QUESTION 16
HOTSPOT - (Topic 1)

You have a Microsoft 365 E5 tenant that contains a sensitivity label named labell. You plan to enable co-authoring for encrypted files.

You need to ensure that files that have labell applied support co-authoring.
Which two settings should you modify? To answer, select the settings in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Encryption

O
®

User access to content expires [ |

A number of days ater label is applied
Access expires this many days after the label is applied
S0

Allow offiine access ||

Assign permissions be specific wsers and groups = [

ASSION Ermissions

Users and groups Permissions
Mo data available

Use Double Key Encryption (i

https//sts.contoss.com

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Co-authoring and AutoSave aren't supported and don't work for labeled and encrypted Office documents that use any of the following configurations for encryption:

? Let users assign permissions when they apply the label and the checkbox In Word,

PowerPoint, and Excel, prompt users to specify permissions is selected. This configuration is sometimes referred to as "user-defined permissions".

? User access to content expires is set to a value other than Never.
? Double Key Encryption is selected.

NEW QUESTION 21
HOTSPOT - (Topic 1)
You have a Microsoft 365 subscription. Auditing is enabled.

A user named Userl is a member of a dynamic security group nhamed Groupl. You discover that Userl is no longer a member of Groupl.

You need to search the audit log to identify why Userl was removed from Groupl.
Which two activities should you use in the search? To answer, select the appropriate activities in the answer area.
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Answer Area
Search Results
Clear
Activities
Date v IP address Uszer Activity
Show results for all activitles E‘v’
x Clear all to show results for all actwities‘l
Search
User administration activities
’ Added user | [ Dedeted user | | Set license properties ]
i Reset user passward | | Changed user password I | Changed user license ]
] Updated user | IE:: ptm‘trﬂmnf:drcu user
Azure AD group administration activities
| Added group Updated group | Deleted group |
|Added member to group F‘m‘ﬂmﬁmim‘%

Application adminkstration activities

Insm service principal "[ emaved a service principal I | Set delegation entry ]

|Mdudmdnﬂll|l= 1o @ service principal |

emoved credentials from [Aﬂdﬂl delegation entity |
service principal

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Removed member from group:

=> shows the user that was removed (by modifying dynamic the query)
Updated group

=> shows what user 'updated' the group.

NEW QUESTION 23

- (Topic 1)

You have a Microsoft 365 tenant that uses the following sensitivity labels:
* Confidential:

* Internal

* External

The labels are published by using a label policy named Policy1l.

Users report that Microsoft Office for the web apps do not display the Sensitivity button. The Sensitivity button appears in Microsoft 365 Apps that are installed

locally.

You need to ensure that the users can apply sensitivity labels to content when they use Office for the web apps.

What should you do?

A. Modify the scope of the confidential label.

B. Modify the publishing settings of Policyl.

C. Enable sensitivity label support for Office files in Microsoft SharePoint Online and OneDrive.
D. Run the Execute-AzureAdiabelSync cmdlet.

Answer: A

NEW QUESTION 26
HOTSPOT - (Topic 1)

You need to recommend an information governance solution that meets the HR requirements for handling employment applications and resumes.
What is the minimum number of information governance solution components that you should create? To answer, select the appropriate options in the answer

area.
NOTE: Each correct selection is worth one point.
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Minimum number of retention labels:

Minimum number of auto-labeling policies:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Minimum number of retention labels:

Minimum number of auto-labeling policies:

NEW QUESTION 28
HOTSPOT - (Topic 1)

You have a Microsoft SharePoint Online site named Sitel that contains the files shown in the following table.

v
1
2
3
4
v
1
1.
3
4
v
Jl
B
3
4
v
11
2 |
3
4

Name | Number of IP addresses in the file

File1.tat 2

Filed.docx | ©

Filed.dat | 4

You have a data loss prevention (DLP) policy named DLP1 that has the advanced DIP rules shown in the following table.

Name | Content contains | Policy tip | Priority |

Rule1 | 1 or more IP addresses | Tip1 0

Rule2 | 2 or more IP addresses | Tip2 1

Rule3 | 6 or more IP addresses | Tip3 2

You apply DLP1 to Sitel.
For each of the following statements, select Yes if the statement is true. Otherwise, select No,
NOTE: Each correct selection is worth one point.
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Answer Areca
Statements Yes No
File1.txt has the Tip1 policy tip.
File2.docx has the Tip3 policy tip.
File3.dat has the Tip2 policy tip.
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes No
File1.txt has the Tip1 policy tip. 1 > ]
el |
File2.docx has the Tip3 policy tip. | I
|

File3.dat has the Tip2 policy tip. | |

NEW QUESTION 30

- (Topic 1)

You have a Microsoft 365 E5 tenant that contains a user named User1.

You need to identify the type and number of holds placed on the mailbox of Userl. What should you do first?

A. From the Microsoft 365 compliance center, create an eDiscovery case.
B. From Exchange Online PowerShel

C. run the Gee-Mailbox cmdlet.

D. From the Microsoft 365 compliance center, run a content search.

E. From Exchange Online PowerShel

F. run the Get-HoldCompliancePolicy cmdlet.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/identify-a-hold-on-an-exchange-online-mailbox?view=0365-worldwide

NEW QUESTION 35

HOTSPOT - (Topic 1)

You have a Microsoft 365 ES subscription.

You plan to create a custom trainable classifier by uploading 1,000 machine-generated files as seed content.
The files have sequential names and are uploaded in one-minute intervals as shown in the following table.

Number Name Upload time
1 FileO01.docx | 3:01 AM

2 FileQ02.docx | 3:02 AM

3 FileQ03.docx | 3:03 AM

994 rows not shown

998 FileG98.docx | 7:38 PM

999 File999 docx | 739 PM

1000 File000.docx | 7:40 PM

Which files were processed first and last when you created the custom trainable classifier? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

First: I FileD0 1.docx ot ||

|F|I-¢3L'I‘l.doc.t
File501.docx
File801.docx
| File951.docx

Last | FileD00.docx bl
File050.docx
Fite200.docx
File300.docx
File500.docx

FileQ00.docx

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

First: Frle001.docx

! Fie301.docx
File501 . docx
FileB01.docx
File951.docx

Last  FileO00.docx o

Fila050,docx

File200.docx

Fite300.docx
LFiie500.doox_

NEW QUESTION 38
HOTSPOT - (Topic 1)
You have Microsoft 365 E5 tenant that has a domain name of M365x925027.onmicrosoft.com.

You have a published sensitivity label.
The Encryption settings for the sensitivity label are configured as shown in the exhibit.

r
Encryption
Control who can access files and emall messages that have this labed applied. Learn more about encryption settings

D‘ Remowve encryption il the e s encrypted
@ Configura encryphon settings

| ] Tismar o encrrpiion mpgcts Oflice Nles (W, PoveerPoar, Eecel) TRl Fuwe this Labssl apgileed, Because the e will Be encrypeied lof seousily reascen, perlormancs sall De uony vl [P

files are opeed o Lreed, and some SharePoeet arsd OneDeree features il be lmsiedd on unavadiable. | s mmaee

Azzign permissions now or let users decide?

I J’kﬂ‘-lﬂl‘l PETTIERSEONS MO

The shoryatnan SaThings yomi chaote willl e sultematically gnfosced wihan the label i appliad 15 amsil ang Office e

User access to content expires (|

I Mever

Allow offline access (i)

I Alwinys

Assign permissions to specific users and groups * ()
Assign permissions

Aunhenticated wiery Wremwnr ﬁ
LegalTeam@i 365975027 OnMicrosoft.com CorAuthor i
LISSabe i 35532502 T onmecrasoft.com Rewerbe T @

oo N e

For each of the following statements, select Yes if statement is true. Otherwise, select No
NOTE: Each correct selection is worth one point.
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Statements Yes No
Only users at your company can view an email that has the sensitivity label applied. O O
The owner of an email can assign permissions when applying the sensitivity label. O O

USSales@M365x925027 . onmicrosoft.com can print an email that has the sensitivity label applied. O

O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

When you create a sensitivity label, you can restrict access to content that the label will be applied to. Only users within your organization can open a confidential
document or email.

Box 2: No

Assign permissions now has been selected.

Encryption

O

N’

User acgess 1o content expires |

Allow offline scoess
Asslgn permbudlons 1o specific users and groups * |

3 Memn
—1
]

e ]
L

Box 3: No
Only co-author and co-owner can print.

NEW QUESTION 41

- (Topic 1)

You receive an email that contains a list of words that will be used few a sensitive information type.

You need to create a file that can be used as the source of a keyword dictionary. In which format should you save the list?

A. an XLSX file that contains one word in each cell of the first row
B. a ISV file that contains words separated by tabs

C. a JSON file that that an element tor each word

D. a text file that has one word on each line

Answer: D

Explanation:

Keyword dictionaries can be created either from a text file or from csv file. Note:

There are several versions of this question in the exam. The question has two possible correct answers:
? a CSV file that contains words separated by commas

? a text file that has one word on each line

Other incorrect answer options you may see on the exam include the following:

? a TSV file that contains words separated by tabs

? a DOCX file that has one word on each line

? an XML file that contains a keyword tag for each word

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-a-keyword-dictionary?view=0365-worldwide

NEW QUESTION 43
HOTSPOT - (Topic 1)
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.
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Name Role

Userl | Global Administrator

User2 | Compliance admin

You have a retention policy that has the following configurations:

? Name: Policyl

? Retain items for a specific period: 5 years

? Locations to apply the policy: Exchange email, SharePoint sites

You place a Preservation Lock on Policyl.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

Userl can remove Exchange email from the locations

User2 can increase the retention period to seven years

O| O] |O
Q| IO IO

Userl can decrease the retention period to three years

A. Mastered
B. Not Mastered

Answer: A

Explanation:

When a retention policy is locked:

? No one, including the global admin, can disable the policy or delete it
? Locations can be added but not removed

? You can extend the retention period but not decrease it

NEW QUESTION 46
HOTSPOT - (Topic 1)

You have a Microsoft 365 sensitivity label that is published to all the users in your Azure AD tenant as shown in the following exhibit.
Answer Area

Statements Yes No

All the documents stored on each user's computer will include a watermark automatically

f the sensitivity label is applied to a document, the document will have a header that
contains the word "INTERNAL

The sensitivity label can be applied cnly to documents that contain the word rebranding

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes No

All the documents stored on each user's computer wall include a watermark automatically "y

f the sensitivity label is applied to a document, the document will have a header that I
contains the word "INTERNAL

The sensitivity label can be applied only to documents that contain the word repranding.

NEW QUESTION 49

HOTSPOT - (Topic 1)

You have a Microsoft 365 ES subscription that uses data loss prevention (DLP) to protect sensitive information.

You need to create scheduled reports that generate.

* DLP policy matches reported over the shortest frequency of time

* DLP incidents reported over the longest frequency of time

Which frequency should you configure for each repot? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area
DLP policy maiches: | Daily -

Every two days
Weekly
Every two weeks
Manthily

DLP inadents: | Monthiy v.,,]
Weskly
Every Two weeks
Monthly
Every three months
Every six months

A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
DLP policy maiches: _Dady -
Every two days
Weekly

Every two weeks

Manthily

DLP incidents: | Monthly N
Weekly

~EvEry i weeks
| .

very three months

m HHJ

VEry SIX mOntns

NEW QUESTION 54

- (Topic 1)

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You implement Microsoft 365 Endpoint data loss prevention (Endpoint DLP).

You have computers that run Windows 10 and have Microsoft 365 Apps installed. The computers are joined to Azure Active Directory (Azure AD).

You need to ensure that Endpoint DLP policies can protect content on the computers. Solution: You onboard the computers to Microsoft Defender for Endpoint.
Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dip-getting-started ?view=0365-worldwide

NEW QUESTION 56

- (Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant and 500 computers that run Windows 10. The computers are onboarded to the Microsoft 365 compliance center.

You discover that a third-party application named Tailspin_scanner.exe accessed protected sensitive information on multiple computers. Tailspin_scanner.exe is
installed locally on the computers.

You need to block Tailspin_scanner.exe from accessing sensitive documents without preventing the application from accessing other documents.

Solution: From the Microsoft 365 Endpoint data loss prevention (Endpoint DLP) settings,

you add the application to the unallowed apps list. Does this meet the goal?

A. Yes
B. No

Answer: A
Explanation:

Unallowed apps is a list of applications that you create which will not be allowed to access a DLP protected file.
Reference:
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https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dip-using ?view=0365- worldwide

NEW QUESTION 57

- (Topic 1)

You have a Microsoft 365 tenant that uses the following sensitivity labels:

* Confidential

* Internal

* External

The labels are published by using a label policy named Policy1l.

Users report that Microsoft Office for the wen apps do not display the Sensitivity button. The Sensitivity button appears in Microsoft 365 Apps that are installed
locally.

You need to ensure that the users can apply sensitivity labels to content when they use Office for the web apps.
Solution: You modify the scope of the Confidential label. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 60

HOTSPOT - (Topic 1)

You need to implement an information compliance policy to meet the following requirements:

? Documents that contain passport numbers from the United States, Germany, Australia, and Japan must be identified automatically.

? When a user attempts to send an email or an attachment that contains a passport

number, the user must receive a tooltip in Microsoft Outlook.

? Users must be blocked from using Microsoft SharePoint Online or OneDrive for Business to share a document that contains a passport number.

What is the minimum number of sensitivity labels and auto-labeling policies you should create? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Sensitivity labels: v

N =

Auto-labeling policies: v

N =

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Sensitivity labels: v
1
2
EX
4
Auto-labeling policies: v
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NEW QUESTION 61

- (Topic 1)

You need to create a retention policy to delete content after seven years from the following locations:
? Exchange email

? SharePoint sites

? OneDrive accounts

? Office 365 groups

? Teams channel messages

? Teams chats

What is the minimum number of retention policies that you should create?

00w
A WDN PR

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/retention?view=0365-worldwide

NEW QUESTION 66
- (Topic 1)
You need to recommend a solution that meets the compliance requirements for Dropbox. What should you recommend?

A. Create a DLP policy that applies to Cloud App Security.

B. Edit an existing retention label that enforces the item deletion settings.
C. Create a retention label that enforces the item deletion settings.

D. Create a DLP policy that applies to devices.

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-use-policies-non-microsoft- cloud-apps?
view=0365-worldwide

NEW QUESTION 67

- (Topic 1)

You need to be alerted when users share sensitive documents from Microsoft OneDrive to any users outside your company.
What should you do?

A. From the Microsoft 365 compliance center, create a data loss prevention (DLP) policy.

B. From the Azure portal, create an Azure Active Directory (Azure Al)) Identity Protection policy.
C. From the Microsoft 36h compliance? center, create an insider risk policy.

D. From the Microsoft 365 compliance center, start a data investigation.

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about- dlp?view=0365-worldwide

NEW QUESTION 72

- (Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant and 500 computers that run Windows 10. The computers are onboarded to the Microsoft 365 compliance center.

You discover that a third-party application named Tailspin_scanner.exe accessed protected

sensitive information on multiple computers. Tailspin_scanner.exe is installed locally on the computers.

You need to block Tailspin_scanner.exe from accessing sensitive documents without preventing the application from accessing other documents.

Solution: From the Cloud App Security portal, you create an app discovery policy. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

You can create app discovery policies to alert you when new apps are detected within your organization.
Use the unallowed apps list instead.

Reference:

https://docs.microsoft.com/en-us/cloud-app-security/cloud-discovery-policies
https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-using ?view=0365- worldwide

NEW QUESTION 77
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- (Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

You have a user named Userl. Several users have full access to the mailbox of Userl. Some email messages sent to Userl appear to have been read and
deleted before the user viewed them.

When you search the audit log in the Microsoft Purview compliance portal to identify who signed in to the mailbox of Userl, the results are blank.

You need to ensure that you can view future sign-ins to the mailbox of Userl. Solution: You run the Set-AuditConfig -Workload Exchange command.

Does that meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 79

- (Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You need to identify resumes that are stored in the subscription by using a built-in trainable classifier.

Solution: You create a data loss prevention (DLP) policy. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 80

- (Topic 1)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel.
You need to implement Microsoft Purview data lifecycle management. What should you create first?

A. a sensitivity label policy

B. a retention label

C. a data loss prevention (DLP) policy
D. an auto-labeling policy

Answer: B

NEW QUESTION 82

- (Topic 1)

You have a Microsoft 365 tenant.

You have a database that stores customer details. Each customer has a unique 13-digit identifier that consists of a fixed pattern of numbers and letters.

You need to implement a data loss prevention (DLP) solution that meets the following requirements:

» Email messages that contain a single customer identifier can be sent outside your company,

» Email messages that contain two or more customer identifiers must be approved by the company s data privacy team.

Which two components should you include in the solution? Each correct answer presents part of the solution. NOTE Each correct selection is worth one point.

A. a sensitive information type
B. a DLP policy

C. a mail flow rule

D. a sensitivity label

E. a retention label

Answer: AC

NEW QUESTION 84
HOTSPOT - (Topic 1)
You have the retention label policy shown in the Policy exhibit. (Click the Policy tab.)
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Define retention settings

When this label is applied to items, the content is retained and/or deleted
based on the settings you choose here.

(®) Retain items for a specific period

Labeled items will be retained for the penod you choose. During the retention
period, Users will be able to edit items and change or remove the label. If they
delete items, we'll keep copies in a secure location. Leam more

Retention period

7 years

Start the retention period based on

Fiscal Year End

-+ Create new event lype
At the end of the retention period

(®) Delete items automatically
We'll delete items from where they're currently stored.

() Trigger a disposition review

Do nothing
This option isn't available for event-based labels

() Retain items forever

Labeled items will be retained forever, even if users delete them. Users will be able
to edit items and change or remove the label, if they delete items, we’'ll keep copies
in a secure location. Learn more

O Only delete items when they reach a certain age

Labeled items won't be retained, but whey they reach that age you choose,
we'll delete them from where they're stored.

S e cance

® Need help? Give feedback g8

File name Creation date Asset ID
Doc1.docx September 1, 2020 | FY20
Doc2 docx September 20, 2020 | FY20
Doc3.docx October 15, 2020 FY21

On December 1, 2020, you create the event shown in the Event exhibit. (Click the Event
tab.)

Passing Certification Exams Made Easy
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Events - Mew Event

Review your Settings

@ Name the Event
| Event Name
_ Name FY 2020
& Event Settings Description

| |.'||:|r

® Review your Settings Event Settings

Event type Fiscal Year End
Event Labels

o
=an

More Event Settings
Applies to Exchange
items with these
keywords

Applies to
SharePoint/OneDrive

items with these
asset|Ds
Event date Wed Sep 30 2020 00:00:00 GMT-0400 (Eastern-Dayhght Time)

e
=it
(i B 1}

Back m Cancel

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

& Need help? Give feedback

Statements Yes No
Doc1.docx will be retained until December 30, 2027. O

Doc2 docx will be retained until September 30, 2027. O

Doc3.docx will be retained until September 30, 2027. O O

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Statements Yes No
Doc1.docx will be retained until December 30, 2027. O |r ) :
Doc2 docx will be retained until September 30, 2027 O |
Doc3.docx will be retained until September 30, 2027. O !HC; :

NEW QUESTION 87

HOTSPOT - (Topic 1)

You have a Microsoft 365 E5 tenant.

Data loss prevention (DLP) policies are applied to Exchange email, SharePoint sites, and OneDrive accounts locations.
You need to use PowerShell to retrieve a summary of the DLP rule matches from the last seven days.

Which PowerShell module and cmdlet should you use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Module: v

Azure Active Directory (Azure AD)
Exchange Online
SharePoint Online

Cmdlet: v

Get-DlpDetailReport
Get-DlpDetectionsReport
Get-DlpPolicy
Get-DIpSiDetectionsReport

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Module: v
Azure i&c_tige_Directory (Azure AD)
'Exchange Online |
SharePoint Online
Cmdlet: v

Get-DIpDetectionsReport |

|
s G s

Get-DlpPolicy
Get-DlpSiDetectionsReport

NEW QUESTION 88

- (Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each

guestion in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while others
might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

You have a user named Userl. Several users have full access to the mailbox of Userl. Some email messages sent to Userl appear to have been read and
deleted before the

user viewed them.

When you search the audit log in the Microsoft Purview compliance portal to identify who signed in to the mailbox of Userl, the results are blank.

You need to ensure that you can view future sign-ins to the mailbox of Userl. Solution: You run the Set-AdminAuditLogConfig -AdminAuditLogEnabled Strue -
AdminAuditLogCmdlets "Mailbox" command.

Does that meet the goal?

A. Yes
B. NO

Answer: B

NEW QUESTION 89

- (Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You implement Microsoft 365 Endpoint data loss prevention (Endpoint DLP).

You have computers that run Windows 10 and have Microsoft 365 Apps installed. The computers are joined to Azure Active Directory (Azure AD).

You need to ensure that Endpoint DLP policies can protect content on the computers. Solution: You deploy the Endpoint DLP configuration package to the
computers. Does this meet the goal?

A. Yes
B. No
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Answer: A

Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-getting-started ?view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/configure-endpoints?view=0365-worldwide

NEW QUESTION 90

- (Topic 1)

You have a Microsoft 365 subscription.

You have a team named Team! in Microsoft Teams. You plan to place all the content in Team1 on hold.
You need to identify which mailbox and which Microsoft SharePoint site collection are

associated to Team1.

Which cmdlet should you use?

A. Get-UnifiedGroup
B. Get-MalUser

C. Get-TeamChannel
D. Get-Team

Answer: D

NEW QUESTION 91
HOTSPOT - (Topic 1)

You enable archive mailboxes for all the users at your company. The Default MRM Policy is shown in the MRM exhibit.

Default MRM Policy
This policy contains the following retention tags

1 Month Delete

1 Week Delete

1 Year Delete

5 Year Delete

6 Month Delete

Default 2 year move to archive
Junk Email

Never Delete

Personal 1 year move to archive
Personal 5 year move to archive
Personal never move to archive
Recoverable items 14 days move to archive

A Microsoft 365 retention label policy is shown in the Label Policy exhibit.
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Exchange Label Policy

Status
Enabled (Pending)

Policy name
Exchange Label Policy

Description
Label policy for Exchange

Applies to content in these locations
Exchange email

Settings

Publish labels for your users
* 10 Year — Do not Delete

« 2 Year Delete

Preservation lock
No

You need to identify the following:

? How many years until an email is archived?

? What should you modify to change the retention period for archiving?

What should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

By default, email is: v

Deleted after two years

Deleted after one month

Retained in the mailbox for 10 years

Moved to the archive mailbox after two years

To change the retention
period for archiving, modify: v

The Default MRM Policy
The Exchange Label Policy
The properties of the archive mailbox

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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By default, email is: v

Deleted after two years
Deleted after one month
Retained in the mailbox for 10 years

I R R W I R R W W W R B W e e W Wy W W e

| Moved to the archive mailbox after two years |

o Em mm e G e wew s e e e e e e Emw s e e e

To change the retention
period for archiving, modify: v

rrfr-r‘--r-rr—!‘—r-!—rn—r'!—r'—rl

. The Default MRM Policy,

R

The Exchange Label Policy
The properties of the archive mailbox

NEW QUESTION 93
HOTSPOT - (Topic 1)
You have a Microsoft 365 E5 subscription that contains a security group named Groupl and the users shown in the following table.

Name Role
User1 Compliance Administrator
User2 None
User3 None

You assign the Compliance Manager roles to the users as shown in the following table.
User Role

User2 | Compliance Manager Contributors

User3 | Compliance Manager Administrators

You add two assessments to Compliance Manager as shown in the following exhibit.
Compliance Manager

Oheniew Improvement Actions Solutions Assessments  Assessment templates

ASBEIAMENTS Pl you implement data protechon controll spenfied by comphance. tecunty, prevacy. and data protecton standarde. reguiatons End lwl Assesamants ndude actong thal have

been tiken by Maoroaof 10 protect your dala and thay're COMpleted when you Laie JChon 10 implement the controls inciuded in The assetsment. Laarn Row 0 mErsgs pteiimenty
F. Add avissiment Titernes O Search 7 Filler |5 Geoup
Appiied filtan
< Aisevimeni | Sabai Apsrssiment progaes Vo irgarvererd sl Marosol avliom e Prgudagr t Ergrilaticn
Groupl (2)
Agvenament] et o it b I3 coplart %8 of T cowepiated b llagwomaty Bl -
Adversmentd I gy e 1 of V77 cowmphied 184 of 159 compdersd Sroup? ura IR AR

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes No
User1 can edit the title of Assessment1,

To Group1, User2 can add an assessment that uses the HIPA/HITECH template.

To Group1, User3 can add an assessment that uses the HIPA/HITECH or Microsoft 365

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Statements Yes

User1 can edit the title of Assessment1
To Group1, User2 can add an assessment that uses the HIPA/HITECH template. ' i

To Group1, User3 can add an assessment that uses the HIPA/HITECH or Microsoft 365

NEW QUESTION 95
HOTSPOT - (Topic 1)
You create a retention policy as shown in the following exhibit.

Retention Policy 1

Status
Enabled (Pending)

Policy name
Retention Policy 1

Description
Retention Policy for SharePoint Sitel and Exchange

Applies to content in these locations
Exchange email
SharePoint sites

Settings
Retention period
Keep content, and delete it if it's older than 10 years

Preservation lock
No data available

A user named Userl deletes a file named Filel.docx from a Microsoft SharePoint Online site named Sitel.

A user named User2 deletes an email and empties the Deleted Items folder in Microsoft Outlook.

Where is the content retained one year after deletion? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

File.docx: v

Preservation Hold
Recoverable Items
SubstrateHolds

The first-stage Recycle Bin

Email: v

Preservation Hold
Recoverable Items
SubstrateHolds

The first-stage Recycle Bin

A. Mastered
B. Not Mastered
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Answer: A
Explanation:
File.docx: 7
LP[es_Er:rajrlﬁn:HE}@ |
Recoverable Items
SubstrateHolds
The first-stage Recycle Bin
Email: v

Preservation Hold
'Recoverable Items

SubstrateHolds

The first-stage Recycle Bin

NEW QUESTION 98
- (Topic 1)
You have a Microsoft 365 tenant.

All Microsoft OneDrive for Business content is retained roe five years.
A user named Userl left your company a year ago, after which the account of User 1 was deleted from Azure Active Directory (Azure AD)

You need to recover an important file that was stored in the OneDrive of Userl. What should you use?

A. the Restore-SPODeletedSite PowerShell cmdlet
B. the OneDrive recycle bin

C. the Restore-ADObject PowerShell cmdlet

D. Deleted users in the Microsoft 365 admin center

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/onedrive/set-retention https://docs.microsoft.com/en-us/onedrive/retention-and-deletion

NEW QUESTION 100
- (Topic 1)

You have a Microsoft 365 alert named Alert2 as shown in the following exhibit

Status Category Activity count

Resolved Data loss prevention

You need to manage the status of Alert2. To which status can you change Alert2?

A. The status cannot be changed.

B. Dismissed only

C. Investigating only

D. Active or Investigating only

E. Investigating, Active, or Dismissed

Answer: E
NEW QUESTION 101

- (Topic 1)
You have a Microsoft 365 subscription.

Last occurrence...

o5 O3

y: 3go0

You have a user named Userl. Several users have full access to the mailbox of Userl. Some email messages sent to Userl appear to have been read and
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deleted before the

user viewed them.

When you search the audit log in the Microsoft Purview compliance portal to identify who signed in to the mailbox of Userl, the results are blank.

You need to ensure that you can view future sign-ins to the mailbox of Userl. YOU run the Set-Mailbox -Identity "Userl1" -AuditEnabled $true command. Does that
meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 105

- (Topic 1)

You are creating an advanced data loss prevention (DLP) rule in a DLP policy named Policy 1 that will have all locations selected.
Which two conditions can you use in the rule? Each correct answer presents a complete solution. (Choose

two.)

NOTE: Each correct selection is worth one point.

A. Content contains

B. Content is shared from Microsoft 365

C. Document size equals or is greater than
D. Attachment's file extension is

E. Document property is

Answer: AB

NEW QUESTION 107
HOTSPOT - (Topic 1)
You have a Microsoft 365 E5 subscription that uses Microsoft Purview.
You need to deploy a compliance solution that will detect the accidental oversharing of information outside of an organization. The solution must minimize
administrative effort.

What should you use? To answer, select the
appropriate options in the answer area. NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Policy template:

Risky browser usage
Security pohicy violations

Policy template prereguisite: LA data loss preveation (DLPL policy

AMWMH I

A reténtion policy

An alert policy
An eDiscovery case

NEW QUESTION 110

- (Topic 1)

Your company manufactures parts that are each assigned a unique 12-character alphanumeric serial number. Emails between the company and its customers
refer in the serial number.

You need to ensure that ail Microsoft Exchange Online emails containing the serial numbers are retained for five years.

Which three objects should you create? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

. a trainable classifier

. a sensitive info type

. a retention polity

. a data loss prevention (DLP) policy
. an auto-labeling policy

. a retention label

G. a sensitivity label

mTmoOOm>

Answer: BEF

Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitive-information-type-learn-about?view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically?view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/retention?view=0365-worldwide
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NEW QUESTION 114

HOTSPOT - (Topic 1)

You have a Microsoft 365 subscription that contains two groups named Groupl and Group2.
You have the compliance assessments shown in the following table.

Name Group
Cal Group1
Cal Group1
Ca3 Group?

You have the improvement actions shown in the following table.

Action Compliance Improvement action Points Action type
assessment

Action] Cal Create and publish a retention label 3 Technical
Action2 Ca2 Create and publish a retention label 5 Technical
Action3 Ca3 Enable Windows 10 Securnity baseline 5 Technical
Actiond Cal Restrict access to privileged accounts 10 Operational &
Actiond Cal Update security awareness training 10 Cperational
Actiond Ca3 Update security awareness training 10 Operational

You perform the following actions:

* Create and publish a retention label.

» Implement security awareness training for all users.

« For Action4, change Implementation status to Implemented

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Mo
The compliance score for Cal will increase by 15 paints
The complance score for Ca2 will increase by 15 points
The compliance score for Ca3 will increase by 10 paints
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Statements Yes No

The compliance score for Cal will increase by 15 points |
The compliance score for Ca2 wall increase by 15 points

The compliance score for Ca3 will increase by 10 points i

NEW QUESTION 119

- (Topic 1)

You have a Microsoft 365 E5 tenant.

You need to add a new keyword dictionary. What should you create?

A. a trainable classifier
B. a sensitivity label E3
C. a sensitive info type
D. a retention policy

Answer: C

NEW QUESTION 121

- (Topic 1)

You have a Microsoft 365 E5 subscription that contains multiple data loss prevention (DLP) policies.

You need to identify which DLP rules include conditions that can trigger the DLP policies. Which report should you use from the Microsoft Purview compliance

portal?

A. DLP policy matches
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B. False positives and overrides
C. DLP incidents
D. Third-party DLP policy matches

Answer: A

NEW QUESTION 122
- (Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.
You need to identify resumes that are stored in the subscription by using a built-in trainable classifier.
Solution: You create an auto-labeling policy for a retention label. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 123

- (Topic 1)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps.

You need to ensure that you receive an alert when a user uploads a document to a third- party cloud storage service.
What should you use?

A. an insider risk policy
B. a file policy

C. a sensitivity label

D. an activity policy

Answer: D

NEW QUESTION 127

HOTSPOT - (Topic 1)

You create a retention label policy named Contoso_policy that contains the following labels.

? 10 years then delete

? 5 years then delete

? Do not retain

Contoso_Policy is applied to content In Microsoft Sharepoint Online sites.

After a couple of days, yon discover the following messages on the Properties page of the label policy.
* Statue Off (Error)

* |t's taking longer than expected to deploy the policy You need to reinitiate the policy.

How should you complete the command? To answer, select the appropriate options in the; answer area.
NOTE: Each correct selection is worth one point.

|w| -id Contoso_Policy v

Set-RetenticonCompliancePolicy -ForeeFullSyne
Set-RetenticnPolicy -FullCrawl
Start-EdgeSynchronization -RetryDistribution
Start-HetentionAutoTaglearning -Train

A. Mastered

B. Not Mastered

Answer: A

Explanation:

w -id Contoso_Policy v
| Set-RetentionCompliancePolicy i -ForceFullSyne
“Set-RetentionPolicy ~ | | -FullCrawl =

Start-EdgeSynchronization -RetryDistribution |
Start-RetentionfAutoTaglearning -Train

NEW QUESTION 132

- (Topic 1)

In Microsoft Exchange Online, you have a retention policy named Policyl that applies a retention tag named Tagl.
You plan to remove Tagl from Policyl.

What will occur when you remove the tag from Policy1?

A. The content will remain tagged and the Managed Folder Assistant will process Tag1l.
B. Tagl will be removed if Policyl applied the tag to the content.
C. The content will remain tagged, but the Managed Folder Assistant will ignore Tagl.

Answer: A
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Explanation:

Reference:

https://docs.microsoft.com/en-us/exchange/security-and-compliance/messaging-records- management/
retention-tags-and-policies#removing-or-deleting-a-retention-tag-from-a-retention-policy

NEW QUESTION 135

- (Topic 1)

You need to recommend a solution to configuration the Microsoft 365 Records management settings by using the CSV file must meet the compliance
requirements.

What should you recommend?

A. From the Microsoft 365 compliance center, import the CSV file to a file plan.

B. Use EdmUploadAgent.exe to upload a hash of the CSV to a datastore.

C. Use a PowerShell command that pipes the import csv cmdlet to the New- RetentionPolicy cmdlet.
D. Use a PowerShell command that pipes the import-csv cmdlet to the New-Label cmdlet.

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/file-plan-manager?view=0365-worldwide#import-retention-labels-into-your-file-plan

NEW QUESTION 137

- (Topic 1)

You have a Microsoft 365 subscription.

You have a user named Userl. Several users have full access to the mailbox of Userl. Some email messages sent to Userl appear to have been read and
deleted before the

user viewed them.

When you search the audit log in the Microsoft Purview compliance portal to identify who signed in to the mailbox of Userl, the results are blank.

You need to ensure that you can view future sign-ins to the mailbox of User1.

YOU run the Set-MailboxFolderPernission -ldentity "Userl" -User Userlfcontoso.com - AccessRights Owner command.

Does that meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 140

HOTSPOT - (Topic 1)

You are implementing Microsoft Office 365 Message Encryption (OME) for a Microsoft 365 tenant named contoso.com.
You need to meet the following requirements:

« All email to a domain named fabhkam.com must be encrypted automatically.

» Encrypted emails must expire seven days after they are sent-

What should you configure for each requirement? To answer, select the appropriate options

NOTE: Each correct selection is worth one point.

All email to a domain named fabrikam.com

must be encrypted automatically. v

A data connector in the Microsoft 365 compliance center
A data loss prevention (DLP) policy in the Microsoft 365 compliance center
A mail flow connector in the Exchange admin center

A mail flow rule in the Exchange admin center

Encrypted emails must expire seven days

after they are sent: v

A custom branding template in Microsoft Exchange Online PowerShell
A label policy in the Microsoft 365 compliance center

A mail Tlow rule in the Exchange admin center

A sensitive info type in the Microsoft 365 compliance center

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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All email to a domain named fabrnkam.com
must be encrypted automatically:

Encrypted emails must expire seven days

after they are sent:

NEW QUESTION 144
HOTSPOT - (Topic 1)

i
A data connector in the Microsoft 365 compliance center
A data loss prevention (DLF) policy in the Microsoft 365 compliance center
A mail flow connector in the Exchange admin center
A mail flow rule in the Exchange admin center
v

A label policy in the Microsoft 365 compliance center
A mail flow rule in the Exchange admin center

A sensitive info type in the Microsoft 365 compliance center

You create a sensitivity label as shown in the Sensitivity Label exhibit.
Review your settings and finish

Name
Sensitivityl

Display name
Sensitivityl

Description for users
Sensitivityl

Scope
File,Email

Encryption

Content marking

Watermark: Watermark

Header: Header
Auto-labeling
Group settings

Site settings

Auto-labeling for database columns

None

You create an auto-labeling policy as shown in the Auto Labeling Policy exhibit.
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Auto-labeling policy

Edit policy Delete policy

Policy name

Auto-labeling policy
Description

Label in simulation
Sensitivityl

Info to label
IP Address

Apply to content in these locations
Exchange email All

Rules for auto-applying this label
Exchange email 1 rule

Mode
On

Comment

A user sends the following email:

From: userl@contoso.com To: user2@fabrikam.com Subject: Address List Message Body:
Here are the lists that you requested. Attachments:

<<Filel.docx>>

<<File2.xml>>

Both attachments contain lists of IP addresses.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes

Sensitivityl is applied to the email.

A watermark is added to Filel.docx.

A header is added to File2.xml.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements Yes

Sensitivityl is applied to the email. 1O |
A watermark is added to Filel.docx. 1O

A header is added to File2.xml.

NEW QUESTION 149
- (Topic 1)

You have a data loss prevention (DLP) policy configured for endpoints as shown in the following exhibit.
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From a computer named Computerl, 3 user can sometimes upload files to cloud services and sometimes cannot. Other users experience the same issue. What
are two possible causes of the issue? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one point.

A. The Access by unallowed apps action is set to Audit only.

B. The computers are NOT onboarded to the Microsoft 365 compliance center.

C. The Copy to clipboard action is set to Audit only.

D. There are file path exclusions in the Microsoft 365 Endpoint data loss prevention (Endpoint DIP) settings.

E. The unallowed browsers in the Microsoft 365 Endpoint data loss prevention (Endpoint DLP) settings are NOT configured.

Answer: DE

NEW QUESTION 152

- (Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You recently discovered that the developers at your company emailed Azure Storage keys in plain text to third parties.

You need to ensure that when Azure Storage keys are emailed, the emails are encrypted. Solution: You create a data loss prevention (DLP) policy that has all
locations selected. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 155

- (Topic 1)

You need to recommend a solution that meets the Data Loss Prevention requirements for the HR department.
Which three actions should you perform? Each correct answer presents part of the solution. (Choose three.)
NOTE: Each correct selection is worth one point.

A. Schedule EdmUploadAgent.exe to hash and upload a data file that contains employee information.
B. Create a sensitive info type rule package that contains the EDM classification.

C. Define the sensitive information database schema in the XML format.

D. Create a sensitive info type rule package that contains regular expressions.

E. Define the sensitive information database schema in the CSV format.

Answer: ABC

Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-custom-sensitive-information-types-withexact-data-match-based-
classification?view=0365-worldwide

NEW QUESTION 160

HOTSPOT - (Topic 1)

You plan to implement a sensitive information type based on a trainable classifier. The sensitive information type will identify employment contracts.
You need to copy the required files to Microsoft SharePoint Online folders to train the classifier.

What should you use to seed content and test the classifier? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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A. Mastered
B. Not Mastered

Answer: A
Explanation:
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NEW QUESTION 161

- (Topic 1)

You need to create a retention policy to retain all the files from Microsoft Teams channel conversations and private chats.
Which two locations should you select in the retention policy? Each correct answer present part of the solution.

NOTE: Each correct selection is worth one point.

A. Team channel messages
B. OneDrive accounts

C. SharePoint sites

D. Exchange email

E. Office 365 groups

F. Team chats

Answer: BC

Explanation:
Reference:
https://support.microsoft.com/en-us/office/file-storage-in-teams-df5ccO0a5-d1bb-414c¢-8870- 46c6eb76686a

NEW QUESTION 166

- (Topic 1)

You create three sensitivity labels named Sensitivityl, Sensitivity2, and Sensitivity3 and perform the following actions:

? Publish Sensitivity1.

? Create an auto-labeling policy for Sensitivity2.

You plan to create a file policy named Policyl in Microsoft Cloud App Security. Which sensitivity labels can you apply to Microsoft SharePoint Online in Policy1?

A. Sensitivityl only

B. Sensitivityl, Sensitivity2, and Sensitivity3
C. Sensitivity2 only

D. Sensitivityl and Sensitivity2 only

Answer: D

Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically?view=0365-worldwide
https://docs.microsoft.com/en-us/cloud-app-security/azip-integration

NEW QUESTION 170

- (Topic 1)

You are creating a data loss prevention (DLP) policy that will apply to all available locations. You configure an advanced DLP rule in the policy. Which type of
condition can you use in the rule?

A. Keywords

B. Content search query
C. Sensitive info type

D. Sensitive label

Answer: A

NEW QUESTION 171

- (Topic 1)

You have a Microsoft 365 tenant.

You discover that email does NOT use Microsoft Office 365 Message Encryption (OME). You need to ensure that OME can be applied to email.
What should you do first?

A. Enable Microsoft Defender for Office 365.

B. Activate Azure Information Protection.

C. Activate Azure Rights Management (Azure RMS).
D. Create an Azure key vault.

Answer: C
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Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/set-up-new-message-encryption-capabilities?view=0365-worldwide

NEW QUESTION 174
HOTSPOT - (Topic 1)

You have a Microsoft 365 E5 subscription that contains a user named Userl and the groups shown in the following table.

Name Type
Group1 | Microsoft 365
Group? | Security

You have the Compliance Manager improvement action shown in the following exhibit

Enable self-service password reset
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Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.

Answer Area

The Enable self-service password reset improvement action
can be assigned to [answer choice].

Twenty-four hours after self-service password reset (SSPR) is enabled
for all users, Points achieved will be [answer choice].

A. Mastered
B. Not Mastered

Answer: A

Explanation:
User 1, Group 1, and Group 2 27/27

User1 only

Group1 only

User1 and Group1 only
Group1 and Group2 only
User1, Group1, and Group2

v

027
1127
2127
of27
27127

SSPR (Self-Service Password Reset) does not require an E5 license. SSPR is included in Microsoft 365 and Office 365 subscriptions, including lower-tiered plans

such as Microsoft 365 Business Standard and Office 365 E3.

Microsoft 365 Groups can be configured to use SSPR (Self-Service Password Reset). In fact, Microsoft 365 Groups inherit the SSPR settings from the underlying
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Azure Active Directory (Azure AD) tenant.

SSPR (Self-Service Password Reset) can also be configured for security groups in Microsoft 365.

Like Microsoft 365 Groups, security groups in Microsoft 365 inherit the SSPR settings from the underlying Azure Active Directory (Azure AD) tenant. To enable
SSPR for security groups, you need to ensure that SSPR is enabled in your Azure AD tenant and that the appropriate user accounts are registered for SSPR.

NEW QUESTION 178

- (Topic 1)

You have a Microsoft 365 tenant that uses Microsoft Office 365 Message Encryption (OME).

You need to ensure that any emails containing attachments and sent to userl@contoso.com are encrypted automatically by using OME.
What should you do?

A. From the Exchange admin center, create a new sharing policy.

B. From the Microsoft 365 security center, create a Safe Attachments policy.

C. From the Exchange admin center, create a mail flow rule.

D. From the Microsoft 365 compliance center, configure an auto-apply retention label policy.

Answer: C

Explanation:

You can create mail flow rules to help protect email messages you send and receive. You can set up rules to encrypt any outgoing email messages and remove
encryption from encrypted messages coming from inside your organization or from replies to encrypted messages sent from your organization.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/define-mail-flow-rules-to-encrypt-email ?view=0365-worldwide

NEW QUESTION 179

- (Topic 1)

You have a Microsoft 365 tenant that contains a Microsoft SharePoint Online site named Sitel.
You have the users shown in the following table.

Name Group/role
User1 Site1 member group
User2 Site1 member group
User3 Site1 owner group
User4 Sharepoint administrator role

You create a data loss prevention (DLP) policy for Sitel that detects credit card number

information. You configure the policy to use the following protection action:

? When content matches the policy conditions, show policy tips to users and send them an email notification.
You use the default notification settings.

To Sitel, Userl uploads a file that contains a credit card number. Which users receive an email notification?

A. Used and User2 only

B. Used and User4 only

C. Used, User2, User3, and User4
D. Used only

E. Used and User3 only

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-with-the-default-dlp-policy ?view=0365-worldwide

NEW QUESTION 183

- (Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You need to identify resumes that are stored in the subscription by using a built-in trainable classifier.

Solution: You create an auto-labeling policy for a sensitivity label.

Does this meet the goal?

A.Yes
B. NO

Answer: A

NEW QUESTION 188

- (Topic 1)

You have a Microsoft SharePoint Online site that contains employee contracts in a document library named

Contracts.

The contracts must be treated as records in accordance with your company's records management policy.

You need to implement a solution to automatically mark all the contracts as records when they are uploaded to Contracts.
Which two actions should you perform? Each correct answer presents part of the solution. (Choose two.)

NOTE: Each correct selection is worth one point.
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A. Create a sensitivity label.

B. Create a retention label.

C. Configure a default label on the Contracts document library.
D. Create a retention policy.

E. Create a SharePoint Records Center.

F. Create a retention lock.

Answer: BC

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-apply-retention-labels?view=0365-worldwide

NEW QUESTION 191

- (Topic 1)

You need to automatically apply a sensitivity label to documents that contain information about your company's network including computer names, IP addresses,
and configuration information. Which two objects should you use? Each correct answer presents part of the solution. (Choose two.)

NOTE: Each correct selection is worth one point.

A. an Information protection auto-labeling policy

B. a custom trainable classifier

C. a sensitive info type that uses a regular expression
D. a data loss prevention (DLP) policy

E. a sensitive info type that uses keywords

F. a sensitivity label that has auto-labeling

Answer: AB

Explanation:

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/classifier-learn- about?view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically?view=0365-worldwide

NEW QUESTION 195

- (Topic 1)

You have a Microsoft 365 E5 subscription.

You need to identify personal data stored in the subscription and control the transfer of personal data between users and groups.
Which type of license should you acquire?

A. Microsoft Purview Audit (Premium)
B. Priva Privacy Risk Management
C. Microsoft 365 E5 Compliance

D. Priva Subject Rights Requests

Answer: C

NEW QUESTION 196

- (Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some

guestion sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

You have a user named Userl. Several users have full access to the mailbox of Userl. Some email messages sent to Userl appear to have been read and
deleted before the

user viewed them.

When you search the audit log in the Microsoft Purview compliance portal to identify who signed in to the mailbox of Userl, the result are blank.

You need to ensure that you can view future sign-ins to the mailbox of Userl. Solution: You run the Set-MailboxFolderPermission -ldentity "Userl” -User
Userl@contoso.com -AccessRights Owner command.

Does that meet the goal?

A. Yes
B. NO

Answer: B

NEW QUESTION 199

- (Topic 1)

You have a Microsoft 365 ES tenant that uses Microsoft Teams and contains two users named Userl and User2.

You create a data loss prevention (DLP) policy that is applied to the Teams chat and channel messages location for userl and user2.
Which Teams entities will have DLP protection? Purview compliance portal?

A. 1:1/n chats and general channels only

B. 1:1/chats and private channels only

C. 1:1/ chats, general channels, and private channels
D. DLP policy matches

Answer: BD
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NEW QUESTION 203
- (Topic 1)
You have a Microsoft 365 subscription.

You have a user named Userl. Several users have full access to the mailbox of Userl. Some email messages sent to Userl appear to have been read and

deleted before the user viewed them.

When you search the audit log in the Microsoft Purview compliance portal to identify who signed in to the mailbox of Userl, the results are blank.
You need to ensure that you can view future sign-ins to the mailbox of Userl. YOU run the Set-AdminAuditLogConfig -AdminAuditLogEnabled $true

-AdminiAuditLogCmdlets "Mailbox* command.
Does that meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 205

- (Topic 1)

You have a Microsoft 365 tenant that uses records management.

You use a retention label to mark legal files stored in a Microsoft SharePoint Online document library as
regulatory records.

What can you do to the legal files?

A. Remove the retention label of the files.

B. Edit the properties of the files.

C. Move the files to a different folder within the document library.
D. Delete the content from the files.

Answer: C

Explanation:

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/records- management?view=0365-
worldwide#records

NEW QUESTION 208
HOTSPOT - (Topic 1)
You have the files shown in the following table.

Name Location Date modified Date created
Filel Microsoft SharePoint Online site June 01, 2018 December 28, 2011
File2 Microsoft OneDrive account February 02, 2017 | January 02, 2011
File3 Microsoft Exchange Online public folder | May 01, 2006 May 01, 2006

You configure a retention policy as shown in the exhibit.

RetentionPolicy 1

Status
Enabled (Pending)

Policy name
RetentionPolicyl

Description
RetentionPolicy1

Applies to content in these locations
SharePoint sites

Settings
Retention period
Keep content, and delete it if it's older than 7 years

Preservation lock
No data available

The start of the retention period is based on when items are created. The current date is January 01, 2021.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No

Filel will be deleted after you turn on the policy.

File2 will be deleted after you turn on the policy.

File3 will be deleted after you turn on the policy.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements Yes No

File1 will be deleted after you turn on the policy. | C

File2 will be deleted after you turn on the policy. ¢ 1O!

File3 will be deleted after you turn on the policy. _ O !

NEW QUESTION 209

- (Topic 1)

You plan to import a file plan to the Microsoft 365 compliance center.

Which object type can you create by importing a records management file plan?

A. retention label policies
B. sensitive info types

C. sensitivity labels

D. retention labels

Answer: A

Explanation:

File plan in Records management allows you to bulk-create retention labels by importing the relevant information from a spreadsheet.
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/file-plan-manager?view=0365- worldwide

NEW QUESTION 213

- (Topic 1)

Each product group at your company must show a distinct product logo in encrypted emails instead of the
standard Microsoft Office 365 logo.

What should you do to create the branding templates?

A. Create a Transport rule.

B. Create an RMS template.

C. Run the Set-IRMConfiguration cmdlet.
D. Run the New-OMEConfiguration cmdlet.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/add-your-organization-brand-to-encryptedmessages?view=0365-worldwide

NEW QUESTION 216

- (Topic 1)

You are planning a data loss prevention (DLP) solution that will apply to computers that run Windows 10.

You need to ensure that when users attempt to copy a file that contains sensitive information to a USB storage device, the following requirements are met:
* |f the users are members of a group named Groupl, the users must be allowed to copy the file, and an event must be recorded in the audit log.

* All other users must be blocked from copying the file. What should you create?

A. one DLP policy that contains one DLP rule

B. two DLP policies that each contains one DLP rule
C. one DLP policy that contains two DLP rules
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Answer: B

NEW QUESTION 221
- (Topic 1)

You have a Microsoft 365 E5 tenant that contains a Microsoft SharePoint Online site named Sitel and a user named Userl. The tenant has auditing enabled You
need to ensure that User! can perform disposition reviews. The solution must use the principle of the least privilege What should you do?

A. Assign Userl the Compliance Data Administrator role.

B. Add User1l to the Records Management role group.

C. Assign Userl the Data Investigator role.

D. Add Userl to the Content Explorer Content Viewer role group.

Answer: B

NEW QUESTION 226

HOTSPOT - (Topic 1)

You have a Microsoft 365 tenant.

A retention hold is applied to all the mailboxes in Microsoft Exchange Online.

A user named Userl leaves your company, and the account of Userl is deleted from Azure Active Directory (Azure AD).

You need to create a new user named User2 and provide User2 with access to the mailbox of Userl.

How should you complete the PowerShell command? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

SInactiveMailbox = Get-Mailbox -InactiveMailboxOnly -Identity <distinguished name>

v w SInactiveMailbox.DistinguishedName
Hew-Mailbox -InactiveMailbox
Hew-MailboxRestoreRequest -LitigationHoldEnabled
Restore-Recoverableltems -RetentionloldEnabled
Set-Mailbox -SourceMailbox

-Name User2 -DisplayName User2 -MicroscftOnlineServicesID useri@contoso.com
-Paaaword (ConvertTo-Securedtring =-String "'RAFGFfhijjhgff$™"7' =AaPlainText -Force)

~-ResatPasawordOnNextLogon Strue

A. Mastered
B. Not Mastered

Answer: A
Explanation:
SInactiveMailbox = Get-Mailbox -InactiveMailboxOnly -Identity <distinguished name>
v ) _ v 5Inactiveb!ailbnx.Distingui:hedﬂame
New-Mailbox I -InactiveMai ngx_'
| Hew-MailboxRestoreRequeat -LitigationHoldEnabled
Reatore-Recoverableltems -RetentionHoldEnabled
Set-Mailbox -SourceMailbox

=Name User2 -Displaylame User2 -MicroscftOnlineServicesID userifcontosoc.com
~Pasaword (ConvertTo-SecureString -S8tring "RAFGFfhjjhgffs™"7' =-A=aPlainText -Force)
-ResetPasawordOnNextLogon Strue

NEW QUESTION 228
- (Topic 2)
You are evaluating the technical requirements for the DLP reports. Which user can currently view the DLP reports?

A. Admin4
B. Adminl
C. Admin5
D. Admin2
E. Admin3

Answer: E

NEW QUESTION 231

HOTSPOT - (Topic 2)

You are reviewing policies for the SharePoint Online environment.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No
If a user creates a file in Sited on January 1, 2021, users will be able to
access the file on January 15, 2023.

If a user deletes a file from Site4 that was created on January 1, 2021,
an administrative user will be able to recover the file on April 15, 2023.

If a user deletes a file from Site4 that was created on January 1, 2021,
an administrative user will be able to recover the file on April 15, 2026.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements Yes No
If a user creates a file in Site4 on January 1, 2021, users will be able to
access the file on January 15, 2023.

If a user deletes a file from Site4 that was created on January 1, 2021, - -
an administrative user will be able to recover the file on April 15, 2023. ' -

If a user deletes a file from Site4 that was created on January 1, 2021, -
an administrative user will be able to recover the file on April 15, 2026. =

NEW QUESTION 232

HOTSPOT - (Topic 2)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth is worth one point.

Answer Arca
Ltatements ¥ex No

It & user creates a file n Sited on January 1, 2021, users will be able to access the filkeon. O o
January 15, 2023
It a user deletes a file from Sited that was oeated on lanuary 1, 2027, an admimstratne o o
weier wnll be able to recover the Gile on Apeil 15, 2023,
IT & user deletes 4 fle lrom Sited that was oeated on lanuary 1, 2021, an adimmstratne o o
wser will be able to recover the file on Apnl 15, 20006,

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Answer Arca

Statemments Yes Noo
= ==

It & user creates a file n Sited on January 1, 2021, users will be able to access the fileon. (O O
Tanuary 15, 2023 iyl
If & user deletes a fike from Sited that was created on lameany 1, 2027, an adminstratne ____I o
usEr will be abbe 1o recower the filis on Apail 15, 2023, =1
If & user defetes a file from Sited that was oreated on lanuary 1, 2027, an adrmmsiratne = !__!

user will be able to recowver the file on Apnil 15, 20006

NEW QUESTION 237
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