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NEW QUESTION 1
- (Exam Topic 1)
Vulnerability scans are dependent on in order to function. Response:

A. Privileged access
B. Vulnerability signatures
C. Malware libraries
D. Forensic analysis

Answer: B

NEW QUESTION 2

- (Exam Topic 1)

You are the security manager for a small application development company. Your company is considering the use of the cloud for software testing purposes.
Which cloud service model is most likely to suit your needs?

Response:

A. laaS
B. PaaS
C. SaaS
D. LaaS

Answer: B

NEW QUESTION 3
- (Exam Topic 1) What can tokenization be used for? Response:

A. Encryption

B. Compliance with PCI DSS

C. Enhancing the user experience

D. Giving management oversight to e-commerce functions

Answer: B

NEW QUESTION 4
- (Exam Topic 1)
DLP can be combined with what other security technology to enhance data controls? Response:

A. DRM

B. SIEM

C. Kerberos
D. Hypervisors

Answer: A

NEW QUESTION 5
- (Exam Topic 1)
Which cloud storage type uses an opaque value or descriptor to categorize and organize data? Response:

A. Volume

B. Object

C. Structured
D. Unstructured

Answer: D

NEW QUESTION 6

- (Exam Topic 1)

All of the following are usually nonfunctional requirements except
Response:

A. Color

B. Sound
C. Security
D. Function

Answer: D

NEW QUESTION 7

- (Exam Topic 1)

Which of the following is characterized by a set maximum capacity? Response:
A. A secret-sharing-made-short (SSMS) bit-splitting implementation

B. A tightly coupled cloud storage cluster
C. Aloosely coupled cloud storage cluster
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D. A public-key infrastructure

Answer: B

NEW QUESTION 8
- (Exam Topic 1)

Which concept of cloud computing pertains to the ability to reuse components and services of an application for other purposes?

A. Portability

B. Interoperability
C. Resource pooling
D. Elasticity

Answer: B

NEW QUESTION 9
- (Exam Topic 1)
Which phase of the cloud data lifecycle involves processing by a user or application? Response:

A. Create
B. Share
C. Store

D. Use

Answer: D

NEW QUESTION 10
- (Exam Topic 1)
Which of the following best describes data masking? Response:

A. A method where the last few numbers in a dataset are not obscure

B. These are often used for authentication.

C. A method for creating similar but inauthentic datasets used for software testing and user training.

D. A method used to protect prying eyes from data such as social security numbers and credit card data.

E. Data masking involves stripping out all similar digits in a string of numbers so as to obscure the original number.

Answer: B

NEW QUESTION 10
- (Exam Topic 1)
A typical DLP tool can enhance the organization’s efforts at accomplishing what legal task? Response:

A. Evidence collection

B. Delivering testimony

C. Criminal prosecution

D. Enforcement of intellectual property rights

Answer: A

NEW QUESTION 11

- (Exam Topic 1)

Egress monitoring solutions usually include a function that
Response:

A. Uses biometrics to scan users
B. Inspects incoming packets

C. Resides on client machines
D. Uses stateful inspection

Answer: C

NEW QUESTION 16
- (Exam Topic 1)

The Transport Layer Security (TLS) protocol creates a secure communications channel over public media (such as the Internet). In a typical TLS session, who

initiates the protocol?
Response:

A. The server

B. The client

C. The certifying authority
D. The ISP

Answer: B

NEW QUESTION 21
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- (Exam Topic 1)

When considering the option to migrate from an on-premises environment to a hosted cloud service, an organization should weigh the risks of allowing external

entities to access the cloud data for collaborative purposes against
Response:

A. Not securing the data in the legacy environment

B. Disclosing the data publicly

C. Inviting external personnel into the legacy workspace in order to enhance collaboration
D. Sending the data outside the legacy environment for collaborative purposes

Answer: D

NEW QUESTION 25
- (Exam Topic 1)

You are the security manager of a small firm that has just purchased a DLP solution to implement in your cloud-based production environment.
In order to get truly holistic coverage of your environment, you should be sure to include as a step in the deployment process.

Response:

A. Getting signed user agreements from all users

B. Installation of the solution on all assets in the cloud data center

C. Adoption of the tool in all routers between your users and the cloud provider
D. All of your customers to install the tool

Answer: A

NEW QUESTION 30
- (Exam Topic 1)
Which of the following tools might be useful in data discovery efforts that are based on content analysis?

A.DLP

B. Digital Rights Management (DRM)
C.iscCsl

D. Fibre Channel over Ethernet (FCoE)

Answer: A

NEW QUESTION 32
- (Exam Topic 1)
Every cloud service provider that opts to join the CSA STAR program registry must complete a

A. SOC 2, Type 2 audit report

B. Consensus Assessment Initiative Questionnaire (CAIQ)
C. NIST 800-37 RMF audit

D. ISO 27001 ISMS review

Answer: B

NEW QUESTION 37
- (Exam Topic 1)

TLS uses to authenticate a connection and create a shared secret for the duration of the session.
A. SAML 2.0

B. X.509 certificates

C. 802.11X

D. The Diffie-Hellman process

Answer: B

NEW QUESTION 39
- (Exam Topic 1)

The final phase of the cloud data lifecycle is the destroy phase, where data is ultimately deleted and done so in a secure manner to ensure it cannot be recovered

or reconstructed. Which cloud service category poses the most challenges to data destruction or the cloud customer?

A. Platform
B. Software
C. Infrastructure
D. Desktop

Answer: B

NEW QUESTION 41

- (Exam Topic 1)

DAST checks software functionality in

Response:

A. The production environment
B. A runtime state
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C. The cloud
D. An laaS configuration

Answer: B

NEW QUESTION 42

- (Exam Topic 1)

When a data center is configured such that the backs of the devices face each other and the ambient temperature in the work area is cool, it is called
Response:

A. Hot aisle containment
B. Cold aisle containment
C. Thermo-optimized

D. HVAC modulated

Answer: A

NEW QUESTION 47

- (Exam Topic 1)

A honeypot can be used for all the following purposes except
Response:

A. Gathering threat intelligence
B. Luring attackers

C. Distracting attackers

D. Delaying attackers

Answer: B

NEW QUESTION 49
- (Exam Topic 1)
Which type of report is considered for “general” use and does not contain any sensitive information? Response:

A.SOC 1
B. SAS-70
C.S0C 3
D.SOC 2

Answer: C

NEW QUESTION 54

- (Exam Topic 1)

Each of the following are dependencies that must be considered when reviewing the BIA after cloud migration except:
Response:

A. The cloud provider’s suppliers
B. The cloud provider’s vendors
C. The cloud provider's utilities
D. The cloud provider’s resellers

Answer: D

NEW QUESTION 56
- (Exam Topic 1)
Which of the following are considered to be the building blocks of cloud computing? Response:

A. Data, access control, virtualization, and services
B. Storage, networking, printing and virtualization
C. CPU, RAM, storage and networking

D. Data, CPU, RAM, and access control

Answer: C

NEW QUESTION 58

- (Exam Topic 1)

When an organization considers cloud migrations, the organization’s software developers will need to know which and which the organization will
be using, in order to properly and securely create suitable applications.

A. Geographic location, native language

B. Legal restrictions, specific ISP

C. Service model, deployment model

D. Available bandwidth, telecommunications country code

Answer: C

NEW QUESTION 61
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- (Exam Topic 1)
What is the primary security mechanism used to protect SOAP and REST APIs? Response:

A. Firewalls

B. XML firewalls
C. Encryption

D. WAFs

Answer: C

NEW QUESTION 62
- (Exam Topic 1)
DRM solutions should generally include all the following functions, except:

A. Persistency

B. Automatic self-destruct
C. Automatic expiration
D. Dynamic policy control

Answer: B

NEW QUESTION 65

- (Exam Topic 1)

A honeypot should contain data
Response:

A. Raw

B. Production
C. Useless
D. Sensitive

Answer: C

NEW QUESTION 66

- (Exam Topic 1)

Who should be the only entity allowed to declare that an organization can return to normal following contingency or BCDR operations?
Response:

A. Regulators

B. Law enforcement

C. The incident manager
D. Senior management

Answer: D

NEW QUESTION 70
- (Exam Topic 1)
Which of the following is not a reason for conducting audits?

A. Regulatory compliance

B. User satisfaction

C. Determination of service quality
D. Security assurance

Answer: B

NEW QUESTION 71

- (Exam Topic 1)

You are the security manager of a small firm that has just purchased a DLP solution to implement in your cloud-based production environment.
In order to increase the security value of the DLP, you should consider combining it with

Response:

A. Digital rights management (DRM) and security event and incident management (SIEM) tools
B. An investment in upgraded project management software

C. Digital insurance policies

D. The Uptime Institute’s Tier certification

Answer: A

NEW QUESTION 72
- (Exam Topic 1)
The use of which of the following technologies will NOT require the security dependency of an operating system, other than its own?

A. Management plane
B. Type 1 hypervisor
C. Type 2 hypervisor
D. Virtual machine
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Answer: B

NEW QUESTION 77
- (Exam Topic 1)
At which layer does the IPSec protocol operate to encrypt and protect communications between two parties? Response:

A. Network
B. Application
C. Transport
D. Data link

Answer: A

NEW QUESTION 81
- (Exam Topic 1)
Data labels could include all the following, except: Response:

A. Confidentiality level

B. Distribution limitations

C. Access restrictions

D. Multifactor authentication

Answer: D

NEW QUESTION 84

- (Exam Topic 1)

The Transport Layer Security (TLS) protocol creates a secure communications channel over public media (such as the Internet). In a typical TLS session, what is
the usual means for establishing trust between the parties?

Response:

A. Out-of-band authentication

B. Multifactor authentication

C. PKI certificates

D. Preexisting knowledge of each other

Answer: C

NEW QUESTION 86
- (Exam Topic 2)
What is the intellectual property protection for the logo of a new video game? Response:

A. Copyright

B. Patent

C. Trademark
D. Trade secret

Answer: C

NEW QUESTION 87
- (Exam Topic 2)
A process for can aid in protecting against data disclosure due to lost devices. Response:

A. User punishment

B. Credential revocation

C. Law enforcement notification
D. Device tracking

Answer: B

NEW QUESTION 89
- (Exam Topic 2)
Which of the following BCDR testing methodologies is least intrusive? Response:

A. Walk-through
B. Simulation
C. Tabletop

D. Full test

Answer: C
NEW QUESTION 90
- (Exam Topic 2)

In a Lightweight Directory Access Protocol (LDAP) environment, each entry in a directory server is identified by a
Response:
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A. Domain name (DN)

B. Distinguished name (DN)
C. Directory name (DN)

D. Default name (DN)

Answer: B

NEW QUESTION 93
- (Exam Topic 2)
Which cloud service category is MOST likely to use a client-side key management system? Response:

A. laaS

B. SaaS
C. PaaS
D. DaaS

Answer: B

NEW QUESTION 94

- (Exam Topic 2)

The Cloud Security Alliance’s (CSA'’s) Cloud Controls Matrix (CCM) addresses all the following security architecture elements except
Response:

A. Physical security
B. laaS

C. Application security
D. Business drivers

Answer: D

NEW QUESTION 96

- (Exam Topic 2)

Which of the following is a method for apportioning resources that involves setting maximum usage amounts for all tenants/customers within the environment?
Response:

A. Reservations
B. Shares

C. Cancellations
D. Limits

Answer: D

NEW QUESTION 101

- (Exam Topic 2)

You are the IT security manager for a video game software development company. Which of the following is most likely to be your primary concern on a daily
basis?

Response:

A. Health and human safety

B. Security flaws in your products

C. Security flaws in your organization
D. Regulatory compliance

Answer: C

NEW QUESTION 102

- (Exam Topic 2)

Which of the following would probably best aid an organization in deciding whether to migrate from a legacy environment to a particular cloud provider?
Response:

A. Rate sheets comparing a cloud provider to other cloud providers

B. Cloud provider offers to provide engineering assistance during the migration

C. The cost/benefit measure of closing the organization’s relocation site (hot site/warm site) and using the cloud for disaster recovery instead
D. SLA satisfaction surveys from other (current and past) cloud customers

Answer: D

NEW QUESTION 104

- (Exam Topic 2) What does nonrepudiation mean?

Response:

A. Prohibiting certain parties from a private conversation

B. Ensuring that a transaction is completed before saving the results

C. Ensuring that someone cannot turn off auditing capabilities while performing a function

D. Preventing any party that participates in a transaction from claiming that it did not

Answer: D
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NEW QUESTION 108
- (Exam Topic 2)
Why does the physical location of your data backup and/or BCDR failover environment matter? Response:

A. It may affect regulatory compliance

B. Lack of physical security

C. Environmental factors such as humidity

D. It doesn’t matte

E. Data can be saved anywhere without consequence

Answer: A

NEW QUESTION 112

- (Exam Topic 2)

Tokenization requires at least database(s).
Response:

A. One
B. Two
C. Three
D. Four

Answer: B

NEW QUESTION 117
- (Exam Topic 2)
There are two general types of smoke detectors. Which type uses a small portion of radioactive material? Response:

A. Photoelectric
B. lonization

C. Electron pulse
D. Integral field

Answer: B

NEW QUESTION 119

- (Exam Topic 2)

Single sign-on systems work by authenticating users from a centralized location or using a centralized method, and then allowing applications that trust the system
to grant those users access. What would be passed between the authentication system and the applications to grant a user access?

Response:

A. Ticket
B. Certificate
C. Credential
D. Token

Answer: D

NEW QUESTION 121
- (Exam Topic 2)
What are the four cloud deployment models? Response:

A. Public, Internal, Hybrid, and Community
B. External, Private, Hybrid, and Community
C. Public, Private, Joint, and Community

D. Public, Private, Hybrid, and Community

Answer: D

NEW QUESTION 126

- (Exam Topic 2)

Your organization is considering a move to a cloud environment and is looking for certifications or audit reports from cloud providers to ensure adequate security
controls and processes.

Which of the following is NOT a security certification or audit report that would be pertinent? Response:

A. FedRAMP
B. PCI DSS

C. FIPS 140-2
D. SOC Type 2

Answer: C

NEW QUESTION 130

- (Exam Topic 2)

What is a form of cloud storage where data is stored as objects, arranged in a hierarchal structure, like a file tree?
Response:
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A. Volume storage

B. Databases

C. Content delivery network (CDN)
D. Object storage

Answer: D

NEW QUESTION 131
- (Exam Topic 2)
What are the phases of a software development lifecycle process model? Response:

A. Planning and requirements analysis, define, design, develop, testing, and maintenance
B. Define, planning and requirements analysis, design, develop, testing, and maintenance
C. Planning and requirements analysis, define, design, testing, develop, and maintenance
D. Planning and requirements analysis, design, define, develop, testing, and maintenance

Answer: A

NEW QUESTION 132
- (Exam Topic 2)

Which security certification serves as a general framework that can be applied to any type of system or application?

Response:

A. ISO/IEC 27001
B. PCI DSS

C. FIPS 140-2

D. NIST SP 800-53

Answer: A

NEW QUESTION 133
- (Exam Topic 2)

Which standards body depends heavily on contributions and input from its open membership base?

Response:

A. NIST
B. ISO

C. ICANN
D. CSA

Answer: D

NEW QUESTION 136
- (Exam Topic 2)
What aspect of data center planning occurs first? Response:

A. Logical design
B. Physical design
C. Audit

D. Policy revision

Answer: B

NEW QUESTION 141

- (Exam Topic 2) What are SOCI/SOCII/SOCIII? Response:
A. Risk management frameworks

B. Access controls

C. Audit reports

D. Software development phases

Answer: C

NEW QUESTION 144
- (Exam Topic 2)

Which phase of the cloud data lifecycle also typically entails the process of data classification? Response:

A. Use

B. Store
C. Create
D. Archive

Answer: C

NEW QUESTION 146
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- (Exam Topic 2)
Which of the following is a risk associated with manual patching especially in the cloud?
Response:

A. No notice before the impact is realized

B. Lack of applicability to the environment

C. Patches may or may not address the vulnerability they were designed to fix.
D. The possibility for human error

Answer: D

NEW QUESTION 147
- (Exam Topic 2)
Which of the following is a possible negative aspect of bit-splitting? Response:

A. It may require trust in additional third parties beyond the primary cloud service provider.

B. There may be cause for management concern that the technology will violate internal policy.
C. Users will have far greater difficulty understanding the implementation.

D. Limited vendors make acquisition and support challenging.

Answer: A

NEW QUESTION 151

- (Exam Topic 2)

Which SSAE 16 report is purposefully designed for public release (for instance, to be posted on a company’s website)?
Response:

A.SOC 1
B. SOC 2, Type 1
C.SOC 2, Type 2
D. SOC 3

Answer: D

NEW QUESTION 156

- (Exam Topic 2)

What is a cloud storage architecture that manages the data in caches of copied content close to locations of high demand?
Response:

A. Object-based storage
B. File-based storage
C. Database

D. CDN

Answer: D

NEW QUESTION 161

- (Exam Topic 2)

Aside from the fact that the cloud customer probably cannot locate/reach the physical storage assets of the cloud provider, and that wiping an entire storage space
would impact other customers, why would degaussing probably not be an effective means of secure sanitization in the cloud?

Response:

A. All the data storage space in the cloud is already gaussed.
B. Cloud data storage may not be affected by degaussing.

C. Federal law prohibits it in the United States.

D. The blast radius is too wide.

Answer: B

NEW QUESTION 162
- (Exam Topic 2)
Which of these characteristics of a virtualized network adds risks to the cloud environment? Response:

A. Redundancy
B. Scalability

C. Pay-per-use
D. Self-service

Answer: A

NEW QUESTION 167

- (Exam Topic 2)

Which of the following is not a way to manage risk? Response:
A. Enveloping

B. Mitigating
C. Accepting
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D. Transferring

Answer: A

NEW QUESTION 172

- (Exam Topic 2)

From a security perspective, automation of configuration aids in
Response:

A. Enhancing performance

B. Reducing potential attack vectors

C. Increasing ease of use of the systems

D. Reducing need for administrative personnel

Answer: B

NEW QUESTION 175
- (Exam Topic 3)
Which of the following is NOT one of the security domains presented within the Cloud Controls Matrix? Response:

A. Financial security
B. Mobile security

C. Data center security
D. Interface security

Answer: A

NEW QUESTION 177

- (Exam Topic 3)

Why might an organization choose to comply with the ISO 27001 standard?
Response:

A. Price

B. Ease of implementation
C. International acceptance
D. Speed

Answer: C

NEW QUESTION 182

- (Exam Topic 3)

You work for a company that operates a production environment in the cloud. Another company using the same cloud provider is under investigation by law
enforcement for racketeering.

Your company should be concerned about this because of the cloud characteristic of . Response:

A. Virtualization

B. Pooled resources

C. Elasticity

D. Automated self-service

Answer: B

NEW QUESTION 185

- (Exam Topic 3)

Which of the following methods for the safe disposal of electronic records can always be used in a cloud
environment? Response:

A. Physical destruction
B. Encryption

C. Overwriting

D. Degaussing

Answer: B

NEW QUESTION 188

- (Exam Topic 3)

What is the main reason virtualization is used in the cloud? Response:

A. VMs are easier to administer

B. If a VM is infected with malware, it can be easily replaced

C. With VMs, the cloud provider does not have to deploy an entire hardware device for every new user

D. VMs are easier to operate than actual devices

Answer: C

NEW QUESTION 189
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- (Exam Topic 3)
Fiber-optic lines are considered part of layer of the OSI model. Response:

o0
~N 0w

Answer: A

NEW QUESTION 192

- (Exam Topic 3)

Cloud environments are based entirely on virtual machines and virtual devices, and those images are also in need of storage within the environment. What type of
storage is typically used for virtual images?

Response:

A. Volume

B. Structured
C. Unstructured
D. Object

Answer: D

NEW QUESTION 195

- (Exam Topic 3)

The Cloud Security Alliance (CSA) publishes the Notorious Nine, a list of common threats to organizations participating in cloud computing. A cloud customer that
does not perform sufficient due diligence can suffer harm if the cloud provider they've selected goes out of business.

What do we call this problem? Response:

A. Vendor lock-in

B. Vendor lock-out
C. Vendor incapacity
D. Unscaled

Answer: B

NEW QUESTION 196

- (Exam Topic 3)

What type of redundancy can we expect to find in a datacenter of any tier?
Response:

A. All operational components
B. All infrastructure

C. Emergency egress

D. Full power capabilities

Answer: C

NEW QUESTION 198

- (Exam Topic 3)

DLP solutions can aid all of the following security-related efforts except
Response:

A. Access control

B. Egress monitoring

C. e-discovery/forensics

D. Data categorization/classification

Answer: A

NEW QUESTION 202

- (Exam Topic 3)

DLP solutions can aid in deterring loss due to which of the following?
Response:

A. Randomization

B. Inadvertent disclosure
C. Natural disaster

D. Device failure
Answer: B

NEW QUESTION 204

- (Exam Topic 3)

What is the cloud service model in which the customer is responsible for administration of the OS? Response:

A. laaS
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B. PaaS
C. SaaS
D. QaaS

Answer: A

NEW QUESTION 207

- (Exam Topic 3)

FM-200 has all the following properties except
Response:

A. It's nontoxic at levels used for fire suppression
B. It's gaseous at room temperature

C. It may deplete the Earth’s ozone layer

D. It does not leave a film or coagulant after use

Answer: C

NEW QUESTION 208

- (Exam Topic 3)

Your company maintains an on-premises data center for daily production activities but wants to use a cloud service to augment this capability during times of
increased demand (cloud bursting).

Which deployment model would probably best suit the company’s needs? Response:

A. Public
B. Private
C. Community
D. Hybrid

Answer: D

NEW QUESTION 212
- (Exam Topic 3)
What is the major difference between authentication/authorization? Response:

A. Code verification/code implementation
B. Identity validation/access permission

C. Inverse incantation/obverse instantiation
D. User access/privileged access

Answer: B

NEW QUESTION 215

- (Exam Topic 3)

What aspect of a Type 2 hypervisor involves additional security concerns that are not relevant with a Type 1 hypervisor?
Response:

A. Reliance on a host operating system
B. Auditing

C. Proprietary software

D. Programming languages

Answer: A

NEW QUESTION 219

- (Exam Topic 3)

What type of identity system allows trust and verifications between the authentication systems of multiple organizations?
Response:

A. Federated
B. Collaborative
C. Integrated
D. Bidirectional

Answer: A

NEW QUESTION 222

- (Exam Topic 3)

Anonymization is the process of removing from data sets. Response:
A. Access

B. Cryptographic keys

C. Numeric values

D. Identifying information

Answer: D
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NEW QUESTION 223
- (Exam Topic 3)
Which characteristic of automated patching makes it attractive? Response:

A. Cost

B. Speed

C. Noise reduction

D. Capability to recognize problems quickly

Answer: B

NEW QUESTION 224

- (Exam Topic 3)

Your company operates in a highly competitive market, with extremely high-value data assets. Senior management wants to migrate to a cloud environment but is
concerned that providers will not meet the company’s security needs.

Which deployment model would probably best suit the company’s needs? Response:

A. Public
B. Private
C. Community
D. Hybrid

Answer: B

NEW QUESTION 225
- (Exam Topic 3)
Which of the following is not a security concern related to archiving data for long-term storage? Response:

A. Long-term storage of the related cryptographic keys
B. Format of the data

C. Media the data resides on

D. Underground depth of the storage facility

Answer: D

NEW QUESTION 226

- (Exam Topic 3)

In addition to BCDR, what other benefit can your data archive/backup provide? Response:
A. Physical security enforcement

B. Access control methodology

C. Security control against data breach

D. ldentity management testing

Answer: D

NEW QUESTION 227
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