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NEW QUESTION 1
A user enabled a mobile device's screen lock function with pattern unlock. The user is concerned someone could access the mobile device by repeatedly
attempting random patterns to unlock the device. Which of the following features BEST addresses the user's concern?

A. Remote wipe

B. Anti-malware

C. Device encryption

D. Failed login restrictions

Answer: A

NEW QUESTION 2
Which of the following is the MOST cost-effective version of Windows 10 that allows remote access through Remote Desktop?

A. Home

B. Pro for Workstations
C. Enterprise

D. Pro

Answer: D

NEW QUESTION 3

Once weekly a user needs Linux to run a specific open-source application that is not available for the currently installed Windows platform. The user has limited
bandwidth throughout the day. Which of the following solutions would be the MOST efficient, allowing for parallel execution of the Linux application and Windows
applications?

A. Install and run Linux and the required application in a PaaS cloud environment

B. Install and run Linux and the required application as a virtual machine installed under the Windows OS

C. Use a swappable drive bay for the boot drive and install each OS with applications on its own drive Swap the drives as needed
D. Set up a dual boot system by selecting the option to install Linux alongside Windows

Answer: B

NEW QUESTION 4
A technician at a customer site is troubleshooting a laptop A software update needs to be downloaded but the company's proxy is blocking traffic to the update site.
Which of the following should the technician perform?

A. Change the DNS address to 1.1.1.1

B. Update Group Policy

C. Add the site to the client's exceptions list
D. Verity the software license is current.

Answer: A

NEW QUESTION 5
A user reports that the hard drive activity light on a Windows 10 desktop computer has been steadily lit for more than an hour, and performance is severely
degraded. Which of the following tabs in Task Manager would contain the information a technician would use to identify the cause of this issue?

A. Services

B. Processes
C. Performance
D. Startup

Answer: A

NEW QUESTION 6

A user contacted the help desk to report pop-ups on a company workstation indicating the computer has been infected with 137 viruses and payment is needed to
remove them. The user thought the company-provided antivirus software would prevent this issue. The help desk ticket states that the user only receives these
messages when first opening the web browser. Which of the following steps would MOST likely resolve the issue? (Select TWO)

A. Scan the computer with the company-provided antivirus software
B. Install a new hard drive and clone the user's drive to it

C. Deploy an ad-blocking extension to the browser.

D. Uninstall the company-provided antivirus software

E. Click the link in the messages to pay for virus removal

F. Perform a reset on the user's web browser

Answer: CF
NEW QUESTION 7
A technician is asked to resize a partition on the internal storage drive of a computer running macOS.

Which of the followings tools should the technician use to accomplish this task?

A. Consoltf
B. Disk Utility
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C. Time Machine
D. FileVault

Answer: B

NEW QUESTION 8

Someone who is fraudulently claiming to be from a reputable bank calls a company employee.
Which of the following describes this incident?

A . Pretexting

B . Spoofing

C . Vishing

D . Scareware

A.

Answer: C

NEW QUESTION 9
The command cac cor.pti a. txt was issued on a Linux terminal.
Which of the following results should be expected?

A. The contents of the text compti

B. txt would be copied to another compti

C. txtfile

D. The contents of the text compti

E. txt would be displayed.

F. The contents of the text comptia.txt would be categorized in alphabetical order.
G. The contents of the text comptia.txt will be replaced with a new blank document

Answer: B

NEW QUESTION 10
A company wants to remove information from past users' hard drives in order to reuse the
hard drives Witch of the following is the MOST secure method

A. Performing a quick format

B. Reinstalling Windows

C. Using disk-wiping software

D. Deleting all files from command-line interface

Answer: C

NEW QUESTION 10
Which of the following must be maintained throughout the forensic evidence life cycle when dealing with a piece of evidence?

A. Acceptable use.

B. Chain of custody.

C. Security policy.

D. Information management.

Answer: B

NEW QUESTION 13
Which of the following Wi-Fi protocols is the MOST secure?

A. WPAS

B. WPA-AES
C. WEP

D. WPA-TKIP

Answer: A

NEW QUESTION 15

A user reports that a PC seems to be running more slowly than usual. A technician checks system resources, but disk, CPU, and memory usage seem to be fine.
The technician sees that GPU temperature is extremely high. Which of the following types of malware is MOST likely to blame?

A. Spyware.

B. Cryptominer.

C. Ransormvare.

D. Boot sector virus.

Answer: B

NEW QUESTION 20
A technician is unable to join a Windows 10 laptop to a domain. Which of the following is the MOST likely reason?
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A. The domain’s processor compatibility is not met.

B. The laptop has Windows 10 Home installed.

C. The laptop does not have an onboard Ethernet adapter.

D. The Laptop does not have all current Windows updates installed.

Answer: B

NEW QUESTION 25
A user reports a computer is running stow. Which of the following tools will help a technician identify the issue?

A. Disk Cleanup

B. Group Policy Editor
C. Disk Management
D. Resource Monitor

Answer: D

NEW QUESTION 26
Which of the following could be used to implement secure physical access to a data center?

A. Geofence.

B. Alarm system.
C. Badge reader.
D. Motion sensor.

Answer: A

NEW QUESTION 28

As part of a CYOD policy a systems administrator needs to configure each user’s Windows device to require a password when resuming from a period of sleep or
inactivity. Which of the following paths will lead the administrator to the correct settings?

A. Use Settings to access Screensaver settings.

B. Use Settings to access Screen Timeout settings.

C. Use Settings to access General.

D. Use Settings to access Display.

Answer: A

NEW QUESTION 33
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