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NEW QUESTION 1
Which two features are available when the primary admin node is down and the secondary admin node has not been promoted? (Choose two.)

A. new AD user 802.1X authentication
B. hotspot

C. posture

D. guest AUP

E. BYOD

Answer: BD

NEW QUESTION 2
Which supplicant(s) and server(s) are capable of supporting EAP-CHAINING?

A. Cisco Secure Services Client and Cisco Access Control Server
B. Cisco AnyConnect NAM and Cisco Identity Service Engine

C. Cisco AnyConnect NAM and Cisco Access Control Server

D. Windows Native Supplicant and Cisco Identity Service Engine

Answer: B

Explanation:
Reference: https://www.cisco.com/c/en/us/support/docs/wireless-mobility/eap-fast/200322-Understanding-EAP-FAST-and-Chaining-imp.htmi

NEW QUESTION 3
What is a requirement for Feed Service to work?

A. TCP port 8080 must be opened between Cisco ISE and the feed server.
B. Cisco ISE has access to an internal server to download feed update.

C. Cisco ISE has a base license.

D. Cisco ISE has Internet access to download feed update.

Answer: B

NEW QUESTION 4
Which two fields are available when creating an endpoint on the context visibility page of Cisco ISE? (Choose two.)

A. Security Group Tag

B. Endpoint Family

C. Policy Assignment

D. Identity Group Assignment
E. IP Address

Answer: CD

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2-2/admin_guide/b_ise_admin_guide_22/b_ise_admin_guide 22 chapter_010101.html

NEW QUESTION 5
In which two ways can users and endpoints be classified for TrustSec? (Choose two.)

A. VLAN
B. dynamic
C. QoS

D. SGACL
E. SXP

Answer: AD

NEW QUESTION 6

Which permission is common to the Active Directory Join and Leave operations?

A. Remove the Cisco ISE machine account from the domain.

B. Search Active Directory to see if a Cisco ISE machine account already exists.

C. Set attributes on the Cisco ISE machine account.

D. Create a Cisco ISE machine account in the domain if the machine account does not already exist.
Answer: B

NEW QUESTION 7

Which command displays all 802.1X/MAB sessions that are active on the switch ports of a Cisco Catalyst switch?

A. show authentication sessions interface Gil/0/x output
B. show authentication sessions
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C. show authentication sessions output
D. show authentication sessions interface Gi 1/0/x

Answer: D

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/s1/sec-s1-xe-3se-3850-cr-book/sec-s1-xe-3se-3850-cr-
book_chapter_01.html#wp3404908137

NEW QUESTION 8
What are two requirements of generating a single certificate in Cisco ISE by using a certificate provisioning portal, without generating a certificate signing request?
(Choose two.)

A. Enter the IP address of the device.

B. Enter the common name.

C. Choose the hashing method.

D. Locate the CSV file for the device MAC.
E. Select the certificate template.

Answer: BE
Explanation:

Reference: https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/200534-ISE-2-0-Certificate-Provisioning-Portal.html

NEW QUESTION 9
Refer to the exhibit.

Interface: GigabitEthernet2/0/36

MAC Address: 000e.84af.59af

Status: Authz Success

Domain: DATA

Oper host mode: single-host
Authorized By: Authentication Server

Vlan Policy: 10
Handle: OxEO0000000
Runnable methods list:
Method State

dotlx Authc Success

Which command is typed within the CLI of a switch to view the troubleshooting output?

A. show authentication sessions mac 000e.84af.59af details
B. show authentication registrations

C. show authentication interface gigabitethernet2/0/36

D. show authentication sessions method

Answer: A

NEW QUESTION 10
What gives Cisco ISE an option to scan endpoints for vulnerabilities?

A. authentication policy
B. authorization profile
C. authentication profile
D. authorization policy

Answer: B

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2-2/admin_guide/b_ise_admin_guide_22/b_ise_admin_guide 22 chapter_010100.html
NEW QUESTION 10

Which two methods should a sponsor select to create bulk guest accounts from the sponsor portal? (Choose two.)

A. Known

B. Monthly

C. Daily
D. Imported
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E. Random
Answer: AE

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/1-3/sponsor_guide/b_spons_SponsorPortalUserGuide_13/b_spons_SponsorPortalUserGuide_13 ¢
hapter_01.html

NEW QUESTION 13
What is a valid guest portal type?

A. Sponsor

B. Sponsored-Guest
C. Captive-Guest

D. My Devices

Answer: B

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_chapter_01111.html

NEW QUESTION 16
What is the purpose of the ip http server
command on a switch?

A. It enables the https server for users for web authentication.
B. It enables dotlx authentication on the switch.

C. It enables MAB authentication on the switch.

D. It enables the switch to redirect users for web authentication.

Answer: C

NEW QUESTION 20
Which advanced option within a WLAN must be enabled to trigger Central Web Authentication for Wireless users on AireOS controller?

A. DHCP server

B. override Interface ACL
C. static IP tunneling

D. AAA override

Answer: D

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74 CONSOLIDATED/b_cg74_CONSOLIDATED_
chapter_010110111.html

NEW QUESTION 24
Which configuration is required in the Cisco ISE authentication policy to allow Central Web Authentication?

A. MAB and if user not found, continue

B. MAB and if authentication failed, continue
C. Dotlx and if authentication failed, continue
D. Dotlx and if user not found, continue

Answer: A

NEW QUESTION 29

What is the minimum certainty factor when creating a profiler policy?

A. the minimum number that a predefined condition provides

B. the maximum number that a predefined condition provides

C. the minimum number that a device certainty factor must reach to become a member of the profile

D. the maximum number that a device certainty factor must reach to become a member of the profile

Answer: C

NEW QUESTION 32
Which profiling probe collects the user-agent string?

A. DHCP
B. HTTP
C. NMAP
D. AD

Answer: B
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NEW QUESTION 37
Which default endpoint identity group does an endpoint that does not match any profile in Cisco ISE become a member of?

A. blacklist
B. unknown
C. whitelist
D. profiled

E. endpoint

Answer: B

Explanation:
Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_man_identities.html

NEW QUESTION 41
During BYOD flow, from where does a Microsoft Windows PC download the Network Setup Assistant?

A. Microsoft App Store

B. Cisco App Store

C. Cisco ISE directly

D. Native OTA functionality

Answer: C

Explanation:
Reference: https://ciscocustomer.lookbookhq.com/iseguidedjourney/BYOD-configuration

NEW QUESTION 45
Which portal is used to customize the settings for a user to log in and download the compliance module?

A. Client Provisioning
B. Client Endpoint

C. Client Profiling

D. Client Guest

Answer: A

NEW QUESTION 46
Which Cisco ISE service allows an engineer to check the compliance of endpoints before connecting to the network?

A. qualys
B. posture
C. personas
D. nexpose

Answer: B

NEW QUESTION 47
What are two components of the posture requirement when configuring Cisco ISE posture? (Choose two.)

A. Client Provisioning portal
B. remediation actions

C. updates

D. access policy

E. conditions

Answer: BE

NEW QUESTION 50
Which term refers to an endpoint agent that tries to join an 802.1X- enabled network?

A. EAP server
B. authenticator
C. supplicant
D. client

Answer: C

NEW QUESTION 55
DRAG DROP
Drag the Cisco ISE node types from the left onto the appropriate purposes on the right.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 56
Which two task types are included in the Cisco ISE common tasks support for TACACS+ profiles? (Choose two.)

A. ASA

B. Firepower
C. Shell

D. WLC

E. I0OS

Answer: CD

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2--1/admin_guide/b_ise_admin_guide_21/b_ise_admin_guide_20_chapter_0100010.html

NEW QUESTION 61
What are two benefits of TACACS+ versus RADIUS for device administration? (Choose two.)

A. TACACS+ has command authorization, and RADIUS does not.

B. TACACS+ uses UDP, and RADIUS uses TCP.

C. TACACS+ supports 802.1X, and RADIUS supports MAB.

D. TACACS+ provides the service type, and RADIUS does not.

E. TACACS+ encrypts the whole payload, and RADIUS encrypts only the password.

Answer: AE

NEW QUESTION 65

Which are two characteristics of TACACS+? (Choose two.)
A. It separates authorization and authentication functions.
B. It combines authorization and authentication functions.
C. It uses UDP port 49.

D. It encrypts the password only.

E. It uses TCP port 49.

Answer: AE

Explanation:

Reference: https://www.cisco.com/c/en/us/support/docs/security-vpn/remote-authentication-dial-user-service-radius/13838-10.html

NEW QUESTION 69
A user reports that the RADIUS accounting packets are not being seen on the Cisco ISE server. Which command is the user missing in the switch’s configuration?
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A. aaa accounting resource default start-stop group radius
B. radius-server vsa send accounting

C. aaa accounting network default start-stop group radius
D. aaa accounting exec default start-stop group radius

Answer: B

Explanation:

Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/isel0_sw_cnfg.pdf
NEW QUESTION 70

What is a characteristic of the UDP protocol?

A. UDP can detect when a server is down.

B. UDP can detect when a server is slow.

C. UDP offers best-effort delivery.

D. UDP offers information about a non-existent server.

Answer: C

NEW QUESTION 72
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