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NEW QUESTION 1

Which firewall plane provides configuration, logging, and reporting functions on a separate processor?

A. control

B. network processing
C. data

D. security processing

Answer: A

NEW QUESTION 2
DRAG DROP

Match the Cyber-Attack Lifecycle stage to its correct description.

Select and Place:

Reconnaissance

Installation

Command and Control

Act on the Objective

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Drag answer here

stage where the attacker has
mativation for atacking a network to

deface web property

stage where the attacker scans for
network vulnerabilities and services
that can be exploited

Drag answer here

stage where the attacker will explore
methods such as a root kit to
esiablish persistence

stage where the attacker has access o
a specific server so they can
communicate and pass data to and
from infected devices within a
network

Reconnaissance

Installation

Command and Control

stage where the attacker scans for
network vulnerabilitics and services

that can be exploited

stage where the attacker has
motivation for attacking a network (o
deface web property

stage where the attacker will explore
methods such as & root kil to
establizh persistence

stage where the attacker scans for
petwork vulnerabilities and services
that can be explodted

stage where the attacker las access (o
a specific server so they can
communicate and pass data to and
from infected devices within a
network

stage where the attacker will explore
methods such &s & root Kit to
establish persistence

Act on the Objective

NEW QUESTION 3

stage where the attacker has
motivation for attacking a network to

deface web property

stage where the attacker has access 1o
a specific server so they can
communicate and pass data to and
from infected devices within a
network

Which two statements are correct about App-I1D content updates? (Choose two.)

A. Updated application content may change how security policy rules are enforced

B. After an application content update, new applications must be manually classified prior to use

C. Existing security policy rules are not affected by application content updates

D. After an application content update, new applications are automatically identified and classified

Answer: CD

NEW QUESTION 4

When creating a Source NAT policy, which entry in the Translated Packet tab will display the options Dynamic IP and Port, Dynamic, Static IP, and None?
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NAT Policy Rule

A. Translation Type
B. Interface

C. Address Type

D. IP Address

Answer: A

NEW QUESTION 5
Which interface does not require a MAC or IP address?

A. Virtual Wire
B. Layer3

C. Layer2

D. Loopback

Answer: A

NEW QUESTION 6
A company moved its old port-based firewall to a new Palo Alto Networks NGFW 60 days ago. Which utility should the company use to identify out-of-date or
unused rules on the firewall?

A. Rule Usage Filter > No App Specified

B. Rule Usage Filter >Hit Count > Unused in 30 days
C. Rule Usage Filter > Unused Apps

D. Rule Usage Filter > Hit Count > Unused in 90 days

Answer: D

NEW QUESTION 7
Which two App-ID applications will need to be allowed to use Facebook- chat? (Choose two.)

A. facebook

B. facebook-chat
C. facebook-base
D. facebook-email

Answer: BC

NEW QUESTION 8

An administrator receives a global notification for a new malware that infects hosts. The infection will result in the infected host attempting to contact a command-
and-control (C2) server. Which two security profile components will detect and prevent this threat after the firewall’s signature database has been updated?
(Choose two.)

A. vulnerability protection profile applied to outbound security policies
B. anti-spyware profile applied to outbound security policies

C. antivirus profile applied to outbound security policies

D. URL filtering profile applied to outbound security policies

Answer: BD

NEW QUESTION 9
Based on the security policy rules shown, ssh will be allowed on which port?
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Sounce Destination
Hame Type Tone | Address | Zone Address | Application | Service URL Action | Profile
Category

1| Deny Universal | Inside | Any Outsige Ary Google- Apphcation-d | Any Deny None
Google docs-base

2 | Allowed- Universal | tnside | Any Outside Ary Snimpy3 Application-d | Any Aow | None
Security Esh

3| intrazone | Imrazone | Any | Any fintrazone) | Amy Any Ary Any Allow | None
default

4 | interzone- | Interzone | Any Any Any Ary Any Ay Any Deny HNone
default

A. 80

B. 53

C.22

D. 23

Answer: C

NEW QUESTION 10
An administrator notices that protection is needed for traffic within the network due to malicious lateral movement activity. Based on the image shown, which traffic
would the administrator need to monitor and block to mitigate the malicious activity?

A. branch office traffic
B. north-south traffic
C. perimeter traffic

D. east-west traffic

Answer: D
NEW QUESTION 10

Given the topology, which zone type should zone A and zone B to be configured with?
Toms Firewall Rons B

A. Layer3

B. Tap

C. Layer2

D. Virtual Wire

Answer: A

NEW QUESTION 12

Which interface type is used to monitor traffic and cannot be used to perform traffic shaping?
A. Layer 2

B. Tap

C. Layer 3

D. Virtual Wire

Answer: B
NEW QUESTION 13
Which administrator type provides more granular options to determine what the administrator can view and modify when creating an administrator account?

A. Root
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B. Dynamic
C. Role-based
D. Superuser

Answer: C

NEW QUESTION 14

Which administrator type utilizes predefined roles for a local administrator account?
A. Superuser

B. Role-based

C. Dynamic

D. Device administrator

Answer: C

NEW QUESTION 16
Which user mapping method could be used to discover user IDs in an environment with multiple Windows domain controllers?

A. Active Directory monitoring
B. Windows session monitoring
C. Windows client probing

D. domain controller monitoring

Answer: A

NEW QUESTION 21

Name Tags | Type Zone | Address | User | HIP Zone Address | Hit Last | First | Application | Service Action | Profile
Profile Count | Hit Hit

1| Allow None | Universal | Inside | Any Any | Aoy Outside | Any - . . Office- Application- | Allow | None
Office program d...
Programs

2| Allow FTP | None | Universal | Inside | Any Any | Aay Outside | fip- - - - any ftp-service.. | Allow | Noae
to web ser.. Server

3| Allow None | Universal | Inside | Any Any | Any Outside | Any . - - facebook Application- | Allow | Nome
Social d..
Networkin..

Given the image, which two options are true about the Security policy rules. (Choose two.)

A. The Allow Office Programs rule is using an Application Filter

B. In the Allow FTP to web server rule, FTP is allowed using App-1D

C. The Allow Office Programs rule is using an Application Group

D. In the Allow Social Networking rule, allows all of Facebook’s functions

Answer: BC

NEW QUESTION 23
Which Palo Alto Networks firewall security platform provides network security for mobile endpoints by inspecting traffic deployed as internet gateways?

A. GlobalProtect
B. AutoFocus

C. Aperture

D. Panorama

Answer: CD

Explanation:
Multiple Static Default Routes

Firewall

default-route default-route

44. Given the scenario, which two statements are correct regarding multiple static default routes? (Choose two.)
A. Path monitoring does not determine if route is useable

B. Route with highest metric is actively used

C. Path monitoring determines if route is useable

D. Route with lowest metric is actively used
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NEW QUESTION 24

Given the Cyber-Attack Lifecycle diagram, identify the stage in which the attacker can initiate malicious code against a targeted machine.

Cyber Attack Lifecycle

Reorwamanir  Wespor-ra=os  Deleery EupimBation  Imafalladion

Act o the
Dbrtad

A. Exploitation
B. Installation
C. Reconnaissance
D. Act on Objective

Answer: A

NEW QUESTION 28
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