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NEW QUESTION 1

After the A record of a public website was updated, some visitors were unable to access the website. Which of the following should be adjusted to address the

issue?
A.TTL
B. MX
C.TXT
D. SOA

Answer: A

NEW QUESTION 2

A network technician needs to correlate security events to analyze a suspected intrusion Which of the following should the technician use?

A. SNMP

B. Log review

C. Vulnerability scanning
D. SIEM

Answer: D

NEW QUESTION 3

Wireless users are reporting intermittent internet connectivity. Connectivity is restored when the users disconnect and reconnect, utilizing the web authentication
process each time. The network administrator can see the devices connected to the APs at all times. Which of the following steps will MOST likelydetermine the

cause of the issue?

A. Verify the session time-out configuration on the captive portal settings

B. Check for encryption protocol mismatch on the client’s wireless settings

C. Confirm that a valid passphrase is being used during the web authentication
D. Investigate for a client’s disassociation caused by an evil twin AP

Answer: A

NEW QUESTION 4
Which of the following devices would be used to manage a corporate WLAN?

A. A wireless NAS

B. A wireless bridge

C. A wireless router

D. A wireless controller

Answer: D

NEW QUESTION 5

Which of the following would MOST likely be used to review previous upgrades to a system?
A. Business continuity plan

B. Change management

C. System life cycle

D. Standard operating procedures

Answer: B

NEW QUESTION 6
SIMULATION

You have been tasked with setting up a wireless network in anoffice. The network will consist of 3 Access Points and a single switch. The network must meet the

following parameters:

The SSIDs need to be configured as CorpNet with a key of S3cr3t! The wireless signals should not interfere with each other

The subnet the Access Points and switch are on should only support 30 devices maximum The Access Points should be configured to only support TKIP clients at

a maximum speed INSTRUCTONS

Click on the wireless devices and review their information and adjust the settingsof the access points to meet the given requirements.

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.
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(-_) Switch 1

192.168.1.2
Speed: Auto
Duplex: Auto
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AP1 Configuration

O o S | hitps://ap1.setup.do
Basic Configuration
Access Point Name AP1
IP Address
Gateway 192.168.1.1
SSID
SSID Broadcast * Yes No
Wireless
Mode v
B
G
Channel v
Security Configuration
Security Settings = None WEP

Key or Passphrase

/
Wired
Speed Auto = 100 1000
Duplex Auto  Half = Full
|
- WPA ) WPA2 WPAZ2 - Enterprise
=S
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AP2 Configuration _'_:: _

O O f_}' lh!tps:ﬁapz.satup.dn ‘

Basic Configuration

Access Point Name AP2

IP Address /
Gateway 192.168.1.1
SSID
SSID Broadcast * Yes No
Wireless Wired
Mode v Speed Auto = 100 1000
B
G
Channel v Duplex Auto © Half = Full
1 |
2
3
4
5
6
7
8
9
10
11

Security Configuration |

Security Setlings = None WEP WPA  WPA2 WPAZ2 - Enterprise ‘

Key or Passphrase

-
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AP3 Configuration

o o S https://ap3.setup.do

Basic Configuration

Access Point Name AP3

IP Address /
Gateway 192.168.1.1
SSID
SSID Broadcast * Yes No
Wireless Wired
Mode v Speed Auto = 100 1000
B
G
Channel v Duplex Auto Half = Full
1
2
3
4
5
6
7
8
9
10
11
Security Configuration
Security Setlings = None WEP WPA WPA2 WPA2 - Enterprise
Key or Passphrase

A. Mastered
B. Not Mastered

Answer: A

Explanation:

On the first exhibit, the layout should be as follows Access Point Name AP1

IP Address 192.168.1.3

Gateway 192.168.1.2 SSID corpnet

SSID Broadcast yes Mode G

Channel 1 Speed Auto Duplex Auto WPA

Passphrase S3cr3t! Exhibit 2 as follows Access Point Name AP2 IP Address 192.168.1.4
Gateway 192.168.1.2 SSID corpnet

SSID Broadcast yes Mode G

Channel 6 Speed Auto
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Duplex Auto WPA

Passphrase S3cr3t! Exhibit 3 as follows Access Point Name AP3 IP Address 192.168.1.5
Gateway 192.168.1.2 SSID corpnet

SSID Broadcast yes Mode G

Channel 11 Speed Auto Duplex Auto WPA

Passphrase S3cr3t!

NEW QUESTION 7

A network device is configured to send critical events to a syslog server; however, the following alerts are not being received:
Severity 5 LINK-UPDOWN: Interface 1/1, changed state to down Severity 5LINK-UPDOWN: Interface 1/3, changed state to down
Which of the following describes the reason why the events are not being received?

A. The network device is not configured to log that level to the syslog server

B. The network device was down and could not send the event

C. The syslog server is not compatible with the network device

D. The syslog server did not have the correct MIB loaded to receive the message

Answer: A

NEW QUESTION 8
A technician isdeploying a new switch model and would like to add it to the existing network monitoring software. The technician wants to know what metrics can
be gathered from a given switch. Which of the following should the technician utilize for the switch?

A. MIB

B. Trap

C. Syslog
D. Audit log

Answer: A

NEW QUESTION 9
A client recently added 100 users who are using VMs. All users have since reported slow or unresponsive desktops. Reports show minimal network congestion,
zero packet loss, and acceptable packet delay. Which of the following metrics will MOST accurately show the underlying performance issues? (Choose two.)

A. CPU usage
B. Memory

C. Temperature
D. Bandwidth
E. Latency

F. Jitter

Answer: AB

NEW QUESTION 10

An ITdirector is setting up new disaster and HA policies for a company. Limited downtime is critical to operations. To meet corporate requirements, the director set
up two different datacenters across the country that will stay current on data and applications.In the event of an outage, the company can immediately switch from
one datacenter to another. Which of the following does this BEST describe?

A. A warm site

B. Data mirroring
C. Multipathing

D. Load balancing
E. A hot site

Answer: E

NEW QUESTION 10
An organization with one core and five distribution switches is transitioning from a star to a full-mesh topology Which of the following is the number of additional
network connections needed?

0

.5
.7
.1
.15

o0 w>

Answer: A

NEW QUESTION 15
An IDS was installed behind the edge firewall after a network was breached. The network was then breached again even though the IDS logged the attack. Which
of the following should be used in place of these devices to prevent future attacks?

A. A network tap

B. A proxy server

C. AUTM appliance
D. A content filter

Answer: C
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NEW QUESTION 20
A company wants to implement a large number of WAPs throughout its building and allow users to be able to move around the building without dropping their
connections Which of the following pieces of equipment would be able to handle this requirement?

A. A VPN concentrator
B. A load balancer

C. A wireless controller
D. A RADIUS server

Answer: A

NEW QUESTION 22
An ARP request is broadcasted and sends the following request. "Who is 192.168.1.200? Tell 192.168.1.55"
At which of the following layers of the OSI model does this request operate?

A. Application
B. Data link
C. Transport
D. Network
E. Session

Answer: B

NEW QUESTION 23
A technician is troubleshooting a wireless connectivity issue in a small office located in a high-rise building. Several APs are mounted in this office. The users
report that the network connections frequently disconnect and reconnect throughout the day. Whichof the following is the MOST likely cause of this issue?

A. The AP association time is set too low
B. EIRP needs to be boosted

C. Channel overlap is occurring

D. The RSSI is misreported

Answer: B

NEW QUESTION 25
There are two managed legacy switches running that cannot be replaced or upgraded. These switches do not support cryptographic functions, but they are
password protected. Which of the following should a network administrator configure to BEST prevent unauthorized access?

A. Enable a management access list

B. Disable access to unnecessary services.
C. Configure a stronger password for access
D. Disable access to remote management
E. Use an out-of-band access method.

Answer: A

NEW QUESTION 30

A small, family-run business uses a single SOHO router to provide Internet and WiFi to its employees At the start of a new week, employees come in and find their
usual WiFi network is no longer available, and there is a new wireless network to which they cannot connect. Given that information, which of the following should
have been done to avoid this situation'

A. The device firmware should have been kept current.
B. Unsecure protocols should have been disabled.

C. Parental controls should have been enabled

D. The default credentials should have been changed

Answer: A

NEW QUESTION 34

A city has hired a new employee who needs to be able to work when traveling at home and at the municipal sourcing of a neighboring city that snares services.
The employee is issued a laptop, and a technician needs to train the employee on the appropriate solutions for secure access to the network from all the possible
locations On which of the following solutions would the technician MOST likely train the employee?

A. Site-to-site VPNs between the two city locations and client-to-site software on the employee's laptop tor all other remote access

B. Client-to-site VPNs between the travel locations and site-to-site software on the employee's laptop for all other remote access

C. Client-to-site VPNs between the two city locations and site-to-site software on the employee's laptop for all other remote access

D. Site-to-site VPNs between the home and city locations and site-to-site software on the employee's laptop for all other remote access

Answer: A

NEW QUESTION 38

Which of thefollowing DNS records works as an alias to another record?
A. AAAA

B. CNAME
C. MX
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D. SOA

Answer: B

NEW QUESTION 39
A technician is troubleshooting a workstation's network connectivity and wants to confirm which switchport corresponds to the wall jack the PC is using Which of
the following concepts would BEST help the technician?

A. Consistent labeling

B. Change management

C. Standard work instructions
D. Inventory management

E. Network baseline

Answer: A

NEW QUESTION 44
Which of the following would need to be configured to ensure a device with a specific MAC address is always assigned the same IP address from DHCP?

A. Scope options

B. Reservation

C. Dynamic assignment
D. Exclusion

E. Static assignment

Answer: B

NEW QUESTION 48
A technician is installing multiple UPS units in a major retail store. The technician is required to keep track of all changes to new and old equipment. Which of the
following will allow the technician to record these changes?

A. Asset tags

B. A smart locker

C. An access control vestibule
D. A camera

Answer: A

NEW QUESTION 53
Which of the following is the physical topology for an Ethernet LAN?

A. Bus
B. Ring
C. Mesh
D. Star

Answer: D

NEW QUESTION 57
A technician is searching for a device that is connected to the network and has the device’sphysical network address. Which of the following should the technician
review on the switch to locate the device’s network port?

A. IP route table
B. VLAN tag

C. MAC table
D. QoS tag

Answer: C

NEW QUESTION 58

According to troubleshooting methodology, which of the following should the technician doNEXT after determining the most likely probable cause of an issue?

A. Establish a plan of action to resolve the issue and identify potential effects

B. Verify full system functionality and, if applicable, implement preventive measures

C. Implement the solution or escalate as necessary

D. Test the theory to determine the cause

Answer: D

NEW QUESTION 60

A technician wants to install a WAP in the center of a room that provides service in a radius surrounding a radio. Which of the following antenna types should the

AP utilize?

A. Omni
B. Directional
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C. Yagi
D. Parabolic

Answer: A

NEW QUESTION 64
A network is experiencing a number of CRC errors during normal network communication. At which of the following layers of the OSI model will the administrator
MOST likely start to troubleshoot?

A. Layer 1
B. Layer 2
C. Layer 3
D. Layer 4
E. Layer 5
F. Layer 6
G. Layer 7

Answer: B

NEW QUESTION 68
A Chief Information Officer (ClO) wants to improve the availability of a company's SQL database Which of the following technologies should be utilized to achieve
maximum availability?

A. Clustering

B. Port aggregation
C. NIC teaming

D. Snapshots

Answer: C

NEW QUESTION 73
An organization wants to implement a method of centrally managing logins to network services. Which of the following protocols should the organization use to
allow for authentication, authorization and auditing?

A. MS-CHAP
B. RADIUS
C. LDAPS
D. RSTP

Answer: A
NEW QUESTION 74

A branch of a company recently switched to a new ISP. The network engineer was given a new IP range to assign. The ISP assigned 196.26.4.0/26, and the
branch gateway router now has the following configurations on the interface that peers to the ISP:

IP address: 15€6.26.4.30
Subnet mask: 255.255.255.224
Gatewavy: 156.24.4.1

-

The network engineer observes that all users have lost Internet connectivity. Which of the following describes the issue?

A. The incorrect subnet mask was configured
B. The incorrect gateway was configured

C. The incorrect IPaddress was configured
D. The incorrect interface was configured

Answer: A

NEW QUESTION 77

Which of the following is a system that is installed directly on a server's hardware and abstracts the hardware from any guest machines?
A. Storage array

B. Type 1 hypervisor

C. Virtual machine

D. Guest QS

Answer: A

NEW QUESTION 79

Several WIFI users are reporting the inability to connect to the network. WLAN users on the guest network are able to access all network resources without any
performance issues. The following table summarizes the findings after a site survey of the area in question:
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Location AP 1 AP 2 AP 3 AP 4

SSID Corp1 Corp1 Corp1/Guest Corp1/Guest
Channel 2 1 9 11

RSSI -31dBm -82dBm -44dBm -41dBm
Antenna type | Ommni Omni Directional Directional

Which of the following should a wireless technician do NEXT to troubleshoot this issue?

A. Reconfigure the channels to reduce overlap
B. Replace the omni antennas with directional antennas

C. Update the SSIDs on all the APs

D. Decrease power in AP 3 and AP 4

Answer: A

NEW QUESTION 80

Which of the following protocol types describes secure communication on port 4437

A. ICMP
B. UDP

C.TCP

D.IP

Answer: C

NEW QUESTION 82

Branch users are experiencing issues with videoconferencing. Which of the following will the company MOST likely configure to improveperformance for these

applications?

A. Link Aggregation Control Protocol

B. Dynamic routing

C. Quality of service

D. Network load balancer
E. Static IP addresses

Answer: C

NEW QUESTION 86

A network technician is reviewing the interface counters on a router interface. The technician is attempting to confirm a cable issue. Given the following

information:
Metric Value
Last cleared / minutes, 34 seconds
# of packets output | 6915
# of packets input 270
CRCs 183
Gilants 0
Runts 0
Multicasts 14

Which of the following metrics confirms there is a cablingissue?

A. Last cleared

B. Number of packets output
C. CRCs

D. Giants

E. Multicasts

Answer: C

NEW QUESTION 87
Given thefollowing information:

Protocol | Local address Foreign address State
TCP 127.0.0.1:57779 | Desktop-Open:57780 | Established
TCP 127.0.0.1:57780 | Desktop-Open:57779 | Established

Which of the following command-line tools would generate this output?

A. netstat
B. arp
C. dig
D. tracert
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Answer: A

NEW QUESTION 91
Which of the following service models would MOST likely be used toreplace on-premises servers with a cloud solution?

A. PaaS
B. l[aaS
C. SaaS
D. Disaster recovery as a Service (DRaaS)

Answer: B

NEW QUESTION 93
A technician is configuring a network switch to be used in a publicly accessible location. Which of the
following should the technician configure on the switchto prevent unintended connections?

A. DHCP snooping
B. Geofencing

C. Port security

D. Secure SNMP

Answer: C

NEW QUESTION 97
An IT organization needs to optimize speeds for globalcontent distribution and wants to reduce latency in high-density user locations. Which of the following
technologies BEST meets the organization’s requirements?

A. Load balancing

B. Geofencing

C. Public cloud

D. Content delivery network
E. Infrastructure as a service

Answer: D

NEW QUESTION 98
Access to a datacenter should be individually recorded by a card reader even when multiple employees enter the facility at the same time. Which of the following
allowsthe enforcement of this policy?

A. Motion detection

B. Access control vestibules
C. Smart lockers

D. Cameras

Answer: B

NEW QUESTION 103
Client devices cannot enter a network, and the network administrator determines the DHCP scope is exhausted. The administrator wants to avoid creating a new
DHCP pool. Which of the following can the administrator perform to resolve the issue?

A. Install load balancers

B. Install more switches

C. Decrease the number of VLANs
D. Reduce the lease time

Answer: D

NEW QUESTION 107
Anetwork administrator is configuring a load balancer for two systems. Which of the following must the administrator configure to ensure connectivity during a
failover?

A.VIP

B. NAT

C. APIPA

D. IPv6 tunneling
E. Broadcast IP

Answer: A
NEW QUESTION 109
A network technician is manually configuring the network settings for a new device and is told the network block is 192.168.0.0/20. Which of the following subnets

should the technician use?

A. 255.255.128.0
B. 255.255.192.0
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C. 255.255.240.0
D. 255.255.248.0

Answer: C

NEW QUESTION 111
A fiber link connecting two campus networks is broken. Which of the following tools should an engineer use to detect the exact break point of thefiber link?

A. OTDR

B. Tone generator
C. Fusion splicer
D. Cable tester

E. PoE injector

Answer: A

NEW QUESTION 115
A network administrator needs to query the NSs for a remote application. Which of the following commands would BEST help the administrator accomplish this
task?

A. dig

B. arp

C. show interface
D. hostname

Answer: A

NEW QUESTION 116
A network administrator is designing a new datacenter in a different region that will need to communicate to the old datacenter with a secure connection. Which of
the following access methods would provide the BEST security for this new datacenter?

A. Virtual network computing
B. Secure Socket Shell

C. In-band connection

D. Site-to-site VPN

Answer: D

NEW QUESTION 119
Given the following output:

Tg9 18 29 1 10 T B TP R ¥
LAZ.dEn. 2.1 Li=La—ag-=0U—Ch

152.1€8.22.15 =13

id2.1e8.22.1C 00-13-5d-00—=6—-23

152.1€8.22.100 pO=13=0d=0D=cE=-23

Which of the following attacks is this MOST likely an example of?

A. ARP poisoning
B. VLAN hopping
C. Rogue access point
D. Amplified DoS

Answer: A

NEW QUESTION 120
A technician is troubleshooting a previously encountered issue. Which of the following should the technician reference to find what solution was implemented to
resolve the issue?

A. Standard operating procedures

B. Configuration baseline documents

C. Work instructions

D. Change management documentation

Answer: A

NEW QUESTION 121

A technician is troubleshooting a network switch that seems to stop responding to requests intermittently whenever the logging level is set for debugging. Which of
the following metrics should the technician check to begin troubleshooting the issue?

A. Audit logs

B. CPU utilization

C. CRC errors

D. Jitter

Answer: B
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NEW QUESTION 124

A network technician is investigating an IP phone that does not register in the VolP system Although it received an IP address, it did not receive the necessary
DHCP options The information that is needed for the registration is distributes by the OHCP scope All other IP phones are working properly. Which of the following
does the technician need to verify?

A. VLAN mismatch

B. Transceiver mismatch
C. Latency

D. DHCP exhaustion

Answer: A

NEW QUESTION 127
A network technician is installing an analog desk phone for a new receptionist After running a new phone line, the technician now needs to cnmp on a new
connector. Which of the following connectors would MOST likely be used in this case?

A. DB9

B. RJ11
C. RJ45
D. DB25

Answer: A

NEW QUESTION 132
A user reports being unable to access network resources after making some changes in the office. Which of the following should a network technician do FIRST?

A. Check the system’s IP address

B. Do a ping test against the servers

C. Reseat the cables into the back of the PC
D. Ask what changes were made

Answer: D

NEW QUESTION 135
A technician is installing a cable modem in a SOHO. Which of the following cable types will the technician MOST likely use to connect a modem to the ISP?

A. Coaxial

B. Single-mode fiber
C. Cat 6e

D. Multimode fiber

Answer: A

NEW QUESTION 137

A wireless network was installed in a warehouse for employees to scan crates with a wireless handheld scanner. The wireless network was placed in the corner of
the building near the ceiling for maximum coverage However users in the offices adjacent lo the warehouse have noticed a large amount of signal overlap from the
new network Additionally warehouse employees report difficulty connecting to the wireless network from the other side of the building; however they have no
issues when lhey are near the antenna Which of the following is MOST likely the cause?

A. The wireless signal is being refracted by the warehouse's windows

B. The antenna's power level was set too high and is overlapping

C. An omnidirectional antenna was used instead of a unidirectional antenna
D. The wireless access points are using channels from the 5GHz spectrum

Answer: A

NEW QUESTION 140
The network administrator is informed that a user’'s email password is frequently hacked by brute-force programs. Which of the following policies should the
network administrator implements to BEST mitigate this issue? (Choose two.)

A. Captive portal

B. Two-factor authentication
C. Complex passwords

D. Geofencing

E. Role-based access

F. Explicit deny

Answer: BC

NEW QUESTION 141
A technician needs to configure a Linux computer for network monitoring. The technician has the following information:
Linux computer details:

Interface [P address MAC address

eth( 10.1.2.24 Al:B2:C3:F4:E5:D6

Switch mirror port details:
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Interface [P address MAC address
ethl 10.1.23 Al:B2:C3:D4:E5:F6

After connecting the Linux computer to the mirror port on the switch, which of the following commands should the technician run on the Linux computer?

A. ifconfig ecthO promisc

B. ifconfig eth1 up

C. ifconfig eth0 10.1.2.3

D. ifconfig ethl hw ether A1:B2:C3:D4:E5:F6

Answer: A

NEW QUESTION 146
A systems administrator needs to improve WiFi performance in a densely populated office tower and use the latest standard. There is a mix of devices that use 2.4
GHz and 5 GHz. Which of the followingshould the systems administrator select to meet this requirement?

A. 802.11ac
B. 802.11ax
C. 802.11g
D. 802.11n

Answer: B

NEW QUESTION 147

During the security audit of a financial firm the Chief Executive Officer (CEO) questions why there are three employees who perform very distinct functions on the
server. There is an administrator for creating users another for assigning the users lo groups and a third who is the only administrator to perform file rights
assignment Which of the following mitigation techniques is being applied'

A. Privileged user accounts
B. Role separation

C. Container administration
D. Job rotation

Answer: B

NEW QUESTION 152
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