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NEW QUESTION 1
A technician needs to recommend the best backup method that will mitigate ransomware attacks.
Only a few files are regularly modified, however, storage space is a concern. Which of the following backup methods would BEST address these concerns?

A. Full

B. Differential

C. Off-site

D. Grandfather-father-son

Answer: D

NEW QUESTION 2
A change advisory board did not approve a requested change due to the lack of alternative actions if implementation failed. Which of the following should be
updated before requesting approval again?

A. Scope of change

B. Risk level

C. Rollback plan

D. End user acceptance

Answer: C

NEW QUESTION 3
When a user calls in to report an issue, a technician submits a ticket on the user's behalf. Which of the following practices should the technician use to make sure
the ticket is associated with the correct user?

A. Have the user provide a callback phone number to be added to the ticket

B. Assign the ticket to the department's power user

C. Register the ticket with a unique user identifier

D. Provide the user with a unique ticket number that can be referenced on subsequent calls.

Answer: D

NEW QUESTION 4
A technician is installing new software on a macOS computer. Which of the following file types will the technician MOST likely use?

.deb
.vbs
.exe

.app

o0 w>

Answer: D

NEW QUESTION 5
Which of the following is the MOST important environmental concern inside a data center?

A. Battery disposal

B. Electrostatic discharge mats
C. Toner disposal

D. Humidity levels

Answer: B

NEW QUESTION 6
A systems administrator is setting up a Windows computer for a new user Corporate policy requires a least privilege environment. The user will need to access
advanced features and configuration settings for several applications. Which of the following BEST describes the account access level the user will need?

A. Power user account
B. Standard account

C. Guest account

D. Administrator account

Answer: B

NEW QUESTION 7

A technician is asked to resize a partition on the internal storage drive of a computer running macOS.
Which of the followings tools should the technician use to accomplish this task?

A. Consoltf

B. Disk Utility

C. Time Machine

D. FileVault

Answer: B
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NEW QUESTION 8
A technician is configuring a new Windows laptop Corporate policy requires that mobile devices make use of full disk encryption at all limes Which of the following
encryption solutions should the technician choose?

A. Encrypting File System
B. FileVault

C. BitLocker

D. Encrypted LVM

Answer: A

NEW QUESTION 9

Someone who is fraudulently claiming to be from a reputable bank calls a company employee.
Which of the following describes this incident?

A . Pretexting

B . Spoofing

C . Vishing

D . Scareware

A.

Answer: C

NEW QUESTION 10
A technician suspects a rootkit has been installed and needs to be removed.
Which of the following would BEST resolve the issue?

A. Application updates
B. Anti-malware software
C. OS reinstallation

D. File restore

Answer: C

NEW QUESTION 10

An architecture firm is considering upgrading its computer-aided design (CAD) software to the newest version that forces storage of backups of all CAD files on the
software’s cloud server.

Which of the following is MOST likely to be of concern to the IT manager?

A. All updated software must be tested with alt system types and accessories
B. Extra technician hours must be budgeted during installation of updates

C. Network utilization will be significantly increased due to the size of CAD files
D. Large update and installation files will overload the local hard drives.

Answer: C

NEW QUESTION 12
A company wants to remove information from past users' hard drives in order to reuse the
hard drives Witch of the following is the MOST secure method

A. Performing a quick format

B. Reinstalling Windows

C. Using disk-wiping software

D. Deleting all files from command-line interface

Answer: C

NEW QUESTION 15
A company installed a new backup and recovery system. Which of the following types of
backups should be completed FIRST?

A. Differential

B. Incremental
C. Non-parity

D. Full

Answer: D

NEW QUESTION 20

A user is experiencing frequent malware symptoms on a Windows workstation. The user has tried several times to roll back the state but the malware persists.
Which of the following would

MOST likely resolve the issue?

A. Reimaging the workstation

B. Quarantining system files
C. Encrypting the hard drive
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D. Disabling TLS 1.0 support

Answer: A

NEW QUESTION 22

A technician has been tasked with installing a workstation that will be used tor point-of-sale
transactions. The point-of-sale system will process credit cards and loyalty cards. Which of the
following encryption technologies should be used to secure the workstation in case of theft?

A. Data-in-transit encryption
B. Disk encryption

C. USB drive encryption

D. File encryption

Answer: B

NEW QUESTION 23
A wireless network is set up, but it is experiencing some interference from other nearby SSIDs.
Which of the following can BEST resolve the interference?

A. Changing channels

B. Changing the access point name
C. Modifying the wireless security
D. Disabling the SSIO broadcast

Answer: A

NEW QUESTION 25
A technician is replacing the processor in a desktop computer prior to opening the computer, the technician wants to ensure the internal components are protected.
Which of the following safety procedures would BEST protect the components in the PC? (Choose two.)

A. Utilizing an ESD strap.

B. Disconnecting the computer from the power source.
C. Placing the PSU in an antistatic bag.

D. Ensuring proper ventilation.

E. Removing dust from the ventilation fans.

F. Ensuring equipment is grounded.

Answer: AB

NEW QUESTION 27

A technician is investigating an employee’s smartphone that has the following symptoms:

— The device is hot even when it is not in use.

— Applications crash, especially when others are launched.

— Certain applications, such as GPS, are in portrait mode when they should be in landscape mode.

Which of the following can the technician do to MOST likely resolve these issues with minimal impact? (Choose two.)

A. Turn on autorotation.

B. Activate airplane mode.

C. Close unnecessary applications.

D. Perform a factory reset.

E. Update the device’s operating system.

F. Reinstall the applications that have crashed.

Answer: AE

NEW QUESTION 29
Which of the following provide the BEST way to secure physical access to a data cento server room? (Choose two.)

A. Biometric lock.

B. Badge reader.

C. USB token.

D. Video surveillance.

E. Locking rack.

F. Access control vestibule.

Answer: AD

NEW QUESTION 31
A user reports that antivirus software indicates a computer is infected with viruses. The user thinks this happened white browsing the internet. The technician does
not recognize the interface with which the antivirus message is presented. Which of the following is the NEXT step the technician should take?

A. Shut down the infected computer and swap it with another computer.

B. Investigate what the interface is and what triggered it to pop up.

C. Proceed with initiating a full scan and removal of the viruses using the presented interface.
D. Call the phone number displayed in the interface of the antivirus removal tool.
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Answer: C

NEW QUESTION 36
A user reports a computer is running stow. Which of the following tools will help a technician identify the issue?

A. Disk Cleanup

B. Group Policy Editor
C. Disk Management
D. Resource Monitor

Answer: D

NEW QUESTION 37
Which of the following could be used to implement secure physical access to a data center?

A. Geofence.

B. Alarm system.
C. Badge reader.
D. Motion sensor.

Answer: A

NEW QUESTION 42
A technician needs lo formal a USB drive to transfer 20GB of data from a Linux computer to a Windows computer. Which of the following filesystems will the
technician MOST likely use?

A. FAT32
B. ext4

C.NTFS
D. exFAT

Answer: C

NEW QUESTION 45

An incident handler needs to preserve evidence for possible litigation. Which of the following will the incident handler MOST likely do to preserve the evidence?
A. Encrypt the files.

B. Clone any impacted hard drives.

C. Contact the cyber insurance company.

D. Inform law enforcement.

Answer: B

NEW QUESTION 50
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