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NEW QUESTION 1

- (Exam Topic 1)

You need to provide connectivity to storagel. The solution must meet the PaaS networking requirements and the business requirements.
What should you include in the solution?

A. a service endpoint

B. Azure Front Door

C. a private endpoint

D. Azure Traffic Manager

Answer: A

NEW QUESTION 2

- (Exam Topic 2)

You create NSG10 and NSG11 to meet the network security requirements.

For each of the following statements, select Yes it the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
From VM1, you can establish a Remote Desktop session with VM2 O

From VM2, you can ping VM1 O

OO O

From VM2, you can establish a Remote Desktop session with VM1 O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Yes

subnetl(WM1->NSG1 outbound->NSG10 outbound)->subnet2(NSG1 inbound->NSG11 inbound->VM2) Yes

NSG10 blocks ICMP from VNet4 (source 10.10.0.0/16) but it is not blocked from VM2€™s subnet (VNetl/Subnet2).

No

NSG11 blocks RDP (port TCP 3389) destined for € VirtualNetwork€™. VirtualNetwork is a service tag and means the address space of the virtual network (VNet1)
which in this case is 10.1.0.0/16. Therefore, RDP traffic from subnet2 to anywhere else in VNetl is blocked.

NEW QUESTION 3
- (Exam Topic 2)
What should you implement to meet the virtual network requirements for the virtual machines that connect to Vnet4 and Vnet5?

A. a private endpoint

B. a virtual network peering
C. a private link service

D. arouting table

E. a service endpoint

Answer: B
Explanation:
There is no virtual network peering between VM4’s VNet (VNet3) and VM5’s VNet (VNet4). To enable the VMs to communicate over the Microsoft backbone

network a VNet peering is required between VNet3 and VNet4.

NEW QUESTION 4
- (Exam Topic 2)
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
VMS can resolve names in zone/ . contoso.com
VM4 has an automatic registration in zone 1.contoso.com.

You can link zoneZ.contoso.com o Vinet2 and enable auto reqistration
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A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes No
VMS can resolve names in zone? contoso.com
V4 has an automatu regustrabion in nel .contoso.com
You can link zoned.contosao.com (i Vnetd and enabte auto registration

NEW QUESTION 5

- (Exam Topic 3)

You have 10 Azure App Service instances. Each instance hosts the same web app. Each instance is in a different Azure region.

You need to configure Azure Traffic Manager to direct users to the instance that has the lowest latency. Which routing method should you use?

A. geographic
B. weighted

C. performance
D. priority

Answer: D

NEW QUESTION 6

- (Exam Topic 3)

You have an Azure Front Door instance named FD1 that is protected by using Azure Web Application Firewall (WAF).

FD1 uses a frontend host named appl.contoso.com to provide access to Azure web apps hosted in the East US Azure region and the West US Azure region.
You need to configure FD1 to block requests to appl.contoso.com from all countries other than the United States.

What should you include in the WAF policy?

A. a frontend host association

B. a managed rule set

C. a custom rule that uses a rate limit rule
D. a custom rule that uses a match rule

Answer: C

NEW QUESTION 7
- (Exam Topic 3)
You are planning the IP addressing for the subnets in Azure virtual networks. Which type of resource requires IP addresses in the subnets?

A. Azure Virtual Network NAT
B. virtual network peering

C. service endpoints

D. private endpoints

Answer: A

NEW QUESTION 8

- (Exam Topic 3)

You have an Azure virtual network named Vnetl that has one subnet. Vnetl is in the West Europe Azure region.

You deploy an Azure App Service app named Appl to the West Europe region.

You need to provide Appl with access to the resources in Vnetl. The solution must minimize costs. What should you do first?

A. Create a private link.

B. Create a new subnet.

C. Create a NAT gateway.

D. Create a gateway subnet and deploy a virtual network gateway.

Answer: B

Explanation:

Virtual network integration depends on a dedicated subnet.
https://docs.microsoft.com/en-us/azure/app-service/overview-vnet-integration#regional-virtual-network-integrat For outgoing traffic from Web App to vnet, it will go
through Internet, so the cost not the minimum.

The connection between the Private Endpoint and the Web App uses a secure Private Link. Private Endpoint is only used for incoming flows to your Web App.
Outgoing flows will not use this Private Endpoint, but you can inject outgoing flows to your network in a different subnet through the VNet integration feature.
https://docs.microsoft.com/en-us/azure/app-service/networking/private-endpoint#conceptual-overview
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NEW QUESTION 9

- (Exam Topic 3)

You have an Azure Traffic Manager parent profile named TM1. TM1 has two child profiles named TM2 and TM3.
TM1 uses the performance traffic-routing method and has the endpoints shown in the following table.

Name Location
App1 North Europe
App2 East US
App3 Central US
TM2 West Europe
TM3 West US
TM2 uses the weighted traffic-routing method with MinChildEndpoint = 2 and has the endpoints shown in the following table.
Name Location Weight
App4 West Europe | 99
AppS West Europe | 1
TM3 uses priority traffic-routing method and has the endpoints shown in the following table.
Name Location

App6 West US
App2 East US

The App2, App4, and App6 endpoints have a degraded monitoring status.
To which endpoint is traffic directed? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point

Answer Area
Traffic from West Europe: | A 4
App1l ‘
App2 [
 App4 |
Traffic from West US: | \4
App1
App2
App3
Appb
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Diagram Description automatically generated
Reference:

https://docs.microsoft.com/en-us/azure/traffic-manager/traffic-manager-nested-profiles

Traffic from West Europe:

Basedd on TM1 table, West Europe will trigger TM2. However, as the MinChildEndpoint is set to 2, and App4 is degraded (down), the entire TM2 will not be
considered available.

This goes back to the origin TM1 that uses performance traffic-routing method, which means the closest location is Appl and naturally be the next best
performance instance.

Hence, Answer = Appl

Traffic from West US:

Based on TM1 table, West US will trigger TM3. However, both App2 and App6 were degraded (down), so hone of them can be considered.

This goes back to the original TM1 that uses performance traffic-routing method, from TM1, the other 2 US locations would be App2 and App3. But App2 we know
it's already degraded (unavailable), hence the only option would be App3.

Answer = App3

NEW QUESTION 10
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- (Exam Topic 3)
You have an Azure subscription that contains the virtual machines shown in the following table.

Name Connected to
VM1 Vnet1/Subnet1
VM2 Vnet1/Subnet2

Subnetl and Subnet2 are associated to a network security group (NSG) named NSG1 that has the following outbound rule:
> Priority: 100

> Port: Any

> Protocol: Any

> Source: Any

> Destination: Storage

> Action: Deny
You create a private endpoint that has the following settings:

> Name: Privatel
> Resource type: Microsoft.Storage/storageAccounts

> Resource: storagel
> Target sub-resource: blob
> Virtual network: Vnetl

> Subnet: Subnetl
For each of the following statements, select Yes of the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
From VM2, you can create a container in storagel O O
From VM1, you can upload data to a blob storage container in storagel O O
From VM2, you can upload data to a blob storage container in storagel O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Yes, Yes, Yes

NSG rules applied to the subnet hosting the private endpoint are not applied to the private endpoint.So the NSG1 doesn't limit storage access from either VM1 or
VM2.

https://docs.microsoft.com/en-us/azure/storage/common/storage-private-endpoints#network-security-group-rule

NEW QUESTION 10

- (Exam Topic 3)

You have an Azure virtual network and an on-premises datacenter.

You need to implement a Site-to-Site VPN connection between the datacenter and the virtual network. Which two resources should you create? Each correct
answer presents part of the solution. NOTE: Each

correct selection is worth one point.

A. a virtual network gateway

B. Azure Firewall

C. a local network gateway

D. Azure Web Application Firewall (WAF)
E. an on-premises data gateway

F. an Azure application gateway

G. a user-defined route

Answer: CG

NEW QUESTION 15
- (Exam Topic 3)
You have an Azure subscription that contains the public IP addresses shown in the following table.
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Name | IP version SKU IP address assignment
IP1 IPv4 Basic Static

P2 IPv4 Basic Dynamic

IP3 IPv4 Standard | Static

P4 IPv6 Basic Dynamic

IP5 IPv6 Standard | Static

You plan to deploy a NAT gateway named NAT1.

Which public IP addresses can be used as the public IP address for NAT1?

A. IP3 and IP5 only

B. IP5 only

C. IP1, IP3, and IP5 only
D. IP3 only

E. IP2 and IP4 only

Answer: D

Explanation:

Only static IPv4 addresses in the Standard SKU are supported. IPv6 doesn’t support NAT. Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/nat-gateway/nat-overview

NEW QUESTION 16
- (Exam Topic 3)

You plan to publish a website that will use an FQDN of www.contoso.com. The website will be hosted by using the Azure App Service apps shown in the following

table.

Name

FQDN

Location

Public IP address

AS1

As1.contoso.com

East US

131.107.100.1

AS2

As?2 contoso.com

West US

131.107.200.1

You plan to use Azure Traffic Manager to manage the routing of traffic for www.contoso.com between AS1 and AS2.
You need to ensure that Traffic Manager routes traffic for www.contoso.com. Which DNS record should you create?

A. two A records that map wmv.contoso.com to 131 107 100 1 and 131 107 200 1

B. a CNAME record that maps www.contoso.com to TMprofilel.azurefd.net

C. a CNAME record that mapswww.contoso.comtoTMprofilel.trafficmanager.net

D. a TXT record that contains a string ofasl.contoso.com and as2.contoso.com in the details

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/traffic-manager/quickstart-create-traffic-manager-profile https://docs.microsoft.com/en-us/azure/app-service/configure-

domain-traffic-manager

NEW QUESTION 17
- (Exam Topic 3)

You have two Azure virtual networks named Vnetl and Vnet2 in an Azure region that has three availability zones.
You deploy 12 virtual machines to each virtual network, deploying four virtual machines per zone. The virtual machines in Vnetl host an app named Appl. The

virtual machines in Vnet2 host an app named App2.

You plan to use Azure Virtual Network NAT to implement outbound connectivity for Appl and App2. You need to identify the minimum number of subnets and

Virtual Network NAT instances required to meet
the following requirements:

* A failure of two zones must NOT affect the availability of either Appl or App2.
« A failure of two zones must NOT affect the outbound connectivity of either Appllor App2. What should you identify? To answer, select the appropriate options in
the answer area. NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Minimum number af subnets

Jdimmmum number of Virtual Network NAT instances; o

NEW QUESTION 19

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet stated
goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an Azure subscription that contains the following resources:

* A virtual network named Vnetl

* A subnet named Subnetl in Vnetl

* A virtual machine named VM1 that connects to Subnetl

* Three storage accounts named storagel, storage2. and storage3

You need to ensure that VM1 can access storagel. VM1 must be prevented from accessing any other storage accounts.

Solution: You create a network security group (NSG). You configure a service tag for MicrosoftStorage and link the tag to Subnetl.

Does this meet the goal?

A.Yes
B. No

Answer: A

NEW QUESTION 20

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure application gateway that has Azure Web Application Firewall (WAF) enabled. You configure the application gateway to direct traffic to the URL
of the application gateway.

You attempt to access the URL and receive an HTTP 403 error. You view the diagnostics log and discover the following error.

hw b /9518 RESOQURCEGROUPS S/ BGL / PROVIDERS /MICROSOFT . NETWORE/ APPLICAT IONGATERARYS A AGHL™,

You need to ensure that the URL is accessible through the application gateway.
Solution: You create a WAF policy exclusion for request headers that contain 137.135.10.24. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
The parameter here should be RemoteAddr not Request header.
https://docs.microsoft.com/en-us/azure/web-application-firewall/ag/custom-waf-rules-overview#match-variable

NEW QUESTION 24

- (Exam Topic 3)

You have an Azure virtual network named Vnetl that connects to an on-premises network. You have an Azure Storage account named storageaccountl that
contains blob storage.

You need to configure a private endpoint for the blob storage. The solution must meet the following requirements:

>
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Ensure that all on-premises users can access storageaccountl through the private endpoint.

> Prevent access to storageaccountl from being interrupted.
Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.

Actions

Install the DNS server role and configure the forwarding

o e crwr e e

Configure on-premises DNS servers to forward
blob.core.windows_net to the virlual machine

Configure a private endpoint on storageaccount1
and disable public access to the account

Configure on-premises DNS server to forward
blob.core.windows.net to 168.63.129.16

Deploy a virtual machine to a subnet in Vnet1

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

O,
3 8

*168.63.129.16 is the IP address of Azure DNS which hosts Azure Private DNS zones. It is only accessible from within a VNet which is why we need to forward on-
prem DNS requests to the VM running DNS in the VNet. The VM will then forward the request to Azure DNS for the IP of the storage account private endpoint.

Reference:

https://docs.microsoft.com/en-us/azure/storage/common/storage-private-endpoints

NEW QUESTION 26
- (Exam Topic 3)

You have an Azure private DNS zone named contoso.com that is linked to the virtual networks shown in the following table.

Name IP address
Vnet1 10.1.0.0/16
Vnet2 10.2.0.0/16

The links have auto registration enabled.
You create the virtual machines shown in the following table.

Name IP address
VM1 10.1.10.10
VM2 10.2.10.10
VM3 10.2.10.11

You manually add the following entry to the contoso.com zone:

> Name: VM1
> |P address: 10.1.10.9

For each of the following statements, select Yes of the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

VM2 will resolve vm1.contoso.com to 10.1.10.10 O
Deleting VM1 will delete the VM1 record automatically O

Changing the IP address of VM3 will update the DNS record of VM3 automatically O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Q00

Graphical user interface, text, application Description automatically generated

Box 1: No
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The manual DNS record will overwrite the auto-registered DNS record so VM1 will resolve to 10.1.10.9. Box 2: No

The DNS record for VM1 is now a manually created record rather than an auto-registered record. Only auto-registered DNS records are deleted when a VM is
deleted.

Box 3: No

This answer depends on how the IP address is changed. To change the IP address of a VM manually, you would need to select ‘Static’ as the IP address
assignment. In this case, the DNS record will not be updated because only DHCP assigned IP addresses are auto-registered.

Reference:

https://docs.microsoft.com/en-us/azure/dns/dns-faqg-private

NEW QUESTION 30

- (Exam Topic 3)

You have an Azure subscription that contains a single virtual network and a virtual network gateway.

You need to ensure that administrators can use Point-to-Site (P2S) VPN connections to access resources in the virtual network. The connections must be
authenticated by Azure Active Directory (Azure AD).

What should you configure? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Answer Arca

Azure AD configuration: I

An access package

A conditional access policy
An enterpnse apphcatuon
A VPN ceruficate

P2S VPN tunnel type: —
IKEvZ

IKEvZ and SSTP (55L)
OpenVPN (SSL)
SS5TP (S5L)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

Azure AD configuration:

An access package
A conditional access policy
;‘\r'l f‘nh"ll'.!!"l‘_‘-{‘ .r_i!_]lf)ll['-'ltliln

A VPN certuficate

P2S VPN tunnel type: —
IKEvg

IKEvZ and SSTP (SSL)
UpenVPN (55L)
SSTP (S5L)

NEW QUESTION 34

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an Azure subscription that contains the following resources:

* A virtual network named Vnetl

* A subnet named Subnetl in Vnetl

* A virtual machine named VM1 that connects to Subnetl

* Three storage accounts named storagel, storage2, and storage3

You need to ensure that VM1 can access storagel. VM1 must be prevented from accessing any other storage accounts.

Solution: You create a network security group (NSG) and associate the NSG to Subnetl. Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 36

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure application gateway that has Azure Web Application Firewall (WAF) enabled. You configure the application gateway to direct traffic to the URL
of the application gateway.

You attempt to access the URL and receive an HTTP 403 error. You view the diagnostics log and discover the following error.
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You need to ensure that the URL is accessible through the application gateway. Solution: You configure a custom cookie and an exclusion rule.
Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 37

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have two Azure virtual networks named Vnetl and Vnet2.

You have a Windows 10 device named Clientl that connects to Vnetl by using a Point-to-Site (P2S) IKEv2 VPN.

You implement virtual network peering between Vnetl and Vnet2. Vnetl allows gateway transit. Vnet2 can use the remote gateway.

You discover that Clientl cannot communicate with VVnet2. You need to ensure that Clientl can communicate with Vnet2.

Solution: You download and reinstall the VPN client configuration. Does this meet the goal?

A. Yes
B. No

Answer: A
Explanation:

The VPN client must be downloaded again if any changes are made to VNet peering or the network topology. Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-point-to-site-routing

NEW QUESTION 39
- (Exam Topic 3)
You have an Azure firewall shown in the following exhibit.
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Q Firgwal" »*

[ ——]
[lll] Delete n Lock

o Visit Azure Firewall Manager to configure and manage this firewall. =

~ Essentials
Resource group (change) Firewall sku
RG1 Standard
Location Firewall subnet
North Europe AzureFirewallSubnet
Subscription (change) Firewall public IP
Subscription Firewall-1P1
Subscniption 1D Firewall private IP
489f2hht-seTy-987v-g571-463hw3679512 10.100.253.4
Virtual network Management subnet
Vnetl
Firewall policy Management public IP

FirewallPolicy1

Provisioning state Private IP Ranges

Succeeded Managed by Firewall Policy

Tags (change)
Click here to add tags

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Answer Area

On Firewalll, forced tunneling [answer choice] '_
| is enabled already |
. _cannot be enabled ‘
is disabled but can be enabled |

On Firewalll, management by Azure Firewall Manager [answer choice] \ 4
| Is enabled already |
cannot be enabled |
is disabled but can be enabled |

A. Mastered

B. Not Mastered
Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Box 1:

If forced tunneling was enabled, the Firewall Subnet would be named AzureFirewallManagementSubnet. Forced tunneling can only be enabled during the creation
of the firewall. It cannot be enabled after the firewall has been deployed.

Box 2:

The “Visit Azure Firewall Manager to configure and manage this firewall” link in the exhibit shows that the firewall is managed by Azure Firewall Manager.

NEW QUESTION 42

- (Exam Topic 3)

You have five virtual machines that run Windows Server. Each virtual machine hosts a different web app. You plan to use an Azure application gateway to provide
access to each web app by using a hostname of

www.contoso.corn and a different URL path for each web app, for example: https://www.contoso.com/appl.

You need to control the flow of traffic based on the URL path. What should you configure?
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A. rules

B. rewrites

C. HTTP settings
D. listeners

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/application-gateway/url-route-overview

NEW QUESTION 47
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