CertLeader.m 100% Valid and Newest Version MS-102 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/MS-102-dumps.html (312 Q&As)

MS-102 Dumps

Microsoft 365 Administrator Exam

https://lwww.certleader.com/MS-102-dumps.html

-]
=
8
=
j =
g::.
:.‘;l
=
]
T
l:.
ll:.

The Leader of IT Certification visit - https://www.certleader.com



CertLeader.m 100% Valid and Newest Version MS-102 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/MS-102-dumps.html (312 Q&As)

NEW QUESTION 1

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 subscription.

You need to review metrics for the following: The daily active users in Microsoft Teams Recent Microsoft service issues

What should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Teams daily active users: ) v
EMJ{[DEDﬁ Secure Score E
-:ﬁ.fiﬂptlﬂrl %-u:'meﬂ. |
Service health
Usage reports

Recent Microsoft service 1ssues: v
Microsoft Secure Score

Adoption Score
Service health
Usage reports

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Usage reports

The daily active users in Microsoft Teams

Microsoft 365 Reports in the admin center - Microsoft Teams usage activity

The brand-new Teams usage report gives you an overview of the usage activity in Teams, including the number of active users, channels and messages so you
can quickly see how many users across your organization are using Teams to communicate and collaborate. It also includes other Teams specific activities, such
as the number of active guests, meetings, and messages.

Box 2: Service Health

Recent Microsoft service issues

You can view the health of your Microsoft services, including Office on the web, Yammer, Microsoft Dynamics CRM, and mobile device management cloud
services, on the Service health page in the Microsoft 365 admin center. If you are experiencing problems with a cloud service, you can check the service health to
determine whether this is a known issue with a resolution in progress before you call support or spend time troubleshooting.

NEW QUESTION 2

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and
OnebDrive.

Solution: From the Azure Active Directory admin center, you assign SecAdminl the Teams Service Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwide

NEW QUESTION 3

- (Topic 6)

You have a Microsoft 365 tenant that uses Microsoft Endpoint Manager for device management. You need to add the phone number of the help desk to the
Company Portal app. What should you do?

A. From Customization in the Microsoft Endpoint Manager admin center, modify the support information for the tenant.
B. From the Microsoft Endpoint Manager admin center, create an app configuration policy.

C. From the Microsoft 365 admin center, modify Organization information.

D. From the Microsoft 365 admin center, modify Help desk information.

Answer: A
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Explanation:
Reference:
https://systemcenterdudes.com/intune-company-portal-customization/

NEW QUESTION 4

DRAG DROP - (Topic 6)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel.

You need to automatically label the documents on Sitel that contain credit card numbers. Which three actions should you perform in sequence? To answer, move
the appropriate

actions from the list of actions to the answer area and arrange them in the correct order.

Actions Answer Area

Create a sensitivity label.

Create an auto-labeling policy.

Create a sensitive information type.

Wait 24 hours, and then turn on the policy.
Publish the label.

Create a retention label.

Wait eight hours, and then turn on the policy.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Actions Answer Area

lrf:reate a sensitivity label.

= — = e — = e =
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NEW QUESTION 5

- (Topic 6)

You have a Microsoft 365 E5 subscription that contains a user named Userl.

Userl exceeds the default daily limit of allowed email messages and is on the Restricted entities list.
You need to remove Userl from the Restricted entities list. What should you use?

A. the Exchange admin center

B. the Microsoft Purview compliance portal
C. the Microsoft 365 admin center

D. the Microsoft 365 Defender portal

E. the Microsoft Entra admin center

Answer: D

Explanation:

Admins can remove user accounts from the Restricted entities page in the Microsoft 365 Defender portal or in Exchange Online PowerShell.

Remove a user from the Restricted entities page in the Microsoft 365 Defender portal In the Microsoft 365 Defender portal at https://security.microsoft.com, go to
Email & collaboration > Review > Restricted entities. Or, to go directly to the Restricted entities page, use https://security.microsoft.com/restrictedentities.
Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/removing-user-from-restricted-users-portal-after-spam

NEW QUESTION 6

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription.

You need to implement identity protection. The solution must meet the following requirements:
? ldentify when a user's credentials are compromised and shared on the dark web.

? Provide users that have compromised credentials with the ability to self-remediate.

What should you do? To answer, select the appropriate options in the answer area.
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NOTE: Each correct selection is worth one point.

Answer Area

To identify when users have compromised credentials, configure: | 3 ¥

v registration policy &

=

[ A sign-in nsk policy |

| A user nisk policy |

| A multifactor authentication registration policy |

To enable self-remediation, select: -

gl:]eneral:e a temporary password
i Require multi-factor authentication
E_REQUIFE' password change

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: A user risk policy

Identify when a user's credentials are compromised and shared on the dark web.

User risk-based Conditional Access policy

Identity Protection analyzes signals about user accounts and calculates a risk score based on the probability that the user has been compromised. If a user has
risky sign-in behavior, or their credentials have been leaked, Identity Protection will use these signals to calculate the user risk level. Administrators can configure
user risk-based Conditional Access policies to enforce access controls based on user risk, including requirements such as:

Block access

Allow access but require a secure password change.

A secure password change will remediate the user risk and close the risky user event to prevent unnecessary noise for administrators.

Box 2: Require password change

Provide users that have compromised credentials with the ability to self-remediate.

A secure password change will remediate the user risk and close the risky user event to prevent unnecessary noise for administrators

NEW QUESTION 7

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft 365 admin center, you assign SecAdminl the Exchange admin role.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwide

NEW QUESTION 8

- (Topic 6)

Your company has offices in five cities. The company has a Microsoft 365 tenant.

Each office is managed by a local administrator. You plan to deploy Microsoft Intune.

You need to recommend a solution to manage resources in intune that meets the following requirements:
? Local administrators must be able to manage only the resources in their respective office.

? Local administrators must be prevented from managing resources in other offices.

? Administrative effort must be minimized.

What should you include in the recommendation?

A. device categories

B. scope tags

C. configuration profiles

D. conditional access policies

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/fundamentals/scope-tags

NEW QUESTION 9
- (Topic 6)
You have a Microsoft 365 E5 subscription.
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Leader of IT Certifications

You plan to implement Microsoft 365 compliance policies to meet the following requirements:

? ldentify documents that are stored in Microsoft Teams and SharePoint Online that contain Personally Identifiable Information (PII).
? Report on shared documents that contain PII.

What should you create?

A. an alert policy

B. a data loss prevention (DLP) policy
C. aretention policy

D. a Microsoft Cloud App Security policy

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about- dip?view=0365-worldwide

NEW QUESTION 10

- (Topic 6)

You have a Microsoft 365 E5 tenant.

You plan to deploy 1.000 new iOS devices to users. The devices will be shipped directly from the supplier to the users.
You need to recommend a Microsoft Intune enrollment option that meets the following requirements:

» Minimizes user interaction

* Minimizes administrative effort

« Automatically installs corporate apps What should you recommend?

A. Automated Device Enroliment (ADE)
B. bring your own device (BYOD) user and device enrollment
C. Apple Configurator enroliment

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/ios-enroll

NEW QUESTION 10

- (Topic 6)

You have a Microsoft 365 subscription.

You discover that some external users accessed center for a Microsoft SharePoint site. You modify the sharePoint sharing policy to prevent sharing, outside your
organization. You need to be notified if the SharePoint sharing policy is modified in the future. Solution: From the Security $ Compliance admin center you create a
threat management

policy.

Does this meet the goal?

A.Yes
B. No

Answer: B

NEW QUESTION 13

- (Topic 6)

Your company has 10,000 users who access all applications from an on-premises data center.

You plan to create a Microsoft 365 subscription and to migrate data to the cloud. You plan to implement directory synchronization.

User accounts and group accounts must sync to Azure AD successfully. You discover that several user accounts fail to sync to Azure AD.
You need to resolve the issue as quickly as possible. What should you do?

A. From Active Directory Administrative Center, search for all the users, and then modify the properties of the user accounts.
B. Run idfix.exe, and then click Edit.

C. From Windows PowerShell, run the start-AdSyncSyncCycle -PolicyType Delta command.

D. Run idfix.exe, and then click Complete.

Answer: B

Explanation:

IdFix is used to perform discovery and remediation of identity objects and their attributes in an on-premises Active Directory environment in preparation for
migration to Azure Active Directory. IdFix is intended for the Active Directory administrators responsible for directory synchronization with Azure Active Directory.
Reference:

https://docs.microsoft.com/en-us/office365/enterprise/prepare-directory-attributes-for- synch-with-idfix

NEW QUESTION 15

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription that contains a user named Userl. You need to enable Userl to create Compliance Manager assessments.
Solution: From the Microsoft 365 admin center, you assign Userl the Compliance data admin role.

Does this meet the goal?

A. Yes
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B. No
Answer: B
Explanation:

Reference:
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/permissions-in-the-security-and-compliance-center.md

NEW QUESTION 19

- (Topic 6)

You have a Microsoft 365 subscription.

You register two applications named Appl and App2 to Azure AD.

You need to ensure that users who connect to Appl require multi-factor authentication (MFA). MFA is required only for Appl. What should you do?

A. From the Microsoft Entra admin center, create a conditional access policy

B. From the Microsoft 365 admin center, configure the Modem authentication settings.

C. From the Enterprise applications blade of the Microsoft Entra admin center, configure the Users settings.
D. From Multi-Factor Authentication, configure the service settings.

Answer: A

Explanation:

Use Conditional Access policies

If your organization has more granular sign-in security needs, Conditional Access policies can offer you more control. Conditional Access lets you create and
define policies that react to sign in events and request additional actions before a user is granted access to an application or service.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/admin/security-and-compliance/set-up-multi-factor-authentication

NEW QUESTION 24
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription.
You need to configure a group naming policy.
Which portal should you use, and to which types of groups will the policy apply? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
Answer Arca

Portal; —
The Microgoft 365 admin center v

The Mecrosoft 365 admin center
Group types: | The Microsoft 365 Defender portal
The Microsoft Entra admin center
| The Microsoft Purview compliance portal

—

Group types: I Secunty only bl
Microsaft 365 only
Security only
secunty and mail-enabled secunty only
Microsoft 365 and distnbution only
Microsoft 365, mail-enabled security, and distribution only
Secunty, Microsoft 265, mail-enabled secunty, and distribution |

| -

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Portal: =
Tha Microsoft 365 admin centar -

i The Microsoft 365 admin center
Group types: | The Microsoft 365 Defender portal
The Microsoft Entra admin centar
The Microsoft Purview compliance portal

Group types: l Security anly - I
Microsoft 365 only |
} Securnty only
Security and mail-enabled security only
Microsoft 365 and distribution only
Microsaft 365, mail-enabled security, and distributicn only

Security, Microsoft 365, mail-enabled secunty, and distribution |

NEW QUESTION 25
HOTSPOT - (Topic 6)
You have an Azure AD tenant that contains the users shown in the following table.
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Name | Member of
User1 Group1
User2 Group?2
User3 Group3

Your company uses Microsoft Defender for Endpoint. Microsoft Defender for Endpoint contains the roles shown in the following table.

Name Permission Assigned
user group

Microsoft Defender | View data, Alerts Group3

for Endpoint investigation, Active

administrator remediation actions,

(default) Manage securty settings

Role1 View data, Alerts Group1

investigation
Role2 View data Group?2
Microsoft Defender for Endpoint contains the device groups shown in the following table.
Rank Device group Device User access
name

1 | ATP1 Device1 Group1

Last | Ungrouped devices | Devicel Group?
(default)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE; Each correct selection is worth one point.

Answer Area
Statements Yes Mo
User! can run an antivirus scan on Device2.
User2 can collect an investigation package from Dewvicel. B
User2 can isolate Device1, 3
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes No

User1 can run an antivirus scan on Device2.
User2 can collect an investigation package from Dewicel.

Userd can isolate Device. |

NEW QUESTION 27

- (Topic 6)

You have a Microsoft 365 E5 subscription.

On Monday, you create a new user named Userl.

On Tuesday, User1 signs in for the first time and perform the following actions:

* Signs in to Microsoft Exchange Online from an anonymous IP address

« Signs in to Microsoft SharePoint Online from a device in New York City.

« Establishes Remote Desktop connections to hosts in Berlin and Hong Kong, and then signs in to SharePoint Online from the Remote Desktop connections
Which types of sign-in risks will Azure AD ldentity Protection detect for Userl?

A. anonymous IP address only

B. anonymous IP address and atypical travel
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C. anonymous IP address, atypical travel, and unfamiliar sign-in properties
D. unfamiliar sign-in properties and atypical travel only
E. anonymous IP address and unfamiliar sign-in properties only

Answer: C

NEW QUESTION 28

- (Topic 6)
You have a Microsoft 365 tenant that contains the groups shown in the following table.
Name Type
Group1 Distribution ;
Group?2 Mail-enabled security -
Group3 Security

You plan to create a new Windows 10 Security Baseline profile. To which groups can you assign to the profile?

A. Group3 only

B. Groupl and Group3 only

C. Group2 and Group3 only

D. Groupl. Group2. and Group3

Answer: A

Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/security-baselines-configure#create-the-profile
https://docs.microsoft.com/en-us/microsoft-365/admin/create-groups/compare-groups?view=0365-worldwide

NEW QUESTION 32
HOTSPOT - (Topic 6)

HOTSPOT
You have a Microsoft 365 subscription that contains the users in the following table.
Name Member of

User? Group1
User2 Group1, Group2
User3 Group3

In Microsoft Endpoint Manager, you create two device type restrictions that have the settings shown in the following table.

Priority | Name Allowed platform Assigned to
1 TypeRest1 Android, Windows (MDM) | Group1
2 TypeRest2 108 Group2
In Microsoft Endpoint Manager, you create three device limit restrictions that have the settings shown in the following table.
Priority Name Device limit Assigned to
1 LimitRest1 7 Group2
2 LimitRest2 10 Group1
3 LimitRest3 5 Group3
For each of the following statements, select Yes if the statement is true. Otherwise, select
ECSTE; Each correct selection is worth one point.
Statements Yes No
User1 can enroll up to 10 Windows 10 devices in Microsoft Endpoint Manager. ) )
User2 can enroll up to 10 i0S devices in Microsoft Endpoint Manager i) ()
User3 can enroll up to five Android devices in Microsoft Endpoint Manager. O O

A. Mastered
B. Not Mastered
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Answer: A

Explanation:

Statements Yes No

User1 can enroll up to 10 Windows 10 dewices in Microsoft Endpoint Manager.

e

O

User2 can enroll up to 10 i0S devices in Microsoft Endpoint Manager i)
O

User3 can enroll up to five Android devices in Microsoft Endpoint Manager.

NEW QUESTION 33
HOTSPOT - (Topic 6)
You have a Microsoft 365 tenant that contains devices enrolled in Microsoft Intune. The devices are configured as shown in the following table.

Name Platform

Device1 Windows 10
Device?2 Android
Device3 I0S

You plan to perform the following device management tasks in Microsoft Endpoint Manager:
? Deploy a VPN connection by using a VPN device configuration profile.

? Configure security settings by using an Endpoint Protection device configuration profile.
You support the management tasks.

What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

VPN device configuration profile: v

Device1 only

Device1 and Device2 only
Device1 and Device3 only
Device1, Device2 and Device3

Endpoint Protection device configuration profile: v

Device1 only

Device1 and Device2 only
Device1 and Device3 only
Device1, Device2 and Device3

A. Mastered
B. Not Mastered

Answer: A
Explanation:
VPN device configuration profile: v
Device1 only
Device1 and Device2 only
Device and Device3 only
|Device1, Device2 and Device3 !
Endpoint Protection device configuration profile: v

== o o o o

Device1 and Device2 only
Device1 and Device3 only
Device1, Device2 and Device3

NEW QUESTION 34
- (Topic 6)
You have a Microsoft 365 E5 subscription.
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You define a retention label that has the following settings:
*» Retention period 7 years
« Start the retention period bated on: When items were created

You need to prevent the removal of the label once the label K applied to a lie What should you select in the retention label settings?

A. Retain items even If users delete
B. Mark items as a record

C. Mark items as a regulatory record
D. Retain items forever

Answer: B

NEW QUESTION 36
- (Topic 6)

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365. A Built-in protection preset security policy is applied to the subscription.

Which two policy types will be applied by the Built-in protection policy? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Anti-malware

B. Anti-phishing

C. Safe Attachments
D. Anti-spam

E. Safe Links

Answer: CE

NEW QUESTION 38

- (Topic 6)

You have a Microsoft 365 subscription.

You plan to use Adoption Score and need to ensure that it can obtain device and software metrics.
What should you do?

A. Enable Endpoint analytics.

B. Run the Microsoft 365 network connectivity test on each device.
C. Enable privileged access.

D. Configure Support integration.

Answer: A
NEW QUESTION 40

- (Topic 6)
Your company has multiple offices.

You have a Microsoft 365 E5 tenant that uses Microsoft Intune for device management. Each office has a local administrator.

You need to ensure that the local administrators can manage only the devices in their respective office.
What should you use?

A. scope tags

B. configuration profiles

C. device categories

D. conditional access policies
Answer: A

Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/fundamentals/scope-tags

NEW QUESTION 44
- (Topic 6)
You have a Microsoft 365 E5 subscription that contains the resources shown in the following table.

Name Type
Group1 | Microsoft 365 group
Group2 | Distnbution group
Site1 Microsoft SharePoint site

You create a sensitivity label named Labell. To which resource can you apply Labell?

A. Groupl only

B. Group2 only

C. Sitel only

D. Groupl and Group2 only
E. Groupl, Group2, and Sitel

Answer: E
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Explanation:
Assign sensitivity labels to Microsoft 365 groups in Azure Active Directory

Azure Active Directory (Azure AD), part of Microsoft Entra, supports applying sensitivity labels published by the Microsoft Purview compliance portal to Microsoft

365 groups.

In addition to using sensitivity labels to protect documents and emails, you can also use sensitivity labels to protect content in the following containers: Microsoft

Teams sites, Microsoft 365 groups (formerly Office 365 groups), and SharePoint sites.
When you configure a label policy, you can:

Choose which users and groups see the labels. Labels can be published to any specific user or email-enabled security group, distribution group, or Microsoft 365

group (which can have dynamic membership) in Azure AD.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-teams- groups-sites
https://learn.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365- worldwide

NEW QUESTION 48
HOTSPOT - (Topic 6)
Your company has a Microsoft 365 subscription that contains the users shown in the following table.

Name Role
User Global Administrator
User2 Security Administrator, Guest Inviter

User3 None
Userd Password Administrator

External collaboration settings have default configuration.

You need to identify which users can perform the following administrative tasks:

» Modify the password protection policy.

* Create guest user accounts.

Which users should you identify for each task? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Modify the password protection policy: | Ucer1 onl -

User1 and Userd only
Userl, User2, and Userd only
Userl, User2, User3, and Userd

Create nesw guest users in Azure AD: i Liser] and Uiserd only - |
User1 only

User] and User? only

User1, User2, and Userd only
User], UserZ, User3, and Userd

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Modify the password protection policy: | Lisar! only -
TuUser1 and User2 only
User1, User2, and Userd only
User1, UserZ, User3, and Userd

Create new guest users in Azure AD: i Liser] and Liserd only b I
User1 only
User] and User2 anly
User1, User2, and Userd only
User], Users, Userd, and Userd

NEW QUESTION 52

- (Topic 6)

You have a Microsoft 365 tenant.

You plan to implement Endpoint Protection device configuration profiles. Which platform can you manage by using the profile?

A. Android

B. CentOS Linux
C.i0Ss

D. Window 10

Answer: D
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Explanation:
Reference:
https://docs.microsoft.

NEW QUESTION 57
HOTSPOT - (Topic 6)
HOTSPOT

com/en-us/mem/intune/protect/endpoint-protection-configure

Your network contains an on-premises Active Directory forest named contoso.com. The forest contains the following domains:

? Contoso.com
? East.contoso.com

The forest contains the users shown in the following table.

Name

User1

UPN suffix
Contoso.com

User2

East.contoso.com

User3

Fabnkam.com

The forest syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click

the Exhibit tab.)

PROVISION FROM ACTIVE DIRECTORY

Azure

AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.

Manage provisioning (Preview)

Azure AD Connect sync
Sym< Status Enabled
Last Sync Less than 1 hour ago
Password Hash Sync Disabled
USER SIGN-IN
Federaton Disabled 0 domans
% Seamless single sign-on Enabled 1 doman
Pass-through authentication  Enabled 2 agents

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Area

Statements

User can authenticate 1o Azure AD by using a username of user1@contoso.com,

User2 can authenticate to Azure AD by using 3 username of user2@contoso.com.

User3 can authenticate to Azure AD by using a username of user3@contoso.com.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Yes

|

The UPN of userl is userl@contoso.com so he can authenticate to Azure AD by using the username userl@contoso.com.

Box 2: No

The UPN of user2 is user2@east.contoso.com so he cannot authenticate to Azure AD by using the username user2@contoso.com.

Box 3: No

The UPN of user3 is user3@fabrikam.com so he cannot authenticate to Azure AD by using the username user3@contoso.com.
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NEW QUESTION 61

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

You need to prevent users from accessing your Microsoft SharePoint Online sites unless the users are connected to your on-premises network.
Solution: From the Endpoint Management admin center, you create a device configuration profile.
Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

You need to create a trusted location and a conditional access policy.

NEW QUESTION 65

- (Topic 6)

You have a Microsoft 365 subscription that contains the alerts shown in the following table.

Name | Severity Status Comment Category
Alert1 | Medium Active Comment! | Threat management
Alert2 | Low Resolved Comment2 | Other

Which properties of the alerts can you modify?

A. Status only

B. Status and Comment only

C. Status and Severity only

D. Status, Severity, and Comment only

E. Status, Severity, Comment and Category

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/update-alert?view=0365-worldwide#limitations

NEW QUESTION 70
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the groups shown in the following table.

Name Type Role
Group1 | Security Helpdesk
Administrator
Group2 | Security None
Group3 | Microsoft 365 User Administrator
The subscription contains the users shown in the following table.
Name | Member of
User1 | Group1
User2 | Group2
User3 | Group3

In Azure AD, you configure the External collaboration settings as shown in the following exhibit.
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Guest user acoess

Guest uer acCess restnctions
LeNn TROne

'I:::i Guest uiers have the same acoess a3 members (most inchusive)
Tl; Guest users have bmited ACces 10 propertsts snd memberships of direCtory obsects

O Guest uder aC0Rss 13 néstncted 10 propertses and memberihips of their own directory objects (most restnctve)

Guest invite settings

Guett mmale nistnchons ()

LEMT MOre

O Arnyone in the organizabion can invite guest users including guests and non-adming (most inclusive)

(:J Member uiers and users assgned to specific agmin roles can mite guest users including guests with member permessions
.,!' Only wers msgned 10 specific admin rolés can imate guest usens

O NO one in the organzation can inwte guest users ncludng admins (Mot restnclive)

Enable guest seif-senace sign up via user flows (O

LEMT Mone

v .

External user leave settings

Allow externdd users 1o remove themselves from pour ergancation (recommended)
Learn more

Collaboration restnictions

fj: Allow imvitations 1o be sent 10 any domain (most inclusive)

I::I Deny imatations to the specified domains

O Allow imatations only 1o the specified domains (most restnictive]

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
User1 can invite guest users.
User2 can invite guest users.
User3 can invite guest users.
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes No
User1 can invite guest users. o}

Userd can invite guest users. P

User3 can invite guest users. [ !

NEW QUESTION 75

DRAG DROP - (Topic 6)

Your company has a Microsoft 365 E5 tenant.

Users access resources in the tenant by using both personal and company-owned Android devices. Company policies requires that the devices have a threat level
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of medium or lower to access Microsoft Exchange Online mailboxes.

You need to recommend a solution to identify the threat level of the devices and to control access of the devices to the resources.

What should you include in the solution for each device type? To answer, drag the appropriate components to the correct devices. Each component may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Solutions Answer Area

An app configuration policy Company-owned devices: Solution

An app protection policy Personal devices: Solution

A compliance policy

A configuration profile

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Solutions Answer Area

S —————

1 " " |
 An app configuration policy | Company-owned devices: A compliance policy
: :
Personal devices: | An app protection policy :
I

A configuration profile

NEW QUESTION 80

- (Topic 6)

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains 1,000 Windows 10 devices.

You perform a proof of concept (PoC) deployment of Microsoft Defender for Endpoint for

10 test devices. During the onboarding process, you configure Microsoft Defender for Endpoint-related data to be stored in the United States.

You plan to onboard all the devices to Microsoft Defender for Endpoint. You need to store the Microsoft Defender for Endpoint data in Europe. What should you do
first?

A. Delete the workspace.

B. Create a workspace.

C. Onboard a new device.
D. Offboard the test devices.

Answer: B

Explanation:

Storage locations

Understand where Defender for Cloud stores data and how you can work with your data:

* Machine information

- Stored in a Log Analytics workspace.

- You can use either the default Defender for Cloud workspace or a custom workspace. Data is stored in accordance with the workspace location.
Reference:

https://learn.microsoft.com/en-us/azure/defender-for-cloud/plan-defender-for-servers-data- workspace

NEW QUESTION 81
HOTSPOT - (Topic 6)

HOTSPOT
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.
Name Microsoft 365 role
User1 Cloud application administrator
User2 Application administrator
User3 Application developer
User4 None
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Leader of IT Certifications

Users are assigned Microsoft Store for Business roles as shown in the following table.

User Role
User1 None
User2 Basic Purchaser
User3 Purchaser
User4 Device Guard signer

Which users can add apps to the private store in Microsoft Store for Business, and which users can install apps from the private store? To answer, select the

appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Add apps to the private store:

Install apps from the private store:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Add apps to the private store:

Install apps from the private store:

NEW QUESTION 84
- (Topic 6)

User3 only

User2 and User3 only

User1 and User3 only

User1, User2 and User3 only
User1, User2, User3, and User4

v

User3 only

User2 and User3 only

User1 and User3 only
User2, User3 and User4 only

User1, User2, User3, and User4

=i

User1 and User3 only
User1, User2 and User3 only
User1, User2, User3, and User4

v
User3 only
User2 and User3 only
User1 and User3 only
User?2, User3 and User4 only _ _
User1, User2, User3, and User4 |

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint. You plan to perform device discovery and authenticated scans of network
devices. You install and register the network scanner on a device named Devicel.

What should you do next?

A. Connect Defender for Endpoint to Microsoft Intune.
B. Apply for Microsoft Threat Experts - Targeted Attack Notifications.

C. Create an assessment job.

D. Download and run an onboarding package.

Answer: C

NEW QUESTION 89
DRAG DROP - (Topic 6)
DRAG DROP

You have a Microsoft 365 E5 subscription. Several users have iOS devices.
You plan to enroll the iOS devices in Microsoft Endpoint Manager.

You need to ensure that you can create an iOS/iPadOS enrollment profile in Microsoft Endpoint Manager.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
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correct order.
Actions Answer Area

From the Microsoft Endpoint Manager admin center, !
add a device enroliment manager.

From the Microsoft Endpoint Manager admin center,
download a certificate signing request. @

Upload an Apple MDM push certificate to Microsoft

© O

Endpoint Manager @
G;reate a ce:ﬁﬁcate from the Appb F'Lrsh Gérﬁﬁcates!
Portal

From the Microsoft Endpoint Manager admin
center, configure device enroliment restnclions.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Actions Answer Area
s - ] b, g ittt ol e Rl e e M e B ey 1
:Lﬂl;:;::r:snﬂ" EI’K:H-I]:.:EHIMMETIFE.QEF acmin cenker, | g | From the Microsoft Endpoint Manager admin c:eﬂter.l [
From the Micrasoft Endpoint Manager admin center, ; E |_' e e e m e - —————
download a certificale signing request._ ) i Create a certificate from the Apple Push Ceniﬁcates‘
e e Portal @
Upload an Apple MDM push certificate to Microsoft | ~=*_=_="_=_"_ B T S Byt e
| Endpoint Manager. 1.5 Upload an Apple MDM push certificate to Microsoft @
E-Greate a certificate from the Apple Push Cerﬁﬁc.atEsi s E_ s _a_nagﬂar ________ Py i S
Ponal

| From the Microsoft Endpoint Manager admin
center, configure device enroliment restricions.

NEW QUESTION 91

- (Topic 6)

You have a Microsoft 365 subscription.

You view the Service health Overview as shown in the following exhibit.
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18, 2022 4:20 PM

Service health Octobes

Overview e histon, Renorted

Active issues

Microsoft service health (&)

Issues in your environment that require action (Q)

Microsoft service health

hows the current health status of yvour Microsoft services. and updates when we fix 155u¢

AT

Exchange Online i ]
Microsoft 365 suite o
Microsoft Teams O
OneDrive for Business 0
SharePoint Online o

You need to ensure that a user named Userl can view the advisories to investigate service health issues.
Which role should you assign to Userl?

A. Message Center Reader

B. Reports Reader

C. Service Support Administrator
D. Compliance Administrator

Answer: B

Explanation:
Service Support admin

Assign the Service Support admin role as an additional role to admins or users who need to do the following in addition to their usual admin role:

- Open and manage service requests

- View and share message center posts

- Monitor service health

Incorrect:

* Message center reader

Assign the Message center reader role to users who need to do the following:
- Monitor message center notifications

- Get weekly email digests of message center posts and updates

- Share message center posts

- Have read-only access to Azure AD services, such as users and groups

* Reports reader

Assign the Reports reader role to users who need to do the following:

- View usage data and the activity reports in the Microsoft 365 admin center

- Get access to the Power Bl adoption content pack

- Get access to sign-in reports and activity in Azure AD

- View data returned by Microsoft Graph reporting API

Reference:
https://learn.microsoft.com/en-us/microsoft-365/admin/add-users/about-admin-roles?view=0365-worldwide

NEW QUESTION 94

- (Topic 6)

You have a Microsoft 365 subscription.

You need to create a data loss prevention (DLP) policy that is configured to use the Set headers action.
To which location can the policy be applied?

The Leader of IT Certification

visit - https://www.certleader.com



CertLeader.m 100% Valid and Newest Version MS-102 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/MS-102-dumps.html (312 Q&As)

A. OneDrive accounts

B. Exchange email

C. Teams chat and channel messages
D. SharePoint sites

Answer: B

NEW QUESTION 97

- (Topic 6)

You have a Microsoft 365 tenant that contains two groups named Groupl and Group?2.

You need to prevent the members or Groupl from communicating with the members of Group2 by using Microsoft Teams. The solution must comply with
regulatory requirements and must not affect other user in the tenant.

What should you use?

A. information barriers

B. communication compliance policies

C. moderated distribution groups

D. administrator units in Azure Active Directory (Azure AD)

Answer: A

NEW QUESTION 102

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint. From Microsoft Defender for Endpoint you turn on the Allow or block file
advanced feature. You need to block users from downloading a file named Filel.exe.

What should you use?

A. an indicator
B. a suppression rule
C. a device configuration profile

Answer: A
NEW QUESTION 103

HOTSPOT - (Topic 6)
Your network contains an on-premises Active Directory domain that is synced to Azure AD as shown in the following exhibit.

* Microsoft Azure Active Directory Connect

Adstum.oom ADATUNMLCOMMSOL e TEScO8ab00
I ‘Fiat
Arview your sOlutson A et e & s

Vi ronEZation |

Mm-S -Loniiendyl g LS =Tl sl Jrmee

Aba TrTProsnen [heabias

Cugabdad DCecabded

Casabled Desabded

Cassbled Enabled

Dasabled Criabled

Eras bed [eeables

(ocaldt) ADSyNC

Presious

An on-premises Active Directory user account named Allan You is synchronized to Azure AD. You view Allan's account from Microsoft 365 and notice that his
username is set to Allan @>ddatum.onmicrosoft.com.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE Each correct selection is worth one point.
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Arswer Area

Statements Yes Mo

From the Asure portal you can reset the password of Allan Yoo
Fram the Arure portal, you can configure the job tithe of Allan Yoo

From the Arure portal, you can configure the usage locabon of Allan Yoo

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

Statements Yes Mo

From the Azure portal. you can reset the password of Allan Yoo |
From the Azure portal you can configure the job title of Allan Yoo Falk

From the Asure portal, you can configure the usage location of Allan Yoo

NEW QUESTION 107

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 tenant that contains the users shown in the following table.

Name Role
User1 Global admin
User?2 None
User3 None

You provision the private store in Microsoft Store for Business.
You assign Microsoft Store for Business roles to the users as shown in the following table.

Name Role
User1 None
User?2 Purchaser
User3 Basic Purchaser

You need to identify which users can add apps to the private store, and which users can assign apps from Microsoft Store for Business.
Which users should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Can add apps to the private store: ‘ v
User2 only
User1 and User2 only
User2 and User3 only
User1, User2, and User3
Can assign apps from Microsoft Store for Business: v
User2 only

User1 and User2 only
User2 and User3 only
User1, User2, and User3
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Can add apps to the private store: ‘ v
User2 only

T T — -

User1, User2, and User3

Can assign apps from Microsoft Store for Business: ‘ v

User2 only
User1 and User2 only
User2 and User3 only

b e o e mm e m m—om—— = m— oy

User1, User2, and User3

e, |

NEW QUESTION 108

- (Topic 6)

You have a Microsoft 365 E5 subscription.

From the Microsoft 365 Defender portal, you plan to export a detailed report of compromised users.
What is the longest time range that can be included in the report?

A. 1 day
B. 7 days
C. 30 days
D. 90 days

Answer: C

Explanation:

View email security reports in the Microsoft 365 Defender portal

The aggregate view shows data for the last 90 days and the detail view shows data for the last 30 days
Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/reports-email- security

NEW QUESTION 112
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft intune. The subscription contains the resources shown in the following table.

Name Type | Member of
User1 User Group1
Devicel | Device | GroupZ

Userl is the owner of Devicel.
You add Microsoft 365 Apps Windows 10 and later app types to Intune as shown in the following table.
On Thursday, you review the results of the app deployments.

Name Shows in Assignment | Microsoft Office Day of
Company Portal app to install creation

App1 Yes Group1 - Word Monday
Required

App2 Yes Group2 - Excel Tuesday
Required

App3 Yes Group1 - PowerPoint Wednesday
Avallable

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Arca
Statements Yes MNo
Word is installed on Devicel ] i .
App3 is displayed in the Company Portal,
Excel is installed on Devcel

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Answer Area
Statements Yes Ne

g i 3

Word 1= installed on Dewicel Ll
App3 is displayed in the Company Portal T

Excel is installed on Dewvicel I
4

NEW QUESTION 115
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 tenant that contains five devices enrolled in Microsoft Intune as shown in the following table.

Name Platform
Device1 Windows 10
Device2 Android 8.1.0
Device3 Android 10
Device4 I0S 12
Device5 iI0S 14

All the devices have an app named Appl installed.

You need to prevent users from copying data from Appl and pasting the data into other apps.

Which policy should you create in Microsoft Endpoint Manager, and what is the minimum number of required policies? To answer, select the appropriate options in
the answer area.

NOTE: Each correct selection is worth one point.

Policy to create in Microsoft Endpoint v
Manager:

An app configuration policy
An app protection policy

A conditional access policy
A device compliance policy

Minimum number of required policies: v

Wk =

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Policy to create in Microsoft Endpoint v
Manager:

An app configuration policy

. . _ e s

A conditional access policy
A device compliance policy

Minimum number of required policies: v

e

on G pD =

NEW QUESTION 118
- (Topic 6)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.

Name Platform
Devicel | Windows 10 Enterprise
Device2 | 105
Device3 | Android
Device4 | Windows 10 Pro

The devices are managed by using Microsoft Intune.
You plan to use a configuration profile to assign the Delivery Optimization settings. Which devices will support the settings?

A. Devicel only

B. Devicel and Device4

C. Devicel, Device3, and Device4

D. Devicel, Device2, Device3, and Device4

Answer: A

NEW QUESTION 121

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goats. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy a Microsoft Entra tenant.

Another administrator configures the domain to synchronize to the Microsoft Entra tenant.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to the Microsoft Entra tenant. All the other user accounts synchronized
successfully.

You review Microsoft Entra Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to the Microsoft Entra tenant.

Solution: From Microsoft Entra Connect, you modify the filtering settings. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 123

HOTSPOT - (Topic 6)

HOTSPOT

You have a nhew Microsoft 365 E5 tenant. Enable Security defaults is set to Yes.

A user signs in to the tenant for the first time.

Which multi-factor authentication (MFA) method can the user use, and how many days does the user have to register for MFA? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer Area
MFA method: " v,
iCall to phone
TEmail message i %
| Security questions |
| Text message to phone |
| Notification to Microsoft Authenticator app i
Number of days: v
7
7 E—
3
60
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Notification to Microsoft Authenticator app

Do users have 14 days to register for Azure AD Multi-Factor Authentication?

Users have 14 days to register for MFA with the Microsoft Authenticator app from their smart phones, which begins from the first time they sign in after security
defaults has been enabled. After 14 days have passed, the user won't be able to sign in until MFA registration is completed.

Box 2: 14

Azure AD ldentity Protection will prompt your users to register the next time they sign in interactively and they'll have 14 days to complete registration. During this
14-day period, they can bypass registration if MFA isn't required as a condition, but at the end of the period they'll be required to register before they can complete
the sign-in process.

NEW QUESTION 126

- (Topic 6)

You have a Microsoft 365 subscription.

You need to configure a compliance solution that meets the following requirements: Defines sensitive data based on existing data samples
Automatically prevents data that matches the samples from being shared externally in Microsoft SharePoint or email messages

Which two components should you configure? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. a trainable classifier

B. a sensitive info type

C. an insider risk policy

D. an adaptive policy scope

E. a data loss prevention (DLP) policy

Answer: AE

Explanation:

A: Classifiers

This categorization method is well suited to content that isn't easily identified by either the manual or automated pattern-matching methods. This method of
categorization is more about using a classifier to identify an item based on what the item is, not by elements that are in the item (pattern matching). A classifier
learns how to identify a type of content by looking at hundreds of examples of the content you're interested in identifying.

Where you can use classifiers

Classifiers are available to use as a condition for: Office auto-labeling with sensitivity labels

Auto-apply retention label policy based on a condition Communication compliance

Sensitivity labels can use classifiers as conditions, see Apply a sensitivity label to content automatically.

Data loss prevention

E: Organizations have sensitive information under their control such as financial data, proprietary data, credit card numbers, health records, or social security
numbers. To help protect this sensitive data and reduce risk, they need a way to prevent their users from inappropriately sharing it with people who shouldn't have
it. This practice is called data loss prevention (DLP).

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/classifier-learn-about https://learn.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about-dip

NEW QUESTION 129

- (Topic 6)

You have a Microsoft 365 subscription that uses Microsoft 365 Defender.

You need to compare your company's security configurations to Microsoft best practices and review improvement actions to increase the security posture.
What should you use?

A. Microsoft Secure Score
B. Cloud discovery

C. Exposure distribution
D. Threat tracker

E. Exposure score

Answer: A
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NEW QUESTION 132

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint and contains the devices shown in the following table.

Name Operating system Tag
Devicel Windows 10 Inventory
Computer1 | Windows 10 Inventory?2

Device3 Android Inventory3

Defender for Endpoint has the device groups shown in the following table.

Rank Name Matching rule

1 Group1 Tag Contains Inventory
And 05 in Android
2 Group?2 Neame Starts with Device

And Tag Conteins Inventory

Last Ungrouped devices | Not applicable
(default)

You create an incident email notification rule configured as shown in the following table.
Setting Value

Name Rule1

Alert severity Low

Device group scope Group1, Group2

Recipient email address | User1@contoso.com

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

p—o—g

If a high-severity incident is tnggered for Devicel, an incident email notification will be sent. () | .:

o |
Oo—O—0

If a low-severity incident is triggered for Computer1, an incident notification email will be r| #_
sent.

If a low-seventy incident is tnggered for Device3, an incident notification email will be sent. i “g .. |_

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Devicel is in Group2 as Name starts with Device and Tag contains Inventory. However, the Group2 has alert severity low.
Box 2: No

Computerl does not belong to either Groupl or Group2

Box 3: Yes

Device3 belongs to both Groupl and Group2.

Note: Understanding alert severity

Microsoft Defender Antivirus and Defender for Endpoint alert severities are different because they represent different scopes.
The Microsoft Defender Antivirus threat severity represents the absolute severity of the detected threat (malware), and is assigned based on the potential risk to
the individual device, if infected.

NEW QUESTION 136

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and
OneDrive.

Solution: From the Microsoft 365 admin center, you assign SecAdminl the SharePoint admin role.

Does this meet the goal?

A. Yes
B. No
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Answer: B

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwide

NEW QUESTION 141
HOTSPOT - (Topic 6)
You have a Microsoft 365 subscription that contains the users shown in the following table.

Name | Group MFA
Status
User1 | Group1 | Enabled

User2 | Group1, | Enforced
GroupZ

You have the named locations shown in the following table.

Named location IP range
Montreal 133.107.0.0/16
Toronto 193.77.10.0/24

You create a conditional access policy that has the following configurations:

* Users or workload identities: o Include: Groupl

0 Exclude: Group2

* Cloud apps or actions: Include all cloud apps

* Conditions:

o Include: Any location o Exclude: Montreal

« Access control: Grant access, Require multi-factor authentication Userl is on the multi-factor authentication (MFA) blocked users list.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Arca
Statements Yes Mo

User1 can access Microsoft Office 365 from a device that has an |P address of

133.107.10.20

User1 can access Microsoft Office 365 from a device that has an |P address of

193.77.10.15

User2 can access Microsoft Office 365 from a device that has an |P address of

193.77.10.20

A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Arca

Statements Yes Mo

User1 can access Microsoft Office 365 from a device that has an P address of ;
133.107.10.20

User1 can acceéss Microsoft Office 365 from a device that has an |P address of |
193.77.10.15 -

User? can access Microsoft Office 365 from a device that has an IP address of
193.77.10.20

NEW QUESTION 144

- (Topic 6)

Your company has on-premises servers and an Azure AD tenant.

Several months ago, the Azure AD Connect Hearth agent was installed on all the servers. You review the health status of all the servers regularly.

Recently, you attempted to view the health status of a server named Serverl and discovered that the server is NOT listed on the Azure AD Connect Servers list.
You suspect that another administrator removed Serverl from the list. You need to ensure that you can view the health status of Serverl.

What are two possible ways to achieve the goal? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. From Azure Cloud shell, run the Connect-Azure AD cmdlet.

B. From Serverl, change the Azure AD Connect Health Services Startup type to Automatic (Delayed Start)
C. From Serverl, change the Azure AD Connect Health Services Startup type to Automatic

D. From Windows PowerShell, run the Rejister-ArureADConnectHealthsyncAgent cmdlet.
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E. From Serverl, reinstall the Azure AD Connect Health agent
Answer: DE
NEW QUESTION 148

HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 tenant that contains two users named Userl and User2 and the groups shown in the following table.

Name Members

Group1 User1
Group2 User2, Group1

You have a Microsoft Intune enrollment policy that has the following settings:

? MDM user scope: Some

? uk.co.certification.simulator.questionpool.PList@184e72e0

? MAM user scope: Some

? uk.co.certification.simulator.questionpool.PList@184e7360 You purchase the devices shown in the following table.

Name Platform
Device1 Windows 10
Device2 Android

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
User1 can enroll Device1 in Intune by using automatic enrcliment (@) O
User1 can enroll Device2 in Intune by using automatic enroliment O O
User2 can enroll Device2 in Intune by using automatic enroliment & O
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
User1 can enroll Device1 in Intune by using automatic enroliment l'—(j: O
User1 can enroll Device2 in Intune by using automatic enroliment 'LQ I @)
User2 can enroll Device2 in Intune by using automatic enroliment &, r_ 1'

NEW QUESTION 150

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the following table.

Name UPN suffix
User1l | Contoso.com
User2 | Fabrnikam.com

The domain syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)
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PROVISION FROM ACTIVE DIRECTORY
Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.

Manage provisioning (Preview)

Azure AD Connect sync
Sync Status Enabled
Last Syn¢ Less than 1 hour ago
Password Hash Sync Enabled
USER SIGN-IN
Federation Disabled 0 domains
9 Seamless single sign-on Enabled 1 domain
Pass-through authentication  Enabled 2 agents

User?2 fails to authenticate to Azure AD when signing in as user2@fabrikam.com. You need to ensure that User2 can access the resources in Azure AD.
Solution: From the Microsoft Entra admin center, you add fabrikam.com as a custom domain. You instruct User2 to sign in as user2@fabrikam.com.
Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
The on-premises Active Directory domain is named contoso.com. To enable users to sign on using a different UPN (different domain), you need to add the domain

to Microsoft 365 as a custom domain.

NEW QUESTION 153

HOTSPOT - (Topic 6)

You have a Microsoft 365 tenant that contains 100 Windows 10 devices. The devices are managed by using Microsoft Endpoint Manager.

You plan to create two attack surface reduction (ASR) policies named ASR1 and ASR2. ASR1 will be used to configure Microsoft Defender Application Guard.
ASR2 will be used to configure Microsoft Defender SmartScreen.

Which ASR profile type should you use for each policy? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

ASR1; v

Device control

Exploit protection

Application control
App and browser isolation
Attack surface reduction rules

ASRZ: v

Device control

Exploit protection
Application control

App and browser isolation
Attack surface reduction rules

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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ASRT: v

Device control
Exploit protection
Application control

‘App and browser isolation |
Attack surface reduction rules

ASR2: v
Device control

rExploit protection |
Application control

App and browser isolation
Attack surface reduction rules

NEW QUESTION 154

- (Topic 6)

Your on-premises network contains an Active Directory domain. You have a Microsoft 365 E5 subscription.

You plan to implement a hybrid configuration that has the following requirements:

» Minimizes the number of times users are prompted for credentials when they access Microsoft 365 resources

* Supports the use of Azure AD Identity Protection

You need to configure Azure AD Connect to support the planned implementation. Which two options should you select? Each correct answer presents part of the
solution.

NOTE: Each correct selection is worth one point.

A. Password Hash Synchronization
B. Password writeback

C. Directory extension attribute sync
D. Enable single sign-on

E. Pass-through authentication

Answer: AB

NEW QUESTION 159

- (Topic 6)

You have a Microsoft 365 tenant and a LinkedIn company page.

You plan to archive data from the LinkedIn page to Microsoft 365 by using the LinkedIn connector.
Where can you store data from the LinkedIn connector?

A. a Microsoft OneDrive for Business folder

B. a Microsoft SharePoint Online document library
C. a Microsoft 365 mailbox

D. Azure Files

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/archive-linkedin- data?view=0365-worldwide

NEW QUESTION 162

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to use a mailbox named Mailbox1 to analyze malicious email messages. You need to configure Microsoft Defender for Office 365 to meet the following
requirements:

* Ensure that incoming email is NOT filtered for Mailbox1.

« Detect impersonation and spoofing attacks on all other mailboxes in the subscription. Which two settings should you configure? To answer, select the
appropriate settings in the

answer area.
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Answer Area
Policies
+") Anti-phishing
"% Anti-spam
a,n Anti-malware
lJ Safe Attachments

(@ Safe Links

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Rules

o
e

.-: .
)

W

&:

Yo

-

Tenant Allow/Black Lists

Email authentication settings

DKIM

Advanced delivery

Enhanced filtering

[ Quarantine policies

? Safe Attachments policy: This policy allows you to specify how to handle email attachments that might contain malware. You can create a custom policy for
Mailbox1 and set the action to Do not scan attachments. This will ensure that incoming email is not filtered for Mailbox1. You can also enable the Redirect

attachment option to send a copy of the original attachment to another mailbox for analysis1.

? Anti-phishing policy: This policy helps you protect your organization from impersonation and spoofing attacks. You can create a default policy for all other
mailboxes in the subscription and enable the following features: Impersonation protection, Spoof intelligence, and Domain authentication. These features will help

you detect and block emails that try to impersonate your users, domains, or trusted senders2.

NEW QUESTION 165

FILL IN THE BLANK - (Topic 6)

You have a Microsoft 365 subscription.
From Microsoft 365 Defender, you create a role group named US eDiscovery Managers by copying the eDiscovery Manager role group.
You need to ensure that the users in the new role group can only perform content searches of mailbox content for users in the United States.

Solution: From Windows PowerShell, you run the New-complianceSecurityFilter cmdlet with the appropriate parameters.

Does this meet the goal?
A Yes

A. No

Answer: A

NEW QUESTION 169
HOTSPOT - (Topic 6)

You have a Microsoft 365 tenant that contains the groups shown in the following table.

Name

Type

Group1

Microsoft 365

Group?2

Distribution

Group3

Mail-enabled secunty

Group4

Secunty

You plan to create a compliance policy named Compliancel.

You need to identify the groups that meet the following requirements:
? Can be added to Compliancel as recipients of noncompliance notifications

? Can be assigned to Compliancel
To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Can be added to Compliance1 as recipients
of noncompliance notifications:

Can be assigned to Compliance1:

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Can be added to Compliance1 as recipients
of noncompliance notifications:

Can be assigned to Compliance1:

NEW QUESTION 171
- (Topic 6)

You enable the Azure AD Identity Protection weekly digest email. You create the users shown in the following table.

v

Group1 and Group4 only

Group3 and Group4 only

Group1, Group2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4

v

Group1 and Group4 only

Group3 and Group4 only

Group1, Group2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4

v

— i — — — 1 — —

Group1, Group2 and Group3 only
Group1, Group3, and Group4 only

Group1, Group2, Group3, and Group4

v

Group1 and Group4 only
Group3 and Group4 only

_— s ww mr mr Ew e ome ome mm om ome ww

Group1, Group2, Group3, and Group4

Name Role

Admin1 Security reader

Admin2 User administrator

Admin3 Security administrator

Admin4 Compliance administrator

Which users will receive the weekly digest email automatically?

A. Admin2, Admin3, and Admin4 only

B. Adminl, Admin2, Admin3, and Admin4
C. Admin2 and Admin3 only

D. Admin3 only

E. Adminl and Admin3 only

Answer: E

Explanation:

By default, all Global Admins receive the email. Any newly created Global Admins, Security Readers or
Security Administrators will automatically be added to the recipients list.

NEW QUESTION 172
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant that contains the users shown in the following table.
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Name | Azure Active Directory Microsoft Store for Member
(Azure AD) role Business role of

User1 | Application administrator | Basic Purchaser Group1
User2 | None Purchaser GroupZ
User3 | None Basic Purchaser Group3

You perform the following actions:

? Provision the private store in Microsoft Store for Business.

? Add an app named Appl to the private store.

? Set Private store availability for Appl to Specific groups, and then select Group3.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements Yes No

User1 can install App1 from the private store
User2 can install App1 from the private store

User3 can install App1 from the private store

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements

User1 can install App1 from the private store
User2 can install App1 from the private store

User3 can install App1 from the private store

NEW QUESTION 173
DRAG DROP - (Topic 6)
You have an Azure subscription that is linked to a hybrid Microsoft Entra tenant.

All users sync from Active Directory Domain Services (AD DS) to the tenant by using Express Settings in Microsoft Entra Connect.

You plan to implement self-service password reset (SSPR).

. |©

O

. |0

Yes

. |
|

L el

s I g |
IL_IIOI

O

You need to ensure that when a user resets or changes a password, the password syncs with AD DS.
Which actions should you perform in sequence? To answer, drag the appropriate actions to the correct order. Each action may be used once, more than once, or
not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Actions Anawer Area
Froen {he Mliigraial Entra admin oenser Step 1
configune on-premises infegration pasyword
wrilebask
Sep &
Froen tive bligroaoH Entra admin center

configune the authentication melhods for
PR

Step 3
Froen the Microsoft Entra admin center
configune the registration settings for S5PR

Salerl Group wirleback in Muarosoli Entra
Connpe

Sedect Pasvword wrinteback i Microsolt Enbra
Connpct

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Actions Answer Area

e o

Frodn the Michasodt Entia admin center, i
i cenfigure on-premises integratkon password
| writebadic i

| S5PR ,

VFrom the Microsoft Entra admin center, ||

| configure the regrstration seitings for SSPR |
|

i Select Group writeback in Micrasoft Entra
{ Connext I

i — . — ...

i Select Password writeback in Microsoft Entra
| Cannsct

.

NEW QUESTION 174
HOTSPOT - (Topic 6)

Sep 1 Validate permsssons for the Microsolt Entra
Connect account

Siep 2 = From Ehe Microsoll Entra admin cenfes ¥
conligure on-premised integration patiwaerd 1
i wrltnback ]

S1ep 3: | Satect Passwosd writebaci in Microsoft Entra
Connect

From the Microsoft Purview compliance portal, you create a retention policy named Policy 1.
You need to prevent all users from disabling the policy or reducing the retention period. How should you configure the Azure PowerShell command? To answer

select the

appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Sat-RetentionCompliancePolicy - «Identity "Policyl®

| Set-ComplianceTag
Set-HoldCompliancePolicy
Set-RetentionComphancePohcy
Set-RetentionPolicy
Set-RetentionPolicyTag

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Set-RetentionCompliancePolicy b ~ldentity "Policyl®

| Set-ComplianceTag

| Set-RetentionPolicy
Set-RetentionPolcyTag

NEW QUESTION 177
- (Topic 6)
You have a Microsoft 365 E5 subscription.

You create an account tor a new security administrator named SecAdminl.

‘ -RestnctveRetention b | $true

| -Force

| -HestrictiveRetention

| -RetentionPolicyTaglinks
| -SystemTag

-RestnctrveRe tention * | $true
|m

| -Force

| -HestrictiveRetention

| -RetentionPolicyTagLinks
| -SystemTag

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint and OneDrive.
Solution: From the Azure Active Directory admin center, you assign SecAdminl the Teams Administrator role.

Does this meet the goal?

A. Yes
B. no

Answer: B

NEW QUESTION 179
- (Topic 6)

You have a Microsoft 365 subscription that contains the users shown in the following table.

Name Department

User1 Human resources
User2 Research
User3 Human resources

User4 Marketing

You need to configure group-based licensing to meet the following requirements:
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? To all users, deploy an Office 365 E3 license without the Power Automate license option.
? To all users, deploy an Enterprise Mobility + Security E5 license.

? To the users in the research department only, deploy a Power Bl Pro license.

? To the users in the marketing department only, deploy a Visio Plan 2 license.

What is the minimum number of deployment groups required?

moow®»
O N WDNPEF

Answer: C

Explanation:

One for all users, one for the research department, and one for the marketing department.

Note: What are Deployment Groups?

With Deployment Groups, you can orchestrate deployments across multiple servers and perform rolling updates, while ensuring high availability of your application
throughout. You can also deploy to servers on-premises or virtual machines on Azure or any cloud, plus have end-to-end traceability of deployed artifact versions
down to the server level.

Reference:

https://devblogs.microsoft.com/devops/deployment-groups-is-now-generally-available-sharing-of-targets-and-more

NEW QUESTION 181

- (Topic 6)

You have a Microsoft 365 subscription.

You plan to implement Microsoft Purview Privileged Access Management. Which Microsoft Office 365 workloads support privileged access?

A. Microsoft Exchange Online only

B. Microsoft Teams only

C. Microsoft Exchange Online and SharePoint Online only

D. Microsoft Teams and SharePoint Online only

E. Microsoft Teams, Exchange Online, and SharePoint Online

Answer: A

Explanation:

Privileged access management

Having standing access by some users to sensitive information or critical network configuration settings in Microsoft Exchange Online is a potential pathway for
compromised accounts or internal threat activities. Microsoft Purview Privileged Access Management helps protect your organization from breaches and helps to
meet compliance best practices by limiting standing access to sensitive data or access to critical configuration settings. Instead of administrators having constant
access, just-in-time access rules are implemented for tasks that need elevated permissions. Enabling privileged access management for Exchange Online in
Microsoft 365 allows your organization to operate with zero standing privileges and provide a layer of defense against standing administrative access
vulnerabilities.

Note: When will privileged access support Office 365 workloads beyond Exchange? Privileged access management will be available in other Office 365 workloads
soon.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/privileged-access- management-solution-overview
https://learn.microsoft.com/en-us/microsoft-365/compliance/privileged-access-management

NEW QUESTION 183
- (Topic 6)
You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365. You have the policies shown in the following table.

Name Type
Policy1 | Anti-phishing
Policy2 | Anti-spam
Policy3 | Anti-malware
Policyd | Safe Attachments

All the policies are configured to send malicious email messages to quarantine. Which policies support a customized quarantine retention period?

A. Policyl and Policy2 only
B. Policy2 and Policy4 only
C. Policy3 and Policy4 only
D. Policyl and Policy3only

Answer: A

NEW QUESTION 186

- (Topic 6)

You have a Microsoft 365 subscription.

You need to add additional onmicrosoft.com domains to the subscription. The additional domains must be assignable as email addresses for users.
What is the maximum number of onmicrosoft.com domains the subscription can contain?

Ow>
aN e
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D. 10
Answer: C

Explanation:

You are limited to five onmicrosoft.com domains in your Microsoft 365 environment, so make sure to check for spelling and to assess your need if you choose to
create a new one.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/admin/setup/domains-faq

NEW QUESTION 191

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft Entra admin center, you assign SecAdminl the Security Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp

NEW QUESTION 196

- (Topic 6)

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl. Your company purchases a Microsoft 365 subscription.
You need to ensure that Userl is assigned the required role to create file policies and manage alerts in the Cloud App Security admin center.
Solution: From the Azure Active Directory admin center, you assign the Compliance administrator role to User1.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 199

- (Topic 6)

You have a Microsoft 365 subscription that contains an Azure AD tenant named contoso.com. The tenant includes a user named User1.

You enable Azure AD ldentity Protection.

You need to ensure that Userl can review the list in Azure AD Identity Protection of users flagged for risk. The solution must use the principle of least privilege.
To which role should you add User1?

A. Security Reader

B. Global Administrator
C. Owner

D. User Administrator

Answer: A

NEW QUESTION 201

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel and the users shown in the following table.

Name | Member of Device
User Group1 Device
User2 Group1 Devicel, Device3

The devices are configured as shown in the following table.

Name Platform ] Azure AD join type
Devicel | Windows 11 | None

Device2 | Windows 10 | Joined
Device3 | Android Registered

You have a Conditional Access policy named CAPolicyl that has the following settings: 1.Assignments
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? Users or workload identities: Groupl

? Cloud apps or actions: Office 365 SharePoint Online

? Conditions

- Filter for devices: Exclude filtered devices from the policy

- Rule syntax: device.displayName -startsWith "Device" 2.Access controls

? Grant

- Grant: Block access

? Session: 0 controls selected 3.Enable policy: On

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes

User1 can access Site1 from Devicel. L

User2 can access Site1 from Device2.

UserZ can access Site1 from Device3. @9,

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Userl is member of Groupl and has Devicel.
Devicel is not Azure AD joined.

Note: Requiring a hybrid Azure AD joined device is dependent on your devices already being hybrid Azure AD joined.

Box 2: Yes

User2 is member of Groupl and has devices Device2 and Device3. Device2 is Azure AD joined.
Device?2 is excluded from CAPolicyl (which would block access to Sitel). Box 3: Yes

User2 is member of Groupl and has devices Device2 and Device3.

Device3 is Android and is Azure AD registered.

Device3 is excluded from CAPolicyl (which would block access to Sitel).

No

Note: On Windows 7, iOS, Android, macOS, and some third-party web browsers, Azure AD identifies the device using a client certificate that is provisioned when
the device is registered with Azure AD. When a user first signs in through the browser the user is prompted to select the certificate. The end user must select this

certificate before they can continue to use the browser.

NEW QUESTION 202

HOTSPOT - (Topic 6)

You have a Microsoft 365 subscription.

Your network uses an IP address space of 51.40.15.0/24.

An Exchange Online administrator recently created a role named Rolel from a computer on the network.
You need to identify the name of the administrator by using an audit log search.

For which activities should you search and by which field should you filter in the audit log search? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Activities to search for:

v

Exchange mailbox activities

Site administration activities
Show results for all activities
Role administration activities

Field to filter by:

v

ltem

User
Detail

|P address

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
Activities to search for: | v
Exchange mailbox activities
Site administration activities. |
 Show results for all activities
Role administration activities
Field to filter by: i v
ltem
USer . )
Detail ;
|P address

NEW QUESTION 206

- (Topic 6)

You have a Microsoft 365 subscription.

You have an Azure AD tenant that contains the users shown in the following table.

Name Role

User1l | Security Administrator

User2 | Global Administrator

User3 | Service Support Administrator

You configure Tenant properties as shown in the following exhibit.

Technical contact

User1@contoso.com V|
Global privacy contact
V]
Privacy statement URL
http://contoso.com/privacy v

Which users will be contacted by Microsoft if the tenant experiences a data breach?

A. Used only
B. User2 only
C. User3 only
D. Used and User2 only
E. User2 and User3 only

Answer: B

Explanation:

Microsoft 365 is committed to notifying customers within 72 hours of breach declaration.
The customer's tenant administrator will be notified.

Reference:
https://learn.microsoft.com/en-us/compliance/regulatory/gdpr-breach-office 365

NEW QUESTION 210

HOTSPOT - (Topic 6)

From the Microsoft 365 compliance center, you configure a data loss prevention (DLP) policy for a Microsoft SharePoint Online site named Sitel. Sitel contains
the roles shown in the following table.

Role Member
Site owner Prvi
Site member | Userl
Site visitor User2

Prvi creates the files shown in the exhibit. (Click the Exhibit tab.)
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SltE‘1 = Share
Search Documents + New ~ T Upload v 7 Quickedit <3 Sync --- = All Documents ~ ¥ (O /
Documents
[0 Name Modified Madified By Add column
=} ] Filel.docx Abaut & rarute a0
-} File2.docx A few seconds ago
ﬂl File3.docx & A few sedonds 890

Which files can Userl and User2 open? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

User1: v
File1.docx only

File1.docx and File2.docx only
File1.docx, File2.docx, and File3.docx

UserZ2: v
File1.docx only
File1.docx and File2.docx only
File1.docx, File2.docx, and File3.docx

A. Mastered
B. Not Mastered

Answer: A
Explanation:
User1: v
File1.docx only
File1.docx and Filezdocxonly
File1.docx, File2.docx, and File3.docx
User2: v

File1.docx only

File1.docx and File2.docx only
File1.docx, File2.docx, and File3.docx

NEW QUESTION 213

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription and an Azure AD tenant named contoso.com.

All users have computers that run Windows 11, are joined to contoso.com, and are protected by using BitLocker Drive Encryption (BitLocker).

You plan to create a user named Admin1 that will perform following tasks:

« View BitLocker recovery keys.

« Configure the usage location for the users in contoso.com.

You need to assign roles to Adminl to meet the requirements. The solution must use the principle of least privilege. Which two roles should you assign? To
answer, select the appropriate roles in the answer area.

NOTE: Each correct selection is worth one point
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Answer Area

Devices

[] Cloud Device Administrator ()

[ ] Desktop Analytics Administrator ()

[] Intune Administrator (i)

[] Printer Administrator (i)

[] Printer Technician ()

[] windows 365 Administrator ()

Global

[] Global Administrater (|

Identity

[] Application Administrator ()

[ ] Application Developer (7

[ ] Authentication Administrator ()

[ ] Cloud Application Administrator (] )

[] Conditional Access Administrator ()

[] Domain Name Administrator (i)

[[] Extemal identity Provider Administrater ()

[ ] Guestimviter (i}

[ ] Helpdesk Administrator {7

[ ] Hybrid identity Administrator ()

[] License Administrator (i)

[ ] Password Administrator ()

A. Mastered
B. Not Mastered

Answer: A

Explanation:

The Leader of IT Certification
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Answer Area

Devices

[ ] Cloud Device Administrator ()

|| Desktop Analytics Administrator (

[ ] intune Administrator (

[ ] Printer Administrator (i)

[ ] Printer Technician (i

D Windows 365 Administrator i

Global

[ ] Global Administrator (i

Identity
[ ] Application Administrator (7

D Application Developer ( j

[ ] Authentication Administrator (|

[_] Cloud Application Administrator (] |

D Conditional Access Administrator | |

|:| Domain Name Administrator ()

D External Identity Provider Administrator ()

[:[ Guest Imater (|

1 i ;
Helpdesk Administrator | I
: [ ] Helpde ini i

[ ] Hybrid identity Administrator ()

D License Administrator (| J

[] Password Administrator (1) |

NEW QUESTION 217

- (Topic 6)

You have a Microsoft 365 E5 subscription.

Conditional Access is configured to block high-risk sign-ins for all users.

All users are in France and are registered for multi-factor authentication (MFA). Users in the media department will travel to various countries during the next
month.

You need to ensure that if the media department users are blocked from signing in while traveling, the users can remediate the issue without administrator
intervention.

What should you configure?

A. an exclusion group

B. the MFA registration policy

C. named locations

D. self-service password reset (SSPR)

Answer: D

Explanation:

Self-remediation with self-service password reset

If a user has registered for self-service password reset (SSPR), then they can also remediate their own user risk by performing a self-service password reset.
Reference:

https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-remediate-unblock

NEW QUESTION 218

- (Topic 6)

You have a Microsoft 365 E5 tenant.

You create an auto-labeling policy to encrypt emails that contain a sensitive info type. You specify the locations where the policy will be applied.
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You need to deploy the policy. What should you do first?

A. Review the sensitive information in Activity explorer

B. Turn on the policy

C. Run the policy in simulation mode

D. Configure Azure Information Protection analytics

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically?view=0365-worldwide

NEW QUESTION 223
- (Topic 6)

You have Windows 10 devices that are managed by using Microsoft Endpoint Manager. You need to configure the security settings in Microsoft Edge.

What should you create in Microsoft Endpoint Manager?

A. an app configuration policy
B. an app

C. a device configuration profile
D. a device compliance policy

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/deployedge/configure-edge-with-intune

NEW QUESTION 224
DRAG DROP - (Topic 6)

Your company has an Azure AD tenant named contoso.onmicrosoft.com.

You purchase a domain named contoso.com from a registrar and add all the required DNS records.
You create a user account named Userl. Userl is configured to sign in as userl@contoso.onmicrosoft.com.

You need to configure Userl to sign in as userl@contoso.com.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.

Actions

S idpdata Pgloma s -Domainld contoos. com
Blodifly the ermiil Soaneds of Ler]

Add comostutom & & SAN for an ).509 certificate.
Add & ouEiom Aoman name

Werify the CuFiom Goman,

Moty e usemama of Lisesl

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Actions
.'\:I.-(- HCaTe 'f’f".r.l'l'.r -'J-rvu:.r!'a oo tons . com

| A

Add contosocom a8 SAN for an J509 certificate

A 3 CUSTOM DO AT

BAcghify the ynsrmaene of Lisert

NEW QUESTION 228
HOTSPOT - (Topic 6)

You have a Microsoft 365 subscription that contains a Microsoft SharePoint Online site named Sitel

HOTSPOT
fiumber of IP
MHare
addesei Ir the Y

B ooy ]
Fam L silen ¥

I 1
"—ttll Il‘ 1
| TR0 2

- | I —

®
O,

Answer Area

_____________________________

The Sitel users are assigned the roles shown in the following table.

The Leader of IT Certification

®
®

O

. Sitel has he files in the following table.

visit - https://www.certleader.com



CertLeaderm 100% Valid and Newest Version MS-102 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/MS-102-dumps.html (312 Q&As)
Lisr? Cwwns
Ll Wi A

You create a data less prevention (DLP) policy names Policyl as shown in the following exhibit.

Review vour settings

e ats nane |

Chocee the information to protect

Cumpor pohly

Name your palicy

Podaoy o et
Poley
Chesone loe ators
g ptor Eoi
Poicr settings
Aprmsiers i oostessl me Ueese s s o

@ Redew jour setings

rapebo al glés

Pobcy setlings =1}
W g iAok A PR Vil SyPa i ol B A g R T A A

Praeg visloy pwngens owily & peday PR S0l o0 el FF

B tfere aw il ‘=i J insarce O Tre seme Tvpi O s v @l0)

bloak o g b g _q.'qf_?nr

um pobcy oa 3t it's crested { s |

How many files will be visible to userl and User2 after Policy' is applied to answer, selected select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Arnwel Ared

Le=1: 11
E|
rl
3
Lac |y
1
-
A. Mastered
B. Not Mastered
Answer: A
Explanation:
ATl Arcsd
L=l 11
-I‘
U: J
&
-
Lo |
I :,
1
-
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NEW QUESTION 232

- (Topic 6)

You have a Microsoft 365 E5 subscription.

Users have the devices shown in the following table.

N s | PR Enrolled in Microsoft Endpoint
Manager
Devicel |Android User1 Yes
Device2 |Android User1 No
Device3 |iOS User1 No
Device4d |Windows 10 |User2 Yes
Device5 | Windows 10 |User2 No
Device6 |i0S User2 |Yes

On which devices can you manage apps by using app configuration policies in Microsoft Endpoint Manager?

A. Devicel, Device4, and Device6
B. Device2, Device3, and Deviceb5
C. Devicel, Device2, Device3, and Device6
D. Devicel, Device2, Device4, and Deviceb

Answer: C

Explanation:

You can create and use app configuration policies to provide configuration settings for both iOS/iPadOS or Android apps on devices that are and are not enrolled

in Microsoft Endpoint Manager.
Reference:
https://docs.microsoft.com/en-us/mem/intune/apps/app-configuration-policies-overview

NEW QUESTION 236
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

Name Group
Device1 | DeviceGroup1
Device2 | DeviceGroupZ

At 08:00. you create an incident notification rule that has the following configurations:
* Name: Notification!

* Notification settings

o Notify on alert seventy: Low o Device group scope: All (3)

o Details: First notification per incident

* Recipients: Userl@contoso.com, User2@contoso.com

At 08:02. you create an incident notification rule that has the following configurations:
* Name: Notification

* Notification settings

o Notify on alert severity: Low. Medium

o Device group scope: DevtceGroupl, DeviceGroup2

* Recipients: Userl@contoso.com

in Microsoft 365 Defender, alerts are logged as shown in the following table.

Time | Alert name Severity Impacted assets
08:05 | Activity1 Low Devicel
08:07 | Activity1 Low Device1
08:08 | Activity1 Medium Devicel
08:15 | Activity2 Medium Device2
08:16 | Activity2 Medium Device2
08:20 | Activity1 High Devicel
08:30 | Activity3 Medium Device2
08:35 | Activity?2 High Devicel

For each of the following statements, select Yes if the statement is true. Otherwise, select No1.

NOTE: Each correct selection is worth one point.

The Leader of IT Certification
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Answer Area

Statements Yes No

User1 8contosc.com will receive two incident notification emails for the alert at 08:05
User2 @contoso.com will receive an incident notification email for the alert at 08:07.

LUsar 1 Scontoso.com will recenve an incigent notifcation emadl for the alert at 08220,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes No

User1 8contosc.com will receive two incident notification emails for the alert at 08:05
User2 @contoso.com will receive an incident notification email for the alert at 08:07. I L

User] Sxontoso.com will receive an incident notincation emadl for the alert at 08220, 1 O

NEW QUESTION 237

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant that contains 100 Windows 10 devices. You plan to attack surface reduction (ASR) rules for the Windows 10 devices.
You configure the ASR rules in audit mode and collect audit data in a Log Analytics workspace.

You need to find the ASR rules that match the activities on the devices.

How should you complete the Kusto query? To answer, select the appropriate options in

the answer area.

NOTE: Each correct selection is worth one point.

v

Alertinfo
DeviceEvents
Devicelnfo

| !v ActionType startswith ‘ASR’
lookup
project
render
where

A. Mastered
B. Not Mastered

Answer: A
Explanation:

= == . == - =R

DeviceEvents

Devicelnfo

| W ActionType startswith ‘ASR’

lookup
project
render

'where |

NEW QUESTION 241
- (Topic 6)
You have a Microsoft 365 E5 subscription that uses Endpoint security.
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You need to create a group and assign the Endpoint Security Manager role to the group. Which type of group can you use?

A. Microsoft 365 only

B. security only

C. mail-enabled security and security only

D. mail-enabled security, Microsoft 365, and security only

E. distribution, mail-enabled security, Microsoft 365, and security

Answer: D

NEW QUESTION 246

- (Topic 6)

You have a Microsoft 365 E5 tenant that contains 500 Windows 10 devices. The devices are enrolled in Microsoft intune.
You plan to use Endpoint analytics to identify hardware issues.

You need to enable Window health monitoring on the devices to support Endpoint analytics What should you do?

A. Configure the Endpoint analytics baseline regression threshold.
B. Create a configuration profile.

C. Create a Windows 10 Security Baseline profile

D. Create a compliance policy.

Answer: B
NEW QUESTION 251

- (Topic 6)
You have the sensitivity labels shown in the following exhibit.

Home = sensitivity

Labels Label policies Auto-labeling(preview)

Sensitivity labels are used to classify email messages, documents, sites, and more.
When a label is applied (automatically or by the user), the content or site is protected
based on the settings you choose. For example, you can create labels that encrypt
files, add content marking, and control user access to specific sites. Learm more

about sensitivity labels
+ Createalabel < Publishlabels () Refresh
Name! Order Created by Last modified
Label1 ... 0-highest Prvi 04/24/2020
- Label2 ST Prvi 04/24/2020
Label3 ... D-highest Prvi 04/24/2020
Labeld ... 0-highest Prvi 04/24/2020
= Label5 o B Prvi 04/24/2020
Label6 0-hiahest Prvi 04/24/2020

Which labels can users apply to content?

A. Label3, Label4, and Label6 only

B. Labell, Label2. Label3. Label4. Label5. and Label6
C. Labell, Label2, and Label5 only

D. Labell, Label3, Label4, and Label6 only

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide

NEW QUESTION 255

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed. Solution: From Device Manager, you view the computer properties. Does this meet the goal?
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A. Yes
B. No

Answer: B

Explanation:
Reference:
https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-628bec99-476a-2¢13-5296-9dd081cdd808

NEW QUESTION 260
- (Topic 6)
You have a Microsoft 365 subscription that contains an Azure AD tenant named contoso.com. The tenant contains the users shown in the following table.

Name Username Type
User1 | User1@contoso.com Member
User2 | User2@sub.contoso.com | Member
User3 | User3@adatum.com Member
Userd | Userd@outlook.com Guest
User5 | UserS@gmail.com Guest

You create and assign a data loss prevention (DLP) policy named Policyl. Policyl is configured to prevent documents that contain Personally Identifiable
Information (PIl) from being emailed to users outside your organization.
To which users can User! send documents that contain PII?

A. User2only

B. User2and User3only

C. User2, User3, and User4 only
D. User2, User3, User4, and User5

Answer: B

NEW QUESTION 261

- (Topic 6)

You have a Microsoft 365 subscription.

You need to receive a notification each time a user in the service desk department grants Full Access permissions for a user mailbox.
What should you configure?

A. a data loss prevention (DLP) policy
B. an alert policy

C. an audit search

D. an insider risk management policy

Answer: B

NEW QUESTION 266

- (Topic 6)

You have a Microsoft 365 E5 tenant.

You need to create a policy that will trigger an alert when unusual Microsoft Office 365 usage patterns are detected.
What should you use to create the policy?

A. the Microsoft 365 admin center

B. the Microsoft Purview compliance portal

C. the Microsoft Defender for Cloud Apps portal
D. the Microsoft Apps admin center

Answer: C

NEW QUESTION 271

HOTSPOT - (Topic 6)

Your company uses Microsoft Defender for Endpoint.

The devices onboarded to Microsoft Defender for Endpoint are shown in the following table.

Name Device group
Devicel | ATP1
Device2 | ATP1
Device3 | ATP2

The alerts visible in the Microsoft Defender for Endpoint alerts queue are shown in the following table.
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Name Device
Alert1 Device1
Alert2 Devicel
Alert3 Device3

You create a suppression rule that has the following settings:

* Triggering 10C: Any IOC

* Action: Hide alert

* Suppression scope: Alerts on ATP1 device group

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point
Answer Arca

Statements Yes Ne

Afler you create the suppression rule, Alert? s visible in the alerts queus
After you create the suppression rsle, Alertd s vesibie in the alerts queus,

After you créate the suppression rule, a new alert tnggered on Device? is visible in the alerts
queye

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes No

Afler you créate the suppression rule, AlertT i visible in the alerts queus
After vou create the suppression rule, Alert3 i visible in the alerts queus,

After you create the suppression rule, a new alert riggered on Device2 is visible in the alerts
queys

NEW QUESTION 273

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft 365 admin center, you assigh SecAdminl the Exchange Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp

NEW QUESTION 277

FILL IN THE BLANK - (Topic 6)

You have a Microsoft 365 tenant.

You need to retain Azure Active Directory (Azure AD) audit logs for two years. Administrators must be able to query the audit log information by using the Azure
Active Directory admin center.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Save the audit logs 10! w

Azure Active Directory admin center blade to use to view the ]
saved audit logs:

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
Answer Area
Save the audnt logs to: - Azure Log Analytics -
Azure Active Directory admin cénter blade 10 use to view the | Audif logs bl
saved audit logs:

NEW QUESTION 282

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription.

You need to configure Microsoft Defender for Office 365 to meet the following requirements:

* A user's email sending patterns must be used to minimize false positives for spoof protection.

» Documents uploaded to Microsoft Teams, SharePoint Online, and OneDrive must be protected by using Defender for Office 365.

What should you configure for each requirement? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Angwer Area

A user's email sending pattéems must be used to minimize false positves for spoof protection:  Dimans o protect w

Dasmaing 10 profect
Madlbox intelligence
Users to protect

Documents uploaded to Tearms, SharePoint Online, and OneDove mast be protected by wing | Global settings for safe attachments -
L TR e T DU (Global settings for sale attachements
The Safe Attachments policy sethngs
The Safe Links podicy 4sttings

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Angwer Area

A user's email sending pattemns must be used to minimize false positives for spoof protection: | Daenans 1o protect il

| Domains 1o profect
Malbox intelhgence
|:15EI S 1o protect

Documents uplosded to Teams, SharePoint Onbne, and OneDnve must be protected by wiaing | Global settings for safe attachments
oLl Rl e TR A CGlobal settings for sale attachments
The Safe Attachiments polcy SeMings
The Safe Links podicy settings

NEW QUESTION 284

Yf)zoﬁlafvg)a hybrid deployment of Microsoft 365 that contains the users shown in the following table.
Name Source Last sign in
User1 | Azure AD Yesterday
User2 | Active Directory Domain Services | Two days ago
(AD DS)
User3 | Active Directory Domain Services | Never
(AD DS)

Azure AD Connect has the following settings:

? Password Hash Sync: Enabled

? Pass-through authentication: Enabled

You need to identify which users will be able to authenticate by using Azure AD if connectivity between on-premises Active Directory and the internet is lost.
Which users should you identify?

A. none

B. Used onlyl

C. Userl and User2 only

D. Userl. User2, and User3

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn”

NEW QUESTION 285

- (Topic 6)

1241

You have a Microsoft 365 tenant that contains 1,000 iOS devices enrolled in Microsoft Intune. You plan to purchase volume-purchased apps and deploy the apps
to the devices. You need to track used licenses and manage the apps by using Intune. What should you use to purchase the apps?

A. Microsoft Store for Business
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B. Apple Business Manager
C. Apple iTunes Store
D. Apple Configurator

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/vpp-apps-ios

NEW QUESTION 288
- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a Microsoft 365 subscription.
From the Microsoft 365 Defender, you create a role group named US eDiscovery Managers by copying the eDiscovery Manager role group.

You need to ensure that the users in the new role group can only perform content searches of mailbox content for users in the United States.
Solution: From the Microsoft 365 Defender, you modify the roles of the US eDiscovery Managers role group.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 292
- (Topic 6)

You have a Microsoft 365 E5 tenant. Users store data in the following locations:

? Microsoft Teams

? Microsoft OneDrive

? Microsoft Exchange Online
? Microsoft SharePoint Online

You need to retain Microsoft 365 data for two years.
What is the minimum number of retention policies that you should create?

00w
A WDNPEF

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/create-retention-policies ?view=0365-worldwide

NEW QUESTION 296
HOTSPOT - (Topic 6)

uses Microsoft Intune. You have devices enrolled in Intune as shown in the following table.
You create the device configuration profiles shown in the following table.

and later

Name | Platform Assignments: Assignments: | Scope tags
Included groups | Excluded groups

Profile1 | Windows 10 | Group1 Group3 Tag1, Tag2
and later

Profile2 | Android All devices Group?2 Tag1, Tag2
Enterprise

Profile3 | Android Group2, Group3 Group3 Tag
Enterprise

Profiled | Windows 10 | Group3 None Default

Which profiles will be applied to each device? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

The Leader of IT Certification
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Device1: v

No profiles

Profile1 only

Profile4 only

Profile1 and Profile4 only

Profile1, Profile1, and Profile4 only

DeviceZ2: v

No profiles
Profile1 only
Profile2 only
Profile3 only
Profile1 and Profile2 only
Profile2 and Profile3 only

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Device1: v
No profiles
Profile1 only
Profiledonly
[Profile1 and Profile4 only _ i
Profile1, Profile1, and Profile4 only
Device2: v

No profiles
Profile1 only

P — — — —

Profile3 only !
Profile1 and Profile2 only
Profile2 and Profile3 only

NEW QUESTION 300
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.

Name | Member of
User1 | Group1
User2 | Group?2

You purchase the devices shown in the following table.

Name Platform
Device1l | Windows 10
Device?2 | Android

The Leader of IT Certification
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In Microsoft Endpoint Manager, you create an enrollment status page profile that has the following settings:
? Show app and profile configuration progress: Yes

? Allow users to collect logs about installation errors: Yes

? Only show page to devices provisioned by out-of-box experience (OOBE): No

? Assignments: Group2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements Yes No
If User1 enrolls Device1 in Microsoft Endpoint Manager, the enroliment O Q
status page will appear.
If User2 enrolls Device1 in Microsoft Endpoint Manager, the enroliment O ®)
status page will appear.
If User2 enrolls Device2 in Microsoft Endpoint Manager, the enroliment Q Q
status page will appear.
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
If User1 enrolls Device1 in Microsoft Endpoint Manager, the enroliment O 10!
status page will appear. o
If User2 enrolls Device1 in Microsoft Endpoint Manager, the enroliment Ih[':}"] ®)
status page will appear. T
—
If User2 enrolls Device2 in Microsoft Endpoint Manager, the enroliment c 0,

status page will appear.

NEW QUESTION 305

- (Topic 6)

Your on-premises network contains an Active Directory domain.

You have a Microsoft 365 subscription.

You need to sync the domain with the subscription. The solution must meet the following requirements:

On-premises Active Directory password complexity policies must be enforced. Users must be able to use self-service password reset (SSPR) in Azure AD. What
should you use?

A. password hash synchronization

B. Azure AD Identity Protection

C. Azure AD Seamless Single Sign-On (Azure AD Seamless SSO)
D. pass-through authentication

Answer: D

Explanation:

Azure Active Directory (Azure AD) Pass-through Authentication allows your users to sign in to both on-premises and cloud-based applications using the same
passwords.

This feature is an alternative to Azure AD Password Hash Synchronization, which provides the same benefit of cloud authentication to organizations. However,
certain organizations

wanting to enforce their on-premises Active Directory security and password policies, can choose to use Pass-through Authentication instead.

Note: Azure Active Directory (Azure AD) self-service password reset (SSPR) lets users reset their passwords in the cloud, but most companies also have an on-
premises Active Directory Domain Services (AD DS) environment for users. Password writeback allows password changes in the cloud to be written back to an on-
premises directory in real time by using either Azure AD Connect or Azure AD Connect cloud sync. When users change or reset their passwords using SSPR in
the cloud, the updated passwords also written back to the on-premises AD DS environment.

Password writeback is supported in environments that use the following hybrid identity models:

Password hash synchronization Pass-through authentication

Active Directory Federation Services

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-
sspr-writeback

NEW QUESTION 310

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription.

From Azure AD ldentity Protection on August 1, you configure a Multifactor authentication registration policy that has the following settings:
? Assignments: All users

? Controls: Require Azure AD multifactor authentication registration

? Enforce Policy: On

? On August 3, you create two users named Userl and User2.
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Users authenticate by using Azure Multi-Factor Authentication (MFA) for the first time on the dates shown in the following table.

User1 | August S
User2 | August 7

By which dates will Userl and User2 be forced to complete their Azure MFA registration? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Userl: | s | ¥ |
5 August 6 E
August 17 i
August 19
September 3
September 5

User2: | v

August 8
August 17
August 19
August 21
September 7

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: August 19

Note: Security defaults will trigger a 14 day grace period for registration after a user's first login and security defaults being enabled. After 14 days users will be
required to register for MFA and will not be able to skip.

Conditional Access by itself without Azure Identity Protection does not allow for the 14 day grace period. Identity Protection includes the registration policy that
allows registration on its own with no apps assigned to the policy. If a Conditional Access policy requires Multi- Factor Authentication, then the user must be able to
pass that MFA request.

Box 2: August 21

NEW QUESTION 314

- (Topic 6)

You have a Microsoft 365 subscription.

You have a data loss prevention (DLP) policy that blocks sensitive data from being shared in email messages.

You need to modify the policy so that when an email message containing sensitive data is sent to both external and internal recipients, the message is only
prevented from being delivered to the external recipients.

What should you modify?

A. the policy rule exceptions
B. the DLP policy locations
C. the policy rule conditions
D. the policy rule actions

Answer: C

NEW QUESTION 316

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to create a data loss prevention (DLP) policy that will be applied to all available locations.
Which conditions can you use in the DLP rules of the policy?

A. sensitive info types

B. content search queries
C. keywords

D. sensitivity labels

Answer: C

Explanation:
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Apply retention labels to content automatically if it matches specific conditions, that includes cloud attachments that are shared in email or Teams, or when the

content contains:

Specific types of sensitive information.

Specific keywords that match a query you create.
Pattern matches for a trainable classifier.

Note: Retention policies can be applied to the following locations: Exchange mailboxes

SharePoint classic and communication sites OneDrive accounts
Microsoft 365 Group mailboxes & sites Skype for Business
Exchange public folders

Teams channel messages (standard channels and shared channels) Teams chats
Teams private channel messages Yammer community messages Yammer user messages

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/retention https://learn.microsoft.com/en-us/microsoft-365/compliance/dIp-exchange-conditions-and-

actions

NEW QUESTION 318
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription.

You plan to create the data loss prevention (DLP) policies shown in the following table.

Name

Apply to location

DLP1 Exchange email

DLP2 SharePoint sites

DLP3 OneDnve accounts

You need to create DLP rules for each policy.

Which policies support the sender is condition and the file extension is condition? To answer select the appropriate options in the answer area.

Sender is condition: 1 DLP1 m,i ~ F

NOTE: Each correct selection is worth one point.
Answer Area

File extension is condition:

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Sender is condition:

File extension is condition:

NEW QUESTION 321
HOTSPOT - (Topic 6)

Your company has a Microsoft 365 subscription that uses an Azure AD tenant named contoso.com. The tenant contains the users shown in the following table.

The Leader of IT Certification

DLP2 only

DLP3 only

DLPZ2 and DLP3 only
DLP1, DLP2, and DLP3

[DLF'T. DLP2, and DLP3 'l

DLP1 only
DLPZ only
DLP3 only
DLPZ and DLP3 only

DLPY, DLPZ, and DLP3

DLP1 onl bt

DLP2 only

DLP3 only

DLPZ2 and DLP3 only
DLP1, DLP2, and DLP3

il DLP1, DLPZ, and DLP3

[DLF'T. DLP2, and DLP3 'l

DLP1 only
DLPZ only
DLP3 only
DLPZ and DLP3 onl

i e A e
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Name Role Office 365 role group
Userl None Compliance Data
Administrator
User? Global Administrator | None

You create a retention label named Label 1 that has the following configurations:

* Retains content for five years

» Automatically deletes all content that is older than five years

You turn on Auto labeling for Labell by using a policy named Policyl. Policyl has the following configurations:
* Applies to content that contains the word Merger

« Specifies the OneDrive accounts and SharePoint sites locations You run the following command.
Set-RetentionConpliancePolicy Policyl -RestrictiveRetention Strue -Force

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Arca
Statements Yes Mo
User1 can add Exchange email as a location to Policy1
LiserZ can remove SharePoint sites from Policy1
User2 can add the word Acquisition to Policy
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Answer Area

Statements Yes Mo

User1 can add Exchange email as a location to Policy1 !

UserZ can remove SharePoint sites from Policy1

Uiser2 can add the word Acquisition to Policy1.

NEW QUESTION 325

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Azure Advanced Threat Protection (ATP).
You need to create a detection exclusion in Azure ATP. Which tool should you use?

A. the Security & Compliance admin center

B. Microsoft Defender Security Center

C. the Microsoft 365 admin center

D. the Azure Advanced Threat Protection portal
E. the Cloud App Security portal

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/defender-for-identity/what-is https://docs.microsoft.com/en-us/defender-for-identity/excluding-entities-from-detections

NEW QUESTION 328

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
The subscription has the following two anti-spam policies:

* Name: AntiSpam1

* Priority: O

* Induce these users, groups and domains o Users: User3

0 Groups: Group!

 Exclude these users, groups and domains o Groups: Group2
* Message limits

0 Set a daily message limit 100
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* Name: AntiSpam?2
* Priority: 1

* Include these users, groups and domains o Users: User! o Groups: Group2
 Exclude these users, groups and domains o Users: User3

» Message limits
0 Set a daily message limit 50

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Area

Statements

Userl can send a maimum of 150 email messages per day

User2 can send a maximum of 50 email messages per day.

User3 can send & maximum of 100 email mes539€s per day

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements

User1 can send a maxamum of 150 email messages per day [ |

User2 can send a maxdimum of 50 email messages per day. '

User3 can send & maximum of 100 email mes539€s per day I i

NEW QUESTION 329
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that contains a user named Userl and the administrators shown in the following table.

Userl reports that after sending 1,000 email messages in the morning, the user is blocked from sending additional emails. You need to identify the following:

* Which administrators can unblock Userl

» What to configure to allow Userl to send at least 2,000 emails per day without being blocked
What should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

The Leader of IT Certification

Settings:

Administrators: | Admin2 only |

Admin1 only

AdminZ2 only

Admin1 and AdminZ only
Admin2 and Admin3 only
Admin1, AdminZ, and Admin3

Anti-spam -

Anti-phishing
Anti-malware
Advanced delivery
Enhanced filtering
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Answer Area

Administrators: lén;:rmn,-', only "’I
Admin1 only
‘Admin1 and Admin2 only
Adming and Admin3 only
Admin1, Admin2, and Admin3

Settings: | Anti-spam w

Anti-phishing
Anti-malware
Advanced delivery
Enhanced filtening

NEW QUESTION 330

- (Topic 6)

You have a new Microsoft 365 E5 tenant.

You need to enable an alert policy that will be triggered when an elevation of Microsoft Exchange Online administrative privileges is detected.
What should you do first?

A. Enable auditing.

B. Enable Microsoft 365 usage analytics.

C. Create an Insider risk management policy.
D. Create a communication compliance policy.

Answer: A

Explanation:

Microsoft Purview auditing solutions provide an integrated solution to help organizations effectively respond to security events, forensic investigations, internal
investigations, and compliance obligations. Thousands of user and admin operations performed in dozens of Microsoft 365 services and solutions are captured,
recorded, and retained in your organization's unified audit log. Audit records for these events are searchable by security ops, IT admins, insider risk teams, and
compliance and legal investigators in your organization. This capability provides visibility into the activities performed across your Microsoft 365 organization.
Note: Permissions alert policies

Example: Elevation of Exchange admin privilege

Generates an alert when someone is assigned administrative permissions in your Exchange Online organization. For example, when a user is added to the
Organization Management role group in Exchange Online.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/audit-solutions-overview https://learn.microsoft.com/en-us/microsoft-365/compliance/alert-policies

NEW QUESTION 335

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft intune.

in the Microsoft Endpoint Manager admin center, you discover many stale and inactive devices,
You enable device clean-up rules

What can you configure as the minimum number of days before a device a removed automatically?

Answer: D

NEW QUESTION 336
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the security groups shown in the following table.

Name Membership type Membership rule
Group1 Assigned INot applicable
GroupZ Dynamic (user.department -eq "Finance")
Group3 Dynamic (user.department -eq "R&D")

The subscription contains the users shown in the following table.
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Name Department |Assigned group membership
User1 Finance Group1
User? Technical WNone
User3 R&D Group1

You have a Conditional Access policy that has the following settings:

» Assignments o Users
Include: Groupl

Exclude: Group2. Group3 o Target resources

Cloud apps Appl
Access controls Grant

Block access

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 340
HOTSPOT - (Topic 6)

Your on-premises network contains an Active Directory domain and a Microsoft Endpoint Configuration Manager site.

Statements

Usert can sign in to App1

Userd can sign in to App1

User3 can sign in to Appi

Statements

Usert can sign in to App1

Userd can sign in to App1

User3 can sign in to Appi

You have a Microsoft 365 E5 subscription that uses Microsoft Intune.
You use Azure AD Connect to sync user objects and group objects to Azure Directory (Azure AD) Password hash synchronization is disabled.

You plan to implement co-management.

Yes

Yes

= =

You need to configure Azure AD Connect and the domain to support co-management. What should you do? To answer, select the appropriate options in the
answer area. NOTE: Each correct selection is worth one point.

Ardwer drea

A. Mastered
B. Not Mastered

Answer: A

Explanation:
dirmvweet frea

NEW QUESTION 345

- (Topic 6)

The Leader of IT Certification
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To eonigure the domain: TR

F'o comfgiare Azure AD Connect

To configune the domain

Configuie hylrd Aduce AL poin
Frishie ol e wiTtebhar i

Enabie password hash 1.1*:-:|'anlnn

Add an altennatree LY sufto
Flegister & senace ConneCtion poent

HeciaieT & WET0E pnncapel Rarme TN

Configure hylord Arure AL poin

Ao T

A gn afennatnyg LN i |
Regisier & f&rvice connection posnd

HEgiaied & Wohale pnncipel fgime (5

visit - https://www.certleader.com



CertLeader:

Leader of IT Certifications

100% Valid and Newest Version MS-102 Questions & Answers shared by Certleader
https://www.certleader.com/MS-102-dumps.html (312 Q&AS)

You have a Microsoft 365 E5 subscription.

Users have Android or iOS devices and access Microsoft 365 resources from computers that run Windows 11 or MacOS.
You need to implement passwordless authentication. The solution must support all the devices.

Which authentication method should you use?

A. Windows Hello

B. FIDO2 compliant security keys
C. Microsoft Authenticator app

Answer: C

NEW QUESTION 348
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription. You need to meet the following requirements:

Automatically encrypt documents stored in Microsoft OneDrive and SharePoint.
Enable co-authoring for Microsoft Office documents encrypted by using a sensitivity label. Which two settings should you use in the Microsoft Purview compliance

portal? To answer,

select the appropriate settings in the answer area. NOTE: Each correct selection is worth one point.

Answer Arca

%

Information protection

Information barriers

Insider risk management

Priva Privacy Risk Managem...

Priva Subject Rights Requests

S| ||| & °| ] 2|28 0| WS

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Information protection

Automatically encrypt documents stored in Microsoft OneDrive and SharePoint.
How to integrate Microsoft Purview Information Protection with Defender for Cloud Apps Enable Microsoft Purview Information Protection
All you have to do to integrate Microsoft Purview Information Protection with Defender for Cloud Apps is select a single checkbox. By enabling automatic scan, you
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enable searching for sensitivity labels from Microsoft Purview Information Protection on your Office 365 files

without the need to create a policy. After you enabile it, if you have files in your cloud environment that are labeled with sensitivity labels from Microsoft Purview
Information Protection, you'll see them in Defender for Cloud Apps.

To enable Defender for Cloud Apps to scan files with content inspection enabled for sensitivity labels:

In the Microsoft 365 Defender portal, select Settings. Then choose Cloud Apps. Then go to Information Protection -> Microsoft Information Protection.

Note: Encryption of data at rest

Encryption at rest includes two components: BitLocker disk-level encryption and per-file encryption of customer content.

BitLocker is deployed for OneDrive for Business and SharePoint Online across the service. Per-file encryption is also in OneDrive for Business and SharePoint
Online in Microsoft 365 multi-tenant and new dedicated environments that are built on multi-tenant technology. Box 2: Settings

Enable co-authoring for Microsoft Office documents encrypted by using a sensitivity label.

* 1. Sign in to the Microsoft Purview compliance portal as a global admin for your tenant.

* 2. From the navigation pane, select Settings > Co-authoring for files with sensitivity files.

* 3. On the Co-authoring for files with sensitivity labels page, read the summary description, prerequisites, and what to expect.

* 4, Then select Turn on co-authoring for files with sensitivity labels, and Apply.

* 5. Wait 24 hours for this setting to replicate across your environment before you use this new feature for co-authoring.

NEW QUESTION 350

- (Topic 6)

You have a Microsoft 365 tenant that contains 1,000 Windows 10 devices. The devices are enrolled in Microsoft Intune.
Company policy requires that the devices have the following configurations:

? Require complex passwords.

? Require the encryption of removable data storage devices.

? Have Microsoft Defender Antivirus real-time protection enabled.

You need to configure the devices to meet the requirements.

What should you use?

A. an app configuration policy
B. a compliance policyC a security baseline profile D a conditional access policy

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 351

HOTSPOT - (Topic 6)

You work at a company nhamed Contoso, Ltd.

Contoso has a Microsoft 365 subscription that is configured to use the DNS domains shown in the following table.
Contoso purchases a company named Fabrikam, Inc.

Contoso plans to add the following domains to the Microsoft 365 subscription:

« fabrikam.com

* east.fabrikam.com

 west.contoso.com

You need to ensure that the devices in the new domains can register by using Autodiscover.

How many domains should you verify, and what is the minimum number of enterprise registration DNS records you should add? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
Domains: l '{‘j
1
Enterpriseregistration LINS records: l 3 | "_]
2
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
Domains: l 'Jj
1
r,
Enterpriseregistration DNS records: l 3 | "'_]

§
2
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NEW QUESTION 356
HOTSPOT - (Topic 6)

You have an Azure AD tenant that contains the users shown in the following table.

Name Role

User1 Global Administrator

User2 Billing Administrator

User3 None

You enable self-service password reset for all users. You set Number of methods required to reset to 1, and you set Methods available to users to Security

guestions only.

What information must be configured for each user before the user can perform a self- service password reset? To answer, select the appropriate options in the

answer area.
NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 360
- (Topic 6)

User:

User2:

Liser3:

User1:

| Phone number and email address |

Email address only

Phone number only

Security questions only

Phone number and email address

__Phone number and email address aifl
Email address only

Phone number only

Security questions only

Phone number and email address

Security questions only i
Email address only

Phone number only

Security questions anly

_Phc_rne n.._;mb?r an_d email ;_;\dd_ress

e

| Phone number and email address v
Email address only
Phone number only
Security questions only
Phone number and email address

UserZ: Phone number and email address ol

Liser3:

Email address only
Phone number only

| Secunty questions onl

 Phone number and emai accress ———|
Sacurity guestions only w
Email address only
Phone number only
Security questions only

 Phone number and email address

You purchase a new computer that has Windows 10, version 21H1 preinstalled.
You need to ensure that the computer is up-to-date. The solution must minimize the number of updates installed.

What should you do on the computer?

A. Install all the feature updates released since version 21H1 and the latest quality update only.
B. Install the latest feature update and all the quality updates released since version 21H1.
C. Install the latest feature update and the latest quality update only.

D. Install all the feature updates released since version 21H1 and all the quality updates released since version 21H1 only.

Answer: C

NEW QUESTION 361
HOTSPOT - (Topic 6)
HOTSPOT
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You have a Microsoft 365 tenant.
You plan to create a retention policy as shown in the following exhibit.

infoernation governance  Create retention policy

8 hams = I:I f- - h
| Review and finis
ﬂ Liscatwang It might take wp W0 one day 10 apply ths pobcy (0 the IDCahons you selecied
| Palicy N
CEsnADLD
T Retertion tethngs Edit
@ Finish Decription

Edir

Lo atiorm 10 apply the policy

Exchange emal (AN RaLipaenin)
SharePomt sibed (AN Sibed)
CoreeDrive sooounty (A0 Actounts)
MicrosoR 365 Groaps [AN Growps)
Ean

Retenticn seitings
Delate derms 81 end of rebenlion poersas
Delete itorms that are older than 7 years based on when they wers oresied

.-i‘-. R I ARy Gl U T i vl e P B e B O Uil Pe0ery. Thed W ESebouilily WHpoRia DO NOUR B0 i S00piadl B3 AN
BriEd (oe admpia, A Tedwd (nati) becauss &l EghiRer SEd o TR0aF RRTSN BOVDRR T QR ET0 el B i nandly AR bl

o - e

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Answer Area

Microsoft SharePoint files that are affected by the policy waill 4 -

& B )

be [answer chaice]. § recoverable for up to seven years 3

deleted seven years after they were created
| retained for only seven years from when they were created

Once the policy is created, [answer cholce] | same data may be deleted immediately

diata will be retamed for 8 minemum of seven years
| users will be prevented from permanently deleting email messages for seven years

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Deleted seven years after they were created. From the exhibit:

The retention policy applies to SharePoint sites.

Delete items that are older than 7 years based on when they were created.

Box 2: data will retained for a minimum of seven years

The longest retention period wins. If content is subject to multiple retention settings that retain content for different periods of time, the content will be retained until
the end of the longest retention period for the item.

Note: Use a retention policy to assign the same retention settings for content at a site or mailbox level, and use a retention label to assign retention settings at an
item level (folder, document, email).

For example, if all documents in a SharePoint site should be retained for 5 years, it's more efficient to do this with a retention policy than apply the same retention
label to all documents in that site. However, if some documents in that site should be retained for 5

years and others retained for 10 years, a retention policy wouldn't be able to do this. When you need to specify retention settings at the item level, use retention
labels.

NEW QUESTION 362

- (Topic 6)

You have a Microsoft Azure Active Directory (Azure AD) tenant named Contoso.com. You create a Microsoft Defender for identity instance Contoso.
The tenant contains the users shown in the following table.

Name Member of group Azure AD role
User1 | Defender for identity Contoso None
Administralors |

User2 | Defender for identity Contoso Users | None

UserZ | None Security admerustrator
Userd | Defender for identity Contoso Users Global adminestrator

You need to modify the configuration of the Defender for identify sensors.
Solutions: You instruct User3 to modify the Defender for identity sensor configuration. Does this meet the goal?

A. Yes
B. No
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Answer: A

NEW QUESTION 365

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E3 subscription.

You plan to launch Attack simulation training for all users.

Which social engineering technique and training experience will be available? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
Social engineering technique: s Lo
} Credential harvest_ E
Link to malware
Malware attachment
Training experience: »
Identity Theft
Mass Market Phishing
Web Phishing
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Credential Harvest

Attack simulation training offers a subset of capabilities to E3 customers as a trial. The trial offering contains the ability to use a Credential Harvest payload and the
ability to select 'ISA Phishing' or 'Mass Market Phishing' training experiences. No other capabilities are part of the E3 trial offering.

Note: In Attack simulation training, multiple types of social engineering techniques are available:

Credential Harvest Malware Attachment Link to Malware

Etc.

Box 2: Mass Market Phishing

NEW QUESTION 366
HOTSPOT - (Topic 6)
You have three devices enrolled in Microsoft Endpoint Manager as shown in the following table.

Name Platform BitLocker Drive Member of
Encryption (BitLocker)

Devicel | Windows 10 | Disabled Group3
Device2 | Windows 10 | Disabled Group?, Group3
Device3 | Windows 10 | Disabled Group2

The device compliance policies in Endpoint Manager are configured as shown in the following table.
Name Platform Require BitLocker | Assigned
Policyl | Windows 10 and later | Reguire Yes
Policy2 | Windows 10 and later Not configured Yes
Policy3 | Windows 10 and later | Require No

The device compliance policies have the assignments shown in the following table.
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Name | Assigned to
Policyl | Group3

Policy2 | Group2

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
Device1 is compliant. g
Device2 is compliant.
Device3 is compliant. :
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes No
i i
Device1 is comphant. O,
— — -
Device? is compliant. | O
Device3 is compliant. v |
NEW QUESTION 371
- (Topic 6)
You have a Microsoft 365 subscription that contains the domains shown in the following exhibit.
Domains
-+ Add domain = Buydomain () Refresh
Domain name | Status [T Crhoote columns

O Subl.contoso221018.onmicrosoft.com (D... : A Possible service issues
O contoso.com @ ncomplete cetup

O contoso221018.onmicrosoft.com : @ reatny

| Sub2.contoso221018.onmicrosoft.com © ircomplete setup

Which domain name suffixes can you use when you create users?

A. only Subl.contos0221018.onmicrosoft.com

B. onlycontoso.com and Sub2.contoso221018.onmicrosoft.com

C. onlvcontoso0221018.onmicrosoft.com, Sub.contoso221018.onmicrosoft.com, and Sub2.contos0221018.onmicrosoft.com
D. all the domains in the subscription
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Answer: B

NEW QUESTION 376

- (Topic 6)

You have a Microsoft 365 E5 subscription that contains the following user:

? Name: Userl

? UPN: userl@contoso.com

? Email address: userl@marketmg.contoso.com

? MFA enrollment status: Disabled

When Userl attempts to sign in to Outlook on the web by using the userl@marketing.contoso.com email address, the user cannot sign in.
You need to ensure that Userl can sign in to Outlook on the web by using userl@marketing.contoso.com.

What should you do?

A. Assign an MFA registration policy to User1.
B. Reset the password of Userl.

C. Add an alternate email address for User1.
D. Modify the UPN of Userl.

Answer: D

Explanation:

Microsoft’'s recommended best practices are to match UPN to primary SMTP address. This article addresses the small percentage of customers that cannot
remediate UPN’s to match.

Note: A UPN is an Internet-style login name for a user based on the Internet standard RFC 822. The UPN is shorter than a distinguished name and easier to
remember. By convention, this should map to the user's email name. The point of the UPN is to consolidate the email and logon hamespaces so that the user only
needs to remember a single name.

Configure the Azure AD multifactor authentication registration policy

Azure Active Directory (Azure AD) Identity Protection helps you manage the roll-out of Azure AD multifactor authentication (MFA) registration by configuring a
Conditional Access policy to require MFA registration no matter what modern authentication app you're signing in to.

Reference:

https://docs.microsoft.com/en-us/windows/win32/ad/naming-properties#userprincipalname

NEW QUESTION 377

HOTSPOT - (Topic 6)

You have 2,500 Windows 10 devices and a Microsoft 365 E5 tenant that contains two users named Userl and User2. The devices are not enrollment in Microsoft
Intune.

In Microsoft Endpoint Manager, the Device limit restrictions are configured as shown in the following exhibit.

Device limit restrictions

In Azure Active Directory (Azure AD), the Device settings are configured as shown in the following exhibit.

From Microsoft Endpoint Manager, you add User2 as a device enrollment manager (DEM).
For each of the following statement, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

STATEMENts Yes Mo

User] can enrodl only The dewoes n Infune
Isert can nby free devices o Arure A

SIETL COn 8y Ml T SACES (M LN

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Statements Yes Mo

User! can enroll only five devices in Infune |
User? can jom only free devices 10 Azure AD |

Usker? can enecll ol the désaces in Infuné I

NEW QUESTION 378
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