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NEW QUESTION 1
At what point is a transparent user provisioned in the vault?

A. When a directory mapping matching that user id is created.
B. When a vault admin runs LDAP configuration wizard.
C. The first time the user logs in.
D. During the vault's nightly LD|^P refresh

Answer: A

NEW QUESTION 2
A stand alone Vault server requires DNS services to operate properly.

A. TRUE
B. FALSE

Answer: B

NEW QUESTION 3
Which component should be installed on the Vault if Distributed Vaults are used with PSM?

A. RabbitMQ
B. Disaster Recovery
C. Remote Control Client
D. Distributed Vault Server

Answer: A

NEW QUESTION 4
Which parameter must be provided when registering a primary Vault in Azure, but not in Amazon Web Services?

A. /RecPub
B. /AdminPass
C. /MasterPass
D. /RDPGateway

Answer: D

NEW QUESTION 5
Your customer upgraded recently to version 12.2 to allow the Linux team to use the new MFA caching feature. The PSM for SSH was installed with default
configuration settings. After setting the Authentication to SSH key and enabling MFA Caching from the PVWA interface, the Linux Team cannot connect
successfully using the new MFA caching feature.
What is the most probable cause?

A. OpenSSH 7.8 or above is not installed.
B. The MFACaching parameter in the psmpparms file is not set to True.
C. A passphrase policy must be added.
D. MFA caching is not supported when the PSM for SSH is deployed with default settings.

Answer: D

NEW QUESTION 6
Which user is enabled when replicating data between active and stand-by Vaults?

A. DR
B. Backup
C. Operator
D. Auditor

Answer: A

NEW QUESTION 7
By default, the vault secure protocol uses which IP port and protocol.

A. TCP/1858
B. TCP/443
C. UDP/1858
D. TCP/80

Answer: A

Explanation: 
Reference: http://docplayer.net/53689072-The-cyberark-digital-vault-built-for-security.html
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NEW QUESTION 8
DRAG DROP
Arrange the steps to complete CPM Hardening for Out-of-Domain Deployment in the correct sequence.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 9
What is determined by the "MaxConcurrentConnections" setting within a platform?

A. maximum number of concurrent connections that can be opened between the CPM and the remote machines for the platform
B. maximum number of concurrent connections that can be between the PSM and the remote machines for the platform
C. maximum number of concurrent connections allowed for a specific account on the platform through the PSM
D. maximum number of concurrent connections to the Vault allowed for sending audit activities relating to the platform

Answer: A

NEW QUESTION 10
The RemoteApp feature of PSM allows seamless Application windows (i e the Desktop of the PSM server will not be visible)

A. TRUE
B. FALSE

Answer: A

NEW QUESTION 10
Which method can be used to directly authenticate users to PSM for SSH? (Choose three.)

A. CyberArk authentication Most Voted
B. LDAP authentication Most Voted
C. RADIUS authentication Most Voted
D. Windows authentication
E. SAML authentication
F. OpenID Connect (OIDC) authentication

Answer: ABC

NEW QUESTION 13
What must you do to prepare a Windows server for PVWA installation?

A. In the InstallationAutomation folder, run the PVWA_Prerequisites.ps1 file as an administrator in Powershel
B. Most Voted
C. Install the PrivateArk client.
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D. Verify the user performing the installation is Domain Administrator and has logon access to the Vault server.
E. Enable IPv6.

Answer: A

NEW QUESTION 16
When SAML authentication is used to sign in to the PVWA, which service performs the actual authentication?

A. Active Directory (AD)
B. Identity Provider (IdP) Most Voted
C. Service Provider (SP)
D. CyberArk Password Vault Web Access (PVWA)

Answer: B

NEW QUESTION 18
In an SMTP integration it is possible to use the fully-qualified domain name (FQDN) when specifying the SMTP server address(es)

A. TRUE
B. FALSE

Answer: B

NEW QUESTION 22
When performing “In Domain” hardening of a PSM server, which steps must be performed? (Choose two.)

A. Import CyberArk policy settings from the provided file into a new GP
B. Most Voted
C. Apply advanced audit on the PSM server.
D. Link GPO to a dedicated OU containing CyberArk PSM server
E. Most Voted
F. Import an INF file to the local machine.
G. Configure AppLocker rules to block running unknown executables.

Answer: AC

NEW QUESTION 24
The primary purpose of the CPM is Password Management.

A. TRUE
B. FALSE

Answer: A

Explanation: 
Reference: https://www.cse-cst.gc.ca/en/system/files/pdf_documents/cyberark-v91-sec- eng.pdf (7)

NEW QUESTION 26
In order to retrieve data from the vault a user MUST use an interface provided by CyberArk.

A. TRUE
B. FALSE

Answer: A

NEW QUESTION 30
As Vault Admin, you have been asked to enable your organization's CyberArk users to authenticate using LDAP.
In addition to Audit Users, which permission do you need to complete this task?

A. Add Network Areas
B. Manage Directory Mapping
C. Add/Update Users
D. Activate Users

Answer: B

NEW QUESTION 35
What is a valid combination of primary and secondary layers of authentication to a company's two-factor authentication policy?

A. RSA SecurID Authentication (in PVWA) and LDAP Authentication
B. CyberArk Authentication and RADIUS Authentication
C. Oracle SSO (in PVWA) and SAML Authentication
D. LDAP Authentication and RADIUS Authentication

Answer: A
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NEW QUESTION 39
A vault admin received an email notification that a password verification process has failed Which service sent the message?

A. The PrivateArk Server Service on the Vault.
B. The CyberArk Password Manager service on the Components Server.
C. The CyberArk Event Notification Engine Service on the Vault
D. The CyberArk Privileged Session Manager service on the Vault.

Answer: C

NEW QUESTION 43
Does CyberArk need service accounts on each server to change passwords?

A. Ye
B. it requires a domain administrator account to change any password on any server.
C. Ye
D. it requires a local administrator account on any Windows server and a root level account on any Unix server.
E. N
F. passwords are changed by the Password Provider Agent.
G. N
H. the CPM uses the account information stored in the vault to login and change the account's password using its own credentials

Answer: B

NEW QUESTION 46
Which statement about REST API is correct? (Choose two.)

A. When a user successfully authenticates to the Vault, an authentication token is returne
B. Most Voted
C. REST API Windows authentication method allows skipping the logon API by using the Windows default credentials with a Kerberos ticket.
D. To allow High Availability, REST API can be configured to support Session Load Balancing by editing the PVConfiguration.xml and setting the
AllowPVWASessionRedandancy=Yes.
E. Each REST API call requires that a valid authentication token be provide
F. Most Voted
G. REST calls are directly sent to the currently active Vault using Port 1858.

Answer: AD

NEW QUESTION 51
Which is the correct order of installation for PAS components?

A. Vault, CP
B. PVWA, PSM
C. CPM, Vaul
D. PSM, PVWA
E. Vault, CP
F. PSM, PVWA
G. PVWA, Vault, CPM, PSM

Answer: A

NEW QUESTION 52
You are installing a CPM.
In addition to Add Safes, Add/Update Users, Reset Users’ Passwords and Manage Server File Categories, which Vault authorization(s) does a CyberArk user
need to install the CPM?

A. Manage Directory Mapping
B. Activate Users
C. Backup All Safes, Restore All Safes
D. Audit Users, Add Network Areas

Answer: B

NEW QUESTION 55
Which SMTP address can be set on the Notification Settings page to re-invoke the ENE setup wizard after the initial Vault installation?

A. 255.255.255.255
B. 8.8.8.8
C. 192.168.1.1
D. 1.1.1.1

Answer: D

NEW QUESTION 59
What is the purpose of the password Reconcile process?
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A. To test that CyberArk is storing accurate credentials for accounts.
B. To change the password of an account according to organizationally defined password rules
C. To allow CyberArk to manage unknown or lost credentials.
D. To generate a new complex password.

Answer: B

Explanation: 
Reference: https://www.cyberark.com/blog/securing-privileged-accounts-best-practices- guide-part-4/

NEW QUESTION 64
You are configuring the Vault to send syslog audit data to your organization’s SIEM solution.
What is a valid value for the SyslogServerProtocol parameter in DBPARM.INI file?

A. TLS
B. SSH
C. SMTP
D. SNMP

Answer: A

NEW QUESTION 65
When integrating a Vault with HSM, which file is uploaded to the HSM device?

A. server.key
B. recpub.key
C. recprv.key
D. mdbase.dat

Answer: A

NEW QUESTION 69
......
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