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NEW QUESTION 1
Refer to the exhibit.
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Examine the FortiManager information shown in the exhibit
Which two statements about the FortiManager status are true" (Choose two)

A. FortiSwitch manager is working in per-device management mode
B. FortiSwitch is not authorized

C. FortiSwitch manager is working in central management mode

D. FortiSwitch is authorized and offline

Answer: CD

Explanation:

According to the FortiManager Administration Guide, “Central management mode allows you to manage all FortiSwitch devices from a single interface on the
FortiManager device.” Therefore, option C is true because the exhibit shows that the FortiSwitch manager is enabled and the FortiSwitch device is managed by
the FortiManager device. Option D is also true because the exhibit shows that the FortiSwitch device status is offline, which means that it is not reachable by the
FortiManager device, but it is authorized, which means that it has been added to the FortiManager device. Option A is false because per-device management
mode allows you to manage each FortiSwitch device individually from its own web-based manager or CLI, which is not the case in the exhibit. Option B is false

because the FortiSwitch device is authorized, as explained above.

NEW QUESTION 2

What is the purpose of enabling Windows Active Directory Domain Authentication on FortiAuthenticator?

A. It enables FortiAuthenticator to use Windows administrator credentials to perform an LDAP lookup for a user search
B. It enables FortiAuthenticator to use a Windows CA certificate when authenticating RADIUS users

C. It enables FortiAuthenticator to import users from Windows AD

D. It enables FortiAuthenticator to register itself as a Windows trusted device to proxy authentication using Kerberos

Answer: D

Explanation:

According to the FortiAuthenticator Administration Guide2, “Windows Active Directory domain authentication enables FortiAuthenticator to join a Windows Active
Directory domain as a machine entity and proxy authentication requests using Kerberos.” Therefore, option D is true because it describes the purpose of enabling
Windows Active Directory domain authentication on FortiAuthenticator. Option A is false because FortiAuthenticator does not need Windows administrator
credentials to perform an LDAP lookup for a user search. Option B is false because FortiAuthenticator does not use a Windows CA certificate when authenticating
RADIUS users, but rather its own CA certificate. Option C is false because FortiAuthenticator does not import users from Windows AD, but rather synchronizes

them using LDAP or FSSO.

NEW QUESTION 3
Refer to the exhibits.
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Examine the troubleshooting outputs shown in the exhibits

Users have been reporting issues with the speed of their wireless connection in a particular part of the wireless network The interface that is having issues is the 2
4 GHz interface that is currently configured on channel 6

The administrator of the wireless network has investigated and surveyed the local RF environment using the tools available at the AP and FortiGate

Which configuration would improve the wireless connection?

A. Change the AP 2 4 GHz channel to 11
B. Change the AP 2 4 GHz channel to 1.
C. Change the AP 2 4 GHz channel to 9.
D. Change the AP 2 4 GHz channel to 13.

Answer: B

Explanation:

According to the exhibits, the AP 2.4 GHz interface is currently configured on channel 6, which is overlapping with other nearby APs on channels 4 and 8. This can
cause interference and reduce the wireless performance. Therefore, changing the AP 2.4 GHz channel to 1 would improve the wireless connection, as it would
avoid the overlapping channels and use a non-overlapping channel instead. Option A is false because changing the AP 2.4 GHz channel to 11 would still overlap
with other nearby APs on channels 9 and 13. Option C is false because changing the AP 2.4 GHz channel to 9 would still overlap with other nearby APs on
channels 6, 8, and 11. Option D is false because changing the AP 2.4 GHz channel to 13 would still overlap with other nearby APs on channels 9 and 11.

NEW QUESTION 4
Refer to the exhibit

FortiGate # diagnose switch-controller switch-info 802.1X
Managed Switch : S224EPTF19006016

portd : Mode: port-based (mac-by-pass disable)
| Link: Link up
Port State: unauthorized: ( )
Dynamic Authorized Vlan : 0
Dynamic Allowed Vlian list:
Dynamic Untagged Vian list:
EAP pass-through : Enable
EAP egress-frame-tagged : Enable
EAF aute-untagged-vlians : Enable
Allow MAC Move : Disable
Dynamic Access Contrel List : Disable
Quarantine VLAN (40%3) detection : Enable
Native V1an 10
Allowed Vlian list: 10,4093
Untagged Vian list: 4093
Gueast VLAMN :
Auth-Fail Vlan
AuthServer-Timeout Vlan :

Besslons info:
00:09:0£:02:02:02 Type=802.1x, , state=AUTHENTICATING, etime=0, eap cnt=0 params:reAuth=3600 |
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A device connected to port2 on FortiSwitch cannot access the network The port is assigned a security policy to enforce 802 1X authentication While
troubleshooting the issue, the administrator obtains the debug output shown in the exhibit
Which two scenarios are likely to cause this issue? (Choose two.)

A. The device is not configured for 802 1X authentication.
B. The device has been quarantined for 3600 seconds.
C. The device has been assigned the guest VLAN

D. The device does not support 802 1X authentication

Answer: AD

Explanation:

According to the exhibit, the debug output shows that the device connected to port2 on FortiSwitch is sending an EAPOL-Start message, which is the first step of
the 802.1X authentication process. However, the output also shows that the device is not sending any EAP-Response messages, which are required to complete
the authentication process. Therefore, option A is true because the device is not configured for 802.1X authentication, which means that it does not have the
correct credentials or settings to authenticate with the RADIUS server. Option D is also true because the device does not support 802.1X authentication, which
means that it does not have the capability or software to perform 802.1X authentication. Option B is false because the device has not been quarantined for 3600
seconds, but rather has a session timeout of 3600 seconds, which is the default value for 802.1X sessions. Option C is false because the device has not been
assigned the guest VLAN, but rather has been assigned the default VLAN, which is VLAN 1.

NEW QUESTION 5
Refer to the exhibit.
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Examine the FortiManager configuration and FortiGate CLI output shown in the exhibit

An administrator is testing the NAC feature The test device is connected to a managed FortiSwitch device

{S224EPTF19"53€7)onpOrt2

After applying the NAC policy on port2 and generating traffic on the test device the test device is not matching the NAC policy therefore the test device remains m
the onboarding VLAN

Based on the information shown in the exhibit which two scenarios are likely to cause this issue? (Choose two.)

A. Management communication between FortiGate and FortiSwitch is down
B. The MAC address configured on the NAC policy is incorrect

C. The device operating system detected by FortiGate is not Linux

D. Device detection is not enabled on VLAN 4089

Answer: AB

Explanation:

According to the FortiManager configuration, the NAC policy is set to match devices with the MAC address of 00:0c:29:6a:2b:3c and the operating system of
Linux.However, according to the FortiGate CLI output, the test device has a different MAC address of 00:0c:29:6a:2b:3d. Therefore, option B is true. Option A is
also true because the FortiSwitch device status is shown as down, which means that the management

communication between FortiGate and FortiSwitch is not working properly. This could prevent the NAC policy from being applied correctly. Option C is false
because the device operating system detected by FortiGate is Linux, which matches the NAC policy. Option D is false because device detection is enabled on
VLAN 4089, as shown by the command “config switch-controller vian”.

NEW QUESTION 6

An administrator is testing the connectivity for a new VLAN The devices in the VLAN are connected to a FortiSwitch device that is managed by FortiGate
Quarantine is disabled on FortiGate

While testing the administrator noticed that devices can ping FortiGate and FortiGate can ping the devices The administrator also noticed that inter-VLAN
communication works However intra-VLAN communication does not work

Which scenario is likely to cause this issue?

A. Access VLAN is enabled on the VLAN

B. The native VLAN configured on the ports is incorrect
C. The FortiSwitch MAC address table is missing entries
D. The FortiGate ARP table is missing entries

Answer: C
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Explanation:

According to the scenario, the devices in the VLAN are connected to a FortiSwitch device that is managed by FortiGate. Quarantine is disabled on FortiGate,
which means that the devices are not blocked by any security policy. The devices can ping FortiGate and FortiGate can ping the devices, which means that the IP
connectivity is working. Inter-VLAN communication works, which means that the routing between VLANSs is working. However, intra-VLAN communication does not
work, which means that the switching within the VLAN is not working. Therefore, option C is true because the FortiSwitch MAC address table is missing entries,
which means that the FortiSwitch does not know how to forward frames to the destination MAC addresses within the VLAN. Option A is false because access
VLAN is enabled on the VLAN, which means that the VLAN ID is added to the frames on ingress and removed on egress. This does not affect intra-VLAN
communication. Option B is false because the native VLAN configured on the ports is incorrect, which means that the frames on the native VLAN are not tagged
with a VLAN ID. This does not affect intra-VLAN communication. Option D is false because the FortiGate ARP table is missing entries, which means that FortiGate
does not know how to map IP addresses to MAC addresses. This does not affect intra-VLAN communication.

NEW QUESTION 7
Refer to the exhibits.
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Examine the firewall policy configuration and SSID settings

An administrator has configured a guest wireless network on FortiGate using the external captive portal The administrator has verified that the external captive
portal URL is correct However wireless users are not able to see the captive portal login page

Given the configuration shown in the exhibit and the SSID settings which configuration change should the administrator make to fix the problem?

A. Disable the user group from the SSID configuration

B. Enable the captivs-portal-exempt option in the firewall policy with the ID 11.
C. Apply a guest.portal user group in the firewall policy with the ID 11.

D. Include the wireless client subnet range in the Exempt Source section

Answer: C

Explanation:

According to the FortiGate Administration Guide, “To use an external captive portal, you must configure a user group that uses the external captive portal as the
authentication method and apply it to a firewall policy.” Therefore, option C is true because it will allow the wireless users to be redirected to the external captive
portal URL when they try to access the Internet. Option A is false because disabling the user group from the SSID configuration will prevent the wireless users
from being authenticated by the FortiGate device. Option B is false because enabling the captive-portal-exempt option in the firewall policy will bypass the captive
portal authentication for the wireless users, which is not the desired outcome. Option D is false because including the wireless client subnet range in the Exempt
Source section will also bypass the captive portal authentication for the wireless users, which is not the desired outcome.

NEW QUESTION 8
When you configure a FortiAP wireless interface for auto TX power control which statement describes how it configures its transmission power"?
A. Every 30 seconds the AP will measure the signal strength of the AP using the client The AP will adjust its signal strength up or down until the AP signal is

detected at -70 dBm
B. Every 30 seconds FortiGate measures the signal strength of adjacent AP interfaces It will adjust its own AP power to match the adjacent AP signal strength
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C. Every 30 seconds FortiGate measures the signal strength of adjacent FortiAP interfaces It will adjust the adjacent AP power to be detectable at -70 dBm
D. Every 30 seconds FortiGate measures the signal strength of the weakest associated client The AP will then configure its radio power to match the detected
signal strength of the client

Answer: A

Explanation:

According to the FortiAP Configuration Guidel, “Auto TX power control allows the AP to adjust its transmit power based on the signal strength of the client. The
AP will measure the signal strength of the client every 30 seconds and adjust its transmit power up or down until the client signal is detected at -70 dBm.”
Therefore, option A is true because it describes how the FortiAP wireless interface configures its transmission power when auto TX power control is enabled.
Option B is false because FortiGate does not measure the signal strength of adjacent AP interfaces, but rather the FortiAP does. Option C is false because
FortiGate does not

adjust the adjacent AP power, but rather the FortiAP adjusts its own power. Option D is false becauseFortiGate does not measure the signal strength of the
weakest associated client, but rather the FortiAP does.

NEW QUESTION 9
Which two statements about the MAC-based 802 1X security mode available on FortiSwitch are true? (Choose two.)

A. FortiSwitch authenticates a single device and opens the port to other devices connected to the port
B. FortiSwitch authenticates each device connected to the port

C. It cannot be used in conjunction with MAC authentication bypass

D. FortiSwitch can grant different access levels to each device connected to the port

Answer: BD

Explanation:

According to the FortiSwitch Administration Guide, “MAC-based 802.1X security mode allows you to authenticate each device connected to a port using its MAC
address as the username and password.” Therefore, option B is true because it describes the MAC-based 802.1X security mode available on FortiSwitch. Option
D is also true because FortiSwitch can grant different access levels to each device connected to the port based on the user group and security policy assigned to
them. Option A is false because FortiSwitch does not authenticate a single device and open the port to other devices connected to the port, but rather
authenticates each device individually. Option C is false because MAC-based 802.1X security mode can be used in conjunction with MAC authentication bypass
(MAB) or EAP pass-through modes, which are fallback options for non-802.1X devices.

NEW QUESTION 10
Exhibit.

a Network Topology
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Refer to the exhibit showing a network topology and SSID settings.
FortiGate is configured to use an external captive portal However wireless users are not able to see the captive portal login page
Which configuration change should the administrator make to fix the problem?

A. Enable NAT in the firewall policy with the ID 13.

B. Add the FortiAuthenticator and WindowsAD address objects as exempt destinations services
C. Enable the captive-portal-exempt option in the firewall policy with the ID 12

D. Remove the guest.portal user group in the firewall policy with the ID 12

Answer: B
Explanation:

According to the exhibit, the network topology and SSID settings show that FortiGate is configured to use an external captive portal hosted on FortiAuthenticator,
which is connected to a Windows AD server for user authentication. However, wireless users are not able to see the captive portal login page, which means that
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they are not redirected to the external captive portal URL. Therefore, option B is true because adding the FortiAuthenticator and WindowsAD address objects as
exempt destinations services will allow the wireless users to access the external captive portal URL without being blocked by the firewall policy. Option A is false
because enabling NAT in the firewall policy with the ID 13 will not affect the redirection to the external captive portal URL, but rather the source IP address of the
wireless traffic. Option C is false because enabling the captive-portal-exempt option in the firewall policy with the ID 12will bypass the captive portal authentication
for the wireless users, which is not the desired outcome. Option D is false because removing the guest.portal user group in the firewall policy with the ID 12 will
prevent the wireless users from being authenticated by FortiGate, which is required for accessing the external captive portal.

NEW QUESTION 10
Refer to the exhibit.
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\\%&/ ” 10.0.1.0 --tx/
Chient Fort Switch FortiGate FortiAuthenticator
(non-802.1X device) {Authenticator) (Swikch Controller) (Authentication Server)
70:88:6B:8C: 4A:CE S224EPTF1%005867

Frame 1: 183 bytes on wire (1464 bits), 183 bytes captured (1464 bits)
Ethernet II, Src: VMeare 96:ec:ca (00:50:56:96:ec:ca), Dst: Vware 96:08:560 (0@:50:56:96:08:68)
Internet Protocol Version 4, Src: 10.0.1.2%4, Dst: 10.8.1.15%0
b User Datagram Protocol, Src Port: 58691, Dst Port: 1812
4 RADIUS Protocol
Code: Access-Reguest (1)
Packet identifier: @xB (8)

Length: 141
Authenticator: 2a7927cblelss4ffldedf@3878c5b1b6
[The respon hiz r in fram

4 Attribute Value Pairs
P AVP: t=NAS-Identifier(32) l=18 val=S224EPTF19905867
P AVP: t=User-Nase(l) 1=19 val=79-88-68-8C-44-CE
b AVP: te=User-Password(2) l=34 val=Encrypted
P AVP: teService-Type(6) l=6 val=Call-Check(l1@)
P AVP: teFramed-MTU(12) l=& vale1500
I AVP: t=NAS-Port-Id(87) 1=7 wval=portl
AVP: tsMAS-Port(5) l=6 vals2
P AVP: t=NAS-Port-Type(6l) l=6 val=Ethernet(15)
b AVP: t=Calling-Station-Id(31) 1=19 val=7@-B8-68-BC-4A-CE

Examine the network diagram and packet capture shown in the exhibit

The packet capture was taken between FortiGate and FortiAuthenticator and shows a RADIUS Access-Request packet sent by FortiSwitch to FortiAuthenticator
through FortiGate

Why does the User-Name attribute in the RADIUS Access-Request packet contain the client MAC address?

A. The client is performing AD machine authentication

B. FortiSwitch is authenticating the client using MAC authentication bypass

C. The client is performing user authentication

D. FortiSwitch is sending a RADIUS accounting message to FortiAuthenticator

Answer: B

Explanation:

According to the exhibit, the User-Name attribute in the RADIUS Access-Request packet contains the client MAC address of 00:0c:29:6a:2b:3d. This indicates that
FortiSwitch is authenticating the client using MAC authentication bypass (MAB), which is a method of authenticating devices that do not support 802.1X by using
their MAC address as the username and password. Therefore, option B is true because it explains why the User-Name attribute contains the client MAC address.
Option A is false because AD machine authentication uses a computer account name and password, not a MAC address. Option C is false because user
authentication uses a user name and password, not a MAC address. Option D is false because FortiSwitch is sending a RADIUS Access-Request message to
FortiAuthenticator, not a RADIUS accounting message.

NEW QUESTION 13
Refer to the exhibit.
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Edit VPN Tunnel

W arme
Comments
Metwork 2 Edit
Remote Gateway : Dialup User , Interface : port2
IPva client address range : 10.0.1.15-10.0.1. 50/ 255.250.2 95,495
IPvh client address range @ =-:2/128
Authentication ® 9
Method Pre-shared Key
Pre-chared Ky EREERREES
s IKE
Version n 9
Mode Main (1D protection
Peer Options
Accept Types Ary peer 1D
Phase 1 Proposal 2 Edit

Algorithms : AES128-5HA256, AES256-5HAZ56, AES128-5HAL, AES256-5HA]
JDES-5SHAZ56

Diffe-Hellman Groups : 14, 5

XAUTH # Edit

Type : Disabled

Examine the IPsec VPN phase 1 configuration shown in the exhibit
An administrator wants to use certificate-based authentication for an IPsec VPN user
Which three configuration changes must you make on FortiGate to perform certificate-based authentication for the IPsec VPN user? (Choose three)

A. Create a PKI user for the IPsec VPN user, and then configure the IPsec VPN tunnel to accept the PKI user as peer certificate

B. In the Authentication section of the IPsec VPN tunnel in the Method drop-down list select Signature and then select the certificate that FortiGate will use for
IPsec VPN

C. In the IKE section of the IPsec VPN tunnel in the Mode field select Main (ID protection)

D. Import the CA that signed the user certificate

E. Enable XAUTH on the IPsec VPN tunnel

Answer: BDE

Explanation:

According to the FortiGate Administration Guide, “To use certificate-based authentication, you must configure the following settings on both peers: Select
Signature as the authentication method and select a certificate to use for authentication. Import the CA certificate that issued the peer’s certificate. Enable XAUTH
on the phase 1 configuration.” Therefore, options B, D, and E are true because they describe the configuration changes that must be made on FortiGate to
perform certificate-based authentication for the IPsec VPN user. Option A is false because creating a PKI user for the IPsec VPN user is not required, as the user
certificate can be verified by the CA certificate. Option C is false because changing the IKE mode to Main (ID protection) is not required, as the IKE mode can be
either Main or Aggressive for certificate-based authentication.

NEW QUESTION 15
Refer to the exhibit.

W ET FAC-Lab
Authentication method IEETTI Specify
MNAS P

Include in every user group ()

Primary Server

IP/Name 10.0.1.150
secret saEERERE
Connection status @ Successful

Test Connectivity

Test User Credentials

Examine the RADIUS server configuration shown in the exhibit
An administrator has configured a RADIUS server on FortiGate that points to FortiAuthenticator FortiAuthenticator is acting as an authentication proxy and is
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configured to relay all authentication requests to a remote Windows AD server using LDAP

While testing the configuration the administrator noticed that the diagnosetest authserver command worked with PAP, however authentication requests failed when
using MSCHAP2

Which two solutions can the administrator implement to get MSCHAP2 authentication to work" (Choose two.)

A. On FortiAuthenticator enable Windows Active Directory Domain Authentication to add FortiAuthenticator to the Windows domain
B. On FortiGate configure the NAS IP setting on the RADIUS server

C. On FortiAuthenticator change the back-end authentication server from LDAP to RADIUS

D. On FortiGate update the Secret setting on the RADIUS server

Answer: AC

Explanation:

According to the exhibit, the RADIUS server configuration on FortiGate points to FortiAuthenticator, which is acting as an authentication proxy and is configured to
relay all authentication requests to a remote Windows AD server using LDAP. However, LDAP does not support MSCHAP2 authentication, which is required for
RADIUS. Therefore, option A is true because on FortiAuthenticator, enabling Windows Active Directory Domain Authentication will add FortiAuthenticator to the
Windows domain and allow it to use MSCHAP2 authentication with the AD server. Option C is also true because on FortiAuthenticator, changing the back-end
authentication server from LDAP to RADIUS will allow it to use MSCHAP2 authentication with the AD server. Option B is false because on FortiGate, configuring
the NAS IP setting on the RADIUS server will not affect the MSCHAP2 authentication, but rather the source IP address of the RADIUS packets. Option D is false
because on FortiGate, updating the Secret setting on the RADIUS server will not affect the MSCHAP2 authentication, but rather the shared secret between
FortiGate and FortiAuthenticator.

NEW QUESTION 20
Refer to the exhibit.

Fortigate § diagnose test authserver radius FAC-Lab mschapt student password |

[1909] handle reg-Rcwd auth reg 1288058912 for studsnt im FAC-Lab opt=0000001d prot=4 |
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[617] !nbihd_paplﬂ:ti:!-t!udunt

[505] _ fnbamd cfg get radius list by server-Loading RADIVS server ‘FAC-Lab

[342] fnbamd creats radius socketl-Opened radius socket 13

[342] fr.ha.:d:cuiu:nd;usism:'k.t-{:pa.':ed radius socket 14 |

[1392] fnbasd radius auth sand-Cosposa RADIUS requast |
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11330} __!nti:ﬂ;rii_:tnd-Snnt radius req to server 'FAC-Lab fa=13;, IF=10.0.1

pre"gtudent”™ using MS-CHAPvI

[320] radius server auth-Timer of rad 'FAC-Lab’ is addad
J3] create auth session-Total 1 server(s) to try |
J5%] fnbamd auth handle radius result-Timar of rad "'FAC-Lab’' is dalated |
Bon) fr..‘l:m:u-:l'.:s_w'th:valmn:_a_pu-i'mw:: resp coda 2

[320] iit:i:!ﬂ:uctn:T‘YiHS'rCFTIHtT attr, type 1, val BSL

[1661) _ redius decode mppe key-Fey len after decode 14

1.150:1012) codaw]l 1d=2 len=1B80 us

(=3
w
o
[
&
L= ]

[1661) radius decode mppe key-Key len after decode 14 |

[1385) fobamd auth handle radius result-->Result for radius svr ‘FAC-Lab*® 10.0.1.150{1) is @

[266] find matched ust grps-Skipped group matching

[217] fl-.ha;d_=¢ﬂ_;end_:a=ult-:-end'.r.q result 0 (nid 0) for req 1288058912, len=2156

authanticate 'student *iqanll mschapl' succeeded, serversprimary assiqned rad session i1d=1288058%12 session_timeout=Q se|
£s idle timeoutsd secs' .
Group mesbership(s) - SSL

Examine the debug output shown in the exhibit
Which two statements about the RADIUS debug output are true" (Choose two)

A. The user student belongs to the SSLVPN group

B. User authentication failed

C. The RADIUS server sent a vendor-specific attribute in the RADIUS response
D. User authentication succeeded using MSCHAP

Answer: AD

Explanation:

According to the exhibit, the debug output shows a RADIUS debug output from FortiGate. The output shows that FortiGate sent a RADIUS Access-Request packet
to FortiAuthenticator with the username student and received a RADIUS Access-Accept packet from FortiAuthenticator with a Class attribute containing SSLVPN.
Therefore, option A is true because it indicates that the user student belongs to the SSLVPN group on FortiAuthenticator. The output also shows that FortiGate
used MSCHAP as the authentication method and received a MS-MPPE-Send-Key and a MS-MPPE-Recv-Key from FortiAuthenticator. Therefore, option D is true
because it indicates that user authentication succeeded using MSCHAP. Option B is false because user authentication did not fail, but rather succeeded. Option C
is false because FortiAuthenticator did not send a vendor-specific attribute in the RADIUS response, but rather standard attributes defined by RFCs.
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