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NEW QUESTION 1
An administrator has configured the following CLI script on FortiManager, which failed to apply any changes to the managed device after being executed.

# conf rout stat

edit 0O
set gateway 10.20.121.Z2
set priority 20
set device “wanl”

Why didn’t the script make any changes to the managed device?

A. Commands that start with the # sign are not executed.

B. CLI scripts will add objects only if they are referenced by policies.
C. Incomplete commands are ignored in CLI scripts.

D. Static routes can only be added using TCL scripts.

Answer: A

Explanation:

https://help.fortinet.com/fmgr/50hlp/56/5-6-2/FortiManager_Admin_Guide/1000_Device%20Manager/2400_Sc

A sequence of FortiGate CLI commands, as you would type them at the command line. A comment line starts with the number sign (#). A comment line will not be
executed.

NEW QUESTION 2
Refer to the exhibit, which shows a session table entry.

FGT # diagnose sys session 1

10 .£L38%

Which statement about FortiGate behavior relating to this session is true?

A. FortiGate redirected the client to the captive portal to authenticate, so that a correct policy match could be made.
B. FortiGate forwarded this session without any inspection.

C. FortiGate is performing security profile inspection using the CP

D. FortiGate applied only IPS inspection to this session.

Answer: C
Explanation:

Enterprise_Firewall_7.0_Study_Guide-Online.pdf p 91, 92 First digit of "proto_state" value at 1 and considering all counters are at O for HW acceleration means
CPU usage

NEW QUESTION 3
Refer to the exhibit, which shows the output of diagnose sys session list.
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# diagnose sys session list

session info: proto=6 proto state=01 duration=73 expire=3597 timeout=3600
f1ags=00000000 sockflag=00000000 sockport=0 av_idx=0 use=3

origin-shaper=

reply-shaper=

per_ip shaper=

class id=0 ha 1d=0 policy dir=0 tunnel=/ wvlan cos=0/255

state=may dirty synced none app ntf

statistic (bytes/packets/allow err): org=822/11/1 reply=9037/15/1 tuples=2
orgin->sink: org pre->post, reply pre->post dev=4->2/2->4
gwy=100.64.1.254/10.0.1.10

hook=post dir=org act=snat 10.0.1.10:65464->54.192.15.182:80(100.64.1.1:65464)
hook=pre dir=reply act=dnat 54.192.15.182:80->100.64.1.1:65464(10.0.1.10:65464)
pos/ (before,after) 0/(0,0), 0/(0,0)

misc=0 policy id=1 auth_info=0 chk_client_info=0 wvd=0

serial=00000098 tos=ff/ff ipﬁdviﬂw:ﬂ appdliﬁt:ﬂ app=0

dd type=U dd mode=0

If the HA ID for the primary device is 0, what will happen if the primary fails and the secondary becomes the primary?

A. Traffic for this session continues to be permitted on the new primary device after failover, without requiring the client to restart the session with the server.

B. The secondary device has this session synchronized; however, because application control is applied, the session will be marked dirty and have to be re-
evaluated after failover.

C. The session state will be preserved but the kernel will need to re-evaluate the session due to NAT being applied.

D. The session will be removed from the session table of the secondary device due to the presence of allowed error packets, which will force the client to restart
the session with the server.

Answer: A

Explanation:
https://community.fortinet.com/t5/FortiGate/Technical-Note-How-to-see-if-a-session-is-synced-in-HA/ta-p/1941

NEW QUESTION 4
Refer to the exhibit, which contains the output of a BGP debug command.

FGT # get router intoe bagp summary
BGP router i tifier 0 0.117, local A5 mumber 65117

BGP table wversion i= 104
3 BGP AS-PATH entries

0 BGE -=_.'-_"[F.1]'I:I:I.JI:|1':_:|-’ entries

Neighbor AS MsaqgRcvd
0 1608

ANG

101

Total number of neighbora 3

Which statement about the exhibit is true?

A. The local router has received a total of three BGP prefixes from all peers.

B. The local router has not established a TCP session with 100.64.3.1.

C. Since the counters were last reset, the 10.200.3.1 peer has never been down.
D. The local router BGP state is OpenConfirm with the 10.127.0.75 peer.

Answer: B

NEW QUESTION 5
A FortiGate is rebooting unexpectedly without any apparent reason. What troubleshooting tools could an administrator use to get more information about the
problem? (Choose two.)

A. Firewall monitor.
B. Policy monitor.
C. Logs.

D. Crashlogs.

Answer: CD

NEW QUESTION 6

How does FortiManager handle FortiGuard requests from FortiGate devices, when it is configured as a local FDS?
A. FortiManager can download and maintain local copies of FortiGuard databases.

B. FortiManager supports only FortiGuard push to managed devices.

C. FortiManager will respond to update requests only if they originate from a managed device.

D. FortiManager does not support rating requests.

Answer: A
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NEW QUESTION 7

Refer to the exhibit, which shows a partial web filter profile configuration.

@ FortiGuard Category Based Filter
Name Action
[=] Bandwidth Consuming @
Freeware and Software Downloads @ Allow
File Sharing and Storage @ Block
& Static URL Filter
URL Filter O
+CreateNew | # Edit @& Delet
URL Type Action Status
*dropbox.com  Wildcard @ Allow @ Enable
Content Filter ©
+CreateNew | ¢ Edit & Delete
Pattern Type = Pattern = Language = Action = Status =
Wildcard *dropbox* Western @ Exempt @ Enable

Which action will FortiGate take if a user attempts to access www.dropbox.com, which is categorized as File Sharing and Storage?

A. FortiGate will block the connection, based on the FortiGuard category based filter configuration.
B. FortiGate will block the connection as an invalid URL.

C. FortiGate will exempt the connection, based on the Web Content Filter configuration.

D. FortiGate will allow the connection, based on the URL Filter configuration.

Answer: A

Explanation:

Enterprise_Firewall_7.0_Study_Guide-Online.pdf p 351 url filter -> FortiGuard Web Filter -> Web Content Filter -> Advanced Filter Options Allow -> Block

NEW QUESTION 8
Which two statements about the Security Fabric are true? (Choose two.)

A. Only the root FortiGate collects network information and forwards it to FortiAnalyzer.

B. FortiGate uses FortiTelemetry protocol to communicate with FortiAnalyzer.

C. All FortiGate devices in the Security Fabric must have bidirectional FortiTelemetry connectivity.
D. Branch FortiGate devices must be configured first.

Answer: BC

NEW QUESTION 9
Refer to the exhibit, which contains the partial output of a diagnose command.
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2 § dia vpn tunn

. all ipsec tunnel in W

yid num=1 child num=0 refent=15 1last=10

fxp:ﬂ tIp:D rxb=0 txh=0

A D
90

200b esp=aes

10

Based on the output, which two statements are correct? (Choose two.)

A. Anti-replay is enabled

B. The remote gateway IP is 10.200.4.1.
C. DPD is disabled.

D. Quick mode selectors are disabled.

Answer: AB

NEW QUESTION 10
Refer to the exhibit, which contains the partial output of the get vpn ipsec tunnel details command.

Hub # get vpn ipsec tunnel details
gateway
name: ‘Hub2Spokel
type: route-b:
local-gateway: 1.1.1:0 (statie)
remote-gateway: ) ).2.2:0 (static)
mode: ike-vl
interface: ‘w:
rx packets: 125 bytes: 524402 err 0
tx packets: 641 bytes: 93 errors: 0
dpd: on-demand/negotiated idle: 20000ms retry: 3 count: 0O
selectors
name: “HubZSpokel’
auto-negotiate: disable
mode: tunnel
0:192.168.1.

0:10.10.20.0/

inbound
spi: 0leS54bl4
anc: aes-cb 914dc5d0%266
auth: shal af8lb0l18ddcdfda:

outbound

spi: 3dd3545f

enc: aes-cb 0l17bBffecdbaZleac99b22380blde’4d

Based on the output, which two statements are correct? (Choose two.)
A. Phase 2 authentication is set to shal on both sides.

B. Anti-replay is disabled.

C. Hub2Spokel is a policy-based VPN.

D. Hub2Spokel is configured on interface wan2.

Answer: AD

NEW QUESTION 10
View the exhibit, which contains the output of a diagnose command, and then answer the question below.
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diagnose sys session list expectation

session info: proto=6 proto state-00 duration=3 expire=26 timeout=3600 flags=00000000
sockflag=00000000 sockport=0 av idx=0 use=3

origin-shaper=

reply-shaper=

ha id-0 policy dir=1 tunnel=/

state=new complex

statistic(bytes/packets/allow err): org=0/0/0 reply-0/0/0 tuples=2

orgin->sink: org pre-»post, reply pre->post dev=2->4/4->2 gwy=10.0.1.10/10.200.1.254
hook=pre dir-org act=dnat 10.171.121.38:0->10.200.1.1:60426(10.0.1.10:50365)
hook-pre dir-org act-noop 0.0.0.0:0->0.0.0.0:0(0.0.0.0:0)

pos/ (before, after) 0/(0,0), 0/(0,0)

misc=0 policy id=1 auth info=0 chk client info=0 vd=0

serial=000000e9 tos=ff/ff ips view=0 app list=0 app=0

dd type=0 dd mode=0

What statements are correct regarding the output? (Choose two.)

A. This is an expected session created by a session helper.

B. Traffic in the original direction (coming from the IP address 10.171.122.38) will be routed to the next-hop IP address 10.0.1.10.
C. Traffic in the original direction (coming from the IP address 10.171.122.38) will be routed to the next-hop IP address 10.200.1.1.
D. This is an expected session created by an application control profile.

Answer: AC

NEW QUESTION 14

View the IPS exit log, and then answer the question below.

# diagnose test application ipsmonitor 3 ipsengine exit log”

pid = 93 (cfg), duration = 5605322 (s) at Wed Apr 19 09:57:26 2017 code = 11, reason: manual
What is the status of IPS on this FortiGate?

A. IPS engine memory consumption has exceeded the model-specific predefined value.

B. IPS daemon experienced a crash.

C. There are communication problems between the IPS engine and the management database.
D. All IPS-related features have been disabled in FortiGate’s configuration.

Answer: D
Explanation:
The command diagnose test application ipsmonitor includes many options that are useful for troubleshooting purposes.Option 3 displays the log entries generated

every time an IPS engine process stopped. There are various reasons why these logs are generated:Manual: Because of the configuration, IPS no longer needs to
run (that is, all IPS-releated features have been disabled)

NEW QUESTION 15
Refer to the exhibit, which contains partial output from an IKE real-time debug.
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:253000:27: responder: main mode get 1st message...
:253000:27: VID DPD AFCAD71368A1F1C96BB696FC77570100
:253000:27: VID FRAGMENTATION 4848B7DS56EBCEB8525E7DETF@OD6C20D3

:253088:27: VID FORTIGATE 8299831757A36882C6A5021DEE0OEE000
:253000:27: incoming proposal:

:253000:27: proposal id = @:

:253000:27: protocol id ISAKMP :

:253808:27: trans_id KEY_IKE.

:253800:27: encapsulation = IKE/none

:253000: 27: type=0OAKLEY HASH ALG, val=SHA2 256.
:253000:27: type=AUTH_METHOD, va]:PRESMRED_KE‘t’.
:253000:27: type=0AKLEY_GROUP, val=MODP1536.
:253008:27: ISAKMP SA lifetime=86480

:253000:27: my proposal, gw Remotesite:

:253000:27: proposal id = 1:

:253800:27: protocol id = ISAKMP:

:253000:27: trans id KEY_IKE.

:253000:27: encapsulation = IKE/none

:253000:27: type=0AKLEY_HASH_ALG, val=SHA.
:253000:27: type=AUTH METHOD, val=PRESHARED KEY.
:2538008:27: type=0AKLEY_GROUP, val=MODP1536.
:253000:27: ISAKMP SA lifetime=86400

:253000:27: negotiation failure

a
a
a
a
e
a
a
e
a
a
e
e
a
a
a
e
e
e
a
L%
a
a
e
a
e
a

Negot:253a8cbe6335e6fd/0000000000000000:27: no SA proposal chosen

Why did the tunnel not come up?

A. The local gateway has configured less secure encryption and hashing algorithms compared to the remote gateway.

B. The Diffie-Hellman group does not match on the local and remote gateways.

C. The proposal ID does not match between local and remote gateways.

D. The encapsulation method for phase 2 is set to none on local and remote gateways.
Answer: A

Explanation:

:253000:27: VID FRAGMENTATION 484BB7DSGEBCEBBS2SETDET7FO8D6C2D3CE000000

:253000:27: type=0AKLEY_ENCRYPT_ALG, val=AES_CBC, key-len=256

:253000:27: type=0AKLEY_ ENCRYPT_ALG, val=AES CBC, key-len=128

local gateway: encryption AES-128, hash SHA remote gateway: encryption AES-256, hash SHA-256 So local gateway has less secure settings

NEW QUESTION 20
View the exhibit, which contains a session entry, and then answer the question below.

session info: proto=1 proto state=00 duration=1 expire=39 timeout=0 flags=00000000
sockflag=000000 sockport=0 av 1dx=0 use=3

origin-shaper=

reply-shaper=

per. 1 p s haper=

state=log may dirty none

statistic(bytes/packets/allow err): org=168/2/1 reply=168/2/1 tuples=2

tx speed(Bps/kbps): 97/0 rx speed(Bps/kbps): 97/0

0rgin->s

hook=post dir=orq act=smat 10.1.10.10:40602->10.200.5.1:8(10.200.1.254/10.

1.0.1
hook=pre dir=reply act=dnat 10.200.5.1:60430->10.200.1.1:0(10.1.10.10:40602)

misc=0 policy id=1 auth info=0 chk client info=0 vd=0

serial=0002a5c9 tos=ff/ff app list=0 app=0 url cat=0

dd type=0 dd mode=0

Which statement is correct regarding this session?

A. ltis an ICMP session from 10.1.10.10 to 10.200.1.1.

B. It is an ICMP session from 10.1.10.10 to 10.200.5.1.

C. Itis a TCP session in ESTABLISHED state from 10.1.10.10 to 10.200.5.1.
D. Itis a TCP session in CLOSE_WAIT state from 10.1.10.10 to 10.200.1.1.

Answer: B

NEW QUESTION 22
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A FortiGate's portl is connected to a private network. Its port2 is connected to the Internet. Explicit web proxy is enabled in portl and only explicit web proxy users
can access the Internet. Web cache is NOT enabled. An internal web proxy user is downloading a file from the Internet via HTTP. Which statements are true

regarding the two entries in the FortiGate session table related with this traffic? (Choose two.)

A. Both session have the local flag on.

B. The destination IP addresses of both sessions are IP addresses assigned to FortiGate's interfaces.
C. One session has the proxy flag on, the other one does not.

D. One of the sessions has the IP address of port2 as the source IP address.

Answer: AD

NEW QUESTION 27
When does a RADIUS server send an Access-Challenge packet?

A. The server does not have the user credentials yet.

B. The server requires more information from the user, such as the token code for two-factor authentication.

C. The user credentials are wrong.
D. The user account is not found in the server.

Answer: B

NEW QUESTION 31
Examine the partial output from the IKE real time debug shown in the exhibit; then answer the question
below.

zdiagnose debug application ike -1
=diagnose debug enable
tke 0: ....: 75: responder: aggressive mode get 1% message...

ike 0: ....:76: incoming proposal:

ike 0: ....:76: proposal 1d = 0:

ike 0: ....:76: protocol 1d= ISAKMP:
ke 0: ....:76: trans «d=KEY IKE.

tke 0: ....:76:  encapsulation = IKE'none

e 0 ... 470 type= OAKLEY ENCRYPT ALG, val=AES CBC.
ke 0:....:76: type= OAKLEY HASH ALG, val=SHA2 256.

ike 0: ....:76: type=AUTH_METHOD, val=PRESHARED KEY.

ke 0::...:76: type=OAKLEY_GROUP, val=MODP2048.
ke 0: ....:76: ISAKMP SA lifetime=86400

ke 0: ....:76: my proposal, gw Remote:

ke 0: ....:76: proposal 1d=1:

ike 0: ....:76: protocol id= ISAKMP:

ike 0:....:76:  trans 1d=KEY IKE.

ike 0: ....:76:  encapsulation = IKE/none
ike 0: ....:76: type=OAKLEY ECNRYPT_ALG, val=DES_CBC.
ike 0 ....:76:  type=OAKLEY HASH ALG, val=SHA2 256.

ke 0:::..:2768 type=AUTH METHOD. val= PRESHARED KEY.
tke 0 ....076: type=0OAKLEY GROUP, val =MODP2045.

ike 0: ....:76: ISAKMP SA lifetime=86400

ike 0: ....:76: proposal 1d=1:

ke 0: ....:76: protocol 1d= ISAKMP:

ke 0: ....:76:  trans 1d=KEY IKE.

tke 0: ....:76:  encapsulation = IKE/none

ke 0: ....:76: type=0AKLEY ENCRYPT ALG. val=DES_CBC.
ike 0: ....:76: type= OAKLEY HASH ALG, val=SHA2 256.

ke 0: ....:76: type=AUTH_METHOD., val=PRESHARED KEY.
ike 02 ... 76: tvpe=OAKLEY GROUP, val=MODP1536.

ike 0: ....:76: ISAKMP SA lifetime=86400

tke 0: ....:76: negotiation failure

ke Negotiate ISAKMP SA Error: tke O: ....:76: no SA proposal chosen

Why didn’t the tunnel come up?

A. IKE mode configuration is not enabled in the remote IPsec gateway.

B. The remote gateway’s Phase-2 configuration does not match the local gateway’s phase-2 configuration.
C. The remote gateway’s Phase-1 configuration does not match the local gateway’s phase-1 configuration.
D. One IPsec gateway is using main mode, while the other IPsec gateway is using aggressive mode.
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Answer: C

NEW QUESTION 35
What are two functions of automation stitches? (Choose two.)

A. Automation stitches can be configured on any FortiGate device in a Security Fabric environment.

B. An automation stitch configured to execute actions sequentially can take parameters from previous actions as input for the current action.

C. Automation stitches can be created to run diagnostic commands and attach the results to an email message when CPU or memory usage exceeds specified
thresholds.

D. An automation stitch configured to execute actions in parallel can be set to insert a specific delay between actions.

Answer: BC
Explanation:

Enterprise_Firewall_7.0_Study_Guide-Online.pdf p 23, 26

NEW QUESTION 36
Refer to the exhibit, which contains the debug output of diagnose dvm device list.

FMG-VME4# diagnose dvm device

There are
ADOM IPS FIRMWARE
ADOM 15.0.0831 6.0 MR4 (1579)
hs (regular)

db: modified on in sync; cond: pending; dm: retrieved; conn: up

root flags:0 adom:My ADOM pkg: [imported] Local-FortiGate

Which two statements about the output shown in the exhibit are correct? (Choose two.)

A. ADOMs are disabled on the FortiManager

B. The FortiGate configuration is in sync with latest running revision history.

C. There are pending device-level changes yet to be installed on Local-FortiGate.
D. The policy package has been modified for Local-FortiGate.

Answer: BC

NEW QUESTION 39

An administrator has configured two FortiGate devices for an HA cluster. While testing HA failover, the administrator notices that some of the switches in the
network continue to send traffic to the former primary device.

What can the administrator do to fix this problem?

A. Configure remote link monitoring to detect an issue in the forwarding path.

B. Configure set send-garp-on-failover enable under config system ha on both cluster members.

C. Verify that the speed and duplex settings match between the FortiGate interfaces and the connected switch ports.
D. Configure set link-failed-signal enable under config system ha on both cluster members.

Answer: D

Explanation:

Virtual MAC Address and Failover - The new primary broadcasts Gratuitous ARP packets to notify the network that each virtual MAC is now reachable through a
different switch port. - Some high-end switches might not clear their MAC table correctly after a failover - Solution: Force former primary to shut down all its
interfaces for one second when the failover happens (excluding heartbeat and reserved management interfaces): #Config system ha set link-failed-signal enable
end - This simulates a link failure that clears the related entries from MAC table of the switches.

NEW QUESTION 43
View the exhibit, which contains a partial routing table, and then answer the question below.

FGT # get router info routing-table all

Rout ing tabl

L 10.7 - directly connected, po orc2

Routing table for VRF=12
10.1.0.0/24 is directly connected, port3
10.10.4.0/24 [10/0] wis 1D 1.0.100, port3
10.64.1.0/24 is direct

ly connected, portl

qurlnq table for VRF=21

' 1u.1 u 0/24 [10/0]
10.72.3.0/24 is ti,:_re._.rl" ’ nected
192.168.2.0/24 [10/0]

Assuming all the appropriate firewall policies are configured, which of the following pings will FortiGate route? (Choose two.)
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A. Source IP address 10.1.0.24, Destination IP address 10.72.3.20.
B. Source IP address 10.72.3.27, Destination IP address 10.1.0.52.
C. Source IP address 10.72.3.52, Destination IP address 10.1.0.254.
D. Source IP address 10.73.9.10, Destination IP address 10.72.3.15.

Answer: BC

NEW QUESTION 45
Which the following events can trigger the election of a new primary unit in a HA cluster? (Choose two.)

A. Primary unit stops sending HA heartbeat keepalives.

B. The FortiGuard license for the primary unit is updated.

C. One of the monitored interfaces in the primary unit is disconnected.
D. A secondary unit is removed from the HA cluster.

Answer: AC

NEW QUESTION 49
Examine the output of the ‘get router info bgp summary’ command shown in the exhibit; then answer the question below.

Student= get router info bgp summary

BGP router indentitier 10.200.1.1. local AS number 65500
BGP table version 1s 2

1 BGP AS-PATH entries

0 BGP community entries

Neighbor V AS MsgRevd MsgSent TblVer InQ OutQ UpDown State PfxRed
10.200.3.1 4 65501 92 112 0 0 0 never  Connect

Total number of neighbors 1

Which statement can explain why the state of the remote BGP peer 10.200.3.1 is Connect?

A. The local peer is receiving the BGP keepalives from the remote peer but it has not received any BGP prefix yet.
B. The TCP session for the BGP connection to 10.200.3.1 is down.

C. The local peer has received the BGP prefixed from the remote peer.

D. The local peer is receiving the BGP keepalives from the remote peer but it has not received the OpenConfirm yet.

Answer: B

Explanation:

http://www.ciscopress.com/articles/article.asp?p=2756480&seqNum=4

NEW QUESTION 51

What configuration changes can reduce the memory utilization in a FortiGate? (Choose two.)
A. Reduce the session time to live.

B. Increase the TCP session timers.

C. Increase the FortiGuard cache time to live.

D. Reduce the maximum file size to inspect.

Answer: AD

NEW QUESTION 53

When using the SSL certificate inspection method for HTTPS traffic, how does FortiGate filter web requests when the browser client does not provide the server

name indication (SNI) extension?

A. FortiGate uses CN information from the Subject field in the server’s certificate.
B. FortiGate switches to the full SSL inspection method to decrypt the data.

C. FortiGate blocks the request without any further inspection.

D. FortiGate uses the requested URL from the user’s web browser.

Answer: A

NEW QUESTION 54
View the exhibit, which contains the partial output of a diagnose command, and then answer the question below.
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Spoke-2 ® dia vpn tunnel list
list all ipsec tunnel in wd 0
name=VEN ver=1 serial=1 10.200.5.1:0->10.200.4.1:0
bound if=3 lgwy=static/1 tun=intf/0 mode=auto/l encap=none/0
proxyid num=1 child num=0 refent=15 ilast=10 olast=792 auto-discovery=0
stat: rxp=0 txp=0 rxb=0 txb=0
dpd: mode—con-demand on=1 idle=20000 ms retry=3 count=0 segno=0
natt: mede=none draft=0 interval=0 remote port=0
proxyid=VEN proto=0 sa=1 ref=2 serial=l
src: 0:10.1.2.0/255.255.0:0
dst: 0:10.1.1.0/255.255.255,0:0
Sh: ref=3 options=Za typa=00 soft=0 mtu=1438 expire=42403/0B replaywin=2048 segqno=1 &sn=0
replaywin lastseg=00000000
life: type=01 bytes=0/0 timeout=43177/43200
dec: spi=ccclfbtd esp=aes key=16 280eScdefSbacctSaciTl556c464ifbd
ab=shal key=20 c68091d68753578785de6aTabb276b506c52T7ela
enc: spi=dfl4200b esp=aes key=16 b02aT7e5%f5542b65%aff6aa391738ee3d53
ah=shal key20 889£f7529887c215c25950baZbaflatfalasi6Tha
dac:pkts/bytes=0/0, enc:pkts/bytes=0/0

Based on the output, which of the following statements is correct?

A. Anti-reply is enabled.

B. DPD is disabled.

C. Quick mode selectors are disabled.
D. Remote gateway IP is 10.200.5.1.

Answer: A

NEW QUESTION 55
What events are recorded in the crashlogs of a FortiGate device? (Choose two.)

A. A process crash.

B. Configuration changes.

C. Changes in the status of any of the FortiGuard licenses.

D. System entering to and leaving from the proxy conserve mode.

Answer: AD

Explanation:

diagnose debug crashlog read 275: 2014-08-05 13:03:53 proxy=acceptor service=imap session fail mode=activated276: 2014-08-05 13:03:53 proxy=acceptor
service=ftp session fail mode=activated277: 2014-08-05 13:03:53 proxy=acceptor service=nntp session fail mode=activated278: 2014-08-06 11:05:47
service=kernel conserve=on free="45034 pages” red="45874 pages” msg="Kernel279: 2014-08-06 11:05:47 enters conserve mode”280: 2014-08-06 13:07:16
service=kernel conserve=exit free="86704 pages” green="68811 pages”281: 2014-08-06 13:07:16 msg="Kernel leaves conserve mode”282: 2014-08-06
13:07:16 proxy=imd sysconserve=exited total=1008 free=349 marginenter=201283: 2014-08-06 13:07:16 marginexit=302

NEW QUESTION 60
Which statement about memory conserve mode is true?

A. A FortiGate exits conserve mode when the configured memory use threshold reaches yellow.

B. A FortiGate starts dropping all the new and old sessions when the configured memory use threshold reaches extreme.
C. A FortiGate starts dropping new sessions when the configured memory use threshold reaches red

D. A FortiGate enters conserve mode when the configured memory use threshold reaches red

Answer: D

NEW QUESTION 62
How are bulk configuration changes made using FortiManager CLI scripts? (Choose two.)

A. When run on the All FortiGate in ADOM, changes are automatically installed without the creation of a new revision history.

B. When run on the Device Database, changes are applied directly to the managed FortiGate device.

C. When run on the Remote FortiGate directly, administrators do not have the option to review the changes prior to installation.

D. When run on the Policy Package, ADOM database, you must use the installation wizard to apply the changes to the managed FortiGate device

Answer: CD

Explanation:

CLI scripts can be run in three different ways:Device Database: By default, a script is executed on the

device database. It is recommend you run the changes on the device database (default setting), as this allows you to check what configuration changes you will
send to the managed device. Once scripts are run on the device database, you can install these changes to a managed device using the installation wizard.
Policy Package, ADOM database: If a script contains changes related to ADOM level objects and policies, you can change the default selection to run on Policy
Package, ADOM database and can then be installed using the installation wizard.

Remote FortiGate directly (through CLI): A script can be executed directly on the device and you don't need to install these changes using the installation wizard.
As the changes are directly installed on the managed device, no option is provided to verify and check the configuration changes through FortiManager prior to
executing it.

NEW QUESTION 65
Which two conditions would prevent a static route from being added to the routing table? (Choose two.)
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A. There is another other route to the same destination, with a lower distance.

B. The route has a lower priority value than another route to the same destination.
C. The next-hop IP address is unreachable.

D. The interface specified in the route configuration is down

Answer: AD
Explanation:

The routing table contains only the static route with the lowest distance https://community.fortinet.com/t5/FortiGate/Technical-Note-Routing-behavior-depending-on-
distance-and/ta-p/

NEW QUESTION 69
View the exhibit, which contains the output of diagnose sys session list, and then answer the question below.

# diagnose sys session list

session info: proto=6 proto state=01 duration=73 expire=3597 timeout=3600
f1ags=00000000 sockflag=00000000 sockport=0 av idx=0 use=3

origin-shaper=

reply-shaper=

per_ip shaper=

ha id=0 policy dir=0 tunnel=/

state=may dirty synced none app ntf

statistic (bytes/packets/allow err): org=822/11/1 reply=9037/15/1 tuples=2
orgin->sink: org pre->post, reply pre->post dev=4->2/2->4 qwy=10.200.1.254/10.0.1.10
hook=post dir=org act=snst 10.0.1.10:65464->54,192.15,182:80(10.200.1.1:65464
hook-pre dir=reply act=dnat 54.192.15.182:80->10.200.1.1:65464(10.0.1.10:65464)
pos/ (before, after) 0/(0/0), 0/(0,0)

misc=0 policy id=1 auth info=0 chk client info=0 vd=0

serial=00000098 tos=ff/ff ips view=0 app list=0 app=0

dd type=0 dd mode=0

If the HA ID for the primary unit is zero (0), which statement is correct regarding the output?

A. This session is for HA heartbeat traffic.

B. This session is synced with the slave unit.

C. The inspection of this session has been offloaded to the slave unit.
D. This session cannot be synced with the slave unit.

Answer: B

NEW QUESTION 70
Refer to the exhibit, which shows the output of a diagnose command.
FGT # diagnose debug rating
Locale : english
Service : Web-filter
Status : Enable
License : Contract
Service : Antispam
Status : Disable

Service : Virus Outbreak Prevention
Status : Disable

~== Server List (Mon Apr 19 10:41:32 20xx)
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What can be concluded about the debug output in this scenario?
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A. Servers with a negative TZ value are less preferred for rating requests.

B. There is a natural correlation between the value in the Packets field and the value in the Weight field.

C. FortiGate used 64.26.151.37 as the initial server to validate its contract.

D. The first server provided to FortiGate when it performed a DNS query looking for a list of rating servers, was 121.111.236.179.

Answer: B

NEW QUESTION 75
An administrator has configured two FortiGate devices for an HA cluster. While testing HA failover, the

administrator notices that some of the switches in the network continue to send traffic to the former primary device. The administrator decides to enable the setting
link-failed-signal to fix the problem.
Which statement about this setting is true?

A. It sends an ARP packet to all connected devices, indicating that the HA virtual MAC address is reachable through a new master after a failover.
B. It sends a link failed signal to all connected devices.

C. It disabled all the non-heartbeat interfaces in all HA members for two seconds after a failover.

D. It forces the former primary device to shut down all its non-heartbeat interfaces for one second, while the failover occurs.

Answer: D

NEW QUESTION 76
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