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NEW QUESTION 1

- (Exam Topic 4)

You have computers that run Windows 11 Pro. The computers are joined to Azure AD and enrolled in Microsoft Intune. You need to upgrade the computers to
Windows 11 Enterprise. What should you configure in Intune?

A. a device compliance policy
B. a device cleanup rule

C. a device enrollment policy
D. a device configuration profile

Answer: D

NEW QUESTION 2

- (Exam Topic 4)

You use Microsoft Intune and Intune Data Warehouse.

You need to create a device inventory report that includes the data stored in the data warehouse. What should you use to create the report?

A. the Azure portal app

B. Endpoint analytics

C. the Company Portal app
D. Microsoft Power Bl

Answer: D

Explanation:

You can use the Power Bl Compliance app to load interactive, dynamically generated reports for your Intune tenant. Additionally, you can load your tenant data in
Power Bl using the OData link. Intune provides connection settings to your tenant so that you can view the following sample reports and charts related to:
Devices Enroliment

App protection policy Compliance policy

Device configuration profiles Software updates

Device inventory logs

Note: Load the data in Power Bl using the OData link

With a client authenticated to Azure AD, the OData URL connects to the RESTful endpoint in the Data Warehouse API that exposes the data model to your
reporting client. Follow these instructions to use Power Bl Desktop to connect and create your own reports.

> Sign in to the Microsoft Endpoint Manager admin center.

> Select Reports > Intune Data warehouse > Data warehouse.

> Retrieve the custom feed URL from the reporting blade, for example:
> Open Power Bl Desktop.

> Choose File > Get Data. Select OData feed.

> Choose Basic.

> Type or paste the OData URL into the URL box.

> Select OK.

> If you have not authenticated to Azure AD for your tenant from the Power Bl desktop client, type your credentials. To gain access to your data, you must
authorize with Azure Active Directory (Azure AD) using OAuth 2.0.

> Select Organizational account.

> Type your username and password.
> Select Sign In.

> Select Connect.

> Select Load.
Reference: https://docs.microsoft.com/en-us/mem/intune/developer/reports-proc-get-a-link-powerbi

NEW QUESTION 3

- (Exam Topic 4)

Your network contains an Active Directory domain named contoso.com. The domain contains two computers named Computer! and Computer2 that run Windows
10. On Computerl, you need to run the

Invoke-Command cmdlet to execute several PowerShell commands on Computed. What should you do first?

A. On Computed, run the Enable-PSRemoting cmdlet.

B. On Computed, add Computer! to the Remote Management Users group.

C. From Active Directory, configure the Trusted for Delegation setting for the computer account of Computed.
D. On Computerl, run the HcK-PSSession cmdlet.

Answer: C
NEW QUESTION 4
- (Exam Topic 4)

You have a Windows 11 capable device named Devicel that runs the 64-bit version of Windows 10 Enterprise and has Microsoft Office 2019 installed. You have
the Windows 11 Enterprise images shown in the following table.
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Name | Platform Description
Imagel | x64 Custom Windows 11 image that has
Office 2021 installed
Image2 | x64 Default Windows 11 image created by
Microsoft

Which images can be used to perform an in-place upgrade of Devicel?
A. imagel only

B. Image2only

C. Imagel and Image2

Answer: B

NEW QUESTION 5

- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that uses Microsoft Intune. You have the Windows 11 devices shown in the following table.

Name Member of | BitLocker Drive Encryption (BitLocker)
Devicel | Group1 Enabled
Device2 | Groupl, Group3 | Disabled
Device3 | Group1, Group2 | Enabled

You deploy the device compliance policy shown in the exhibit. (Click the Exhibit tab.)

Basics Edit

MName Policyl

Descnphon -

Platform Windows 10 and later

Profile type Windows 10/11 comphance policy

Compliance settings £

Device Health

Require BitLockes Reguire

Actions for noncompliance Eoit

Action Schedule Message template Additional recipients (via email)
Mark device noncompliant Immedaately

Scope tags Edn

Defauh

Assignments Edit

Included groups
Group
Group
Groups

) L]

Excluded groups
Group

Group?

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area
Statements
Cevice ! will have Policy! assigned and will be marked as comphant
Device2 will have Policy 1 assigned and will be marked as compliant
Device3 will have Policy assigned and will be marked as compliant
A. Mastered

B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements

Device! wall have Policy! assigned and will be marked as compliant

Deviced will have Policy! assigned and will be marked as compliant

Device? will have Policy assigned and will be marked as compliant

NEW QUESTION 6
- (Exam Topic 4)
You have the devices shown in the following table.

Name Operating system Description
Device1 32-bit version of Windows 10 Retired device
Device? 64-bit version of Windows 11 New device
Serveri Windows Server 2019 File server

No

No

You need to migrate app data from Devicel to Device2. The data must be encrypted and stored on Seryerl during the migration.
Which command should you run on each device? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Devicel:

Device2:

v

LoadState exe Viserver1ishare1 i:MigApp xml v 13 /decrypt /key. "'mysecretkey”

LoadState exe \\server1ishare1 i:MigApp.xmil Av.8 /decrypt

LoadState exe \\'server1ishare1 /i MigDocs xml .13 /decrypt’key. “mysecretKey”

ScanState.exe \serveri\share1 /i MigApp.xml /config:Config.xml /.13 fencrypt /key. "mysecretiKey”
ScanState exe Viserver1ishare1 i:MigApp.xml iconfig:Config.xml fv:8 lencrypt

ScanState exe V'servertishare! fi:MigDocs xmil 13 fencrypt /key "mysecretkey”

LoadState exe \\server1ishare1 i:MigApp xmil /v 13 /decrypt (key: “mysecretkKey”

LoadState exe \\serveri\share1 fi:MigApp.xmil iv:8 /decrypt

LoadState exe \iserveri\share1 fi:MigDocs xml v, 13 /decrypt/key. "mysecretkey”

ScanState exe \iserveriishare1 i:MigApp.xml /config: Config.xml fv. 13 /encrypt /key."mysecretkey”
ScanState exe \iserver1\share1 /i:MigApp.xmil /config: Config.xmil 8 /encrypt

ScanState exe \iserverl'share1 itMigDocs.xml Av:13 fencrypt /key " mysecretkey”

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Dewvicel v

LoadState exe \server!'share1 i:-MigApp.xmi i 13 decrypt /key. “mysecretKey”

LoadState exe Viserver1ishare1 i:MigApp.xmil iv.8 idecrypt

LoadState exe \'serverishare1 i:MigDocs xmi .13 /decrypt/key. ‘'mysecretkKey”

ScanState exe Visenver1isharet A:MigApp.xmi /config: Config.xmil &.13 fencrypt /key. mysecretiey
[\ | i 1 { ;

ScanState exe V'serveri'share fiiMigDocs xmil .13 /encrypt ’key."mysecretkey”

Device? v

L oadState exe \server]'shared i MigApp xml v 13 (decrypt key: “mysecretKey”
LoadState exe \iserveriishare1 /i:MigApp xmil A8 /decrypt

; . : key: ‘mysecretkey”

ScanState exe \iserveri'share1 /i:MigApp xml /config Config.xmi /v 13 /encrypt /key."mysecretley”
ScanState exe \\'server1'share1 /i:MigApp xmil /config.Config.xmi A8 /encrypt

ScanState exe \'serveri'share? /i MigDocs xml & 13 Jencrypt key "'mysecretkey”

NEW QUESTION 7

- (Exam Topic 4)

You have an Azure AD group named Groupl. Group! contains two Windows 10 Enterprise devices named Devicel and Device2. You create a device
configuration profile named Profilel. You assign Profile! to Groupl. You need to ensure that Profile! applies to Devicel only. What should you modify in Profile 17?

A. Assignments

B. Settings

C. Scope (Tags)

D. Applicability Rules

Answer: D

Explanation:

To ensure that Profilel applies to Devicel only, you need to modify the Applicability Rules in Profilel. You can use applicability rules to filter which devices receive
a profile based on criteria such as device model, manufacturer, or operating system version. You can create an applicability rule that matches Devicel’s
properties and excludes Device2's properties. References:

https://docs.microsoft.com/en-us/mem/intune/configuration/device-profile-assign#applicability-rules

NEW QUESTION 8

- (Exam Topic 4)

You have a computer that runs Windows 10 and contains two local users named User! and User2. You need to ensure that the users can perform the following
anions:

* User 1 must be able to adjust the date and time.

* User2 must be able to clear Windows logs.

The solution must use the principle of least privilege.

To which group should you add each user? To answer, drag the appropriate groups to the correct users. Each group may be used once, more than once, or not at
all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
Greupd Arswmer Aoca

A. Mastered
B. Not Mastered

Answer: A

Explanation:
G gnid Asrimrer Afgd

NEW QUESTION 9

- (Exam Topic 4)

You have a Microsoft Deployment Toolkit (MDT) server named MDT1.

When computers start from the LiteTouchPE_x64.Iso image and connect to MDT1. the welcome screen appears as shown In the following exhibit.
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| !-.".'i ‘Iﬂﬂ‘.allh-lﬂm ﬁ
™ Welcome .

@ Run the Deployment Wizard
to install a new Operating System

Exit to Command Prompt

Keyboard Lyout | United States bl

Configune Stahc iF Configune with Static P Addne

You need to prevent the welcome screen from appearing when the computers connect to MDT1.
Which three actions should you perform in sequence? To answer move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area
Maodify the CustomSettings.ni fie.

Update the deployment share.

Modify the Bootstrap.ni file. @

Replace the 150 image.

Madify the task sequence.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Modify the Bootstrap.ini file.

Add this to your bootstrap.ini file and then update the deployment share and use the new boot media created in that process:

SkipBDDWelcome=YES

Box 2: Modify the CustomSettings.ini file. SkipBDDWelcome

Indicates whether the Welcome to Windows Deployment wizard page is skipped.

For this property to function properly it must be configured in both CustomSettings.ini and BootStrap.ini. BootStrap.ini is processed before a deployment share
(which contains CustomSettings.ini) has been selected.

Box 3: Update the deployment share. Reference:

https://docs.microsoft.com/en-us/mem/configmgr/mdt/toolkit-reference#table-6-deployment-wizard-pages

NEW QUESTION 10

- (Exam Topic 4)

You use Microsoft Intune and Intune Data Warehouse.

You need to create a device inventory report that includes the data stored in the data warehouse. What should you use to create the report?

A. the Azure portal app

B. Endpoint analytics

C. the Company Portal app
D. Microsoft Power Bl

Answer: D

Explanation:

You can use the Power Bl Compliance app to load interactive, dynamically generated reports for your Intune tenant. Additionally, you can load your tenant data in
Power Bl using the OData link. Intune provides

connection settings to your tenant so that you can view the following sample reports and charts related to: Devices

Enrollment

App protection policy Compliance policy

Device configuration profiles Software updates

Device inventory logs

Note: Load the data in Power Bl using the OData link

With a client authenticated to Azure AD, the OData URL connects to the RESTful endpoint in the Data Warehouse API that exposes the data model to your
reporting client. Follow these instructions to use Power Bl Desktop to connect and create your own reports.

> Sign in to the Microsoft Endpoint Manager admin center.

>
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Select Reports > Intune Data warehouse > Data warehouse.
> Retrieve the custom feed URL from the reporting blade, for example:
> Open Power BI Desktop.
> Choose File > Get Data. Select OData feed.
> Choose Basic.
> Type or paste the OData URL into the URL box.
> Select OK.

> If you have not authenticated to Azure AD for your tenant from the Power Bl desktop client, type your credentials. To gain access to your data, you must
authorize with Azure Active Directory (Azure AD) using OAuth 2.0.

> Select Organizational account.

> Type your username and password.
> Select Sign In.

> Select Connect.

> Select Load.
Reference: https://docs.microsoft.com/en-us/mem/intune/developer/reports-proc-get-a-link-powerbi

NEW QUESTION 10
- (Exam Topic 4)
You have the on-premises servers shown in the following table.

Name Description

DC1 Domain controller that runs Windows Server 2022
Server1 | Standalone server that runs Windows Server 2022
Server2 | Member server that runs Windows Server 2022 and has
the Remote Access role installed

Server3 | Member server that runs Windows Server 2019
Serverd | Red Hat Enterprise Linux (RHEL) 8.4 server

You have a Microsoft 365 E5 subscription that contains Android and iOS devices. All the devices are managed by using Microsoft Intune.

You need to implement Microsoft Tunnel for Intune. The solution must minimize the number of open firewall ports.

To which server can you deploy a Tunnel Gateway server, and which inbound ports should be allowed on the server to support Microsoft Tunnel connections? To
answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Server: v

Server]
Server2
Server3
Serverd

Ports: g
]
TCP 443 only

UDP 443 only

TCP 1723 only

TCP 443 and UDP 443 only

TCP 443, TCP 1723, and UDP 443

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Server4

Microsoft Tunnel is a VPN gateway solution for Microsoft Intune that runs in a container on Linux and allows access to on-premises resources from iOS/iPadOS
and Android Enterprise devices using modern authentication and Conditional Access.

Box 2: TCP 443 and UDP 443 only

Some traffic goes to your public facing IP address for the Tunnel. The VPN channel will use TCP, TLS, UDP, and DTLS over port 443.

By default, port 443 is used for both TCP and UDP, but this can be customized via the Intune Saerver Configuration — Server port setting. If changing the default
port (443) ensure your inbound firewall rules are adjusted to the custom port.

Incorrect:

TCP 1723 is not used.

Reference: https://docs.microsoft.com/en-us/mem/intune/protect/microsoft-tunnel-overview
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NEW QUESTION 13
- (Exam Topic 4)
You have an Azure AD tenant named contoso.com that contains the devices shown in the following table.

You add an Autopilot deployment profile as shown in the following exhibit.
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You have an Azure AD tenant named contoso.com that contains the devices shown in the following table.

The tenant contains the Azure AD groups shown in the following table.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 14
- (Exam Topic 4)
You have an Azure Active Directory Premium Plan 2 subscription that contains the users shown in the following table.

Name | Member of Assigned license
Userl | Group1 Enterprise Mobility + Security ES
User2 | Group2 Enterprise Mobility + Security ES

You purchase the devices shown in the following table.
Name Type

Devicel | Windows 10

Device2 | Android

You configure automatic mobile device management (MDM) and mobile application management (MAM) enrollment by using the following settings:
* MDM user scope: Groupl

* MAM user scope: Group2

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No

User1 can enroll Device1 in Intune by using automatic enroliment. O O

User1 can enroll Device2 in Intune by using automatic enroliment. O (@)

User2 can enroll Device1 in Intune by using automatic enroliment. O O
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Statements

Yes

User1 can enroll Devicel in Intune by using automatic enroliment.

User1 can enroll Device2 in Intune by using automatic enroliment.

User2 can enroll Devicel in Intune by using automatic enroliment.

NEW QUESTION 17

;(E)Iixﬁz\]/g (;plcl:ijr)osoft Deployment Toolkit (MDT) deployment share named Share 1. You add Windows 10 images to Share! as shown in the following table.

Name | In WIM file Description

Image1 | Installi.wim | Default Windows 10 Pro image from the
Windows 10 installation media

Image2 | Installiwim | Default Windows 10 Enterprise image
from the Windows 10 installation media

Image3 | Install2wim | Default Windows 10 Pro for Workstations
image from the Windows 10 installation
media

Image4 | Customl.wim | Custom Windows 10 Enterprise image
without any additional applications

Image5 | Custom2.wim | Custom Windows 10 Enterprise image
that includes custom applications

Which images can be used in the Standard Client Task Sequence, and which images can be used in the Standard Client Upgrade Task Sequence?
NOTE: Each correct selection is worth one point.

Answer Area

Standard Client Task Sequence: [N

Standard Clent Upgrade Task Sequence: [N

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Standard Client Task Sequence: [N

Image3 only

Image3, Imaged, and Image5 only
Image1, ImageZ, and Image3 only

Image1, ImageZ, Image3, and Image4 only

Imaget, [magea. ImageB, Image4, and lmages
Standard Client Upgrade Task Sequence: _

Image3 only
Image3, Image4, and Image5 only
Image1, Image2, and Image3 only

Image1, ImageZ2, Image3, and Image4 only
Image1, Image2, Image3, Image4, and Image5

NEW QUESTION 18
- (Exam Topic 4)
Your company has devices enrolled in Microsoft Intune as shown in the following table.

Name Platform
Devicel | Windows 1C
Device2 | Android device administrator
Device3 | 10S

In Microsoft Endpoint Manager, you define the company's network as a location named Location1. Which devices can use network location-based compliance
policies?

A. Device2 and Device3 only

B. Device2 only

C. Devicel and Device2 only

D. Devicel only

E. Devicel, Device2, and Device3

Answer: E

Explanation:

Intune supported operating systems

Intune supports devices running the following operating systems (0OS): iOS

Android Windows macOS

Note: View the device compliance settings for the different device platforms: Android device administrator
Android Enterprise iOS

macOS

Windows Holographic for Business Windows 8.1 and later

Windows 10/11

Reference: https://docs.microsoft.com/en-us/mem/intune/fundamentals/supported-devices-browsers https://docs.microsoft.com/en-us/mem/intune/protect/device-
compliance-get-started

NEW QUESTION 19

- (Exam Topic 4)

Your network contains an on-premises Active Directory Domain Services (AD DS) domain that syncs with an Azure AD tenant.

You have a Microsoft 365 subscription

You plan to use Windows Autopilot to deploy new Windows devices. You plan to create a deployment profile.

You need to ensure that The deployment meets the following requirements:

* Devices must be joined to AD DS regardless of their current working location.

« Users in the marketing department must have a line-of-business (LOB) app installed during the deployment. The solution must minimize administrative effort.
What should you do for each requirement? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Answer Areca

Devices must be joined to AD DS regardiess of their current  Install the Intune connector for Active Directory. v
working location: | Deploy Always On VPN
Modify The Autopiict deployment profile.
Edit the Co-managemeant settings in infune

The marketing department users must have an LOB app | Modify the Autopilot deployment profile o

(R €11 e gl TRy R LTal ol - i il Mdify the Autopiiot deployment profile.

Create a Microsoft Intune app deployment
__i:teaiu;f_-_a deﬂ{e cgnftqm.__am:n _pr:;-hle_- in ‘.n:qne

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Devices must be joined to AD DS regardless of their current  Install the Intune connector for Active Directory. v
working location: | Deploy Always On VPN
Install the Intune connector for Active Directory.
Moaity the Autopiot deployment profile
Edit the Co-managemeant settings in Intune,
The marketing deparntment users must have an LOB app cdify the & ot deployme £

Ll e VR G R Ll -l Modify the Autopilot deployment profile.
Create a Microsoft Intune app deployment
Create a dewvice configuration prcfile in Intune

NEW QUESTION 23

- (Exam Topic 4)

You have a Microsoft Intune subscription.

You are creating a Windows Autopilot deployment profile named Profilel as shown in the following exhibit.

Create profile

Wirddeaq 2T

+ Basics 2 Qut-of-box expenence (OOBE) L 4 ¥

Configure the out-of-box expenence for your Autopilot devices

* Deployment mode @ Lger-Drrven W
® Joun 1O AZure AD &5 O Azure AD joined “
Mictosok Software License Tems @ | Shew K Hacbe )

Important information about hiding license terms

Privacy settings @ ( Sho D

The default value for diagnostic data collection has changed for devices running Windows 10, |
version 1903 and later. Learn more

Hide change account options @ | Show L Hide )
User account type @ Adeministrator

Language (Region) @ Operating system default W
Automatically configure keyboard I No '
Apply device name template @ .“ ves

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.
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Answer Area

Users who deploy a device by using Profile1 | v
[answer choice]. .

are prevented from modifying any desktop settings
can create additional local users on the device

can modify the desktop settings for all device users
can modify the desktop settings only for themselves

Users can configure the [answer choice] during 1 v
the deployment.

computer name
Cortana settings
keyboard layout

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Users who deploy a device by using Profile1 | v
[answer choice]

are prevented from modifying any desktop settings|
can create additional local users on the device

can modify the desktop settings for all device users
can modify the desktop settings only for themselves

Users can configure the [answer choice] during i v
the deployment. computer n ame

keyboard layout

NEW QUESTION 27
- (Exam Topic 4)
You have a Hyper-V host. The host contains virtual machines that run Windows 10 as shown in following table.

Name | Generation Virtual | Virtual processors | Memory |

TPM |
VM1 1 No 4 16 GE |
VM2 |2 Yes | 2 4GB |
VM3 |2 Yes 8 GB |

Which virtual machines can be upgraded to Windows 117?

A. VM1 only
B. VM2 only
C. VM2 and VM3 only
D. VM1.VM2. andVM3

Answer: C

Explanation:
Windows 11 has certain hardware requirements that must be met in order to upgrade from Windows 10. Some of these requirements are as follows:

> A processor with at least 1 GHz
clock speed and2 cores.

> A system firmware that supports UEFI
andSecure Boot.

> A Trusted Platform Module (TPM)
version2.0
or higher.

D‘ At least 4 GB

> Atleast 64 GB
of system memory (RAM). of storage space.
In this scenario, the virtual machines that run Windows 10 have the following specifications:
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> VM3 is a generation 2 virtual machine with a virtual TPM, 1 virtual processor, and 8 GB of memory.

VM1 cannot be upgraded to Windows 11 because it does not have a virtual TPM and it is not a generation 2 virtual machine. Generation 1 virtual machines do not
support UEFI and Secure Boot, which are required for Windows 11. VM2 and VM3 can be upgraded to Windows 11 because they have a virtual TPM and they are
generation 2 virtual machines. They also meet the minimum requirements for processor speed, cores, memory, and storage space.

NEW QUESTION 29

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain. The domain contains two computers named Computerl and Computer? that run Windows 10.
You install Windows Admin Center on Computerl.

You need to manage Computer2 from Computerl by using Windows Admin Center. What should you do on Computed?

A. Update the TrustedHosts list

B. Run the Enable-PSRemoting cmdlet

C. Allow Windows Remote Management (WinRM) through the Microsoft Defender firewall.
D. Add an inbound Microsoft Defender Firewall rule.

Answer: B

Explanation:

To manage a remote computer from Windows Admin Center, you need to enable PowerShell remoting on the remote computer. You can do this by running the
Enable-PSRemoting cmdlet, which configures the WinRM service, creates a listener, and allows inbound firewall rules for PowerShell remoting. The other options
are not sufficient or necessary for this task. References: Installation and configuration for Windows Remote Management

NEW QUESTION 34

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains two security groups named Groupl and Group2. Microsoft 365 uses Microsoft Intune Suite.

You use Microsoft Intune to manage devices.

You need to assign roles in Intune to meet the following requirements:

» The members of Groupl must manage Intune roles and assignments.

» The members of Group2 must assign existing apps and policies to users and devices.

The solution must follow the principle of least privilege.

Which role should you assign to each group? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

T r -

yervice Administra

Intune Role Administrator

Pohcy and Profile Manager

{:--"l_.?',-UE' | Policy and Profile Managet - [

Help Desk Operator

ntune Role Administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:
To assign roles in Intune to meet the requirements, you should assign the following roles to each group: Groupl: Intune Role Administrator Group2: Help Desk
Operator

> The Intune Role Administrator role is the only Intune role that can manage custom Intune roles and add assignments for built-in Intune roles1. This role meets
the requirement for Groupl to manage Intune roles and assignments.

> The Help Desk Operator role can perform remote tasks on users and devices, and can assign applications or policies to users or devicesl. This role meets the
requirement for Group?2 to assign existing apps and policies to users and devices.

NEW QUESTION 38

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You plan to enroll devices in Microsoft Endpoint Manager that have the platforms and versions shown in the following table.

Platform Version
Android 8 9
105 11. 12

You need to configure device enrollment to meet the following requirements:

> Ensure that only devices that have approved platforms and versions can enroll in Endpoint Manager.
> Ensure that devices are added to Microsoft Azure Active Directory (Azure AD) groups based on a selection made by users during the enroliment.
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Which device enrollment setting should you configure for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Ensure that only devices that have approved platforms v

Apple enroliment

Corporate device identifiers
Dewvice categones
Enroliment restrictions
Windows enroliment

Ensure that devices are added to Azure AD groups

based on a selection made by users during enroliment: ¥

Android enroliment

Apple enroliment

Corporate device identifiers
Device categornies
Enroliment restrictions
Windows enroliment

A. Mastered
B. Not Mastered

Answer: A

Explanation:
A screenshot of a computer Description automatically generated
Reference:

https://docs.microsoft.com/en-us/mem/intune/enroliment/enroliment-restrictions-set https://docs.microsoft.com/en-us/mem/intune/enrollment/device-group-mapping

NEW QUESTION 43

- (Exam Topic 4)

You have the MDM Security Baseline profile shown in the MDM exhibit. (Click the MDM tab.) You have the ASR Endpoint Security profile shown in the ASR
exhibit. (Click the ASR tab.)

Home > Endpoint security > MDM Security Baseline

Create profile

Block Office applications from injecting Disable v |
code into other processes

Block Office applications from creating Audit mode A
executable content (0

Block all Office applications from creating Audit mode b |
child processes

Block Win32 API calls from Office macro Disable N |

Block execution of potentially obfuscated Disable e
scripts (js/vbs/ps)
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Home > Endpoint security > ASR Endpoint security
Edit profile
~ Attack Surface Reduction Rules

Block credential stealing from the Windows| Audit mode
local secunty authonty subsystem

(lsass.exe)

Block Adobe Reader from creating child Audit mode
processes

Block Office applications from injecting Audit mode

code into other processes ()

Block Office applications from creating Audit mode
executable content (0

Block all Office applications from creating Audit mode
child processes (0

Block Win32 API calls from Office macro (] Audit mode

S

You plan to deploy both profiles to devices enrolled in Microsoft Intune. You need to identify how the following settings will be configured on the devices:

* Block Office applications from creating executable content
* Block Win32 API calls from Office macro
Currently, the settings are disabled locally on each device.

What are the effective settings on the devices? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Block Office applications from creating executable content:

Block Win32 API calls from Office macro:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Block Office applications from creating executable content:

Block Win32 API calls from Office macro:

NEW QUESTION 47
- (Exam Topic 4)
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Your network contains an Active Directory domain.
You install the Microsoft Deployment Toolkit (MDT) on a server. You have a custom image of Windows 11.
You need to deploy the image to 100 devices by using MDT.

Which three actions should you perform in sequence? To answer, move answer area and arrange them in the correct order.
Actions Answer Area

Enable multicast.

Install Windows Deployment Services (WDS). @

Create a deployment shage,
Add the Windows 11 image.

Create a task sequence

A. Mastered
B. Not Mastered

Answer: A

Explanation:
To deploy the Windows 11 image to 100 devices by using MDT, you should perform the following three actions in sequence:

> Install Windows Deployment Services (WDS) on the server. WDS is a role that enables you to deploy Windows operating systems over the network by using
PXE boot and multicast technologies. You need
to install WDS before you can enable multicast and configure the boot images for MDT. You can install WDS by using the Server Manager or PowerShelll.

> Create a deployment share on the server. A deployment share is a folder that contains the MDT files, scripts, applications, drivers, operating systems, and task
sequences that you use to deploy Windows. You need to create a deployment share by using the MDT Deployment Workbench2.

> Add the Windows 11 image and create a task sequence in the deployment share. An image is a file that contains a snapshot of a Windows installation. A task
sequence is a set of steps that MDT executes to install Windows and configure the settings. You need to add the Windows 11 image by importing it from a source
folder or a WIM file, and create a task sequence by using a template or customizing your own3.

These are the basic steps to prepare for deploying Windows 11 with MDT. For more details and guidance, you can refer to the web search results | found for you

by using search_web("deploy Windows 11 image with MDT").

NEW QUESTION 51
- (Exam Topic 4)
You have a Microsoft 365 tenant that uses Microsoft Intune and contains the devices shown in the following table.

Name Platform
Device Windows 10
Device? macD5

In Microsoft Intune Endpoint security, you need to configure a disk encryption policy for each device. Which encryption type should you use for each device, and
which role-based access control (RBAQ role in

Intune should you use to manage the encryption keys? To answer, select the appropriate options m the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
Devicel,
Ealeault
Cryprsenup
Encrypting File System (EFS)
BitLocker Drive Encryption (BitLocker)
Device2: [
=|I‘|!' 1-"«.,'..!".
Criyptsetup
Encrypting File System (EFS
tlocker Dnve Encrypbon (BitLlocker)
REAC role
Help Desk Operator
Applhication Manager
Intune Role Administrator
Pohlicy and Profile Manager
A. Mastered

B. Not Mastered
Answer: A
Explanation:

Graphical user interface, text, application Description automatically generated

NEW QUESTION 52

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription and 100 unmanaged iPad devices.

You need to deploy a specific iOS update to the devices. Users must be prevented from manually installing a more recent version of iOS.

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy MD-102 dumps

@ 2 P QsseaqQs LJ https://lwww.2passeasy.com/dumps/MD-102/ (98 New Questions)

Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Enroll the devices in Microsoft Intune by using the Intune Company Portal.
B. Create a compliance policy.

C. Enroll the devices in Microsoft Intune by using Apple Business Manager.
D. Create an iOS app provisioning profile.

E. Create a device configuration profile.

Answer: CE

Explanation:
To deploy a specific iOS update to the unmanaged iPad devices, you need to perform the following actions:

> Enroll the devices in Microsoft Intune by using Apple Business Manager. Apple Business Manager is a service that allows you to enroll and manage
iOS/iPadOS devices in bulk. You can use Apple Business Manager to assign devices to Microsoft Intune and enroll them as supervised devices. Supervised
devices are devices that have more management features and restrictions than unsupervised

devices. You can also use Apple Business Manager to create device groups and assign roles and permissions12.

> Create a device configuration profile. A device configuration profile is a policy that you can create and assign in Microsoft Intune to configure settings on your
devices. You can use a device configuration profile to manage software updates for iOS/iPadOS supervised devices. You can choose to deploy the latest update
or an older update, specify a schedule for the update installation, and delay the visibility of software updates on the devices34.

The other options are not correct for this scenario because:

nrolling the devices in Microsoft Intune by using the Intune Company Portal is not suitable for unmanaged devices. The Intune Company Portal is an app thal
D’E lling the d M ft Int b the Int C Portal t suitable f dd The Int C Portal that
users can download and install on their personal or corporate-owned devices to enroll them in Microsoft Intune. However, this method requires user interaction and
consent, and does not enroll the devices as supervised devicesb.

> Creating a compliance policy is not necessary for this scenario. A compliance policy is a policy that you can create and assign in Microsoft Intune to evaluate
g p policy y p policy policy Y g

and enforce compliance settings on your devices. You can use a compliance policy to check if the devices meet certain requirements, such as minimum

OS version, encryption, or password settings. However, a compliance policy does not deploy or manage software updates on the devices6.

> Creating an iOS app provisioning profile is not relevant for this scenario. An iOS app provisioning profile is a file that contains information about the app and its
distribution method. You can use an iOS app provisioning profile to deploy custom or line-of-business apps to your iOS/iPadOS devices by using Microsoft Intune.
However, an iOS app provisioning profile does not affect the software updates on the devices?7.

References: What is Apple Business Manager?, Enroll iOS/iPadOS devices in Intune, Manage iOS/iPadOS software update policies in Intune, Software updates
planning guide and scenarios for supervised iOS/iPadOS devices in Microsoft Intune, Enroll your personal device in Intune, Device compliance policies in Microsoft
Intune, Add an iOS app provisioning profile with Microsoft Intune

NEW QUESTION 57

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune.

You need to ensure that you can deploy apps to Android Enterprise devices. What should you do first?

A. Create a configuration profile.

B. Add a certificate connector.

C. Configure the Partner device management settings.
D. Link your managed Google Play account to Intune.

Answer: D
NEW QUESTION 58

- (Exam Topic 4)
You have a Microsoft 365 subscription that contains the devices shown in the following table.

| Name 1 Type
Devicel Windows 10
Devicel [ 105
Device3 Android Enterprise

You need to ensure that only devices running trusted firmware or operating system builds can access network resources.

Which compliance policy setting should you configure for each device? To answer, drag the appropriate settings to the correct devices. Each setting may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Settings Answer Area
Require BitLocker. Device!: Setting
Prevent jailbroken devices from having corporate access
Device2: Setting
Prevent rooted devices from having corporate access.
Devices: Setting

Require Secure Boot to be enabled on the device.

A. Mastered
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B. Not Mastered

Answer: A

Explanation:

Box 1:

Device Compliance settings for Windows 10/11 in Intune

There are the different compliance settings you can configure on Windows devices in Intune. As part of your mobile device management (MDM) solution, use
these settings to require BitLocker, set a minimum and maximum operating system, set a risk level using Microsoft Defender for Endpoint, and more.

Note: Windows Health Attestation Service evaluation rules Require BitLocker:

Windows BitLocker Drive Encryption encrypts all data stored on the Windows operating system volume. BitLocker uses the Trusted Platform Module (TPM) to help
protect the Windows operating system and user

data. It also helps confirm that a computer isn't tampered with, even if its left unattended, lost, or stolen. If the computer is equipped with a compatible TPM,
BitLocker uses the TPM to lock the encryption keys that protect the data. As a result, the keys can't be accessed until the TPM verifies the state of the computer.
Not configured (default) - This setting isn't evaluated for compliance or non-compliance.

Require - The device can protect data that's stored on the drive from unauthorized access when the system is off, or hibernates.

Box 2: Prevent jailbroken devices from having corporate access Device Compliance settings for iOS/iPadOS in Intune

There are different compliance settings you can configure on iOS/iPadOS devices in Intune. As part of your mobile device management (MDM) solution, use these
settings to require an email, mark rooted (jailbroken) devices as not compliant, set an allowed threat level, set passwords to expire, and more.

Device Health Jailbroken devices

Supported for iOS 8.0 and later

Not configured (default) - This setting isn't evaluated for compliance or non-compliance. Block - Mark rooted (jailbroken) devices as not compliant.

Box 3: Prevent rooted devices from having corporate access. Device compliance settings for Android Enterprise in Intune

There are different compliance settings you can configure on Android Enterprise devices in Intune. As part of your mobile device management (MDM) solution, use
these settings to mark rooted devices as not compliant, set an allowed threat level, enable Google Play Protect, and more.

Device Health - for Personally-Owned Work Profile Rooted devices

Not configured (default) - This setting isn't evaluated for compliance or non-compliance. Block - Mark rooted devices as not compliant.

Reference: https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-create-windows https://docs.microsoft.com/en-
us/mem/intune/protect/compliance-policy-create-android-for-work https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-create-ios

NEW QUESTION 63

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. The domain contains a computer named Computerl that runs Windows 8.1.

Computerl has apps that are compatible with Windows 10.

You need to perform a Windows 10 in-place upgrade on Computerl.

Solution: You copy the Windows 10 installation media to a Microsoft Deployment Toolkit (MDT) deployment

share. You create a task sequence, and then you run the MDT deployment wizard on Computerl. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 66

- (Exam Topic 4)

You have a Microsoft Deployment Toolkit (MDT) solution that is used to manage Windows 11 deployment tasks.
MDT contains the operating system images shown in the following table.

Name Description
Image1.wim Custom-built Windows 10 image that has
preinstalled custom apps
Image2.wim Custom-built Windows 10 image without apps
Install.wim Default Windows 10 image

You need to perform a Windows 11 in-place upgrade on several computers that run Windows 10. From the Deployment Workbench, you open the New Task
Sequence Wizard.

You need to identify which task sequence template and which operating system image to use for the task sequence. The solution must minimize administrative
effort.

What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer Area

Task sequence template:

Standard Chient Task Sequence
Standard Client Replace Task Sequence
Standard Client Upgrade Task Sequence |

Operating system image:
Imagel.wim
Image2.wim
Install.wim

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Standard Client Upgrade Task Sequence

Use Template: Standard Client Upgrade Task Sequence

In-place upgrade is the preferred method to use when migrating from Windows 10 to a later release of Windows 10, and is also a preferred method for upgrading
from Windows 7 or 8.1 if you do not plan to significantly change the device's configuration or applications. MDT includes an in-place upgrade task sequence
template that makes the process really simple.

Box 2: Install.wim

In-place upgrade differs from computer refresh in that you cannot use a custom image to perform the in-place upgrade. |

Reference:

https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-mdt/upgrade-to-windows-10-with-the

NEW QUESTION 70

- (Exam Topic 4)

Your company uses Microsoft Intune to manage devices.

You need to ensure that only Android devices that use Android work profiles can enroll in intune. Which two configurations should you perform in the device
enrollment restrictions? Each correct answer

presents part of the solution.

NOTE Each correct selection is worth one point.

A. From Platform Settings, set Android device administrator Personally Owned to Block.
B. From Platform Settings, set Android Enterprise (work profile) to Allow.

C. From Platform Settings, set Android device administrator Personally Owned to Allow
D. From Platform Settings, set Android device administrator to Block.

Answer: AB

Explanation:

To ensure that only Android devices that use Android work profiles can enroll in Intune, you need to perform two configurations in the device enrollment
restrictions. First, you need to set Android device administrator Personally Owned to Block. This prevents users from enrolling personal Android devices that use
device administrator mode. Second, you need to set Android Enterprise (work profile) to Allow. This allows users to enroll corporate-owned or personal Android
devices that use work profiles. References: https://docs.microsoft.com/en-us/mem/intune/enroliment/enroliment-restrictions-set

NEW QUESTION 75
- (Exam Topic 4)
You have a Microsoft 365 subscription that uses Microsoft Intune and contains the users shown in the following table.

Name Member of
Usert Group1
User? None
User3 None

You create a policy set named Setl as shown in the exhibit. (Click the Exhibit tab.)
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Device management = dil
Device configuration profiles (1)

Name Platform

Profile Type

ConfigurationProfile1  Windows 10 and later
Device compliance policies (1)

Name Platform

Device restrictions

Profile Type

CompliancePolicy1 Windows 10 and later

Windows 10 and later co...

Device enrollment Edi
Windows autopilot deployment profiles

Mo results

Enroliment status pages
No results.
Assignments —dif

Included groups

All Users
Group1

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Excluded groups
You enroll devices in Intune as shown in the following table.
Name Operating system User
Device1 Windows 10 Usert
Device? Windows 11 User?
Device3 Android User3
Answer Area
Statements

If User1 signs into Devicel1, Device1 will have both
ConfigurationProfile1 and CompliancePolicy1 assigned.

If User2 signs into Device2, Device2 will have both
ConfigurationProfile1 and CompliancePolicy1 assigned.

If User3 signs into Device3, Deviced will have both
ConfigurationProfile1 and CompliancePolicy1 assigned.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Statements Yes
If User1 signs in to Device1, Device1 will have both o
ConfigurationProfile1 and CompliancePolicy1 assigned.
If User2 signs in to Device2, Device2 will have both o
ConfigurationProfile1 and CompliancePolicy1 assigned.
If User3 signs in to Device3, Device3 will have both o

ConfigurationProfile1 and CompliancePolicy1 assigned.

NEW QUESTION 78
- (Exam Topic 4)
You have a Microsoft 365 subscription.

You plan to use Windows Autopilot to provision 25 Windows 11 devices. You need to configure the Out-of-box experience (OOBE) settings.

What should you create in the Microsoft Intune admin center?

A. an enrollment status page (ESP)
B. a deployment profile

C. a compliance policy

D. a PowerShell script

E. a configuration profile

Answer: B

NEW QUESTION 83

- (Exam Topic 4)
You have the Microsoft Deployment Toolkit (MDT) installed in three sites as shown in the following table.
MDT instance name Site Default gateway
MDT1 New York 10.1.1.0/24
MDT2 London 10.5.5.0/24
MDT3 Dallas 10.4.4.0/24

You use Distributed File System (DFS) Replication to replicate images in a share named Production. You configure the following settings in the Bootstrap.ini file.
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[Settings]
Priority=DefaultGateway, Default
[DefaultGateway]
10.1.1.1=NewYork
10.5.5.1=London

[NewYork]
DeployRoot=\\MDT1\Production$
[London]
DeployRoot=\\MDT2\Production$

KeyboardLocale=en-gb -
[Default]
DeployRoot=\\MDT3\Production$

KeyboardLocale=en-us -
You plan to deploy Windows 10 to the computers shown in the following table.

Name IP address
LT1 10.1.1.240
DT1 105.5.115
B1 10.2.2.193

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
TB1 will download the image from MDT3.

DT1 will have a KeyboardlLocale of en-gb.

LT1 will download the image from MDT1.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements Yes No

TB1 will download the image from MDT3.

DT1 will have a KeyboardlLocale of en-gb. |

— = |

LT1 will download the image from MDT1.

NEW QUESTION 88

- (Exam Topic 3)

You need to meet the technical requirements for the LEG department computers.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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Actions Answer Area

Configure the commercial ID on the LEG
department computers.

Create an Azure Machine Learning service
workspace.

Create an Azure Log Analytics workspace.

Install the Microsoft Monitoring Agent on
the LEG department computers.

Add a solution to a workspace.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

A screenshot of a white box Description automatically generated

Reference:
https://docs.microsoft.com/en-us/windows/deployment/update/windows-analytics-azure-portal

NEW QUESTION 89
- (Exam Topic 3)
To which devices do Policyl and Policy2 apply? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Policy1:

Devicel only

Device2 only

Device3 only

Device4 only

Device2 and Device3 only
Devicel and Device3 only
Device1, Device2, and Device 3

Policy2:

Device1 only

Device2 only

Device3 only

Deviced only

Device2 and Device3 only
Device1 and Devlice3 only
Device1, Device2, and Device 3

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/intune/device-profile-assign

NEW QUESTION 93
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- (Exam Topic 2)
What should you upgrade before you can configure the environment to support co-management?

A. the domain functional level

B. Configuration Manager

C. the domain controllers

D. Windows Server Update Services (WSUS)

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/sccm/comanage/tutorial-co-manage-clients

NEW QUESTION 98
- (Exam Topic 2)
What should you use to meet the technical requirements for Azure DevOps?

A. An app protection policy

B. Windows Information Protection (WIP)
C. Conditional access

D. A device configuration profile

Answer: C

Explanation:
References:
https://docs.microsoft.com/en-us/azure/devops/organizations/accounts/manage-conditional-access? view=azure-devops

NEW QUESTION 102
- (Exam Topic 1)
Which user can enroll Device6 in Intune?

A. User4 and User2 only

B. User4 and User 1 only

C. Userl, User2, User3, and User4
D. User4. User Land User2 only

Answer: B

NEW QUESTION 107

- (Exam Topic 1)

Userl and User2 plan to use Sync your settings.

On which devices can the users use Sync your settings? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

NO denices

Deviced and Device5 only
Dewicel, Deviced and Devace3 only
Devace, Device2. Dewiced. Dewiced. and Dewices

MNo devices

Deviced and Device$ only
Devicel, Dewiced and Désaced only
Devicel, Device2 Devicel, Deviced, and Dewvice’

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated
Reference:
https://www.jeffgilb.com/managing-local-administrators-with-azure-ad-and-intune/

NEW QUESTION 108

- (Exam Topic 1)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No
User1 can create a file named D:\Folder1\file1.txt on Deviced by using Notepad. Q' R

User2 can remove D:\Folder1 from the list of protected folders on Device2. O O

User3 can create a file named C\Users\User3\Desktop\file1.txt on Device2 by Q! 0O
running a custom Windows PowerShell script.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
A screenshot of a computer Description automatically generated with medium confidence

NEW QUESTION 110
- (Exam Topic 1)
Which devices are registered by using the Windows Autopilot deployment service?

A. Devicel only

B. Device3 only

C. Devicel and Device3 only

D. Devicel, Device2, and Device3

Answer: C

Explanation:

Scenario: Windows Autopilot Configuration Assignments

Included groups: Groupl

Excluded groups: Group2 Devicel is member of Groupl.

Device2 is member of Groupl and member of Group2. Device3 is member of Groupl.

Groupl and Group2 have a Membership type of Assigned.

Exclusion takes precedence over inclusion in the following same group type scenarios. Reference: https://learn.microsoft.com/en-us/mem/intune/apps/apps-inc-exl-
assignments

NEW QUESTION 114

- (Exam Topic 1)

You implement the planned changes for Connectionl and Connection2

How many VPN connections will there be for Userl when the user signs in to Device 1 and Devke2? To answer select the appropriate options in the answer area.
NOTE; Each correct selection is worth one point.

Answer Area

Device ' [N
2

Cevvced 3
4
5

Dence? [ NN
3
F
5

A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area

Dencet

',4-.1-:1-2[ -

NEW QUESTION 115
- (Exam Topic 1)
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

{ Userl adds a shortcut to the desktop of Dewicel, when User1 s in to Devices, the
ame shorcout wall 3 | the desktor
4 € atc r—-.., g % ar TR s TE 3 | |y ¥ I..- ad

| o i I.LFI.,| i e eI WITTEN LIS | B
th eLklop Dalkar De t LI
f User? increases the size of the font in the command prompt of Dewcel. when User!
sgns in to Dewices, the command prompt will show the increased font size

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Text, letter Description automatically generated

NEW QUESTION 119

- (Exam Topic 1)

You need to ensure that computer objects can be created as part of the Windows Autopilot deployment. The solution must meet the technical requirements.
To what should you grant the right to create the computer objects?

A. Server2
B. Serverl
C. GroupA
D. DC1

Answer: C

Explanation:
Reference:
https://blog.matrixpost.net/set-up-windows-autopilot-production-environment-part-2/

NEW QUESTION 123

- (Exam Topic 4)

Your company has an Azure AD tenant named contoso.com that contains several Windows 10 devices. When you join new Windows 10 devices to contoso.com,
users are prompted to set up a four-digit pin. You need to ensure that the users are prompted to set up a six-digit pin when they join the Windows 10

devices to contoso.com.

Solution: From the Microsoft Entra admin center, you configure automatic mobile device management (MDM) enroliment. From the Microsoft Intune admin center,
you create and assign a device restrictions profile.

Does this meet the goal?

A.Yes
B. No

Answer: B

NEW QUESTION 126

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains a user named Userl. Userl has a user principal name (UPN) of userl
@contoso.com.
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You join a Windows 10 device named Clientl to contoso.com.

You need to add Userl to the local Administrators group of Client1.

How should you complete the command? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Administrators /fadd " \userlficontoso.com"”

AzureAD
CONTOSO
UPN

net accounts
net localgroup

net user

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Administrators Jadd *

et

net localgroup
net user

\userificontoso.com”

NEW QUESTION 131

- (Exam Topic 4)

You have two computers named Computerl and Computed that run Windows 10. Computed has Remote Desktop enabled.
From Computerl, you connect to Computer2 by using Remote Desktop Connection.

You need to ensure that you can access the local drives on Computerl from within the Remote Desktop session.

What should you do?

A. From Computer 2, configure the Remote Desktop settings.

B. From Windows Defender Firewall on Computer 1, allow Remote Desktop.

C. From Windows Defender Firewall on Computer 2, allow File and Printer Sharing.
D. From Computerl, configure the Remote Desktop Connection settings.

Answer: D

NEW QUESTION 136

- (Exam Topic 4)

You have a Microsoft 365 tenant that uses Microsoft Intune to manage personal and corporate devices. The tenant contains three Windows 10 devices as shown
in the following exhibit.

Name Enabled OS Version Join Type Owner MDM Compliant
g LON-CL2 Yes Windows 10.0.17763.615  Azure AD registered lser?  Microsoft Intune Yes
# LON-CL4 Yes Windows 10.0.17763.107  Azure AD joined Userl  Microsoft Intune Yes

How will Intune classify each device after the devices are enrolled in Intune automatically? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

Identified by Intune as a personal device: v

LON-CL2 only

LON-CL4 only

Both LON-CL2 and LON-CL4
Neither LON-CL2 or LON-CL4

Identified by Intune as a corporate device: v

LON-CL2 only

LON-CL4 only

Both LON-CL2 and LON-CL4
Neither LON-CL2 or LON-CL4

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Table Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/devices/concept-azure-ad-join https://docs.microsoft.com/en-us/azure/active-directory/devices/concept-
azure-ad-register

NEW QUESTION 139

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You have 10 computers that run Windows 10 and are enrolled in mobile device management (MDM). You need to deploy the Microsoft 36S Apps for enterprise
suite to all the computers.

What should you do?

A. From the Microsoft Intune admin center, create a Windows 10 device profile.
B. From Azure AD, add an app registration.

C. From Azure A

D. add an enterprise application.

E. From the Microsoft Intune admin center, add an app.

Answer: D

Explanation:

To deploy Microsoft 365 Apps for enterprise to Windows 10 devices that are enrolled in Intune, you need to add an app of type “Windows 10 app (Win32)” in the
Microsoft Intune admin center and configure the app settings. You can then assign the app to groups of users or devices. References:
https://docs.microsoft.com/en-us/mem/intune/apps/apps-win32-app-management

NEW QUESTION 142

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune Suite. You use Microsoft Intune to manage devices. Azure AD joined Windows devices enroll
automatically in Intune. You have the devices shown in the following table.

Name Operating system Azure AD | Line-of-business (LOB)
joined apps installed

Levice == JE=TS I N ¥

You are preparing to upgrade the devices to Windows 11. All the devices are compatible with Windows 11. You need to evaluate Windows Autopilot and in-place
upgrade as deployment methods to implement

Windows 11 Pro on the devices, while retaining all user settings and applications.

Which devices can be upgraded by using each method? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer Arca

Windows Autopilot: | Devicel and Device3 only @

None of the devices
Devicel only
Devicel and Device3 only

Dewvicel, Dewicel, and Device3

In-place upgrade: | Devicel and Devica3 only ]
None of the devices
Device! only

Devicel and Device3 only

Dewicel, Dewice2, and Device3

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Windows Autopilot: | Device1 and Dewice3 only 6]
None of the dences
Dewicel only

Devicel and Device3 only
3N0 Levices

In-place upgrade: | Devicel and Device3 only v ]
MNone of the devices

I Dewicel and Deviced only
Dewicel, U

NEW QUESTION 143

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune Suite. You use Microsoft Intune to manage devices.

You need to configure an update ring that meets the following requirements:

» Fixes and improvements to existing Windows functionality can be deferred for 14 days but will install automatically seven days after that date.

« The installation of new Windows features can be deferred for 90 days but will install automatically 10 days after that date.

* Devices must restart automatically three days after an update is installed.

How should you configure the update ring? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Feature update deferral penod (days a0 -

Qualty update deferral period {days): 14 il

Grace penod

10

iy

A. Mastered
B. Not Mastered
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Answer: A

Explanation:
Answer Area

:z,—H!'.l_Jr-.% .1;‘.-,_!:':'.-'- celermal penod (days b -

3

-

T

10
u',laill.':.' update deferral period adYE 14 .

3

1

1

'

T -

%

14

=)

Grace penod

NEW QUESTION 145

- (Exam Topic 4)

You have a Microsoft 365 tenant and an internal certification authority (CA).

You need to use Microsoft Intune to deploy the root CA certificate to managed devices.

Which type of Intune policy and profile should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Policy type: b

App configuration policy
App protection policy
Compliance policy
Configuration profile

Profile: v

Imported public key pair (PKCS) certificate

Public key pair (PKCS) certificate

Simple Certificate Enroliment Protocol (SCEP) certificate
Trusted certificate

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Configuration profile Create a trusted certificate profile. Box 2: Trusted certificate

When using Intune to provision devices with certificates to access your corporate resources and network, use a trusted certificate profile to deploy the trusted root
certificate to those devices. Trusted root certificates establish a trust from the device to your root or intermediate (issuing) CA from which the other certificates are

issued.
Reference: https://docs.microsoft.com/en-us/mem/intune/protect/certificates-trusted-root

NEW QUESTION 146
- (Exam Topic 4)

You have two computers that run Windows 10. The computers are enrolled in Microsoft Intune as shown in the following table.
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Name | Member of
Compuleri Group
Compuler? Groupi. Group?

Windows 10 update rings are defined in Intune as shown in the following table.

Mame Quality deferral (days) | Assigned
Ring1 3 Yes
| Ring? 10 Yes

You assign the update rings as shown in the following table.

Name Include Exclude
Ring1 Group1 Group?
| Ring? Group? | Group1

What is the effect of the configurations on Computerl and Computer2? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Quality deferral on Computer1 v
3 days

[ days

10 days

13 days

No effect

Quality deferral on Computer2 v
3 days

7 days

10 days

13 days

No effect

A. Mastered
B. Not Mastered

Answer: A

Explanation:

A screenshot of a computer Description automatically generated

Computerl and Computer2 are members of Groupl. Ringl is applied to Groupl.

Note: The term "Exclude” is misleading. It means that the ring is not applied to that group, rather than that group being blocked.

References:

https://docs.microsoft.com/en-us/windows/deployment/update/waas-wufb-intune https://allthingscloud.blog/configure-windows-update-business-using-microsoft-
intune/

NEW QUESTION 150

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some guestion sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your company has an Azure AD tenant named contoso.com that contains several Windows 10 devices. When you join new Windows 10 devices to contoso.com,
users are prompted to set up a four-digit pin. You need to ensure that the users are prompted to set up a six-digit pin when they join the Windows 10

devices to contoso.com.

Solution: From the Microsoft Entra admin center, you configure the Authentication methods. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 152

- (Exam Topic 4)

You are replacing 100 company-owned Windows devices.

You need to use the Microsoft Deployment Toolkit (MDT) to securely wipe and decommission the devices. The solution must meet the following requirements:
» Back up the user state.

» Minimize administrative effort.

Which task sequence template should you use?

A. Standard Client Task Sequence

B. Standard Client Replace Task Sequence
C. Litetouch OEM Task Sequence

D. Sysprep and Capture
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Answer: B

NEW QUESTION 157

- (Exam Topic 4)

You have the Microsoft Deployment Toolkit (MDT) installed. You install and customize Windows 11 on a reference computer
You need to capture an image of the reference computer and ensure that the image can be deployed to multiple computers.
Which command should you run before you capture the image?

A. dism

B. wpeinit

C. sysprep
D. bcdedit

Answer: C

Explanation:

To capture an image of a reference computer and make it ready for deployment to multiple computers, you need to run the sysprep command with the /generalize
option. This option removes all unique system information from the Windows installation, such as the computer name, security identifier (SID), and driver cache.
The other commands are not used for this purpose. References: Sysprep (Generalize) a Windows installation

NEW QUESTION 160

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You have devices enrolled in Microsoft Intune.

You assign a conditional access policy named Policyl to a group named Groupl. Policy! restricts devices marked as noncompliant from accessing Microsoft
OneDirive for Business.

You need to identify which noncompliant devices attempt to access OneDrive for Business. What should you do?

A. From the Microsoft Entra admin center, review the Conditional Access Insights and Reporting workbook.
B. From the Microsoft Intune admin center, review Device compliance report.

C. From the Microsoft Intune admin center, review the Noncompliant devices report.

D. From the Microsoft Intune admin center, review the Setting compliance report.

Answer: C
NEW QUESTION 164

- (Exam Topic 4)
In Microsoft Intune, you have the device compliance policies shown in the following table.

Name Type Encryption Windows Mark device as [ Assigned
Defender not compliant to
antimalware

Policyl | Windows 8.1 and | Require Not applicable 5 days Group1
later

Policy2 | Windows 10 and | Not Require 7 days Group2
later configured

Policy3 | Windows 10 and | Require Require 10 days Group2
later

The Intune compliance policy settings are configured as shown in the following exhibit.

These settings configure the way the compliance service treats devices, Each device evaluates these as a "Built-in Device Compliance Policy”,
which is reflected in device monitoring.

Mark devices with no compliance policy Compliant

assigned as

Enhanced jalbreak detection Ensbled

Compliance status validity period (days) 30

On June 1, you enroll Windows 10 devices in Intune as shown in the following table.

Name Use BitLocker Drive Windows Member of
Encryption (BitLocker) Defender
Devicel | No Enabled | Group1
Device? | No Enabled | Group?

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Answer Area
Statements Yes No
On June 4, Device1 is marked as compliant. O O
On June 6, Device1 is marked as compliant. O O
OnJune 9, Device? is marked as compliant. O O
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Device 1 is Windows 10 - and policy 1 is for Windows 8. Default compliance for devices without a policy is not compliant so first 2 questions are NO.

Then the third device has 2 policies, the first one is compliant and the second policy is not compliant but the device is not marked as non-compliant due to the fact
that mark device as non-compliant is set to 10 days. This means that the machine will be compliant until june 10th.

Source:

Mark device non-compliant: By default, this action is set for each compliance policy and has a schedule of zero (0) days, marking devices as nhoncompliant
immediately.

When you change the default schedule, you provide a grace period in which a user can remediate issues or become compliant without being marked as non-
compliant.

This action is supported on all platforms supported by Intune. https://docs.microsoft.com/en-us/mem/intune/protect/actions-for-noncompliance

NEW QUESTION 169

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains a user named Userl and uses Microsoft Intune Suite. You use Microsoft Intune to manage devices that run
Windows 11.

Userl provides remote support for 75 devices in the marketing department.

You need to add Userl to the Remote Desktop Users group on each marketing department device. What should you configure?

A. an app configuration policy
B. a device compliance policy
C. an account protection policy
D. a device configuration profile
Answer: D

NEW QUESTION 174

- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Role
Admin1 | Application admin

AdminZ | Cloud application admin

Admin3 | Office apps admin

"l -' " - i - - { b
Admind | Security admin

s

In the Microsoft 365 Apps admin center, you create a Microsoft Office customization. Which users can download the Office customization file from the admin
center?

A. Adminl, Admin2, Admin3. and Admin4
B. Adminl, Admin2, and Admin3 only

C. Admin3 only

D. Admin3 and Admin4 only

E. Adminl and Admin3 only

Answer: B

Explanation:

* Adminl

An application admin has full access to enterprise applications, applications registrations, and application proxy settings.

* Admin2

Mark your app as publisher verified.

In Azure AD this user must be a member of one of the following roles: Application Admin, Cloud Application Admin, or Global Admin.
* Admin3

Office Apps admin - Assign the Office Apps admin role to users who need to do the following:

- Use the Office cloud policy service to create and manage cloud-based policies for Office
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- Create and manage service requests
- Manage the What's New content that users see in their Office apps
- Monitor service health Reference:

Office Apps admin - Assign the Office Apps admin role to users who need to do the following https://docs.microsoft.com/en-us/azure/active-directory/develop/mark-
app-as-publisher-verified

NEW QUESTION 179

- (Exam Topic 4)

Your network contains an Active Directory domain named adatum.com. The domain contains two computers named Computerl and Computer2 that run Windows
10. Remote Desktop is enabled on Computer2.

The domain contains the user accounts shown in the following table.

Name Member of

User1 Domain Admins

User? Domain Users

User3 Domain Users

Computer2 contains the local groups shown in the following table.
Name Members

Group1 ADATUM\User2
ADATUM\User3

Group? ADATUM\User2

Group3 ADATUM\User3

Administrators ADATUM\Domain Admins
ADATUM\User3

Remote Desktop Users Group1

The relevant user rights assignments for Computed are shown in the following table.

Policy Security Setting
Allow log on through Remote Desktop Services Administrators,
Remote Desktop
Users
Deny log on through Remote Deskiop Services Group?2
Deny log on locally Group3

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
User1 can establish a Remote Desktop session to Computer2. O O
User2 can establish a Remote Desktop sessionto Computer2. O O
User3 can establish a Remote Desktop session to Computer2. O O
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes No
User1 can establish a Remote Desktop session to Computer2.| O O
User2 can establish a Remote Desktop session to Computer2. O O
User3 can establish a Remote Desktop session to Computer2. O O

NEW QUESTION 181

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy MD-102 dumps

@ 2 P QsseaqQs ":J https://lwww.2passeasy.com/dumps/MD-102/ (98 New Questions)

- (Exam Topic 4)
You have an Azure AD tenant named contoso.com that contains the devices shown in the following table.

Name Operating system
Devicel | Windows 10
Deviced | Android 8.0
Device3 | Android ©
Dewviced | 105 11.0
| Dewice5 | 10S 11.4.1

AH devices contain an app named Appl and are enrolled in Microsoft Intune.

You need to prevent users from copying data from Appl and pasting the data into other apps.

Which type of policy and how many policies should you create in Intune? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

;"':Ih:':-' Wpe r -'\[ P [ FOTaCtion i.-:‘ll y O II

&

App configuration policy
App protection policy

Conditional access pobicy
Device compliance policy

Minimum number of policies:

1 -
4
g

A. Mastered
B. Not Mastered

Answer: A

Explanation:

of Corre Answer Only: The correct answer is app protection policy because it allows you to customize the settings of apps for iOS/iPadOS or Android devicesl.
One of the settings you can configure is Restrict cut, copy, and paste between other apps, which lets you prevent users from copying data from Appl and pasting
the data into other apps2. You only need one policy to apply this setting to all devices that have Appl installeld.

References: 1: App configuration policies for Microsoft Intune | Microsoft Learn https://learn.microsoft.com/en-us/mem/intune/apps/app-configuration-policies-
overview 2: Troubleshoot restricting cut, copy, and paste between applications - Intune | Microsoft Learn
https://learn.microsoft.com/en-us/troubleshoot/mem/intune/app-protection-policies/troubleshoot-cut-copy-paste

NEW QUESTION 185

- (Exam Topic 4)

You have a hybrid deployment of Azure AD that contains 50 Windows 10 devices. All the devices are enrolled in Microsoft Intune.

You discover that Group Policy settings override the settings configured in Microsoft Intune policies. You need to ensure that the settings configured in Microsoft
Intune override the Group Policy settings. What should you do?

A. From Group Policy Management Editor, configure the Computer Configuration settings in the Default Domain Policy.
B. From the Microsoft Intune admin center, create a custom device profile.

C. From the Microsoft Intune admin center, create an Administrative Templates device profile.

D. From Group Policy Management Editor, configure the User Configuration settings in the Default Domain Policy.

Answer: C

NEW QUESTION 189

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains 1,000 iOS devices and includes Microsoft Intune. You need to prevent the printing of corporate data from
managed apps on the devices, should you configure?

A. an app configuration policy

B. a security baseline

C. an app protection policy

D. an iOS app provisioning profile

Answer: C

Explanation:

An app protection policy is a set of rules that controls how data is accessed and handled by managed apps on mobile devices. App protection policies can prevent
the printing of corporate data from managed apps on iOS devices by using the Restrict cut, copy, and paste with other apps setting. This setting can be configured
to block printing from the iOS share menu. An app configuration policy is used to customize the behavior of a managed app, such as specifying a VPN profile or a
web link. A security baseline is a collection of recommended security settings for Windows 10 devices that are managed by Intune. An iOS app provisioning profile
is a file that contains information about the app’s identity, entitlements, and distribution method
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NEW QUESTION 193

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune and contains 100 Windows 10 devices. You need to create Intune configuration profiles to
perform the following actions on the devices:
« Deploy a custom Start layout.

* Rename the local Administrator account.
Which profile type template should you use for each action? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth

one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Deploy a custom Start layout:  Device restniction v

Delivery optimization
Dewice restncbon
endpoint protection
identity protection

Rename the local Administrator account Identity protection et
Delivery optimization

| Device restriction
| Endpoint protection

Identity protecthon

Deploy a custom Start layout: Device restniction b4

Delivery optimization
Dewice restnction
Endpoint protection

| Identity protection

Rename the |ocal Administrator account:  |dentity protection

NEW QUESTION 195

- (Exam Topic 4)

Delivery optimization
Device restriction

Endpoint protection
] identity protection

You have a Microsoft 365 subscription that uses Microsoft Intune Suite. You use Microsoft Intune to manage devices.
Auto-enrollment in Intune is configured.

You have 100 Windows 11 devices in a workgroup.

You need to connect the devices to the corporate wireless network and enroll 100 new Windows devices in Intune.
What should you use?

A. a provisioning package

B. a Group Policy Object (GPO)
C. mobile device management (MDM) automatic enroliment
D. a device configuration policy

Answer: C

NEW QUESTION 199

- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the devices shown in the following table.
Name | Operating system | Azure AD status Mobile device
management (MDM)
Devicel | Windows 8.1 Registered None
Device2 | Windows 10 Joined None
Device3 | Windows 10 Joined Microsoft Intune

Contoso.com contains the Azure Active Directory groups shown in the following table.
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Name

Members

Group1

Group2, Device1, Device3

GroupZ | Devicel

You add a Windows Autopilot deployment profile. The profile is configured as shown in the following exhibit.

Create profile
Windows PC

0 Basics

Summary

Basics

Name

Descniption

Convert all targeted devices to Autopiiot
Device type

Out-of-box experience (OOBE)

Deployment mode

Jon to Azure AD as

Skip AD connectivity check (preview)
Language (Region)

Automatically configure keyboard
Microsoft Software License Terms
Privacy settings

Hide change account options

User account type

Allow White Glove OOBE

Apply device name template

Assignments

Included groups
Excluded groups

Q Out-of-box expernence (OOBE)

0 Assignments

ﬁ Review + create

Profilel
Yes
Windows PC

Self-Deploying (preview)
Azure AD joined

No

Operating system default
Yes

Hide

Hide

Hide

Standard

No

No

Group1

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements

If Device1 starts in Out of Box Expenience (OOBE) mode, the device will be deployed by using

Autopilot.

If Device2 starts in Out of Box Experience (OOBE) mode, the device will be deployed by using

Autopilot.

If Dewice3 starts in Out of Box Expenience (OOBE) mode, the device will be deployed by using

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Box 1: No

Devicel has no Mobile device Management (MDM) configured.

Note: Devicel is running Windows 8.1, and is registered, but not joined. Devicel is in Groupl.

Profilel is assigned to Groupl. Box 2: No

Device2 has no Mobile device Management (MDM) configured. Note: Device2 is running Windows 10, and is joined.

Device2 is in Group2. Group2 is in Groupl.

Profilel is assigned to Groupl. Box 3: Yes

Device3 has Mobile device Management (MDM) configured. Device3 is running Windows 10, and is joined

Devicel is in Groupl.

Profilel is assigned to Groupl.

Mobile device management (MDM) enrollment: Once your Windows 10 device joins Azure AD, Autopilot ensures your device is automatically enrolled with MDMs
such as Microsoft Intune. This program can automatically push configurations, policies and settings to the device, and install Office 365 and other business apps
without you having to get IT admins to manually sort the device. Intune can also apply the latest updates from Windows Update for Business.

Reference: https://xo.xello.com.au/blog/windows-autopilot

NEW QUESTION 203

- (Exam Topic 4)

You have 100 computers that run Windows 10 and connect to an Azure Log Analytics workspace.

Which three types of data can you collect from the computers by using Log Analytics? Each correct answer a complete solution.
NOTE: Each correct selection is worth one point.

A. error events from the System log

B. failure events from the Security log

C. third-party application logs stored as text files
D. the list of processes and their execution times
E. the average processor utilization

Answer: ACE

Explanation:

You can collect error events from the System log, third-party application logs stored as text files, and the average processor utilization from the computers by using
Log Analytics. These are some of the types of data that you can collect by using data sources such as Windows event logs, custom logs, and performance
counters. You cannot collect failure events from the Security log or the list of processes and their execution times by using Log Analytics. References:
https://docs.microsoft.com/en-us/azure/azure-monitor/agents/data-sources-overview

NEW QUESTION 206

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You create a new update rings policy named Policyl as shown in the following exhibit.
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Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point,

Answer Area

Updates that contain fixes and improvements to existing Windows | can be deferred for 30 days 3

can be defemred for 30 days

will be installed iImmediately

Updates that contain new Windows funchonality will be installed 1 day =

vitin [anower chece] o resse. [V
30 days
60 dayy

A. Mastered
B. Not Mastered

Answer: A

Explanation:
*Updates that contain fixes and improvements to existing Windows functionality can be deferred for 30 days. This is because the update rings policy named
Policyl has the “Quality updates deferral period (days)” setting set to 30. This means that quality updates, which include fixes and improvements to existing

Windows functionality, can be deferred for up to 30 days from the date they are released by Microsoft. After 30 days, the devices will automatically install the
quality updates. References:

https://docs.microsoft.com/en-us/mem/intune/protect/windows-update-for-business-configure
*Updates that contain new Windows functionality will be installed within 60 days of release.
This is because the update rings policy named Policyl has the “Feature updates deferral period (days)” setting set to 60. This means that feature updates, which

include new Windows functionality, can be deferred for up to 60 days from the date they are released by Microsoft. After 60 days, the devices will automatically
install the feature updates. References:

https://docs.microsoft.com/en-us/mem/intune/protect/windows-update-for-business-configure

NEW QUESTION 207

- (Exam Topic 4)

Your company implements Azure AD, Microsoft 365, Microsoft Intune, and Azure Information Protection. The company's security policy states the following:
* Personal devices do not need to be enrolled in Intune.

» Users must authenticate by using a PIN before they can access corporate email data.
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« Users can use their personal iOS and Android devices to access corporate cloud services.
» Users must be prevented from copying corporate email data to a cloud storage service other than Microsoft OneDrive for Business.
You need to configure a solution to enforce the security policy. What should you create?

A. a device configuration profile from the Microsoft Intune admin center

B. a data loss prevention (DIP) policy from the Microsoft Purview compliance portal
C. an insider risk management policy from the Microsoft Purview compliance portal
D. an app protection policy from the Microsoft Intune admin center

Answer: B

NEW QUESTION 212
- (Exam Topic 4)
You have an Azure AD tenant that contains the devices shown in the following table.

¥

n‘- MILUWYS I ' =T |

! ..Name_ Dpemtinr:q.system ' Azure AD join type

—

Which devices can be activated by using subscription activation?

A. Device 1 only

B. Devicel and Device2 only

C. Devicel and Device3 only

D. Devicel, Device2. Device3, and Device4

Answer: C

NEW QUESTION 215

- (Exam Topic 4)

Your company has computers that run Windows 10 and are Microsoft Azure Active Directory (Azure AD)-joined.

The company purchases an Azure subscription.

You need to collect Windows events from the Windows 10 computers in Azure. The solution must enable you to create alerts based on the collected events.
What should you create in Azure and what should you configure on the computers? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
Resource to create in Azure: v

An Azure event hub
An Azure Log Analytics workspace
An Azure SQL database
An Azure Storage account

Configuration to perform on the v

compulers: Configure the Event Collector service
Create an event subscription
Install the Microsoft Monitoring Agent

A. Mastered

B. Not Mastered
Answer: A

Explanation:

A screenshot of a computer Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/log-analytics-agent

NEW QUESTION 220

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune Suite.

You use Microsoft Intune to manage devices. All devices are in the same time zone. You create an update rings policy and assign the policy to all Windows
devices.

On the November 1, you pause the update rings policy. All devices remain online.

Without further modification to the policy, on which date will the devices next attempt to update?

A. December 1
B. December 6
C. November 15
D. November 22
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Answer: C

NEW QUESTION 224
- (Exam Topic 4)
You have a Hyper-V host that contains the virtual machines shown in the following table.

Name Generation Virtual processors Memory
VM1 1 4 16 GB
VM2 2 1 8 GB
VM3 2 2 4 GB

On which virtual machines can you install Windows 11?

A. VM1 only

B. VM3only

C. VM1 and VM2 only

D. VM2 and VM3 only

E. VM1, VM2, and VM3

Answer: E

NEW QUESTION 225

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You use Microsoft Intune Suite to manage devices.

You have the iOS app protection policy shown in the following exhibit.
Access requirements
PIN for access Require
PIN type Numenc
Sample PIN Allow
Select manimum PIN length 6

Touch 1D instead of PIN for access (1OS Allow
8+ /WP200s)

Overnde biometncs with PIN after Require
bm&out

Timeéout (minutes of nactnnaty) 30
Face 1D mstead of PIN for access (105 Block
11+ APadO5)

PIN reset after number of days No
Number of days 0

App PIN when dewnce PIN 15 st Requue
Work or school account credentials for Require
JCCEsS

Recheck the access requirements after 30
(munutes of inactivity)

Conditional launch

Setting Value Action

Max PiN attempts S Rewet PIN

Offline grace penod 720 Block access (minutes)

Offline grace penod 80 Wipe data (Gays)

Jailbroken/rooted dewces Block access

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic. NOTE: Each correct

selection is worth one point,
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Answer Area

After 30 minutes of inactivity, 3 user will be prompied for their [answer cholcel. | P oniy |
Jeount ereckniials only

PIN and account cradentials

(& 7

Entering the wrong PIN five times will [answer cholce]. | Block sccess =
block access
reset the app PIN
resel the device PIN
wipe company data

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1 = PIN only

Box 2 = reset the PIN app

iOS/iPadOS app protection policy settings - Microsoft Intune | Microsoft Learn https://learn.microsoft.com/en-us/mem/intune/apps/app-protection-policy-settings-ios

NEW QUESTION 230

- (Exam Topic 4)

You use the Microsoft Deployment Toolkit (MDT) to manage Windows 11 deployments. From Deployment Workbench, you modify the WinPE settings and add
PowerShell support. You need to generate a new set of WinPE boot image files that contain the updated settings. What should you do?

A. From the Deployment Shares node, update the deployment share.

B. From the Advanced Configuration node, create new media.

C. From the Packages node, import a new operating system package
D. From the Operating Systems node, import a new operating system.

Answer: A

NEW QUESTION 231

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a user named Userl. You need to perform the following tasks for User1:
> Set the Usage location to Canada.

> Configure the Phone and Email authentication contact info for self-service password reset (SSPR). Which two settings should you configure in the Azure Active
Directory admin center? To answer, select the

appropriate settings in the answer area.

NOTE: Each correct selection is worth one point.

Manage

& Profile

B Custom security attributes
(Preview)

Assigned roles

Administrative units

B S| WP

Groups
Applications
w Licenses
Eg Devices

. Azure role assignments

@ Authentication methods
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, application Description automatically generated

NEW QUESTION 232

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains 100 Windows 10 devices enrolled in Microsoft Intune. You need to create Endpoint security policies to
meet the following requirements:

> Hide the Firewall & network protection area in the Windows Security app.

> Disable the provisioning of Windows Hello for Business on the devices.
Which two policy types should you use? To answer, select the policies in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Manage

© Antivirus

& Disk encryption

T

Firewall

@ Endpoint detection and response

@ Attack surface reduction

€& Account protection

B Device compliance

O Conditional access

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, application Description automatically generated

In the Antivirus policy settings, you can hide the Firewall and network protection area in the Windows Security app.

Windows Hello for Business settings are configured in Identity protection. Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/antivirus-security-experience-windows-settings https://docs.microsoft.com/en-us/mem/intune/protect/identity-
protection-windows-settings

NEW QUESTION 234
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that contains the groups shown in the following table.

Name Description

Groupl Azure AD group that contains a user named Userl

Group2 Azure AD group that contains iOS devices

You create a Conditional Access policy named CAPolicyl that will block access to Microsoft Exchange Online from iOS devices. You assign CAPolicyl to Groupl.
You discover that Userl can still connect to Exchange Online from an iOS device. You need to ensure that CAPolicyl is enforced.
What should you do?

A. Configure a new terms of use (TOU).

B. Assign CAPalicyl to Group2.

C. Enable CAPolicyl

D. Add a condition in CAPolicyl to filter for devices.

Answer: B

Explanation:
Common signals that Conditional Access can take in to account when making a policy decision include the following signals:
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* User or group membership

Policies can be targeted to specific users and groups giving administrators fine-grained control over access.

* Device

Users with devices of specific platforms or marked with a specific state can be used when enforcing Conditional Access policies.
Use filters for devices to target policies to specific devices like privileged access workstations.

* Etc.

Reference: https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/overview

NEW QUESTION 239

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains 500 Android Enterprise devices. All the devices are enrolled in Microsoft Intune.
You need to deliver bookmarks to the Chrome browser on the devices What should you create?

A. a compliance policy

B. a configuration profile

C. an app protection policy

D. an app configuration policy

Answer: D
NEW QUESTION 242

- (Exam Topic 4)
You have an Azure AD tenant named contoso.com. You have the devices shown in the following table.

Name Platform
Devicel | Windows 11
r'l:" red Nindow -
Devicel | 105

Deviced | Ubuntu Linux

Which devices can be Azure AD joined, and which devices can be registered in contoso.com? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Azure AD joined: | Dewicel and Device2 only :ﬂ
Cevice] only
Devicel and Device only
Devicel, Devicel. and Device3 only
Devicel, Devicel, Deviced, and Deviced

Registered in contoso.com: | Dewicel and Dewvice2 only w

Device2 and Device3 only

Device3 and Deviced only

Device2, Deviced. and Deviced only
Devicel, Deviceld, Deviced, and Deviced

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Azure AD joined: | Devicel and Device2 only '.',,.i
g

Devicel only
Devicel and Dévice3 only

Devicel, Device2, and Device3 only

Dayice 1, Device2. Device2, and Deviced

Registered in contoso.com

Device2 and Device3 only

Deviced and Deviced only

Device2, Device3, and Deviced only
Devicel, Devicel. Devices, and Deviced

NEW QUESTION 247

- (Exam Topic 4)

You have a Microsoft Intune subscription that has the following device compliance policy settings: Mark devices with no compliance policy assigned as: Compliant
Compliance status validity period (days): 14
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On January 1, you enroll Windows 10 devices in Intune as shown in the following table.

BitLocker Drive Scope
Name Encryption Firewall (Tags) Member of
(BitLocker)
Device1 Enabled Off Tag1 Group1
Devicel Disabled on Tag2 GroupZ

On January 4, you create the following two device compliance policies:
Name: Policyl

Platform: Windows 10 and later

Require BitLocker: Require

Mark device noncompliant: 5 days after noncompliance

Scope (Tags): Tagl

Name: Policy2

Platform: Windows 10 and later

Firewall: Require

Mark device noncompliant: Immediately

VWV VNV VNVNVVVY

Scope (Tags): Tag2

On January 5, you assign Policyl and Policy2 to Groupl.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
On January 7, Device1 is marked as compliant. O O
On January 8, Device1 is marked as compliant. O O
On January 8, Device?2 is marked as compliant. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No.

Policyl and Policy2 apply to Groupl which Devicel is a member of. Devicel does not meet the firewall requirement in Policy2 so the device will immediately be
marked as non-compliant.

Box 2: No

For the same reason as Box1. Box 3: Yes

Policyl and Policy2 apply to Groupl. Device2 is not a member of Groupl so the policies don’t apply.

The Scope (tags) have nothing to do with whether the policy is applied or not. The tags are used in RBAC.

NEW QUESTION 248

- (Exam Topic 4)

Your network contains an Active Directory domain. The domain contains a computer named Computer! that runs Windows 11. You need to enable the Windows
Remote Management (WinRM) service on Computerl and perform the following configurations:

« For the WinRM service, set Startup type to Automatic.

« Create a listener that accepts requests from any IP address.

» Enable a firewall exception for WS-Management communications. Which PowerShell cmdlet should you use?

A. Connect-WSMan

B. Enable-PSRemoting

C. Invoke-WSManAction

D. Enable-PSSessionConfiguration

Answer: B

NEW QUESTION 250

- (Exam Topic 4)

You have computers that run Windows 10 and are managed by using Microsoft Intune. Users store their files in a folder named D:\Folderl.

You need to ensure that only a trusted list of applications is granted write access to D:\Folderl. What should you configure in the device configuration profile?

A. Microsoft Defender Exploit Guard

B. Microsoft Defender Application Guard
C. Microsoft Defender SmartScreen

D. Microsoft Defender Application Control

Answer: A
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NEW QUESTION 255
- (Exam Topic 4)

You have a Microsoft 365 subscription that includes Microsoft Intune. You have computers that run Windows 11 as shown in the following table.
Name Azure AD Intune BitLocker Drive Encryption Firewall
status (BitLocker)
Computer1 | Joined Enrolled Disabled Enabled
Computer? | Registered | Enrolled Enabled Enabled
Computer3 | Registered | Notenrolled | Enabled Disabled

You have the groups shown in the following table.

Name Members
Group1 Computer1, Computer2
Group?2 Computer3

You create and assign the compliance policies shown in the following table.

Name Configuration Action for noncompliance Assignment
Policy1 | Require BitLocker to be Mark device as noncompliant | Group1

enabled on the device. after 10 days.
Policy2 | Require firewall to be on | Mark device as noncompliant | Group2
and monitoring. immediately.

The next day, you review the compliance status of the computers.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes Mo
[3T-) 4 11 el | 1 Irad 'l )
Ti 1 \ nput liant
] | L % mpule B lart
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes No
f ipliance sta f Comput qrace pe
T 1 {atus of 1 ymplian
] An 3L 1ot s Mot gl

NEW QUESTION 259

- (Exam Topic 4)

You use Microsoft Defender for Endpoint to protect computers that run Windows 10.

You need to assess the differences between the configuration of Microsoft Defender for Endpoint and the Microsoft-recommended configuration baseline.
Which tool should you use?

A. Microsoft Defender for Endpoint Power 81 app
B. Microsoft Secure Score

C. Endpoint Analytics

D. Microsoft 365 Defender portal

Answer: B

NEW QUESTION 263

- (Exam Topic 4)

You have a Microsoft Deployment Toolkit (MDT) deployment share named DS1. You import a Windows 11 image to DS1.

You have an executable installer for an application named Appl.

You need to ensure that Appl will be installed for all the task sequences that deploy the image.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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Actions

e b

Answer Area
Modify a Windows 11 operating system setting 1 Add App1to DST,
Modify a selection profile, gentify the GUID of App!1
Add App1 to DS ) Modify CustomSettings.ini

dentity the '.jl,_li:' of "'rr ]

LY Y e .
00T LustomSettinas.ini

A. Mastered
B. Not Mastered

Answer: A

Explanation:
MDT is a tool that allows you to automate the deployment of Windows operating systems and applications. To install an application for all the task sequences that
deploy a Windows 11 image, you need to perform the following three actions in sequence:

> Add Appl to DS1. You can use the Deployment Workbench to import the executable installer of Appl to a folder in your deployment share. This will create an
application entry with a unique GUID that identifies Appl11.

> Identify the GUID of Appl. You can find the GUID of Appl by opening the application properties in the Deployment Workbench and looking at the Application
GUID field1. You can copy the GUID to use it later.

> Modify CustomSettings.ini. You can edit the CustomSettings.ini file in your deployment share to specify which applications to install for each task sequence.
You can use the Applications property to list the GUIDs of the applications you want to install, separated by commasl. For example, if you want to install Appl and
another application with GUID {1234-5678-90AB-CDEF}, you can use this line:

Applications={GUID of App1},{1234-5678-90AB-CDEF}

These are the three actions you need to perform to ensure that App1 will be installed for all the task sequences that deploy the Windows 11 image from DSL1. |
hope this helps you.

If you want to learn more about MDT and how to deploy applications with it, you can check out these resources:

> How to deploy applications with the Microsoft Deployment Toolkit

NEW QUESTION 266

- (Exam Topic 4)

You use Microsoft Endpoint Manager to manage Windows 10 devices.

You are designing a reporting solution that will provide reports on the following:

> Compliance policy trends
> Trends in device and user enrolment

> App and operating system version breakdowns of mobile devices
You need to recommend a data source and a data visualization tool for the design.
What should you recommend? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Data source: v
Audit logs in Azure Active Directory (Azure AD)
Audit logs in Microsoft Intune

Azure Synapse Analytics

The Microsoft Intune Data Warehouse

Data visualization tool: v
Azure Data Studio

Microsoft Power Bl

The Azure portal

A. Mastered
B. Not Mastered

Answer: A

Explanation:
A screenshot of a computer Description automatically generated
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Reference:
https://docs.microsoft.com/en-us/mem/intune/developer/reports-nav-create-intune-reports https://docs.microsoft.com/en-us/mem/intune/developer/reports-proc-get-
a-link-powerbi

NEW QUESTION 269

- (Exam Topic 4)

You have a Microsoft Deployment Toolkit (MDT) deployment share named DS1.

in the Out-of-Box Drivers node, you create folders that contain drivers for different hardware models.

You need to configure the Inject Drivers MDT task to use PnP detection to install the drivers for one of the hardware models.
What should you do first?

A. Import an OS package.

B. Create a selection profile.

C. Add a Gather task to the task sequence.
D. Add a Validate task to the task sequence.

Answer: B

NEW QUESTION 270

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains 500 computers that run Windows 11. The computers are Azure AD joined and are enrolled in Microsoft Intune.
You plan to manage Microsoft Defender Antivirus on the computers. You need to prevent users from disabling Microsoft Defender Antivirus, What should you do?

A. From the Microsoft Intune admin center, create a security baseline.

B. From the Microsoft 365 Defender portal, enable tamper protection.

C. From the Microsoft Intune admin center, create an account protection policy.

D. From the Microsoft Intune admin center, create an endpoint detection and response (EDR) policy.

Answer: B

Explanation:

Tamper protection is a feature of Microsoft Defender Antivirus that prevents users or malicious software from disabling or modifying the antivirus settings. Tamper
protection can be enabled from the Microsoft 365 Defender portal for devices that are Azure AD joined and enrolled in Microsoft Intune. This will prevent users
from turning off Microsoft Defender Antivirus or changing its configuration through Windows Security, PowerShell, Registry, or Group Policy. References: [Enable
tamper protection]

NEW QUESTION 273

- (Exam Topic 4)

Your network contains an Active Directory domain. The domain contains 1.000 computers that run Windows 11.

You need to configure the Remote Desktop settings of all the computers. The solution must meet the following requirements:

* Prevent the sharing of clipboard contents.

 Ensure that users authenticate by using Network Level Authentication (NLA).

Which two nodes of the Group Policy Management Editor should you use? To answer, select the appropriate nodes in the answer area. NOTE: Each correct
selection is worth one point.

Remote Desktop Session Host
Connections
Device and Resource Redirechion

I CImMm
Licensing

F ]
HYrinter Rechirection

:If\t'*li'."'
RD Connection Broker

g ; >
rRemaote Session Environment &
2]

 _Security 4

>es<ion Lhime bimils

lemporary folders

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Remote Desktop Session Host

Connections

Device and Resource Redirection
Lcensing

Printer Redirection

Profiles

n[ Cnr*rwdlgrw Broker

S 2 - .

Rf"nr te Session. ‘-nulrﬂr‘mpﬂt ﬂ

secunty _ _ s -H_.:

Session Time Limuts

Temporary folders

NEW QUESTION 275

- (Exam Topic 4)

You have a Microsoft 365 subscription.
You need provide a user the ability to disable Security defaults and principle of least privilege. Which role should you assign to the user?

A. Global Administrator

B. Conditional Access Administrator
C. Security Administrator

D. Intune Administrator

Answer: B

Explanation:
To enable or disable security defaults in your directory, sign in to theAzure portalas a security administrator, Conditional Access administrator, or global
administrator.
Note: Conditional Access Administrator

Users with this role have the ability to manage Azure Active Directory Conditional Access settings.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

NEW QUESTION 277
- (Exam Topic 4)

Your network contains an Active Directory domain named contoso.com. The domain contains a computer named Computerl that runs Windows 10. You have the
groups shown in the following table.

Name Type Location
-"-w--.-;y‘s Universal distnbution group Contoso.com
Group2 | Global security group Contoso.cor
Group3 | Group L'u:’fr*.";‘n.;:er'.
Group4 | Group Computer1

Which groups can you add to Group4?

A. Group2only

B. Groupl and Group2 only
C. Group2 and Group3 only
D. Groupl, Group2, and Group3

Answer: C

NEW QUESTION 278
- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune Suite. You use Microsoft Intune to manage devices.

You plan to create Windows 11 device builds for the marketing and research departments The solution must meet the following requirements:

» Marketing department devices must support Windows Update for Business.

* Research department devices must have support for feature update versions for up to 36 months from release. What is the minimum Windows 11 edition
required for each department? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point
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Answer Areca
Marketing: Windows 11 Pro i
Windows 11 Pro
Windows 11 Pro for Workstations
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Answer Area

Marketing: Windows11Pro s
Windows 11 Enterpnse

Windows 11 Pro

Windows 11 Pro for Workstations
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