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NEW QUESTION 1
Which personas can a Cisco ISE node assume?

A. policy service, gatekeeping, and monitoring
B. administration, monitoring, and gatekeeping
C. administration, policy service, and monitoring
D. administration, policy service, gatekeeping

Answer: C

Explanation: 
Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_dis_deploy.html

NEW QUESTION 2
In which two ways can users and endpoints be classified for TrustSec? (Choose two.)

A. VLAN
B. dynamic
C. QoS
D. SGACL
E. SXP

Answer: AD

NEW QUESTION 3
When configuring Active Directory groups, what does the Cisco ISE use to resolve ambiguous group names?

A. MIB
B. SID
C. MAB
D. TGT

Answer: B

Explanation: 
Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2-0/ise_active_directory_integration/b_ISE_AD_integration_2x.html

NEW QUESTION 4
Which interface-level command is needed to turn on 802.1X authentication?

A. dot1x system-auth-control
B. dot1x pae authenticator
C. aaa server radius dynamic-author
D. authentication host-mode single- host

Answer: B

Explanation: 
Reference: https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/12-2/31sg/configuration/guide/conf/dot1x.html

NEW QUESTION 5
Which RADIUS attribute is used to dynamically assign the Inactivity active timer for MAB users from the Cisco ISE node?

A. session-timeout
B. termination-action
C. radius-server timeout
D. idle-timeout

Answer: D

NEW QUESTION 6
What does the dot1x system-auth-control command do?

A. globally enables 802.1x
B. causes a network access switch not to track 802.1x sessions
C. enables 802.1x on a network access device interface
D. causes a network access switch to track 802.1x sessions

Answer: A

Explanation: 
Reference: https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/XE3-8-0E/15-24E/configuration/guide/xe-380-configuration/dot1x.html

NEW QUESTION 7

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 300-715 dumps!
https://www.certshared.com/exam/300-715/ (150 Q&As)

What is a valid guest portal type?

A. Sponsor
B. Sponsored-Guest
C. Captive-Guest
D. My Devices

Answer: B

Explanation: 
Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_chapter_01111.html

NEW QUESTION 8
What is the purpose of the ip http server
command on a switch?

A. It enables the https server for users for web authentication.
B. It enables dot1x authentication on the switch.
C. It enables MAB authentication on the switch.
D. It enables the switch to redirect users for web authentication.

Answer: C

NEW QUESTION 9
Which configuration is required in the Cisco ISE authentication policy to allow Central Web Authentication?

A. MAB and if user not found, continue
B. MAB and if authentication failed, continue
C. Dot1x and if authentication failed, continue
D. Dot1x and if user not found, continue

Answer: A

NEW QUESTION 10
Which default endpoint identity group does an endpoint that does not match any profile in Cisco ISE become a member of?

A. blacklist
B. unknown
C. whitelist
D. profiled
E. endpoint

Answer: B

Explanation: 
Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_man_identities.html

NEW QUESTION 10
Which two ports do network devices typically use for CoA? (Choose two.)

A. 19005
B. 443
C. 3799
D. 8080
E. 1700

Answer: CE

Explanation: 
Reference: https://documentation.meraki.com/MR/Encryption_and_Authentication/Change_of_Authorization_with_RADIUS_(CoA)_on_MR_Access_Points

NEW QUESTION 14
Which two components are required for creating a Native Supplicant Profile within a BYOD flow? (Choose two.)

A. Redirect ACL
B. Connection Type
C. Operating System
D. Windows Settings
E. iOS Settings

Answer: CE

NEW QUESTION 15
If a user reports a device lost or stolen, which portal should be used to prevent the device from accessing the network while still providing information about why
the device is blocked?
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A. Client Provisioning
B. BYOD
C. Guest
D. Blacklist

Answer: D

Explanation: 
Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_chapter_010000.html

NEW QUESTION 16
Which portal is used to customize the settings for a user to log in and download the compliance module?

A. Client Provisioning
B. Client Endpoint
C. Client Profiling
D. Client Guest

Answer: A

NEW QUESTION 20
Which Cisco ISE service allows an engineer to check the compliance of endpoints before connecting to the network?

A. qualys
B. posture
C. personas
D. nexpose

Answer: B

NEW QUESTION 22
A user reports that the RADIUS accounting packets are not being seen on the Cisco ISE server. Which command is the user missing in the switch’s configuration?

A. aaa accounting resource default start-stop group radius
B. radius-server vsa send accounting
C. aaa accounting network default start-stop group radius
D. aaa accounting exec default start-stop group radius

Answer: B

Explanation: 
Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_sw_cnfg.pdf

NEW QUESTION 25
......
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