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NEW QUESTION 1

A security administrator has configured App-ID updates to be automatically downloaded and installed. The company is currently using an application identified by
App-1D as SuperApp_base. On a content update notice, Palo Alto Networks is adding new app signatures labeled SuperApp_chat and SuperApp_download, which
will be deployed in 30 days. Based on the information, how is the SuperApp traffic affected after the 30 days have passed?

A. All traffic matching the SuperApp_chat, and SuperApp_download is denied because it no longer matches the SuperApp-base application

B. No impact because the apps were automatically downloaded and installed

C. No impact because the firewall automatically adds the rules to the App-ID interface

D. All traffic matching the SuperApp_base, SuperApp_chat, and SuperApp_download is denied until the security administrator approves the applications

Answer: C

NEW QUESTION 2

How many zones can an interface be assigned with a Palo Alto Networks firewall?
A. two

B. three

C. four

D. one

Answer: BC

Explanation:

Palo Alto Networks User-ID Agent Setup

Enable Security Log
Server Log Momtor Frequency (sec) 15
Enable Session
Server Session Read Frequency (sec) 10
Novell eDirectory Query Interval (sec) 30
Syslog Service Profile
Enable Probing
Probe Interval (mn) 20
Enable User ldentification Timeout
User [dentification Timeout (min) 45
Allow matching usemames without domains
Enable NTLM
NTLM Domain
User-ID Collector Name 5. Which two configuration settings shown are not the default? (Choose two.)
A. Enable Security Log
B. Server Log Monitor Frequency (sec)
C. Enable Session
D. Enable Probing

NEW QUESTION 3
Which option shows the attributes that are selectable when setting up application filters?

A. Category, Subcategory, Technology, and Characteristic

B. Category, Subcategory, Technology, Risk, and Characteristic
C. Name, Category, Technology, Risk, and Characteristic

D. Category, Subcategory, Risk, Standard Ports, and Technology

Answer: B

NEW QUESTION 4
Actions can be set for which two items in a URL filtering security profile? (Choose two.)

A. Block List
B. Custom URL Categories
C. PAN-DB URL Categories
D. Allow List

Answer: AD

NEW QUESTION 5

An administrator needs to allow users to use their own office applications. How should the administrator configure the firewall to allow multiple applications in a
dynamic environment?

A. Create an Application Filter and name it Office Programs, the filter it on the business-systems category, office-programs subcategory

B. Create an Application Group and add business-systems to it

C. Create an Application Filter and name it Office Programs, then filter it on the business-systems category

D. Create an Application Group and add Office 365, Evernote, Google Docs, and Libre Office

Answer: B
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NEW QUESTION 6
Complete the statement. A security profile can block or allow traffic.

A. on unknown-tcp or unknown-udp traffic

B. after it is evaluated by a security policy that allows traffic

C. before it is evaluated by a security policy

D. after it is evaluated by a security policy that allows or blocks traffic

Answer: D

NEW QUESTION 7
What are two differences between an implicit dependency and an explicit dependency in App- ID? (Choose two.)

A. An implicit dependency does not require the dependent application to be added in the security policy
B. An implicit dependency requires the dependent application to be added in the security policy
C. An explicit dependency does not require the dependent application to be added in the security policy
D. An explicit dependency requires the dependent application to be added in the security policy

Answer: AD

NEW QUESTION 8
Which two App-ID applications will need to be allowed to use Facebook- chat? (Choose two.)

A. facebook

B. facebook-chat
C. facebook-base
D. facebook-email

Answer: BC

NEW QUESTION 9
In which stage of the Cyber-Attack Lifecycle would the attacker inject a PDF file within an email?

A. Weaponization

B. Reconnaissance

C. Installation

D. Command and Control
E. Exploitation

Answer: A

NEW QUESTION 10

Identify the correct order to configure the PAN-OS integrated USER-ID agent.

3. add the service account to monitor the server(s)

2. define the address of the servers to be monitored on the firewall

4. commit the configuration, and verify agent connection status

1. create a service account on the Domain Controller with sufficient permissions to execute the User- ID agent

A. 2-3-4-1
B. 1-4-3-2
C.3-1-24
D. 1-3-2-4

Answer: D

NEW QUESTION 10

Users from the internal zone need to be allowed to Telnet into a server in the DMZ zone. Complete the security policy to ensure only Telnet is allowed.

Security Policy: Source Zone: Internal to DMZ Zone services “Application defaults”, and action = Allow
A. Destination IP: 192.168.1.123/24

B. Application = ‘Telnet’

C. Log Forwarding

D. USER-ID = ‘Allow users in Trusted’

Answer: B

NEW QUESTION 11
Based on the security policy rules shown, ssh will be allowed on which port?
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Sounce Destination
Hame Type Tone | Address | Zone Address | Application | Service URL Action | Profile
Category

1| Deny Universal | Inside | Any Outside Ay Google- Apphcation-d | Any Deny None
Google docs-base

£ | Allowed- Unniersal knside | Any Outside Any Snmpy3 Application-d | Any ARow None
Security Ssh
S8rY.. ssl

3| Intrazome= | Imirazone | Any Any [intrazone) | Army Any Arvy Any Allpw None
default

4 | Interzone- | Inferzone | Any Any Any Ay Any Ay Ay Deny None
default

A. 80

B. 53

C.22

D. 23

Answer: C

NEW QUESTION 12
Which license must an Administrator acquire prior to downloading Antivirus Updates for use with the firewall?

A. Threat Prevention License

B. Threat Implementation License
C. Threat Environment License
D. Threat Protection License

Answer: A

NEW QUESTION 17
Given the topology, which zone type should zone A and zone B to be configured with?
Zome A Farewall B B

Ell [ : ElR2
s Viroal L

A. Layer3

B. Tap

C. Layer2

D. Virtual Wire

Answer: A

NEW QUESTION 22
Which administrator type utilizes predefined roles for a local administrator account?

A. Superuser

B. Role-based

C. Dynamic

D. Device administrator

Answer: C

NEW QUESTION 25
What are three differences between security policies and security profiles? (Choose three.)

A. Security policies are attached to security profiles

B. Security profiles are attached to security policies

C. Security profiles should only be used on allowed traffic
D. Security profiles are used to block traffic by themselves
E. Security policies can block or allow traffic

Answer: BCE

NEW QUESTION 26

Which type of security rule will match traffic between the Inside zone and Outside zone, within the Inside zone, and within the Outside zone?

A. global

B. intrazone
C. interzone
D. universal

Answer: D
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NEW QUESTION 30
Which file is used to save the running configuration with a Palo Alto Networks firewall?

A. running-config.xml

B. run-config.xml

C. running-configuration.xml
D. run-configuratin.xml

Answer: A

NEW QUESTION 35
Which two Palo Alto Networks security management tools provide a consolidated creation of policies, centralized management and centralized threat intelligence.
(Choose two.)

A. GlobalProtect
B. Panorama

C. Aperture

D. AutoFocus

Answer: BD

NEW QUESTION 40

Which statement is true regarding a Prevention Posture Assessment?

A. The Security Policy Adoption Heatmap component filters the information by device groups, serial numbers, zones, areas of architecture, and other categories
B. It provides a set of questionnaires that help uncover security risk prevention gaps across all areas of network and security architecture

C. It provides a percentage of adoption for each assessment area

D. It performs over 200 security checks on Panorama/firewall for the assessment

Answer: B

NEW QUESTION 41
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