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NEW QUESTION 1
Refer to the exhibit.
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Laptopt is used by several administrators to manage FortiAnalyzer. You want to configure a generic text filter that matches all login attempts to the web interface
generated by any user other than "admin" and coming from Laptop1:
Which filter will achieve the desired result?

A. operation-login & performed_on=="GUI(10.1.1.100)" & user!=admin

B. operation-login & srcip==10.1.1.100 & dstip==10.1.1.210 & user==admin
C. operation-login & dstip==10.1.1.210 & userl-admin

D. operation-login & performed_on=="GUI(10.1.1.210)' & user!=admin

Answer: A

Explanation:
On there the task was to create a filter for failed logins from any other location but the local computer: "Add the text performed_on!~10.0.1.10. This includes any
attempts coming from devices with an IP address that is not the one configured on the Local-Client computer."

NEW QUESTION 2
What is the purpose of using prefilters when configuring event handlers?

A. They limit which logs are checked for matches by the other filters.

B. They can filter the logs before they are processed by FortiAnalyzer
C. They download new filters to be used in event handlers.

D. They are common filters applied simultaneously to all event handlers.

Answer: A

NEW QUESTION 3
What are two benefits of using fabric connectors? (Choose two.)

A. They allow FortiAnalyzer to send logs in real-time to public cloud accounts.

B. You do not need an additional license to send logs to the cloud platform.

C. Fabric connectors allow you to improve redundancy.

D. Using fabric connectors is more efficient than using third-party polling with API.

Answer: AC

NEW QUESTION 4
What are two of the key features of FortiAnalyzer? (Choose two.)

A. Centralized log repository
B. Cloud-based management
C. Reports

D. Virtual domains (VDOMSs)

Answer: AC

NEW QUESTION 5
Which statements are true of Administrative Domains (ADOMS) in FortiAnalyzer? (Choose two.)

A. ADOMs are enabled by default.

B. ADOMs constrain other administrator’'s access privileges to a subset of devices in the device list.

C. Once enabled, the Device Manager, FortiView, Event Management, and Reports tab display per ADOM.
D. All administrators can create ADOMs--not just the admin administrator.

Answer: BC

NEW QUESTION 6
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What must you configure on FortiAnalyzer to upload a FortiAnalyzer report to a supported external server? (Choose two.)

A. SFTP, FTP, or SCP server
B. Mail server

C. Output profile

D. Report scheduling

Answer: AC

Explanation:
https://docs.fortinet.com/document/fortianalyzer/6.0.2/administration-guide/598322/creating-output-profiles

NEW QUESTION 7
What are offline logs on FortiAnalyzer?

A. Compressed logs, which are also known as archive logs, are considered to be offline logs.
B. When you restart FortiAnalyze

C. all stored logs are considered to be offline logs.

D. Logs that are indexed and stored in the SQL database.

E. Logs that are collected from offline devices after they boot up.

Answer: A

NEW QUESTION 8
Which two purposes does the auto cache setting on reports serve? (Choose two.)

A. It automatically updates the hcache when new logs arrive.
B. It provides diagnostics on report generation time.

C. It reduces the log insert lag rate.

D. It reduces report generation time.

Answer: AD

NEW QUESTION 9
Which log type does the FortiAnalyzer indicators of compromise feature use to identify infected hosts?

A. Antivirus logs

B. Web filter logs

C. IPS logs

D. Application control logs

Answer: B

NEW QUESTION 10
Which statement about sending notifications with incident updates is true?

A. Notifications can be sent only when an incident is created or deleted.
B. You must configure an output profile to send notifications by email.
C. Each incident can send notifications to a single external platform.

D. Each connector used can have different notification settings.

Answer: D

NEW QUESTION 10
By default, what happens when a log file reaches its maximum file size?

A. FortiAnalyzer overwrites the log files.

B. FortiAnalyzer stops logging.

C. FortiAnalyzer rolls the active log by renaming the file.
D. FortiAnalyzer forwards logs to syslog.

Answer: C

NEW QUESTION 12
Which statements are true regarding securing communications between FortiAnalyzer and FortiGate with IPsec? (Choose two.)

A. Must configure the FortiAnalyzer end of the tunnel only--the FortiGate end is auto-negotiated.
B. Must establish an IPsec tunnel ID and pre-shared key.

C. IPsec cannot be enabled if SSL is enabled as well.

D. IPsec is only enabled through the CLI on FortiAnalyzer.

Answer: BD
Explanation:

Option B is correct because you must establish an IPsec tunnel ID and pre-shared key to secure the communication between FortiAnalyzer and FortiGate with
IPsec12. The tunnel ID is a unique identifier for each tunnel and the pre-shared key is a secret passphrase that authenticates the peers.
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Option D is correct because IPsec is only enabled through the CLI on FortiAnalyzerl. You cannot configure IPsec settings through the GUI on FortiAnalyzer.

NEW QUESTION 15
What happens when a log file saved on FortiAnalyzer disks reaches the size specified in the device log settings?

A. The log file is stored as a raw log and is available for analytic support.
B. The log file rolls over and is archived.

C. The log file is purged from the database.

D. The log file is overwritten.

Answer: B

NEW QUESTION 20
Which two methods are the most common methods to control and restrict administrative access on FortiAnalyzer? (Choose two.)

A. Virtual domains

B. Administrative access profiles
C. Trusted hosts

D. Security Fabric

Answer: BC

NEW QUESTION 21
Which clause is considered mandatory in SELECT statements used by the FortiAnalyzer to generate reports?

A. FROM

B. LIMIT

C. WHERE

D. ORDER BY

Answer: A

NEW QUESTION 23
For which two SAML roles can the FortiAnalyzer be configured? (Choose two.)

A. Principal

B. Service provider
C. Identity collector
D. Identity provider

Answer: BD

NEW QUESTION 24
You need to upgrade your FortiAnalyzer firmware.
What happens to the logs being sent to FortiAnalyzer from FortiGate during the time FortiAnalyzer is temporarily unavailable?

A. FortiAnalyzer uses log fetching to retrieve the logs when back online
B. FortiGate uses the miglogd process to cache the logs

C. The logfiled process stores logs in offline mode

D. Logs are dropped

Answer: B

Explanation:

If FortiAnalyzer becomes unavailable to FortiGate for any reason, FortiGate uses its miglogd process to cache
the logs. There is a maximum value to the cache size, and the miglogd process will drop cached logs. When
the connection between the two devices is restored, the miglogd process begins to send the cached logs to
FortiAnalyzer. Therefore, the FortiGate buffer will keeps logs long enough to sustain a reboot of your
FortiAnalyzer (if you are upgrading the firmware, for example). But it is not intended for a lengthy
FortiAnalyzer outage.

NEW QUESTION 28
What is the best approach to handle a hard disk failure on a FortiAnalyzer that supports hardware RAID?

A. Hot swap the disk.

B. There is no need to do anything because the disk will self-recover.

C. Run execute format disk to format and restart the FortiAnalyzer device.
D. Shut down FortiAnalyzer and replace the disk

Answer: A

Explanation:

https://help.fortinet.com/fa/faz50hlp/56/5-6-2/FMG-FAZ/0700_RAID/0800_Swapping%20Disks.htm#:;~:text=If

NEW QUESTION 29
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Which two statement are true regardless initial Logs sync and Log Data Sync for Ha on FortiAnalyzer?

A. By default, Log Data Sync is disabled on all backup devise.

B. Log Data Sync provides real-time log synchronization to all backup devices.

C. With initial Logs Sync, when you add a unit to an HA cluster, the primary device synchronizes its logs with the backup device.
D. When Logs Data Sync is turned on, the backup device will reboot and then rebuilt the log database with the synchronized logs.

Answer: CD

NEW QUESTION 31
Which statement describes a dataset in FortiAnalyzer?

A. They determine what data is retrieved from the databas
B. They provide the layout used for reports.

C. They are used to set the data included in template

D. They define the chart types to be used in report

Answer: A

NEW QUESTION 33
Which statement about the FortiSOAR management extension is correct?

A. It requires a FortiManager configured to manage FortiGate
B. It requires a dedicated FortiSOAR device or VM.

C. It does not include a limited trial by default.

D. It runs as a docker container on FortiAnalyzer

Answer: D

NEW QUESTION 38

On FortiAnalyzer, what is a wildcard administrator account?

A. An account that permits access to members of an LDAP group

B. An account that allows guest access with read-only privileges
C. An account that requires two-factor authentication

D. An account that validates against any user account on a FortiAuthenticator

Answer: A

Explanation:

https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/747268/configuring-wildcard-admin-accounts

NEW QUESTION 42

Which tabs do not appear when FortiAnalyzer is operating in Collector mode?

A. FortiView

B. Event Management
C. Device Manger

D. Reporting

Answer: B

NEW QUESTION 47

Logs are being deleted from one of your ADOMs earlier that the configured setting for archiving in your data policy. What is the most likely problem?

A. The total disk space is insufficient and you need to add other disk.
B. CPU resources are too high.
C. The ADOM disk quota is set too low based on log rates.

D. Logs in that ADOM are being forwarded in real-time to another FortiAnalyzer device.

Answer: C

Explanation:

https://help.fortinet.com/fmgr/50hlp/56/5-6-1/FMG FAZ/1100_Storage/0017_Deleted%20device%20logs.htm
https://docs.fortinet.com/document/fortianalyzer/6.2.5/administration-guide/87802/automatic-deletion

NEW QUESTION 52
Refer to the exhibit.
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The exhibit shows “remoteservergroup” is an authentication server group with LDAP and RADIUS servers. Which two statements express the significance of

enabling “Match all users on remote server” when
configuring a new administrator? (Choose two.)

CA Certihcates

A. It creates a wildcard administrator using LDAP and RADIUS servers.

B. Administrator can log in to FortiAnalyzer using their credentials on remote servers LDAP and RADIUS.
C. Use remoteadmin from LDAP and RADIUS servers will be able to log in to FortiAnalyzer at anytime.
D. It allows administrators to use two-factor authentication.

Answer: AB

NEW QUESTION 54
Which two statements are true regarding high availability (HA) on FortiAnalyzer? (Choose two.)

A. FortiAnalyzer HA can function without VRR

B. and VRRP is required only if you have more than two FortiAnalyzer devices in a cluster.

C. FortiAnalyzer HA supports synchronization of logs as well as some system and configuration settings.

D. All devices in a FortiAnalyzer HA cluster must run in the same operation mode: analyzer or collector.

E. FortiAnalyzer HA implementation is supported by many public cloud infrastructures such as AWS, Microsoft Azure, and Google Cloud.

Answer: BC

NEW QUESTION 57
Which two actions should an administrator take to view Compromised Hosts on FortiAnalyzer? (Choose two.)

A. Enable web filtering in firewall policies on FortiGate devices, and make sure these logs are sent to FortiAnalyzer.
B. Make sure all endpoints are reachable by FortiAnalyzer.

C. Enable device detection on an interface on the FortiGate devices that are connected to the FortiAnalyzer device.
D. Subscribe FortiAnalyzer to FortiGuard to keep its local threat database up to date.

Answer: AD

Explanation:

In order to configure IOC, you require the following:

* A one-year subscription to IOC. Note that FortiAnalyzer does include an evaluation license, but it is restrictive and only meant to give you an idea of how the
feature works.

» A web filter services subscription on FortiGate device(s)

» Web filter policies on FortiGate device(s) that send traffic to FortiAnalyzer Compromised Hosts or Indicators of Compromise service (IOC) is a licensed feature.
To view Compromised Hosts, you must turn on the UTM web filter of FortiGate devices and subscribe your FortiAnalyzer unit to FortiGuard to keep its local threat
database synchronized with the FortiGuard threat database. See Subscribing FortiAnalyzer to FortiGuard.

Ref :

https://docs.fortinet.com/document/fortianalyzer/6.4.0/administration-guide/137635/viewing-compromised-host

NEW QUESTION 61

Which two statements about log forwarding are true? (Choose two.)
A. Forwarded logs cannot be filtered to match specific criteria.

B. Logs are forwarded in real-time only.

C. The client retains a local copy of the logs after forwarding.

D. You can use aggregation mode only with another FortiAnalyzer.

Answer: CD

Explanation:
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https://docs.fortinet.com/document/fortianalyzer/6.2.5/administration-guide/420493/modes https://docs.fortinet.com/document/fortianalyzer/6.2.5/administration-

guide/621804/log-forwarding

NEW QUESTION 62
What is the purpose of trigger variables?

A. To display statistics about the playbook runtime

B. To use information from the trigger to filter the action in a task

C. To provide the trigger information to make the playbook start running
D. To store the start times of playbooks with On_Schedule triggers

Answer: B

NEW QUESTION 65

How can you attach a report to an incident?

A. By attaching it to an event handler alert

B. By editing the settings of the desired report

C. From the properties of an existing incident

D. Saving it in JSON format, and then importing it
Answer: C

NEW QUESTION 70

Why run the command diagnose sql status sqlplugind?
A. To list the current SQL processes running

B. To check what is the database log insertion status
C. To display the SOL query connections and hcache status

D. To view the current hcache size

Answer: C

NEW QUESTION 74

After you have moved a registered logging device out of one ADOM and into a new ADOM, what is the purpose of running the following CLI command?

execute sql-local rebuild-adom <new-ADOM-name>

A. To reset the disk quota enforcement to default
B. To remove the analytics logs of the device from the old database
C. To migrate the archive logs to the new ADOM

D. To populate the new ADOM with analytical logs for the moved device, so you can run reports

Answer: D

Explanation:

+ Are the device’s analytics logs required for reports in the new ADOM? If so, rebuild

the new ADOM database:

FortiAnalyzer_7.0_Study_Guide-Online.pdf page 128: Are the device analytics logs required for reports in the new ADOM? If so, rebuild the new ADOM database

NEW QUESTION 79

Which two statements are true regarding log fetching on FortiAnalyzer? (Choose two.)

A. A FortiAnalyzer device can perform either the fetch server or client role, and it can perform two roles at the same time with the same FortiAnalyzer devices at

the other end.

B. Log fetching can be done only on two FortiAnalyzer devices that are running the same firmware version.
C. Log fetching allows the administrator to fetch analytics logs from another FortiAnalyzer for redundancy.

D. Log fetching allows the administrator to run queries and reports against historical data by retrieving archived logs from one FortiAnalyzer device and sending

them to another FortiAnalyzer device.

Answer: BD

NEW QUESTION 81

What is the purpose of a predefined template on the FortiAnalyzer?

A. It can be edited and modified as required

B. It specifies the report layout which contains predefined texts, charts, and macros
C. It specifies report settings which contains time period, device selection, and schedule

D. It contains predefined data to generate mock reports

Answer: B

NEW QUESTION 84
How does FortiAnalyzer retrieve specific log data from the database?
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A. SQL FROM statement

B. SQL GET statement

C. SQL SELECT statement
D. SQL EXTRACT statement

Answer: A

Explanation:
https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/137bb60e-ff37-11e8-8524-f8bc1258b8

NEW QUESTION 87
Which daemon is responsible for enforcing raw log file size?

A. logfiled

B. oftpd

C. sqlplugind
D. miglogd

Answer: A

NEW QUESTION 88
You are using RAID with a FortiAnalyzer that supports software RAID, and one of the hard disks on FortiAnalyzer has failed.
What is the recommended method to replace the disk?

A. Shut down FortiAnalyzer and then replace the disk

B. Downgrade your RAID level, replace the disk, and then upgrade your RAID level
C. Clear all RAID alarms and replace the disk while FortiAnalyzer is still running

D. Perform a hot swap

Answer: A

Explanation: ) . _ R
supports hot swapping on hardware RAID only, so it is recommended that on FortiAnalyzer devices with
software RAID you should shutdown FortiAnalyzer prior to exchanging the hard disk.

https://community.fortinet.com/t5/FortiAnalyzer/Technical-Note-How-to-swap-Hard-Disk-on-FortiAnalyzer/ta-

NEW QUESTION 92
A play book contains five tasks in total. An administrator executed the playbook and four out of five tasks finished successfully, but one task failed. What will be the
status of the playbook after its execution?

A. Success

B. Failed

C. Running

D. Upstream_failed

Answer: B

Explanation:

Playbook jobs that include one or more failed tasks are labeled as Failed in Playbook Monitor. FortiAnalyzer_7.0_Study Guide page No: 247

Playbook jobs that include one or more failed tasks are labeled as Failed in Playbook Monitor. A failed status, however, does not mean that all tasks failed. Some
individual actions may have been completed successfully.

NEW QUESTION 95
Why should you use an NTP server on FortiAnalyzer and all registered devices that log into FortiAnalyzer?

A. To properly correlate logs

B. To use real-time forwarding

C. To resolve host names

D. To improve DNS response times

Answer: A

Explanation:
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+  Synchronize the time on FortiAnalyzer and all registered devices with an NTP server for proper log
correlation

NEW QUESTION 96
On the RAID management page, the disk status is listed as Initializing.
What does the status Initializing indicate about what the FortiAnalyzer is currently doing?

A. FortiAnalyzer is ensuring that the parity data of a redundant drive is valid
B. FortiAnalyzer is writing data to a newly added hard drive to restore it to an optimal state
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C. FortiAnalyzer is writing to all of its hard drives to make the array fault tolerant
D. FortiAnalyzer is functioning normally

Answer: C

NEW QUESTION 99
Refer to the exhibit.
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The image displays the configuration of a FortiAnalyzer the administrator wants to join to an existing HA cluster.
What can you conclude from the configuration displayed?

A. This FortiAnalyzer will join to the existing HA cluster as the primary.

B. This FortiAnalyzer is configured to receive logs in its port1.

C. This FortiAnalyzer will trigger a failover after losing communication with its peers for 10 seconds.
D. After joining to the cluster, this FortiAnalyzer will keep an updated log database.

Answer: B

Explanation:
"If the preferred role is Primary, then this unit becomes the primary unit if it is configured first in a new HA cluster. If there is an existing primary unit, then this unit
becomes a secondary unit." (https://docs.fortinet.com/document/fortianalyzer/7.0.5/administration-guide/275104)

NEW QUESTION 100
Which two statements are true regarding fabric connectors? (Choose two.)

A. Configuring fabric connectors to send notification to ITSM platform upon incident creation Is more efficient than third-party information from the FortiAnalyzer
API.

B. Fabric connectors allow to save storage costs and improve redundancy.

C. Storage connector service does not require a separate license to send logs to cloud platform.

D. Cloud-Out connections allow you to send real-time logs to pubic cloud accounts like Amazon S3, Azure Blob , and Google Cloud.

Answer: AD

NEW QUESTION 101
View the exhibit.
Total Quota Summary:
Total Quota Allocated Available Allocate%
63.7GB 12.7GB 51.0GB 19.9%

System Storage Summary:
Total Used Available
78.7GB 2.9GB 75.9GB

Reserved space: 15.0GB (19.0% of total space).

Why is the total quota less than the total system storage?
A. 3.6% of the system storage is already being used.

B. Some space is reserved for system use, such as storage of compression files, upload files, and temporary report files
C. The oftpd process has not archived the logs yet
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D. The logfiled process is just estimating the total quota

Answer: B

Explanation:

https://docs.fortinet.com/document/fortianalyzer/6.2.5/administration-guide/368682/disk-space-allocation

NEW QUESTION 103

Which statement about the FortiSIEM management extension is correct?

A. Allows you to manage the entire life cycle of a threat or breach.
B. Its use of the available disk space is capped at 50%.

C. It requires a licensed FortiSIEM

supervisor.

D. It can be installed as a dedicated VM.

Answer: A

NEW QUESTION 104

The admin administrator is failing to register a FortiClient EMS on the FortiAnalyzer device. What can be the reason for this failure?

A. FortiAnalyzer is in an HA cluster.
B. ADOM mode should be set to advanced, in order to register the FortiClient EMS device.
C. ADOMs are not enabled on FortiAnalyzer.

D. A separate license is required on FortiAnalyzer in order to register the FortiClient EMS device.

Answer: C

NEW QUESTION 106
Refer to the exhibit.

FortiAnalyzerlH get system status
Platform Type
Platform Full Name
Version

Serial Number
BIOS version
Hestname

Max Number of Admin Domains :
Admin Domain Configuration
FIPS Mode

HA Mode

Branch Point

License Status

FortiAnalyzerl# get system global
adom-mode

adom-select

sdom-status
console-output
country-flag

enc-algorithm
ha-member-auto-grouping
hostnarme

log-checksum
log-forward-cache-size
log-mode

longitude
max-aggregation-tasks
max-running-reports
oftp-ssl-protocol
ssl-low-encryption
ssl-orotocol

: FAIVMB4-KVM

FortiAnalyzer-VMES-KVM

5

: Enabled

: Disabled

: Stand Alone
1215
Release Version Information : GA

: Valid

:w7.2.1-build1215 220809 (GA)
: FAZ-VMOOO0065040

: 04000002

: FortiAnalyzerl

Time Zone : (GMT-8:00) Pacific Time (US & Canada)
Disk Usage : Free 43.60GB, Total 58.80GB
File System : Extd

: normal

: enable

- enable

: standard

: enable

: high

: enable

s Fnr‘ti.ﬁ.ﬂ.l\rﬂrl
: mdS

15

: analyzer

: [}

:0

s |

: tlswl.2

: disable
tthivl.3 thswl.2
: 2000

:thivl.3 tlswl.2

FortiAnalyzer3® pet system status

Platform Type
Platform Full Name
Verzion

Serial Number
BIOS version
Heostname

Max Number of Admin Domains - S
Admin Domain Configuration

FIPS Mode
HA Mode
Branch Point

Release Version Information : GA

: (GMT-8:00) Pacific Time (US & Canada)
: Free 12.98GB, Total 79.80GB

: Extd

: Valid

Time Ione
Disk Usage
File System
License Status

FortiAnalyzer3¥ get system global

adom-mode
adom-select
adom-status
console-output

country-flag
enc-algorithm

ha-member-auto-grouping

hostname
log-checksum

log-forward-cache-size

log-mode
longitude

max-aggregation-tasks

max-running-reports
oftp-ssl-protocel
ssl-low-encryption
ssl-protocol
task-list-size
webservice-prote

: FAZVMBA-KVM

: FortiAnalyzer-VMES-KVM
:w7.2.1-build1215 220809 [GA)
: FAZ-VMOO000065042

: 04000002

: FortiAnalyzer3d

: Enabled

: Disabled

: Stand Alone
: 1215

: mormal

: enable
:enable

: standard

: anable

: high

: enable

: FortiAnalyzer3
: mdS

- |

: analyzer

: (muall)

:0

1 5

s tlswl.2

: disable

s tlsvl.3 tlswl.2
: 2000

: tlsvl.3 tiswl.2

Based on the partial outputs displayed, which devices can be members of a FortiAnalyzer Fabric?

A. FortiAnalyzerl and FortiAnalyzer3
B. FortiAnalyzerl and FortiAnalyzer2
C. All devices listed can be members
D. FortiAnalyzer2 and FortiAnalyzer3

Answer: C

NEW QUESTION 111
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How do you restrict an administrator’s access to a subset of your organization's ADOMs?

A. Set the ADOM mode to Advanced

B. Assign the ADOMs to the administrator’s account
C. Configure trusted hosts

D. Assign the default Super_User administrator profile

Answer: B

Explanation:
https://docs.fortinet.com/document/fortianalyzer/6.2.5/administration-guide/717578/assigning-administrators-to

NEW QUESTION 116
What statements are true regarding FortiAnalyzer 's treatment of high availability (HA) dusters? (Choose two)

A. FortiAnalyzer distinguishes different devices by their serial number.

B. FortiAnalyzer receives logs from d devices in a duster.

C. FortiAnalyzer receives bgs only from the primary device in the cluster.

D. FortiAnalyzer only needs to know (he serial number of the primary device in the cluster-it automaticaly discovers the other devices.

Answer: AB

NEW QUESTION 121
An administrator has moved FortiGate A from the root ADOM to ADOML1. However, the administrator is not able to generate reports for FortiGate A in ADOML1.
What should the administrator do to solve this issue?

A. Use the execute sql-local rebuild-db command to rebuild all ADOM databases.

B. Use the execute sql-local rebuild-adom ADOM1 command to rebuild the ADOM database.
C. Use the execute sql-report run ADOM1 command to run a report.

D. Use the execute sqgl-local rebuild-adom root command to rebuild the ADOM database.

Answer: B

NEW QUESTION 125

An administrator has configured the following settings: config system fortiview settings
set resolve-ip enable end

What is the significance of executing this command?

A. Use this command only if the source IP addresses are not resolved on FortiGate.

B. It resolves the source and destination IP addresses to a hostname in FortiView on FortiAnalyzer.

C. You must configure local DNS servers on FortiGate for this command to resolve IP addresses on Forti Analyzer.
D. It resolves the destination IP address to a hostname in FortiView on FortiAnalyzer.

Answer: D

NEW QUESTION 127
Refer to the exhibit.

Event Event Status Event Type Count Severity

[
=

0.0.3.20 Mitigatec £ SSL 1 Low

Insecure 55L Connection blocked from

Which statement is correct regarding the event displayed?

A. The security risk was blocked or dropped.
B. The security event risk is considered open.
C. An incident was created from this event.
D. The risk source is isolated.

Answer: A

Explanation:

Events in FortiAnalyzer will be in one of four statuses. The current status will determine if more actions need to be taken by the security team or not.
The possible statuses are:

Unhandled: The security event risk is not mitigated or contained, so it is considered open. Contained: The risk source is isolated.

Mitigated: The security risk is mitigated by being blocked or dropped. (Blank): Other scenarios.

FortiAnalyzer_7.0_Study_Guide-Online pag. 206

NEW QUESTION 128
When you perform a system backup, what does the backup configuration contain? (Choose two.)

A. Generated reports

B. Device list

C. Authorized devices logs
D. System information
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Answer: BD

Explanation:
https://help.fortinet.com/fa/cli-olh/5-6-5/Content/Document/1400_execute/backup.htm

NEW QUESTION 132
For proper log correlation between the logging devices and FortiAnalyzer, FortiAnalyzer and all registered devices should:

A. Use DNS

B. Use host name resolution
C. Use real-time forwarding
D. Use an NTP server

Answer: D

NEW QUESTION 133
Which statements are correct regarding FortiAnalyzer reports? (Choose two)

A. FortiAnalyzer provides the ability to create custom reports.
B. FortiAnalyzer glows you to schedule reports to run.

C. FortiAnalyzer includes pre-defined reports only.

D. FortiAnalyzer allows reporting for FortiGate devices only.

Answer: AB
NEW QUESTION 138

Refer to the exhibit.

et Bt vy Beceiee Rat

What does the data point at 12:20 indicate?

A. The performance of FortiAnalyzer is below the baseline.
B. FortiAnalyzer is using its cache to avoid dropping logs.
C. The log insert lag time is increasing.

D. The sqlplugind service is caught up with new logs.

Answer: C

NEW QUESTION 139
Which two statements express the advantages of grouping similar reports? (Choose two.)

A. Improve report completion time.

B. Conserve disk space on FortiAnalyzer by grouping multiple similar reports.

C. Reduce the number of hcache tables and improve auto-hcache completion time.
D. Provides a better summary of reports.

Answer: AC

NEW QUESTION 142
Which two of the following must you configure on FortiAnalyzer to email a FortiAnalyzer report externally? (Choose two.)

A. Mail server

B. Output profile

C. SFTP server

D. Report scheduling

Answer: AB
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NEW QUESTION 143
Refer to the exhibits.

B Event Sans EventType Coust Severity  PFimt Ocourmence. Last Update Hardier Tagz |
}wmw&wrl Migeard | WIPS I Meduri 3 o agn < hours a0 g vt sl oty Coge Darbec tion By Theeat
3 PHPURL Code bpectoon [7) Magiad S 4 Madhues  J heany ago T e 20 pobabic iy Gttt Dt 1o By-Thrmal
F LBk BT Miaead | O S5L Liw & Mnary, i £ i 30 Hinkey Deivalion-Detersion: By-Thesat mm
3 HTTP RequesL URL Direcbory Traverd (7 ST N L 4 Modurn 7 Ivoaurs o P AL ! ol Dot b - Thema
QMmumzﬁ-.‘: W gl | P | Pt 2 Py gl a Mo g 10, ke Dt By Thewd
1001307 Chrfanin Wi, Cocer Datwotion-By- Endocimt. | intrusion |_!-H-_:||
mww MEIS b HTRInbottead . ddogdid | W PE 4 X 2023 20001 JLO3AL st Binkey - Dertiiation- Detec ton-By- Endoowt m )
1 ntermal it ushins PHP RS Code brymetson 0. b1l o 2 Metlum  021-1240 o IR+ B e B e e | bl Mol Code Detection-By-Endooint | mlhl
I}%i:f:_iﬂmﬂtmt.mmw Miguod | QSR 8 Liw 01213201 XL A208 T8 Ml Coute Detection- By Endpoirt  [Tnimaion | Snan]
Liil'wumumruHTl'llﬂ:n;m'lqu-[“-m!m Maginl B PS 2 Mg JO21 12400 22 3151 0212kt U C ot Dt s By Eradooent [miwl
i[i:llwifﬂmu'-ﬂamln Exowstwder K5 i oS 2 Mo 023500 200000 001103 04 BUALAE) Chetiin Mulicious Cadke Ctetion By Endpoied [Tnirunion || SN
A {0200 1. 254 (&)
Ibenal intrunion MS IS bdke WTR Mdormath,. Misgans | B 195 ; Medum 1213201 0AE-4201 21:0241 ik Dby s By Enddpeind [mﬁlj
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How many events will be added to the incident created after running this playbook?

A. Ten events will be added.

B. No events will be added.

C. Five events will be added.

D. Thirteen events will be added.

Answer: A

NEW QUESTION 147
What is the purpose of output variables?

A. To store playbook execution statistics

B. To use the output of the previous task as the input of the current task
C. To display details of the connectors used by a playbook

D. To save all the task settings when a playbook is exported

Answer: B
Explanation:

FortiAnalyzer_7.0_Study_Guide-Online.pdf page 242: Output variables allow you to use the output from a preceding task as an input to the current task.
"Output variables allow you to use the output from a preceding task as an input to the current task." FortiAnalyzer_7.0_Study_Guide-Online page 242

NEW QUESTION 149
View the exhibit:

Data Policy
Keep Logs for Analytics 160 o= |Dor -

Keep Logs for Archive 3635 — DA =

Disk Utilization '

Maximum Allowed 1000 — M3 = Out of Available: 62.§ GB
Analytics: Archrve 70% = 30% [ Modufy

Alert and Delete When o =

Usage Reaches

What does the 1000MB maximum for disk utilization refer to?

A. The disk quota for the FortiAnalyzer model
B. The disk quota for all devices in the ADOM
C. The disk quota for each device in the ADOM
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D. The disk quota for the ADOM type
Answer: B

Explanation:
https://docs.fortinet.com/document/fortianalyzer/6.2.0/administration-guide/743670/configuring-log-storage-pol

NEW QUESTION 151
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