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NEW QUESTION 1
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point

Statements

Microsoft Sentinel data connectors support only Microsoft services

You can use Azure Monitor workbooks to monitor data collected by Microsoft Sentinel.

Hunting prowvides you with the ability to identify security threats before an alert is
tnggered.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Statements

Microsoft Sentinel data connectors support only Microsoft services

You can use Azure Monitor workbooks to monitor data collected by Microsoft Sentinel.

Hunting provides you with the ability to identify security threats before an alert is
triggered.

NEW QUESTION 2

Yes

No

MNeo

What can you use to ensure that all the users in a specific group must use multi-factor authentication (MFA) to sign in to Azure AD?

A. Azure Policy

B. a communication compliance policy
C. a Conditional Access policy

D. a user risk policy

Answer: C

NEW QUESTION 3
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Statements

Digitally signing a document requires a private key.

Verifying the authenticity of a digitally signed document requires the public
key of the signer.

Verifying the authenticity of a digitally signed document requires the private
key of the singer.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

A certificate is required that provides a private and a public key.
Box 2: Yes

The public key is used to validate the private key that is associated with a digital signature. Box 3: Yes

NEW QUESTION 4

What can you protect by using the information protection solution in the Microsoft 365 compliance center?
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A. computers from zero-day exploits

B. users from phishing attempts

C. files from malware and viruses

D. sensitive data from being exposed to unauthorized users

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/information- protection?view=0365-worldwide

NEW QUESTION 5

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Mo
All Azure Active Directory (Azure AD) license editions include the same features, o Q
You can manage an Azure Active Directory (Azure AD) tenant by using the Azure portal. L& Q
You must deploy Azure virtual machines to host an Azure Active Directory (Azure AD) tenant. o o
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes Mo
All Azure Active Directory (Azure AD) license editions include the same features, 0 0
You can manage an Azure Active Directory (Azure AD) tenant by using the Azure portal. 1'-:1'. Q
You must deploy Azure virtual machines to host an Azure Active Directory (Azure AD) tenant. o |-G.:

NEW QUESTION 6
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point
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A. Mastered
B. Not Mastered
Answer: A

Explanation:
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NEW QUESTION 7
HOTSPOT
Select the answer that correctly completes the sentence.
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Answer Area
« 15 @ cloud-native security information and event management (SIEM) and security orchestration
Azure hdvisor automated response (SOAR) solution used to provide a single solution for alert detection, threat
Azure Bastion visibility, proactive hunting, and threat response.
Azure Momtor
Agure Sentine
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Microsoft Azure Sentinel is a scalable, cloud-native, security information event management (SIEM) and security orchestration automated response (SOAR)

solution.

NEW QUESTION 8

HOTSPOT

Select the answer that correctly completes the sentence.

In Azure Sentinel, you can automate common tasks by using >
deep investigation tools.
hunting search-and-query tools.
playbooks.
workbooks.

A. Mastered

B. Not Mastered

Answer: A

Explanation:

In Azure Sentinel, you can automate common tasks by using >

deep investigation tools.
hunting search-and-query tools.
playbooks. |

workboaoks.

NEW QUESTION 9
What is an example of encryption at rest?

A. encrypting communications by using a site-to-site VPN

B. encrypting a virtual machine disk

C. accessing a website by using an encrypted HTTPS connection
D. sending an encrypted email

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security/fundamentals/encryption-atrest

NEW QUESTION 10

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
Conditional access policies can use the device state as a signal. @) O
Conditional access policies apply before first-factor authentication is O (@)
complete.
Conditional access policies can trigger multi-factor authentication 9 ®)

(MFA) if a user attempts to access a specific application.

A. Mastered
B. Not Mastered
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Answer: A

Explanation:

Box 1: Yes

Box 2: No

Conditional Access policies are enforced after first-factor authentication is completed. Box 3: Yes

NEW QUESTION 10
HOTSPOT
Select the answer that correctly completes the sentence.

Compliance Manager can be directly accessed from the

Microsoft 365 admin center.

Microsoft 365 Defender portal.
Microsoft 365 Compliance Center
Microsoft Support portal.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Compliance Manager can be directly accessed from the

Microsoft 365 admin center.

Microsoft 365 Defender portal.
Microsoft 365 Compliance Center
Microsoft Support portal.

NEW QUESTION 11
What is a function of Conditional Access session controls?

A. prompting multi-factor authentication (MFA)

B. enable limited experiences, such as blocking download of sensitive information
C. enforcing device compliance

D. enforcing client app compliance

Answer: A

Explanation:

Conditional Access session controls enable user app access and sessions to be monitored and controlled in real time based on access and session policies.
Based on this definition, the best answer for your question is B. enable limited experiences, such as blocking download of sensitive information.

https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/concept- conditional-access-session

NEW QUESTION 16

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

You can use the insider risk management solution to detect
phishing scams.

You can access the insider risk management solution from
the Microsoft 365 compliance center.

You can use the insider risk management solution to detect
data leaks by unhappy employees.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Box 1: No

Phishing scams are external threats.
Box 2: Yes
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Insider risk management is a compliance solution in Microsoft 365.

Box 3: Yes

Insider risk management helps minimize internal risks from users. These include:
? Leaks of sensitive data and data spillage

? Confidentiality violations

? Intellectual property (IP) theft

? Fraud

? Insider trading

? Regulatory compliance violations

NEW QUESTION 17
DRAG DROP

You are evaluating the compliance score in Microsoft Purview Compliance Manager. Match the compliance score action subcategories to the appropriate actions.
To answer, drag the appropriate action subcategory from the column on the left to its action on the right. Each action subcategory may be used once, more than

once, or not at all.
NOTE: Each correct match is worth one point.

Action Subcategories Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Action Subcategories Answer Area
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NEW QUESTION 20
You have an Azure subscription that contains multiple resources.
You need to assess compliance and enforce standards for the existing resources. What should you use?

A. the Anomaly Detector service
B. Microsoft Sentinel

C. Azure Blueprints

D. Azure Policy

Answer: D

NEW QUESTION 23
Which Microsoft portal provides information about how Microsoft manages privacy, compliance, and security?

A. Microsoft Service Trust Portal

B. Compliance Manager

C. Microsoft 365 compliance center
D. Microsoft Support

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-with-service-trust-portal ?view=0365-worldwide

NEW QUESTION 26
HOTSPOT
Select the answer that correctly completes the sentence.
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Angwer Ares
When users sign in. | authentication %] verifies their credentials to prove their identity
AEmMErestr ahon
Suditing
autherrtacatsgn
0  y {F Be g ]
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
When users sign in, | suthentication w.] verifies thew credentials 10 prove their ientity
2OMneSTrahon
SUQING
Fthentcaton

BUThOTZAton

NEW QUESTION 29

HOTSPOT
Select the answer that correctly completes the sentence.
ArEwedt At
lerrral Sentane] possded ek P 0 ks by useg Apure Logar Agyw. Ly
_;.-.-.-..---.. --.- i Tel -'-,'h"-;' :
[ 8 s L'.
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Anteds BRIl
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NEW QUESTION 30
What are two capabilities of Microsoft Defender for Endpoint? Each correct selection presents a complete solution.
NOTE: Each correct selection is worth one point.

A. automated investigation and remediation
B. transport encryption

C. shadow IT detection

D. attack surface reduction

Answer: AD

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/microsoft- defender-endpoint? view=0365-worldwide

NEW QUESTION 32
HOTSPOT
Select the answer that correctly completes the sentence.

is a cloud-based solution that leverages on-premises Active Directony signals
Microsoft Defender for Cloud Apps to identify, detect, and investigate advanced threats.

Microsoft Defender for Endpoint

Microsoft Defender for Identity

Microsoft Defender for Office 365

A. Mastered
B. Not Mastered
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Answer: A

Explanation:

Microsoft Defender for Identity (formerly Azure Advanced Threat Protection, also known as Azure ATP) is a cloud-based security solution that leverages your on-
premises Active Directory signals to identify, detect, and investigate advanced threats, compromised identities, and malicious insider actions directed at your
organization.

NEW QUESTION 37
Which score measures an organization's progress in completing actions that help reduce risks associated to data protection and regulatory standards?

A. Microsoft Secure Score

B. Productivity Score

C. Secure score in Azure Security Center
D. Compliance score

Answer: D

Explanation:

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance- manager?view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-score- calculation?view=0365- worldwide

NEW QUESTION 40

What are customers responsible for when evaluating security in a software as a service (SaaS) cloud services model?
A. applications

B. network controls

C. operating systems

D. accounts and identities

Answer: A

NEW QUESTION 43

HOTSPOT
Select the answer that correctly completes the sentence.
Angwer Area
nsider risk management i configured from the Mool Purveew comphance poits -
CIOEET P
Microsoft 365 Defendar porta
Microsoft Dedender for Cloud Apps porta
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
ngader sk management i configured from the Micronoft Purview comphance porta v
MIChosof 365 Sdmin Osnter
Microsoft Purview compliance portal
Mcrosoft 365 Defendar porta
microsoft Defencer for Clowd Apps porta

NEW QUESTION 46
In a hybrid identity model, what can you use to sync identities between Active Directory Domain Services (AD DS) and Azure Active Directory (Azure AD)?

A. Active Directory Federation Services (AD FS)
B. Azure Sentinel

C. Azure AD Connect

D. Azure Ad Privileged Identity Management (PIM)

Answer: C
Explanation:
Explanation

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-azure-ad-connect
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NEW QUESTION 50
HOTSPOT
Select the answer that correctly completes the sentence.

When users sign in to the Azure portal, they are first >

assigned permissions.
authenticated.

authorized.
resolved.
A. Mastered
B. Not Mastered
Answer: A
Explanation:
When users sign in to the Azure portal, they are first v

assigned permissions.

authorized.
resolved.

NEW QUESTION 54
DRAG DROP
Match the types of compliance score actions to the appropriate tasks.

To answer. drag the appropriate action type from the column on the left to its task on the right. Each type may be used once. more than once, or not at all.
NOTE: Each correct match is worth one point.

Compliance score action Ardwer Area

L= Arion Use encryphbion 1o protect data at nest

—
cetecing
Actron Actively monitor systems (o identify imeguilanties that might represent risks

Preventatie

A. Mastered
B. Not Mastered

Answer: A

Explanation:

58 fNEryphon 10 protect data al rest

___________ u " Actvely monitod systems (0 identify mmegulantses RSt might represent risks

NEW QUESTION 55
What feature in Microsoft Defender for Endpoint provides the first line of defense against cyberthreats by reducing the attack surface?

A. automated remediation
B. automated investigation
C. advanced hunting
D. network protection

Answer: D

Explanation:

Network protection helps protect devices from Internet-based events. Network protection is an attack surface reduction capability.
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/network-protection?view=0365-worldwide

NEW QUESTION 59

HOTSPOT

For each of the following statement, select Yes if the statement is true Otherwise, select No.
NOTE: Each connect selection a worth one point.
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er Area
Statements
An satemnal email address can be uséd 10 Authenticane seif-tanvice passwond réssr (S5PR)
A nctificabon 1o the Microsoft Authenticator app can be uted to authenticate ssif-service
password reset (SSPR)
To perform catf-sanvice password reset (SSPR), & user must alreacy be signed in and
authenticated to Azure AD
A. Mastered

B. Not Mastered
Answer: A

Explanation:
er Area

Statements

An extemnal email address can be used o suthenticate seif-service password reset (SSPR)

A notificabon 10 the Mecrosofl Authenticator Spp can be used 10 suthennicate seif-senace
password reset (S5PR)

To perform saif-sanice password resst (SSPR) & wer must sready be signed in and
suthentscated 1o Arure AD

NEW QUESTION 63

HOTSPOT

Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Conditional access policies always enforce the use of multi-factor authentication (MFA). O o
Conditional access policies can be used to block access to an application based on the > i
location of the user.
Conditional access policies only affect users who have Azure Active Directory (Azure AD)- g &
joined devices.
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
Conditional access policies always enforce the use of multi-factor authentication (MFA). O o
Conditional access policies can be used to block access to an application based on the (O O
location of the user. -
Conditional access policies only affect users who have Azure Active Directory (Azure AD)- o X

joined devices.

NEW QUESTION 65

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area
Statements Yes No
Azure Defender can detect vulnerabilities and threats for Azure Storage. o 9]
Cloud Security Posture Management (CSPM) is available for all Azure subscriptions. O O
Azure Security Center can evaluate the security of workloads deployed to Azure or on- o o
premises,
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Box 1: Yes

Azure Defender provides security alerts and advanced threat protection for virtual machines, SQL databases, containers, web applications, your network, your

storage, and more

Box 2: Yes

Cloud security posture management (CSPM) is available for free to all Azure users.
Box 3: Yes

Azure Security Center is a unified infrastructure security management system that strengthens the security posture of your data centers, and provides advanced

threat protection across your hybrid workloads in the cloud - whether they're in Azure or not - as well as on premises.

NEW QUESTION 69
What should you use to ensure that the members of an Azure Active Directory group use
multi-factor authentication (MFA) when they sign in?

A. Azure Active Directory (Azure AD) Identity Protection

B. a conditional access policy

C. Azure role-based access control (Azure RBAC)

D. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)

Answer: B

Explanation:

The recommended way to enable and use Azure AD Multi-Factor Authentication is with Conditional Access policies. Conditional Access lets you create and define
policies that react to sign-in events and that request additional actions before a user is granted access to an application or service.

NEW QUESTION 70

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Microsoft Secure Score in the Microsoft 365 security center can provide O O
recommendations for Microsoft Cloud App Security.
From the Microsoft 365 security center, you can view how your Microsoft O Q
Secure Score compares to the score of organizations like yours.
Microsoft Secure Score in the Microsoft 365 security center gives you O Q

points if you address the improvement action by using a third-party
application or software.

A. Mastered

B. Not Mastered
Answer: A
Explanation:

Text, letter
Description automatically generated

NEW QUESTION 75

Which Microsoft 365 feature can you use to restrict communication and the sharing of information between members of two departments at your organization?

A. sensitivity label policies

B. Customer Lockbox

C. information Barriers

D. Privileged Access Management (PAM)
Answer: C

Explanation:
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Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/information-barriers

NEW QUESTION 78
HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area

w is used to identify, hold, and export electronic
Customer Lockbox information that might be used in an investigation.
Data loss prevention (DLP)
eDiscovery
A resource lock

A. Mastered
B. Not Mastered

Answer: A

Explanation:
eDiscovery
https://docs.microsoft.com/en-us/microsoft-365/compliance/ediscovery?view=0365- worldwide

NEW QUESTION 81
Which Microsoft portal provides information about how Microsoft cloud services comply with regulatory standard, such as International Organization for
Standardization (ISO)?

A. the Microsoft Endpoint Manager admin center
B. Azure Cost Management + Billing

C. Microsoft Service Trust Portal

D. the Azure Active Directory admin center

Answer: C

Explanation:

The Microsoft Service Trust Portal contains details about Microsoft's implementation of controls and processes that protect our cloud services and the customer
data therein.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-with-service-trust-portal?view=0365- worldwide

NEW QUESTION 85
Which Microsoft Defender for Cloud metric displays the overall security health of an Azure subscription?

A. resource health

B. secure score

C. the status of recommendations
D. completed controls

Answer: B

NEW QUESTION 88
Which three authentication methods can be used by Azure Multi-Factor Authentication (MFA)? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. text message (SMS)

B. Microsoft Authenticator app
C. email verification

D. phone call

E. security question

Answer: ABD
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept- authentication-methods

NEW QUESTION 92
HOTSPOT
Select the answer that correctly completes the sentence.
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Answer Area

Microsoft Pundew Compliance Manager assesses compliance data  continually ¥ for an organization.

mthily
on-dlemand
cpuat terly

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Microsoft Pundew Compliance Manager assesses compliance data  continually ¥ for an organization.
|

mieithiy
on-demand
cpuat terly

NEW QUESTION 95

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
| Templates P e ] track compliance with groupings of controls from a specific regulation or requirement.

Assessments
Improvement actions
Solutions

A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
I Templates I | track compliance with groupings of controls from a specific regulation or requirement
Assessmenls
Improvement actions
Solutions

NEW QUESTION 96

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
In software as a service (SaasS), applying service packs to applications is the Q O
responsibility of the organization.
In infrastructure as a service (1aas), managing the physical network is the @} O
responsibility of the cloud provider.
In all Azure cloud deployment types, managing the security of information Q O

and data is the responsibility of the organization.

A. Mastered
B. Not Mastered
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Answer: A
Explanation:
Statements Yes No
In software as a service (Saas), applying service packs to applications is the O :__D_l
responsibility of the organization. i
In infrastructure as a service (laas), managing the physical network is the ;_Qﬁ| O
responsibility of the cloud provider.
g : : i =

In all Azure cloud deployment types, managing the security of information O O

and data is the responsibility of the organization.

NEW QUESTION 100

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
In the Microsoft Puniew compliance portal, you can use E LECATIE® Mgt ion ]'kl 10 remowe featunes fnom the nRgabon pane
Comphance Manages W
Folicees
£ pny ]
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Antwer Area
1 e Microdo Puriew Comoance portal you can use | Cuatomire Fuvigalion 'ﬂ‘ 0 remave featuees froem the aQaton pane
Comphan ¢ Manager
Sodicee

'.\-F"!.lh 5

NEW QUESTION 104
Which statement represents a Microsoft privacy principle?

A. Microsoft does not collect any customer data.

B. Microsoft uses hosted customer email and chat data for targeted advertising.
C. Microsoft manages privacy settings for its customers.

D. Microsoft respects the local privacy laws that are applicable to its customers.

Answer: C
NEW QUESTION 105

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

With Advanced Audit in Microsoft 365, you can identify when O O
emaill items were accessed.

Advanced Audit in Microsoft 365 supports the same retention O @)
period of audit logs as core auditing.

Advanced Audit in Microsoft 365 allocates customer-dedicated O O
bandwidth for accessing audit data.

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

Box 1: Yes

The MailltemsAccessed event is a mailbox auditing action and is triggered when mail data is accessed by mail protocols and mail clients.

Box 2: No

Basic Audit retains audit records for 90 days.

Advanced Audit retains all Exchange, SharePoint, and Azure Active Directory audit records for one year. This is accomplished by a default audit log retention
policy that retains any audit record that contains the value of Exchange, SharePoint, or AzureActiveDirectory for the Workload property (which indicates the service
in which the activity occurred) for one year.

Box 3: yes

Advanced Audit in Microsoft 365 provides high-bandwidth access to the Office 365 Management Activity API.

NEW QUESTION 106

HOTSPOT

Select the answer that correctly completes the sentence.
Answer Area

You can manage Microsoft Intune by using the
Azure Active Directory admin center.
Microsoft 365 compliance center.
Microsoft 365 security center,
Microsoft Endpoint Manager admin center.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

You can manage Microsoft Intune by using the
Azure Active Directory admin center.
Microsoft 365 compliance center.
Microspft 365 security center. _ _ _ _ _ _
| Micrasoft Endpoint Manager admin center. |

NEW QUESTION 107
HOTSPOT
Select the answer that correctly completes the sentence.

*  MESUres A COMPanY § PIOQress in compl2ing actons that help reduce rsks
Compliance $core
Micrasoft Purview compliance portal reports
Thie Trust Center

- -
TSt LAOCuments

A. Mastered
B. Not Mastered

Answer: A

Explanation:

*  meMsUTES & COMPany s progress in compleung actons that help reduce ricks

- e S |

1 Purview comphiance porfal reports
The Trust Center

Trust Documents

NEW QUESTION 109
When you enable Azure AD Multi-Factor Authentication (MFA), how many factors are required for authentication?

o0 w»
A WNPRE

Answer: B

NEW QUESTION 113
What can be created in Active Directory Domain Services (AD DS)?

A. line-of-business (106) applications that require modem authentication

B. mob devices

C. computer accounts

D. software as a service (SaaS) applications that require modem authentication
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Answer: D

NEW QUESTION 116

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Compliance Manager tracks only customer-managed controls. O O
Compliance Manager provides predefined templates for O O
creating assessments.
Compliance Manager can help you asses whether data O O

adheres to specific data protection standards.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Compliance Manager tracks Microsoft managed controls, customer-managed controls, and shared controls. Box 2: Yes
Box 3: Yes

NEW QUESTION 121
What can you use to provide a user with a two-hour window to complete an administrative task in Azure?

A. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
B. Azure Multi-Factor Authentication (MFA)

C. Azure Active Directory (Azure AD) Identity Protection

D. conditional access policies

Answer: D

Explanation:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure

Privileged Identity Management provides time-based and approval-based role activation to mitigate the risks of excessive, unnecessary, or misused access
permissions on resources that you care about. Here are some of the key features of Privileged Identity Management: Provide just-in-time privileged access to
Azure AD and Azure resources Assign time-bound access to resources using start and end dates Require approval to activate privileged roles Enforce multi-factor
authentication to activate any role Use justification to understand why users activate Get notifications when privileged roles are activated Conduct access reviews
to ensure users still need roles Download audit history for internal or external audit Prevents removal of the last active Global Administrator role assignment

NEW QUESTION 123
Which three authentication methods can be used by Azure Multi-Factor Authentication (MFA)? Each correct answer presents a complete solution. NOTE: Each
correct selection is worth one point.

A. phone call

B. text message (SMS)

C. email verification

D. Microsoft Authenticator app
E. security question

Answer: ABD

NEW QUESTION 128

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Applying system updates increases an organization's secure score in Azure Security Center. o o
The secure score in Azure Security Center can evaluate resources across multiple Azure O o)
subscriptions.

Enabling multi-factor authentication (MFA&) increases an organization's secure score in Azure o
Security Center.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

System updates reduces security vulnerabilities, and provide a more stable environment for end users. Not applying updates leaves unpatched vulnerabilities and
results in environments that are susceptible to attacks.

Box 2: Yes

Box 3: Yes

If you only use a password to authenticate a user, it leaves an attack vector open. With MFA enabled, your accounts are more secure.

NEW QUESTION 131

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
You can use « in the Microsoft 365 security center to view an aggregation of alerts that relate to the same attack.
Repaorts
Hunting
Attack simulator
Incicddents
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
You can use « in the Microsoft 365 security center to view an aggregation of alerts that relate to the same attack.
Reports
Hunting
_Attack simulator
I Incidents !

NEW QUESTION 133
You have an Azure subscription that contains a Log Analytics workspace. You need to onboard Microsoft Sentinel.
What should you do first?

A. Create a hunting query.

B. Correlate alerts into incidents.

C. Connect to your security sources.
D. Create a custom detection rule.

Answer: B

NEW QUESTION 137
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