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NEW QUESTION 1
View the exhibit, which contains the output of get sys ha status, and then answer the question below.

NGFW # get sys ha status
HA Health Status: ok
Model: FortiGate0ME4
Modea: HAA-P
Group: 0
Debug: 0
Cluster Uptime: 0 days 01:07:35
Master selected using:
=2017/04/24 09:43.44> FGVMO1000007 7649 s selected as the master because it has the largest value of override pr
<2017/04/24 08:50:53> FGVMO10000077 is selected as the master bacausa i's the only member in the cluster.
ses_pickup: disable
override: enable
Configuration Status:
FGVMO1000007 7649 updated 1 seconds ago). in-sync
FGYMO10000077650(updated 0 seconds ago): out-of-sync
System Usage stats:
FGVYMO 10000077649 updated 1 seconds ago):
sessions=30, average-cpu-userinice/system/idla=0%/0%/0%/100%, memory-60%
FGEYMO10000077650(updated 0 seconds ago).
sesslons=2, average-cpu-userfnice/system/idle=0%/0%/0%/100%, memory-61%
HBDEW stafs:
FGYMO1000007 7649 (updated 1 seconds ago):
portT: physical10000full, up, re-bytes/packets/droppedierrors=T358367/17029/25/0, te=7721830/1 T182/0/0
FGVYMO10000077650({updated O seconds ago):
port?: physical/10000full, up, re-bytes/packets/dropped/ermors=7T793722/17190/0/0, tv=8940374/20806/0/0
Master: NGFW , FGVMO1000007 Te49
Slave : NGFW-2 | FGVMO1000007 7650
number of veluster: 1
vcluster 1: work 169.254.0.2
Master:0 FGVMO100000077649
Slave ;1 FGVMO100000077650

Which statements are correct regarding the output? (Choose two.)

A. The slave configuration is not synchronized with the master.
B. The HA management IP is 169.254.0.2.

C. Master is selected because it is the only device in the cluster.
D. port 7 is used the HA heartbeat on all devices in the cluster.

Answer: AD

NEW QUESTION 2
Refer to the exhibit, which shows a session entry. Which statement about this session is true?

CF- B info: =14 yeoto atate=00 duration=]l eaxpire=55 timeout

A. ltis an ICMP session from 10.1.10.10 to 10.200.5. 1.

B. It is a TCP session in close_wait state, from 10.

C. 10.10 to 10.200.1.1.

D. Itis an ICMP session from 10.1.10.10 to 10.200.1.1.

E. Itis a TCP session in the established state, from 10.1.10.10 to 10.200.5.1.

Answer: A

NEW QUESTION 3
Refer to the exhibit, which contains partial outputs from two routing debug commands.

# get router into routing-table

via 100.64.2.25

>0.0.0.0/0 [10/0]) wia 100.64.

Why is the port2 default route not in the second command's output?
A. It has a higher priority value than the default route using portl.

B. It is disabled in the FortiGate configuration.
C. It has a lower priority value than the default route using portl.
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D. It has a higher distance than the default route using port1.

Answer: D

NEW QUESTION 4
Examine the partial output from the IKE real time debug shown in the exhibit; then answer the question below.

#diagnose debug application ike -1
Zdiagnose debug enable

ke 0: ....: 75: responder: aggressive mode get 1% message. ..

ike 0: ....:76: incoming proposal:

ke 0: ....:76: proposal 1d = 0:

ike 0: ....:76: protocol id= ISAKMP:

ke 0:....:76: trans Wd=KEY IKE.

ke 0:....:76:  encapsulation = IKE none

ike 0: ...:76:  type= OAKLEY ENCRYPT ALG, val=AES CBC.
ke 0:....:76:; type= OAKLEY HASH ALG. val=SHA2 2356.

ike 0: ....:76: type=AUTH_METHOD, val=PRESHARED KEY.

ike 0: ....:76; type=OAKLEY GROUP, val=MODP2048.
ke O: ....:76: ISAEKMP SA hifetime=86400
ike 0: ....:76: my proposal. gw Remote:

ike 0: ....:76: proposal id=1:
ke 0:....:76: protocol id= ISAKMP:

ke 0:...:76: trans id=KEY IKE.

ke 0: ....:76:  encapsulation = IKE none

ike 0:...:76:  type=OAKLEY ECNRYPT ALG, val=DES_CBC.
ike 0:...:76:  type=OAKLEY HASH ALG,val=SHA2 256

ike 0: .....76:  type=AUTH METHOD, val= PRESHARED KEY.
tke 0z ...076: type=0AKLEY GROUP, val =MODP2048.

ike 0: ....:76: ISAKMP SA lifetime=86400

ike 0: ....:76: proposal id=1:

ke 0: ....:76: protocol id= ISAKMP:

ke 0:...:76: trans id=KEY IKE.

ke 0: ....:76:  encapsulation = [KE none

ke 0: ....:76: type=0AKLEY ENCRYPT ALG. val=DES CBC.
ike 0: .....75: type= OAKLEY HASH ALG, val=SHA2 256.
ke 0: .....75; type=AUTH_METHOD, val=PRESHARED KEY.
ke 0: ....:76: type=0AKLEY GROUP, val=MODP1536.

ke 0: ....:76: ISAKMP SA lifetime=86400

ke 0: ....:76: negohiation failure

ike Negotiate [SAKMP SA Error: ike 0: ....:76: no SA proposal chosen
Why didn’t the tunnel come up?

A. IKE mode configuration is not enabled in the remote IPsec gateway.

B. The remote gateway’s Phase-2 configuration does not match the local gateway’s phase-2 configuration.
C. The remote gateway’s Phase-1 configuration does not match the local gateway’s phase-1 configuration.
D. One IPsec gateway is using main mode, while the other IPsec gateway is using aggressive mode.

Answer: C

NEW QUESTION 5
Which of the following statements is true regarding a FortiGate configured as an explicit web proxy?

A. FortiGate limits the number of simultaneous sessions per explicit web proxy use

B. This limit CANNOT be modified by the administrator.

C. FortiGate limits the total number of simultaneous explicit web proxy users.

D. FortiGate limits the number of simultaneous sessions per explicit web proxy user The limit CAN be modified by the administrator

E. FortiGate limits the number of workstations that authenticate using the same web proxy user credentials.This limit CANNOT be modified by the administrator.

Answer: B

Explanation:

https://help.fortinet.com/fos50hlp/52data/Content/FortiOS/fortigate-WAN-opt-52/web_proxy.htm#Explicit2

The explicit proxy does not limit the number of active sessions for each user. As a result the actual explicit proxy session count is usually much higher than the
number of explicit web proxy users. If an excessive number of explicit web proxy sessions is compromising system performance you can limit the amount of users
if the FortiGate unit is operating with multiple VDOMSs.

NEW QUESTION 6
View the exhibit, which contains the partial output of an IKE real-time debug, and then answer the question below.
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0:5%265abS%deat3a: il pO0:581: =r; main mode get lat message

rans id °©

gateway to resolve the phase 1 negotiation error?

A. Change phase 1 encryption to 3DES and authentication to SHA128.
B. Change phase 1 encryption to AES128 and authentication to SHA512.
C. Change phase 1 encryption to AESCBC and authentication to SHAZ2.
D. Change phase 1 encryption to AES256 and authentication to SHA256.

Answer: D

NEW QUESTION 7
A FortiGate device has the following LDAP configuration:
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The LDAP user student cannot authenticate. The exhibit shows the output of the authentication real time debug while testing the student account:
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zdiagnose debug application fnbamd -1

zdiagnose debug enable

zdiagnose test authserver ldap WindowsLDAP student password
fnbamd_fsm.c[1819] handle_req-Revd auth req 4 for student in WindowsLDAP
opt=217 prot=0
inbamd_tsm.c[336] compose _group_list_trom_req Group “WindowsLDAP’
fnbamd_pop3.c[573] fnband pop3 _start-student

fnbamd_cfg.c[932] fnbamd cfg-get ldap_:ist by server-Loading LDAP server
‘WindowsLDAP*

fnbamd_ldap.c[992] resolve_ldap_FQDN-Resolved address 10.0.1.10, result 10.0.1.10
fnbamd_fsm.c[428] create  auth_session-Total 1 server (s) to try
fnbamd_ldap.c[1700] fnbamd_ldap_get_result-Error in ldap result: 49

{Invalid credentials)

fnbamd_ldap.c[2028] fnbamd_|dap_get_result-Auth denied

fnbamd_auth.c[2188)] fnbamd_auth_poll_ldap-Result for ldap svr 10.0.1.10 15 demed
fnbamd_comm.c[169] fnbamd_comm_send_result-Sending result 1 for req 4
fnbamd_fsm.c[568] destroy_auth_session-delete session 4

authenticate ‘student’ against *WindowsLDAP' failed!

Based on the above output, what FortiGate LDAP settings must the administer check? (Choose two.)

A. cnid.

B. username.
C. password.
D. dn.

Answer: BC

Explanation:
https://kb.fortinet.com/kb/viewContent.do?externalld=13141

NEW QUESTION 8
Refer to the exhibit, which contains the output of get system ha status. Which two statements about the output are true? (Choose two.)
NGFW-1 # get system ha status

HA HBealth Status: OK

Modal: FortiGate-VMEd

Hode: HA A-P

Group: 2

Dabug: 0

Cluster Uptime: 0 days 4:23:19

Cluster state change time: 2019%-01-25 10:19:46

Master selected using:

<2019/01/25 10:19:46> FGVMO10000077649 is selected as the master because it has the largest value
of override priority.
<2019/01/25 10:19:40> FGVMOL0000077649 is selected as the master because it‘s the only member in

tha cluster.

ses pickup: disable

override: snable

Configuration Status:

FGVHO1000007764% (updated 1 seconds ago): in-syno
FGVMO10000077650 (updated 0 seconds ago): out-of-sync

Systam Usage stats:
FGVMO10000077649 (updated 1 seconds ago):
sassions=27, average-cpu-user/nice/systes/idle=1%/0%/0%/9%%, memory=56%
FGVMO010000077650 (updated 0 seconds ago):
sessions=2, average-cpu-user/nice/system/idle=1%/0%/0%/9%%, memory=5T%
HBDEY stats:

FGVMO10000077649 (updated 1 seconds ago):
port?: physical/10000full, up, rx-bytes/packets/dropped/errors=63817615/202024/0/0,
T1110281/121109/0/0
FGVMO10000077650 (updated 0 seconds ago):
port?T: physical/10000full, up, rx-bytes/packets/dropped/errors=79469596/122024/0/0, tx=
30877890/107878/0/0
Haster: NGFW-1 . FGVMOL0000077649, cluster index = 1
Slave : NGFW-2 , FGVMOL0000077650, cluster index = O
number of voluster: 1
voluster 1: work 169.254.0.2
Master: FGVMOL0000077649, operating cluster index = 0
Slave : FGVMOL0000077650, operating cluster index = ]

A. The slave configuration is synchronized with the master.

B. port7 is used as the HA heartbeat on all devices in the cluster.

C. Primary is selected based on the priority configured under config system ha.
D. The HA management IP is 169.254.0.2.

Answer: BC
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NEW QUESTION 9
What is the purpose of an internal segmentation firewall (ISFW)?

A. It inspects incoming traffic to protect services in the corporate DMZ.

B. It is the first line of defense at the network perimeter.

C. It splits the network into multiple security segments to minimize the impact of breaches.

D. It is an all-in-one security appliance that is placed at remote sites to extend the enterprise network.

Answer: C

Explanation:
ISFW splits your network into multiple security segments. They serve as a breach containers from attacks that come from inside.

NEW QUESTION 10
Which statements about bulk configuration changes using FortiManager CLI scripts are correct? (Choose two.)

A. When executed on the Policy Package, ADOM database, changes are applied directly to the managed FortiGate.

B. When executed on the Device Database, you must use the installation wizard to apply the changes to the managed FortiGate.

C. When executed on the All FortiGate in ADOM, changes are automatically installed without creating a new revision history.

D. When executed on the Remote FortiGate directly, administrators do not have the option to review the changes prior to installation.

Answer: BD

Explanation:

CLI scripts can be run in three different ways:Device Database: By default, a script is executed on the device database. It is recommend you run the changes on
the device database (default setting), as this allows you to check what configuration changes you will send to the managed device. Once scripts are run on the
device database, you can install these changes to a managed device using the installation wizard.

Policy Package, ADOM database: If a script contains changes related to ADOM level objects and policies, you can change the default selection to run on Policy
Package, ADOM database and can then be installed using the installation wizard.

Remote FortiGate directly (through CLI): A script can be executed directly on the device and you don’t need to install these changes using the installation wizard.
As the changes are directly installed on the managed device, no option is provided to verify and check the configuration changes through FortiManager prior to
executing it.

NEW QUESTION 10
Exhibits:

_——— =

BGP AS 65100

Lynamic tunnal

Spoke-1 - Spoke.2

oW router bgp

router bgp

as 635100

router-id 172.16.1.1
fig neigh r—group
edit "advpn

set

set route-reflector—-client disable

fig neighbor-range
edit 1

(=]

prefix

et
set neighbor—group

nexc

Refer to the exhibits, which contain the network topology and BGP configuration for a hub.

An administrator is trying to configure ADVPN with a hub-spoke VPN setup using iBGP. All the VPNs are up and connected to the hub. The hub is receiving route
information from both spokes over iBGP; however, the spokes are not receiving route information from each other.

What change must the administrator make to the hub BGP configuration so that the routes learned by one spoke are forwarded to the other spokes?

A. Configure an individual neighbor and remove neighbor-range configuration.
B. Configure the hub as a route reflector client.
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C. Change the router id to 10.1.0.254.
D. Make the configuration of remote-as different from the configuration of local-as.

Answer: B

NEW QUESTION 13

View the exhibit, which contains the output of a BGP debug command, and then answer the question below.

# get router info bgp summary

BGP router identifier 0.0.0.117. local AS number 65117
BGP table version is 104

3 BGP AS-PATH entries

0 BGP community entries

Neighbor V AS MsgRevd MsgSent TblVer InQ OutQ Up/Down StatePfxRed

10,125.060 4 63060 1698 1756 103 0 0 03:02:49 1
10.127.0.75 4 65075 2206 2250 102 0 0 02:45:55 1
10.200.3.1 4 65501 101 115 0 0 0  never Active

Total number of neighbors 3

Which of the following statements about the exhibit are true? (Choose two.)

A. For the peer 10.125.0.60, the BGP state of is Established.

B. The local BGP peer has received a total of three BGP prefixes.

C. Since the BGP counters were last reset, the BGP peer 10.200.3.1 has never been down.
D. The local BGP peer has not established a TCP session to the BGP peer 10.200.3.1.

Answer: AD

NEW QUESTION 16
Which two tasks are automated using the Install Wizard on FortiManager? (Choose two.)

A. Installing configuration changes to managed devices

B. Importing interface mappings from managed devices

C. Adding devices to FortiManager

D. Previewing pending configuration changes for managed devices

Answer: AD

NEW QUESTION 19
A FortiGate has two default routes:

config router static

edit 1
set gateway 10.200.1.254
et priority 5
set device “portl”

next

edit2
set gateway 10.200.2.254
set priority 10
set device “port2”

next

ana

All Internet traffic is currently using portl. The exhibit shows partial information for one sample session of Internet traffic from an internal user:
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i
it

i diagnose sys sesszion 1i

Sessicon info: prote=6 proto_state=0l duratieon =17 expire=7 timecut=3&00
flags= COO000000 =2o0ck£flag=00000000 sockport=0 av idx=0 use=3

ha_ad=0 policy_dir=0 tunnel=/

state=may_dirty none app ntf

statistic (byteas/packets/allow exr): ocxg=373/7/1l reply=23367/13%/1 tuples=2
origin—>*sink: org pre—>post, reply pre—>post dev=4->Z/Z->4
gwy=10.200.1.254/10.0.1.140

hook=post dir=ocrg act=snat 10.0.1.10:64907-
»54.,235.158.170:80(10.200.1.1:645307)

hook=pre dir=reply act=dnat 54.232.158.170:380-
»10,200.1.1:64%07(10.0.1.10:64%07)

pos/ (before, after) 0/ (0,0}, OF(0,0)

misc=0 policy_ad=l auth_ainfc=0 chk_client_ainfo=0 wd=0Q

aer2al=000002%4 to==ff/ff ips_':i,ﬂ.'-.-:=9 app_li5t=l:! app=0

dd type=0 dd mode=0

What would happen with the traffic matching the above session if the priority on the first default route (IDd1) were changed from 5 to 207

A. The session would be deleted, and the client would need to start a new session.

B. The session would remain in the session table, and its traffic would start to egress from port2.

C. The session would remain in the session table, but its traffic would now egress from both portl and port2.
D. The session would remain in the session table, and its traffic would still egress from portl.

Answer: D

NEW QUESTION 23

An administrator has decreased all the TCP session timers to optimize the FortiGate memory usage. However, after the changes, one network application started
to have problems. During the troubleshooting, the administrator noticed that the FortiGate deletes the sessions after the clients send the SYN packets, and before
the arrival of the SYN/ACKs. When the SYN/ACK packets arrive to the FortiGate, the unit has already deleted the respective sessions. Which TCP session timer
must be increased to fix this problem?

A. TCP half open.
B. TCP half close.
C. TCP time wait.
D. TCP session time to live.

Answer: A

Explanation:

http://docs-legacy.fortinet.com/fos40hlp/43prev/iwwhelp/wwhimpl/common/html/wwhe

Ip.htm?context=fgt&file=CLI_get_Commands.58.25.htm|

The tcp-halfopen-timer controls for how long, after a SYN packet, a session without SYN/ACKremains in the table.

The tcp-halfclose-timer controls for how long, after a FIN packet, a session without FIN/ACKremains in the table.

The tcp-timewait-timer controls for how long, after a FIN/ACK packet, a session remains in thetable. A closed session remains in the session table for a few
seconds more to allow any out-of-sequence packet.

NEW QUESTION 26
Examine the IPsec configuration shown in the exhibit; then answer the question below.

Name Remote ‘

Comments ]

Comments
IP Varsion & Iovd O IPvE
T et any ¥
S A R Static IP Address W4
IP Adgdress 0.0.10 ]

Mode Config

NAT Trawversal \#f

An administrator wants to monitor the VPN by enabling the IKE real time debug using these commands: diagnose vpn ike log-filter src-addr4 10.0.10.1
diagnose debug application ike -1 diagnose debug enable
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The VPN is currently up, there is no traffic crossing the tunnel and DPD packets are being interchanged between both IPsec gateways. However, the IKE real time
debug does NOT show any output. Why isn’t there any output?

A. The IKE real time shows the phases 1 and 2 negotiations onl

B. It does not show any more output once the tunnel is up.

C. The log-filter setting is set incorrectl

D. The VPN's traffic does not match this filter.

E. The IKE real time debug shows the phase 1 negotiation onl

F. For information after that, the administrator must use the IPsec real time debug instead: diagnose debug application ipsec -1.
G. The IKE real time debug shows error messages onl

H. If it does not provide any output, it indicates that the tunnel is operating normally.

Answer: B

NEW QUESTION 31
Refer to exhibit, which contains the output of a BGP debug command.

_____

TRk

Which statement explains why the state of the 10.200.3.1 peer is Connect?

A. The local router is receiving BGP keepalives from the remote peer, but the local peer has not received the OpenConfirm yet.
B. The TCP session to 10.200.3.1 has not completed the three-way handshake.

C. The local router is receiving the BGP keepalives from the peer, but it has not received a BGP prefix yet.

D. The local router has received the BGP prefixes from the remote peer.

Answer: B

Explanation:

BGP neighbor states and how they change:e Idle: Initial statee Connect: Waiting for a successful three-way TCP connectione Active: Unable to establish the TCP
sessions OpenSent: Waiting for an OPEN message from the peers OpenConfirm: Waiting for the keepalive message from the peeres Established: Peers have
successfully exchanged OPEN and keepalive messages

NEW QUESTION 35
Examine the output from the BGP real time debug shown in the exhibit, then the answer the question below:

r bgp all snable
& 1p router bgp level info
e debug enable

2 r

g [DECODE] KAlive:
g [FSM] State: OpenConfirm Event: 26"
3.1-Cutgoing [DECODE] Msg-Hdr: type 2, length 56"
3.1-Cutgoing [DECODE] Update: Starting UPDATE decoding... B
(3n"
1.1-Outgoing [DECCDE] Update: NLRI Len(13)"
3.1-Qutgoing [FSM] State: Established Event: 27"
.1-outgoing [RIB] Update: Received Frefix 0.0.0
.1-outgoing [RIB] Update: Received Prefix 10.
.1-outgoing [RIB] Update: Received Prefix 10.
.1-Outgoing [RIB] Update: Received prefix 10.0.2
.1-Outgoing [FSM] State: Established Event: 34"
.1-Outgoing [ENCODE] Msg-Hdr: Type 2° Lo
.1-Outgoing [ENCODE] Attr iF-Ur.icut:_Ta:::-nr,tr—le:-. 20
.1-Outgoing [ENCODE] Update: H.'}g §5 Size 55" .
.1-outgoing [FSM] State: Established Event: 34

3
<12

L]
L

]

b ¢
= am
(= =

[ =

. "

mmm
L) K
m
= =
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o

g B3 B3 B B
=

Which statements are true regarding the output in the exhibit? (Choose two.)

A. BGP peers have successfully interchanged Open and Keepalive messages.

B. Local BGP peer received a prefix for a default route.

C. The state of the remote BGP peer is OpenConfirm.

D. The state of the remote BGP peer will go to Connect after it confirms the received prefixes.

Answer: AB
NEW QUESTION 36
A FortiGate is rebooting unexpectedly without any apparent reason. What troubleshooting tools could an administrator use to get more information about the

problem? (Choose two.)

A. Firewall monitor.
B. Policy monitor.
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C. Logs.
D. Crashlogs.

Answer: CD

NEW QUESTION 39
Examine the following partial output from a sniffer command; then answer the question below.

% diagnose sniff packet any ‘icmp” 4

incerfaces= [any]

filters = [iemp]

2.101199 wanZ in 192.168.1.110-> 4.2.2.2: 1cmp: echo reguest
2.101400 wanl our 172.17.87.16-> 4.2.2.2: icm echo request
2.123500 wan2 out 4.2.2.2-> 192.168.1.110: icmp: echo reply
244 packets received by filter

S packets drovped by kernel

What is the meaning of the packets dropped counter at the end of the sniffer?

A. Number of packets that didn’t match the sniffer filter.

B. Number of total packets dropped by the FortiGate.

C. Number of packets that matched the sniffer filter and were dropped by the FortiGate.

D. Number of packets that matched the sniffer filter but could not be captured by the sniffer.
Answer: D

Explanation:

https://kb.fortinet.com/kb/documentLink.do?externallD=11655

NEW QUESTION 41

Why didn’t the tunnel come up?

A. The pre-shared keys do not match.

B. The remote gateway’s phase 2 configuration does not match the local gateway’s phase 2 configuration.
C. The remote gateway’s phase 1 configuration does not match the local gateway’s phase 1 configuration.
D. The remote gateway is using aggressive mode and the local gateway is configured to use man mode.

Answer: C

NEW QUESTION 45

al
of toctal

Which one of the following statements about this FortiGate is correct?

A. It is currently in system conserve mode because of high CPU usage.
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B. Itis currently in extreme conserve mode because of high memory usage.
C. Itis currently in proxy conserve mode because of high memory usage.
D. It is currently in memory conserve mode because of high memory usage.

Answer: D

NEW QUESTION 47
When using the SSL certificate inspection method for HTTPS traffic, how does FortiGate filter web requests when the browser client does not provide the server
name indication (SNI) extension?

A. FortiGate uses CN information from the Subject field in the server’s certificate.
B. FortiGate switches to the full SSL inspection method to decrypt the data.

C. FortiGate blocks the request without any further inspection.

D. FortiGate uses the requested URL from the user’s web browser.

Answer: A

NEW QUESTION 49

A FortiGate's portl is connected to a private network. Its port2 is connected to the Internet. Explicit web proxy is enabled in portl and only explicit web proxy users
can access the Internet. Web cache is NOT enabled. An internal web proxy user is downloading a file from the Internet via HTTP. Which statements are true
regarding the two entries in the FortiGate session table related with this traffic? (Choose two.)

A. Both session have the local flag on.

B. The destination IP addresses of both sessions are IP addresses assigned to FortiGate's interfaces.
C. One session has the proxy flag on, the other one does not.

D. One of the sessions has the IP address of port2 as the source IP address.

Answer: AD

NEW QUESTION 52
A FortiGate device has the following LDAP configuration:

The administrator executed the ‘dsquery’ command in the Windows LDAp server 10.0.1.10, and got the following output:
>dsquery user —samid administrator
“CN=Administrator, CN=Users, DC=trainingAD, DC=training, DC=lab” Based on the output, what FortiGate LDAP setting is configured incorrectly?

A. cnid.

B. username.
C. password.
D. dn.
Answer: B
Explanation:

https://kb.fortinet.com/kb/viewContent.do?externalld=FD37516

NEW QUESTION 53
View the exhibit, which contains a partial web filter profile configuration, and then answer the question below.
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MName default
Comments Default web filtering
& FortiGuard category based filter
Show @Allow
%) Bandwidth Consuming
&4 File Sharing and Storage
B Status URL Filter
Block invalid URLs @
URL Filter O
<+ Create |
URL Type Action Status
*dropbox.com  Wildcard () Bilock Enable
Web content filter O
| -4 Create new ‘
Pattern Type Pattern  Language Action Status
Wildcard “dropbox® Western [d Exempt Enable

Which action will FortiGate take if a user attempts to access www.dropbox.com, which is categorized as File Sharing and Storage?

A. FortiGate will exempt the connection based on the Web Content Filter configuration.
B. FortiGate will block the connection based on the URL Filter configuration.
C. FortiGate will allow the connection based on the FortiGuard category based filter configuration.

D. FortiGate will block the connection as an invalid URL.
Answer: B

Explanation:

fortigate does it in order Static URL -> FortiGuard — > Content -> Advanced (java, cookie removal..)so block it in first step

NEW QUESTION 55

An administrator has configured a dial-up IPsec VPN with one phase 2, extended authentication (XAuth) and IKE mode configuration. The administrator has also

enabled the IKE real time debug:
diagnose debug application ike-1 diagnose debug enable

In which order is each step and phase displayed in the debug output each time a new dial-up user is connecting to the VPN?

A. Phasel; IKE mode configuration; XAuth; phase 2.
B. Phasel; XAuth; IKE mode configuration; phase2.
C. Phasel; XAuth; phase 2; IKE mode configuration.
D. Phasel; IKE mode configuration; phase 2; XAuth.

Answer: B

Explanation:

https://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-ipsecvpn-54/IPsec_VPN_Concepts/IKE_Packet

NEW QUESTION 58

Refer to the exhibit, which contains a TCL script configuration on FortiManager.

Tyvpe TCL Script
Run script on Remote FortGate ...
Script details #!

proc do_cmd {emd} {

puts [exec "Scmdin” "# " 10]

}

run_cmd “config system interface *

run_cmd "edit port1”

run_cmd "set ip 10.0.1.10 255.255.255.0

rurn_cmd "next”
rurn_cmd “end”

An administrator has configured the TCL script on FortiManager, but failed to apply any changes to the

managed device after being executed.

Why did the TCL script fail to make any changes to the managed device?

A. Changes in an interface configuration can only be done by CLI script.
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B. The TCL script must start with #include <>.
C. Incomplete commands are ignored in TCL scripts.
D. The TCL command run_cmd has not been created.

Answer: D

NEW QUESTION 59
Examine the output of the 'diagnose debug rating' command shown in the exhibit; then answer the question below.

M e e AL S R

Which statement are true regarding the output in the exhibit? (Choose two.)

A. There are three FortiGuard servers that are not responding to the queries sent by the FortiGate.

B. The TZ value represents the delta between each FortiGuard server's time zone and the FortiGate's time zone.
C. FortiGate will send the FortiGuard queries to the server with highest weight.

D. A server's round trip delay (RTT) is not used to calculate its weight.

Answer: BC

NEW QUESTION 64
Which of the following statements are correct regarding application layer test commands? (Choose two.)

A. They are used to filter real-time debugs.

B. They display real-time application debugs.

C. Some of them display statistics and configuration information about a feature or process.
D. Some of them can be used to restart an application.

Answer: CD

Explanation:
Application layer test commands don't display info in real time, but they do show statistics and configuration info about a feature or process. You can also use
some of these commands to restart a process or execute a change in its operation.

NEW QUESTION 65
Examine the partial output from two web filter debug commands; then answer the question below:
¥ diagnose test applicaticon urlfilrs 3

- 3 TE e TR L IS

ai

Based on the above outputs, which is the FortiGuard web filter category for the web site www.fgt99.com?

A. Finance and banking
B. General organization.
C. Business.

D. Information technology.

Answer: C

NEW QUESTION 69

Examine the output from the 'diagnose debug authd fsso list' command; then answer the question below.

# diagnose debug authd fsso list —FSSO logons-IP: 192.168.3.1 User: STUDENT Groups: TRAININGAD/USERS Workstation: INTERNAL2. TRAINING. LAB The
IP address 192.168.3.1 is

NOT the one used by the workstation INTERNAL2. TRAINING. LAB.

What should the administrator check?
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A. The IP address recorded in the logon event for the user STUDENT.

B. The DNS name resolution for the workstation name INTERNALZ2. TRAININ

C. LAB.

D. The source IP address of the traffic arriving to the FortiGate from the workstation INTERNAL2. TRAININ
E. LAB.

F. The reserve DNS lookup forthe IP address 192.168.3.1.

Answer: C

NEW QUESTION 70
Examine the output of the ‘diagnose ips anomaly list’ command shown in the exhibit; then answer the question below.

= diagnose 1ps anomaly hist
list mids meter:

id=1p_dst_session ip=192.168.1.10  dos_id=2 exp=3646 pps=0 freq=0
id=udp_dst_session ip=192.168.1.10 dos_i1d=2 exp=3646 pps=0 freq=0

id=udp_scan ip=192.168.1.110 dos_id=1 exp=649 pps=0 freq=0
id=udp_flood 1ip=192.168.1.110 dos_id=2 exp=653 pps=0 freq=0
id=tcp_src_session 1p=192.168.1.110 dos_id=1 exp=5175 pps=0 treq=8
1d=tcp_port_scan 1ip=192.168.1.110 dos_id=1 exp=175 pps=0 treq=0
id=1p_src_session 1ip=192.168.1.110 dos_1d=1 exp=5649 pps=0 treq=30

—" ¥y

id=udp_src_session  1p=192.168.1.110 dos 1d=1 exp=5649 pps=0 freq=22

Which IP addresses are included in the output of this command?

A. Those whose traffic matches a DoS policy.

B. Those whose traffic matches an IPS sensor.

C. Those whose traffic exceeded a threshold of a matching DoS policy.
D. Those whose traffic was detected as an anomaly by an IPS sensor.

Answer: A

NEW QUESTION 75
Refer to the exhibit, which shows a FortiGate configuration.
config system fortiguard
set protocol udp
set port 5888
set load-balance-servers 1
set auto-join-forticloud enable
set update-server-location any
set sandbox-region ™
set fortiguard-anycast disable
set antispam-force-off disable
set antispam-cache enable
set antispam-cache-tti 1600
sel antispam-cache-mpercent 2
set antispam-timeout 7
set webfilter-force-off enable
set webfilter-cache enable
set webfilter-cache-tl 3600
set webfilter-imeout 15
set sdns-server-ip "208.91.112 220"
set sdns-server-port 53
unset sdns-options
set source-ip 0.0.0.0
set source-1p6
set proxy-server-ip 0.0.0.0
set proxy-server-port 0
set proxy-usemame ~
set ddns-server-ip 0.0.0.0
set ddns-server-port 443

An administrator is troubleshooting a web filter issue on FortiGate. The administrator has configured a web filter profile and applied it to a policy; however, the web
filter is not inspecting any traffic that is passing through the policy.
What must the administrator change to fix the issue?

A. The administrator must increase webfilter-timeout.
B. The administrator must disable webfilter-force-off.
C. The administrator must change protocol to TCP.

D. The administrator must enable fortiguard-anycast.

Answer: D
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NEW QUESTION 78
An administrator has configured the following CLI script on FortiManager, which failed to apply any changes to the managed device after being executed.

# conf rout stat

edit 0O
set gateway 10.20.121.Z
set pricority 20
set device “wanl”

Why didn’t the script make any changes to the managed device?

A. Commands that start with the # sign are not executed.

B. CLI scripts will add objects only if they are referenced by policies.
C. Incomplete commands are ignored in CLI scripts.

D. Static routes can only be added using TCL scripts.

Answer: A

Explanation:

https://help.fortinet.com/fmgr/50hlp/56/5-6-2/FortiManager_Admin_Guide/1000_Device%20Manager/2400_Sc

A sequence of FortiGate CLI commands, as you would type them at the command line. A comment line starts with the number sign (#). A comment line will not be
executed.

NEW QUESTION 82
Refer to the exhibit, which contains partial output from an IKE real-time debug.

¥4 Fi e
1 AT

1 andwd oodidid

Based on the debug output, which phase 1 setting is enabled in the configuration of this VPN?

A. auto-discovery-shortcut
B. auto-discovery-forwarder
C. auto-discovery-sender
D. auto-discovery-receiver

Answer: D

NEW QUESTION 87
Which statement about the designated router (DR) and backup designated router (BDR) in an OSPF multi-access network is true?

A. FortiGate first checks the OSPF ID to elect a DR.

B. Non-DR and non-BDR routers will form full adjacencies to DR and BDR only.

C. BDR is responsible for forwarding link state information from one router to another.
D. Only the DR receives link state information from non-DR routers.

Answer: B

NEW QUESTION 92

In which two states is a given session categorized as ephemeral? (Choose two.)
A. A TCP session waiting to complete the three-way handshake.

B. A TCP session waiting for FIN ACK.

C. A UDP session with packets sent and received.

D. A UDP session with only one packet received.

Answer: AD

NEW QUESTION 96
View the exhibit, which contains the output of a web diagnose command, and then answer the question below.
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TR | P ST < R R L - n e .
w dRgnose wenilier Imguad Asusics kst # diagnose webfilter fortiguard statistics list

Ramng Stahistics: Cache Statistics:
DNS filures P Maximum memory 00
DNS fookups : 280 Memory usage . A
Data send faihures : 0
Data read faitures : ] Nodes : 0
Wrong package tvpe : 0 Leaves i
Hash table miss : ] Prefiv nodes 0
Unknown server : 0 Exact nodes . 0
Incomect CRC : U
Proxy requests failures : 0 Faquests 0
Pequest timeout : ] \lisses 0
Total requests 1 2409 Hits a
Pequests to FortiGuard servers ¢ 1132 Prefix hits : o
Server errored responses : 0 Exact liits : o
Relayed rating ! 0
Invalid profile 1 0 No cache directives L0
Add after prefix ! 0
Allowed 5 e lnvalid DB put 0
Blocked 2o 3909 DE updates 0
Logged . 1927
Blocked Emors : 565 Percent full : 0%
Allowed Emors ; 0 Branchas _ %4
Monstors : u Leaves 0%
Authenticates : [l Prefix nodes . 4
Wammngs : 1§ Exact nodes 0%
Onvrd request timeout ] 0
Onvrd send failures : 0 iz Taile : 0%
Orvrd read faures ' 0 Bt rate 0%
Onvrd errored responses : 0 Prafiv hits 0%
Exact hits 0%

Which one of the following statements explains why the cache statistics are all zeros?

A. The administrator has reallocated the cache memory to a separate process.

B. There are no users making web requests.

C. The FortiGuard web filter cache is disabled in the FortiGate’s configuration.

D. FortiGate is using a flow-based web filter and the cache applies only to proxy-based inspection.

Answer: C

NEW QUESTION 98
View the exhibit, which contains a session entry, and then answer the question below.

...
et={l ann=ll nur '
Lo l=V dipey 'J;J. "

Which statement is correct regarding this session?

A. Itis an ICMP session from 10.1.10.10 to 10.200.1.1.

B. Itis an ICMP session from 10.1.10.10 to 10.200.5.1.

C. Itis a TCP session in ESTABLISHED state from 10.1.10.10 to 10.200.5.1.
D. Itis a TCP session in CLOSE_WAIT state from 10.1.10.10 to 10.200.1.1.

Answer: B

NEW QUESTION 101
Refer to the exhibit, which contains the partial output of the get vpn ipsec tunnel details command.
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Hub # get vpn ipsec tunnel details

017b8ffecdballeacS9bl Ob7TdeT4d

Based on the output, which two statements are correct? (Choose two.)

A. Phase 2 authentication is set to shal on both sides.
B. Anti-replay is disabled.

C. Hub2Spokel is a policy-based VPN.

D. Hub2Spokel is configured on interface wan2.

Answer: AD

NEW QUESTION 104
What configuration changes can reduce the memory utilization in a FortiGate? (Choose two.)

A. Reduce the session time to live.

B. Increase the TCP session timers.

C. Increase the FortiGuard cache time to live.
D. Reduce the maximum file size to inspect.

Answer: AD

NEW QUESTION 105
Refer to the exhibit, which shows a partial routing table.

Assuming all the appropriate firewall policies are configured, which two pings will FortiGate route? (Choose two.)
A. Source IP address: 10.1.0.10. Destination IP address: 10.64.1.52
B. Source IPaddress: 10.72.3.52. Destination IP address: 10.1.0.254
C. Source IPaddress: 10.10.4.24, Destination IPaddress: 10.72.3.20
D. Source IPaddress: 10.73.9.10, Destination IPaddress: 10.72.3.15

Answer: AB

NEW QUESTION 109
View the exhibit, which contains the output of a diagnose command, and then answer the question below.
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diagnose sys session list expectation

session info: proto=6 proto state-00 duration=3 expire=26 timeout=3600 flags=00000000
50ckflag=00000000 sockport=0 av_1dx=0 use=3

origin-shaper=

reply-shaper=

ha id-0 policy dir=1 tunnel=/

state=new complex

statistic(bytes/packets/allow err): org=0/0/0 reply-0/0/0
orgin->sink: org pre->post, reply pre-»>post dev=2->4/4->2

hook-pre dir-org act-noop 0.0.0.0:0->0.0.0.0:0(0.0.0.0:0)
pos/ (before, after) 0/(0,0), 0/(0,0)

misc=0 policy id=1 auth info=0 chk client info=0 wd=0
5erial=000000e9 tos=ff/ff ips view=0 app list=0 app=0
dd_type=0 dd mode=0

What statements are correct regarding the output? (Choose two.)

A. This is an expected session created by a session helper.

B. Traffic in the original direction (coming from the IP address 10.171.122.38) will be routed to the next-hop IP address 10.0.1.10.
C. Traffic in the original direction (coming from the IP address 10.171.122.38) will be routed to the next-hop IP address 10.200.1.1.
D. This is an expected session created by an application control profile.

Answer: AC

NEW QUESTION 114
Which two statements about FortiManager is true when it is deployed as a local FDS? (Choose two.)

A. It caches available firmware updates for unmanaged devices.

B. It can be configured as an update server, or a rating server, but not both.
C. It supports rating requests from both managed and unmanaged devices.
D. It provides VM license validation services.

Answer: CD

NEW QUESTION 116
What is the diagnose test application ipsmonitor 99 command used for?

A. To enable IPS bypass mode

B. To provide information regarding IPS sessions
C. To disable the IPS engine

D. To restart all IPS engines and monitors

Answer: D

NEW QUESTION 120
Examine the output of the ‘get router info bgp summary’ command shown in the exhibit; then answer the question below.

# get router info bgp summary

BGP router identifier 0.0.0.117. local AS number 65117
BGP table version s 104

3 BGP AS5-PATH entnies

0 BGP community entries

Neighbor V AS MsgRevd MsgSent TblVer InQ OutQ Up/Down StatePfxRed

10.125.0.60 4 65060 1698 1756 103 0 0 03:02:49 1
10.127.0.75% 4 65075 2206 22350 102 0 0 02:45:55 1
10.200.3.1 4 65501 101 I3 0 0 0 never Active

Total number of neighbors 3

Which statements are true regarding the output in the exhibit? (Choose two.)

A. BGP state of the peer 10.125.0.60 is Established.

B. BGP peer 10.200.3.1 has never been down since the BGP counters were cleared.
C. Local BGP peer has not received an OpenConfirm from 10.200.3.1.

D. The local BGP peer has received a total of 3 BGP prefixes.

Answer: AC

NEW QUESTION 125
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View the exhibit, which contains the output of a debug command, and then answer the question below.

#dia hardware sysinfo shm
SHM counter: 150
SHM allocated: 1]
SHM total: 625057792
conserve mode: on - mem
system last entered: Mon Apr 24 16:36:37 2017
sys fd last entered: n-a
SHM FS total: 641236992
SHM FS free: 641208320
SHM FS avail: 641208320
SHM FS alloc: 28672

What statement is correct about this FortiGate?

A. Itis currently in system conserve mode because of high CPU usage.

B. It is currently in FD conserve mode.

C. ltis currently in kernel conserve mode because of high memory usage.
D. It is currently in system conserve mode because of high memory usage.

Answer: D

NEW QUESTION 129
Refer to the exhibit, which contains the output of a BGP debug command.
FC t into bgp summary

ifier 0.0.0.117, local AS number

Which statement about the exhibit is true?

A. The local router has received a total of three BGP prefixes from all peers.

B. The local router has not established a TCP session with 100.64.3.1.

C. Since the counters were last reset, the 10.200.3.1 peer has never been down.
D. The local router BGP state is OpenConfirm with the 10.127.0.75 peer.

Answer: B

NEW QUESTION 133

Refer to the exhibit, which contains the partial output of a diagnose command.
a vpn tunnel list

list all ipsec tunnel in wd O

name=VYPN wver=1 serial=1 10. .5.1:0 -> 10

'.'H.Illrll.l__lf- 3 lgwy=statistic/l tun=intf/0 mox ante/]l encap=nona)/0

proxyid nus=1 child nom=0 refernt=15 ilast-10 olast=T

stat: :';;.- 0 txp=0 r;l:-{f' txb=0

dpd: mode=on-demand on=1 idle=20000ms retry=3 count=0 saqmo=0

92 auto-discovery=0

proxyid=VPN proto=0 sa=1 ref=2 serial=]
src: 0:10.1.2.0/255.32
dat: 0:

8A: ref=3 options=2e type=00 soft=0 mtu=1438 rrrE'-in':—-l'.'-'-l-fl'i.-"ml. replaywin=204B seqno=l

esn=replaywin lastseq=000
life: type=01 bytes=0/0 timeout=43177/43200
dec: sp clf66d esp=ac =16 280eSod6f 5 f T hecd64 [

shal key=20 cé8091d687535T8T85debaT:

Based on the output, which two statements are correct? (Choose two.)
A. Anti-replay is enabled.

B. DPD is disabled.

C. Remote gateway IP is 10.200.4.1.

D. Quick mode selectors are disabled.

Answer: AC

NEW QUESTION 135
View the exhibit, which contains the output of a real-time debug, Which statement about this output is true?
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Which of the following statements is true regarding this output?

A. The requested URL belongs to category 1D 255.

B. The server hostname Is training, fortinet.com.

C. FortiGate found the requested URL in its local cache.

D. This web request was inspected using the ftgd-allow web filler profile.

Answer: C

NEW QUESTION 138
Which real time debug should an administrator enable to troubleshoot RADIUS authentication problems?

A. Diagnose debug application radius -1.
B. Diagnose debug application fnbamd -1.
C. Diagnose authd console —log enable.
D. Diagnose radius console —log enable.

Answer: B

Explanation:
https://kb.fortinet.com/kb/documentLink.do?externallD=FD32838

NEW QUESTION 140
View the following FortiGate configuration.

config system global
set snat-route-change disable
end
config router static
edit
set gateway 10.200.1
set priority 5
set dewvice “portl”
next
edit 2
t

i ]
n
.

%]
n
4

gateway 10.200.2.

set priority 10
set device “port2”

All traffic to the Internet currently egresses from portl. The exhibit shows partial session information for Internet traffic from a user on the internal network:

ff diagnose sys session list

session info: proto=6 proto_state +01 duration=17 expire=7 timeout=3600
{lags=00000000 sockflag=00000000 sockport=0 av_idx=0 use=3

ha 1d=0 policy dir=0 tunnel=/

state=may dirty none app ntf

statistic(bytes/packets/allow_err): org=57555/7/1 reply=23367/19/1 tuples=2
orgin->sink: org pre->post, reply pre->post dev=4->2/2->4
gwy=10.200.1.254/10.0.1.10

hook=post dir-org act=snat 10.0.1.10:64907-
>54.239.158.170:80(10.200.1.1:64907)

hook=pre dir=reply act=dnat 54.239.158.170:80-
>10.200.1.1:64907(10.0.1.10:64907)

pos/(before, after) 0/{0,0), 0/{0,0)

misc=0 policy id=1 auth_info=0 chk client info=0 vd=0
seral=00000294 tos={I/fT ips_view=0 app_list=0 app=0

dd_type=0 dd_mode=0

If the priority on route ID 1 were changed from 5 to 20, what would happen to traffic matching that user’s session?
A. The session would remain in the session table, and its traffic would still egress from port1.
B. The session would remain in the session table, but its traffic would now egress from both portl and port2.

C. The session would remain in the session table, and its traffic would start to egress from port2.
D. The session would be deleted, so the client would need to start a new session.
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Answer: A

Explanation:
http://kb.fortinet.com/kb/documentLink.do?externallD=FD40943

NEW QUESTION 141

Refer to the exhibit, which contains the output of diagnose sys session list.
f diagnose 3ys SO53 List

AB3AA1LON AT L g i l'rk' yESG AtAata=01 duracian=T3 -:'l!:f’_'-ﬁ ré=J3%9%7 CimsEout=—JG00
ll.lrl_'l-lJI_H.L 0 sockfllag=00000000 sockport=0 av ildx=0 uso=1

arigin=-ahapnar

reply-shapsr=

par_i ;1_n1‘1-||H'-r

clasa id=0 ha id=0 policy dir=0 tunnel=/ vian coa=0/255

state-may dirty asynced nonae app_ntf

statisticibyteas/packetasallow earr) @ org=0Z2/11,/1 reply=9037/15/1 tuples=2
argin==aink: org pre=»poat, reply pra=poat devesd=»2 F=»4

ryr= 100 .64 ;1 - _.-",.1‘.! 10:.0.:1:10

hook=poalt dir-org act=anat 10.0.1.10:65464-%54.192.15%.182:80(100.64.1.1:65464)
hook=pra diz raply act nat 54.19Z:15.18Z:80=>100.,064 1165964 {10.0:1:10:654G4)
poa fibesfore, aftorc) QS(0,0), 000, 0})

mifpc=0 p« cy id=1 auth_ info=0 chk cliant L nfo=0 wd=[0O
Serial=00000098 Tog=IL[ /LI lpa view=0 app lList=0 app=0

dd type=0 o mocoes0

If the HA ID for the primary unit is zero (0), which statement about the output is true?

A. This session cannot be synced with the slave unit.

B. The inspection of this session has been offloaded to the slave unit.
C. The master unit is processing this traffic.

D. This session is for HA heartbeat traffic.

Answer: C

NEW QUESTION 142
Examine the output of the ‘get router info bgp summary’ command shown in the exhibit; then answer the question below.

Student# get router info bgp summary

BGP router indentifier 10.200.1.1, local AS number 65500
BGP table version is 2

1 BGP AS-PATH entries

0 BGP community entries

Neighbor V AS MsgRevd MsgSent TbhlVer InQ OutQ UpDown State PfxRed
10.200.3.1 4 65501 92 112 0 0 0 never Connect

Total number of neighbors 1

Which statement can explain why the state of the remote BGP peer 10.200.3.1 is Connect?

A. The local peer is receiving the BGP keepalives from the remote peer but it has not received any BGP prefix yet.
B. The TCP session for the BGP connection to 10.200.3.1 is down.

C. The local peer has received the BGP prefixed from the remote peer.

D. The local peer is receiving the BGP keepalives from the remote peer but it has not received the OpenConfirm yet.

Answer: B

Explanation:
http://www.ciscopress.com/articles/article.asp?p=2756480&seqNum=4

NEW QUESTION 147
Which two statements about the Security Fabric are true? (Choose two.)

A. Only the root FortiGate collects network information and forwards it to FortiAnalyzer.

B. FortiGate uses FortiTelemetry protocol to communicate with FortiAnalyzer.

C. All FortiGate devices in the Security Fabric must have bidirectional FortiTelemetry connectivity.
D. Branch FortiGate devices must be configured first.

Answer: BC

NEW QUESTION 152

Which two configuration settings change the behavior for content-inspected traffic while FortiGate is in conserve mode? (Choose two.)
A. IPS failopen

B. mem failopen

C. AV failopen

D. UTM failopen

Answer: AC

NEW QUESTION 157
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