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NEW QUESTION 1

A network engineer is configuring Flexible Netflow and enters these commands Sampler Netflowl
Mode random one-out-of 100 Interface fastethernet 1/0 Flow-sampler netflowl

Which are two results of implementing this feature instead of traditional Netflow? (Choose two.)

A. CPU and memory utilization are reduced.

B. Only the flows of top 100 talkers are exported

C. The data export flow is more secure.

D. The number of packets to be analyzed are reduced
E. The accuracy of the data to be analyzed is improved

Answer: AD

NEW QUESTION 2

Which DHCP option helps lightweight APs find the IP address of a wireless LAN controller?
A. Option 43

B. Option 60

C. Option 67

D. Option 150

Answer: A

NEW QUESTION 3
Drag and drop the descriptions from the left onto the routing protocol they describe on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 4
While configuring an 10S router for HSRP with a virtual IP of 10 1.1.1. an engineer sees this log message.
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A. Change the HSRP group configuration on the remote router to 1.
B. Change the HSRP group configuration on the local router to 1.

C. Change the HSRP virtual address on the remote router to 10.1.1.1
D. Change the HSRP virtual address on the local router to 10.1.1.1

Answer: B

NEW QUESTION 5
What is one fact about Cisco SD-Access wireless network deployments?

A. The access point is part of the fabric underlay
B. The WLC is part of the fabric underlay

C. The access point is part the fabric overlay

D. The wireless client is part of the fabric overlay

Answer: C

NEW QUESTION 6
Which algorithms are used to secure REST API from brute attacks and minimize the impact?

A. SHA-512 and SHA-384

B. MD5 algorithm-128 and SHA-384
C. SHA-1, SHA-256, and SHA-512
D. PBKDF2, BCrypt, and SCrypt

Answer: D

Explanation:

One of the best practices to secure REST APIs is using password hash. Passwords must always be hashed to protect the system (or minimize the damage) even
if it is compromised in some hacking attempts. There are many such hashing algorithms which can prove really effective for password security e.g. PBKDF2,
bcrypt and scrypt algorithms.

Other ways to secure REST APIs are: Always use HTTPS, Never expose information on URLs (Usernames, passwords, session tokens, and APl keys should not
appear in the URL),

Adding Timestamp in Request, Using OAuth, Input Parameter Validation.

NEW QUESTION 7
Refer to the exhibit.

Which configuration change will force BR2 to reach 209 165 201 0/27 via BR1?

A. Set the weight attribute to 65.535 on BR1 toward PE1.

B. Set the local preference to 150 on PE1 toward BR1 outbound
C. Set the MED to 1 on PE2 toward BR2 outbound.

D. Set the origin to igp on BR2 toward PE2 inbound.

Answer: C

NEW QUESTION 8
Which encryption hashing algorithm does NTP use for authentication?

A.SSL
B. MD5
C. AES128
D. AES256

Answer: D

NEW QUESTION 9
Which technology provides a secure communication channel for all traffic at Layer 2 of the OSI model?

A. MACsec

B. IPsec

C.SSL

D. Cisco Trustsec

Answer: A
Explanation:

MACsec, defined in 802.1AE, provides MAC-layer encryption over wired networks by using out-ofband methods for encryption keying. The MACsec Key
Agreement (MKA) Protocol provides the

NEW QUESTION 10
What are two benefits of YANG? (Choose two.)

A. It enables multiple leaf statements to exist within a leaf list
B. It collects statistical constraint analysis information.
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C. It enforces configuration constraints.
D. It enforces configuration semantics.
E. It enforces the use of a specific encoding format for NETCONF

Answer: BE

NEW QUESTION 10
What occurs when a high bandwidth multicast stream is sent over an MVPN using Cisco hardware?

A. The traffic uses the default MDT to transmit the data only if it isa (S,G) multicast route entry

B. A data MDT is created to if it is a (*, G) multicast route entries

C. A data and default MDT are created to flood the multicast stream out of all PIM-SM neighbors.

D. A data MDT is created to allow for the best transmission through the core for (S, G) multicast route entries.

Answer: B

NEW QUESTION 14

Refer to the exhibit.

The connecting between SW1 and SW2 is not operational. Which two actions resolve the issue? (Choose two)
A. configure switchport mode access on SW2

B. configure switchport nonegotiate on SW2

C. configure switchport mode trunk on SW2

D. configure switchport nonegotiate on SW1

E. configure switchport mode dynamic desirable on SW2

Answer: CE

NEW QUESTION 17

Which command set configures RSPAN to capture outgoing traffic from VLAN 3 on interface GigabitEthernet 0/3 while ignoring other VLAN traffic on the same

interface?

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 19

A company plans to implement intent-based networking in its campus infrastructure. Which design facilities a migrate from a traditional campus design to a

programmer fabric designer?

A. Layer 2 access
B. three-tier

C. two-tier

D. routed access

Answer: C

NEW QUESTION 23
How does the RIB differ from the FIB?

A. The RIB is used to create network topologies and routing table
B. The FIB is a list of routes to particular network destinations.

C. The FIB includes many routes a single destinatio

D. The RIB is the best route to a single destination.

E. The RIB includes many routes to the same destination prefi

F. The FIB contains only the best route
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G. The FIB maintains network topologies and routing table
H. The RIB is a list of routes to particular network destinations.

Answer: A

Explanation:

NEW QUESTION 25
Which measurement is used from a post wireless survey to depict the cell edge of the access points?

A. SNR

B. Noise

C. RSSI

D. CClI

Answer: A

NEW QUESTION 29
Refer to the exhibit.

An engineer configures a new HSRP group. While reviewing the HSRP status, the engineer sees the logging message generated on R2. Which is the cause of the
message”?

A. The same virtual IP address has been configured for two HSRP groups
B. The HSRP configuration has caused a spanning-tree loop

C. The HSRP configuration has caused a routing loop

D. A PC is on the network using the IP address 10.10.1.1

Answer: A

NEW QUESTION 30

Refer to the exhibit.

Which configuration must be applied to R to enable R to reach the server at 172.16.0.17?
A)

B)
o)

D)

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 350-401 dumps!
rJ CEI"tShEI,I"Ed https://www.certshared.com/exam/350-401/ (509 Q&AS)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 32
Refer to the exhibit.

Which configuration establishes EBGP neighborship between these two directly connected neighbors and exchanges the loopback network of the two routers
through BGP?
A)

B)
C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

Explanation:

With BGP, we must advertise the correct network and subnet mask in the “network” command (in this case network 10.1.1.0/24 on R1 and network 10.2.2.0/24 on
R2). BGP is very strict in the routing advertisements. In other words, BGP only advertises the network which exists exactly in the routing table. In this case, if you
put the command “network x.x.0.0 mask 255.255.0.0” or “network x.0.0.0 mask 255.0.0.0” or “network x.x.x.x mask 255.255.255.255” then BGP will not

advertise anything.

It is easy to establish eBGP neighborship via the direct link. But let's see what are required when we want to establish eBGP neighborship via their loopback
interfaces. We will need two commands:

+ the command “neighbor 10.1.1.1 ebgp-multihop 2” on R1 and “neighbor 10.2.2.2 ebgpmultihop 2” on R1. This command increases the TTL value to 2 so that
BGP updates can reach the

BGP neighbor which is two hops away.

+ Answer ‘R1 (config) #router bgp 1

R1 (config-router) #neighbor 192.168.10.2 remote-as 2

R1 (config-router) #network 10.1.1.0 mask 255.255.255.0 R2 (config) #router bgp 2

R2 (config-router) #neighbor 192.168.10.1 remote-as 1

R2 (config-router) #network 10.2.2.0 mask 255.255.255.0 Quick Wireless Summary

Cisco Access Points (APs) can operate in one of two modes: autonomous or lightweight

+ Autonomous: self-sufficient and standalone. Used for small wireless networks.

+ Lightweight: A Cisco lightweight AP (LAP) has to join a Wireless LAN Controller (WLC) to function. LAP and WLC communicate with each other via a logical pair
of CAPWAP tunnels.

— Control and Provisioning for Wireless Access Point (CAPWAP) is an IETF standard for control messaging for setup, authentication and operations between APs
and WLCs. CAPWAP is similar to LWAPP except the following differences:

+CAPWAP uses Datagram Transport Layer Security (DTLS) for authentication and encryption to

protect traffic between APs and controllers. LWAPP uses AES.

+ CAPWAP has a dynamic maximum transmission unit (MTU) discovery mechanism.

+ CAPWAP runs on UDP ports 5246 (control messages) and 5247 (data messages) An LAP operates in one of six different modes:

+ Local mode (default mode): measures noise floor and interference, and scans for intrusion detection (IDS) events every 180 seconds on unused channels

+ FlexConnect, formerly known as Hybrid Remote Edge AP (H-REAP), mode: allows data traffic

to be switched locally and not go back to the controller. The FlexConnect AP can perform standalone client authentication and switch VLAN traffic locally even
when it's disconnected to the WLC (Local Switched). FlexConnect AP can also tunnel (via CAPWAP) both user wireless data and control traffic to a centralized
WLC (Central Switched).

+ Monitor mode: does not handle data traffic between clients and the infrastructure. It acts like a sensor for location-based services (LBS), rogue AP detection, and
IDS

+ Rogue detector mode: monitor for rogue APs. It does not handle data at all.

+ Sniffer mode: run as a sniffer and captures and forwards all the packets on a particular channel to a remote machine where you can use protocol analysis tool
(Wireshark, Airopeek, etc) to review the packets and diagnose issues. Strictly used for troubleshooting purposes.

+ Bridge mode: bridge together the WLAN and the wired infrastructure together.

Mobility Express is the ability to use an access point (AP) as a controller instead of a real WLAN controller. But this solution is only suitable for small to midsize, or
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multi-site branch locations where you might not want to invest in a dedicated WLC. A Mobility Express WLC can support up to 100 Aps

NEW QUESTION 34
What are two benefits of virtual switching when compared to hardware switching? (Choose two.)

A. increased MTU size

B. hardware independence

C. VM-level isolation

D. increased flexibility

E. extended 802.1Q VLAN range

Answer: CD

NEW QUESTION 37
An engineer is configuring a new SSID to present users with a splash page for authentication. Which WLAN Layer 3 setting must be configured to provide this
functionally?

A. CCKM

B. WPA2 Policy
C. Local Policy
D. Web Policy

Answer: C

NEW QUESTION 40
Which benefit is offered by a cloud infrastructure deployment but is lacking in an on-premises deployment?

A. efficient scalability
B. virtualization

C. storage capacity
D. supported systems

Answer: A

NEW QUESTION 43
An engineer must provide wireless converge in a square office. The engineer has only one AP and believes that it should be placed it in the middle of the room.
Which antenna type should the engineer use?

A. directional

B. polarized

C. Yagi

D. omnidirectional

Answer: D

NEW QUESTION 44
A network administrator has designed a network with two multilayer switches on the distribution layer, which act as default gateways for the end hosts. Which two
technologies allow every end host in a VLAN to use both gateways? (Choose two)

A. GLBP
B. HSRP
C. MHSRP
D. VSS

E. VRRP

Answer: CE

NEW QUESTION 47

Refer to the exhibit.

An engineer configures CoPP and enters the show command to verify the implementation. What is the result of the configuration?
A. All traffic will be policed based on access-list 120.

B. If traffic exceeds the specified rate, it will be transmitted and remarked.
C. Class-default traffic will be dropped.

D. ICMP will be denied based on this configuration.

Answer: A

NEW QUESTION 51

Refer to the exhibit.

Which configuration allows Customer2 hosts to access the FTP server of Customerl that has the IP address of 192.168.1.200?

A. ip route vrf Customerl 172.16.1.0 255.255.255.0 172.16.1.1 globalip route vrf Customer 192.168.1.200 255.255.255.255 192.168.1.1 globalip route 192.168.1.0
255.255.255.0 VlanlOip route 172.16.1.0 255.255.255.0 Vlan20
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B. ip route vrf Customerl 172.16.1.0 255.255.255.0 172.16.1.1 Customer2ip route vrf Customer 192.168.1.200 255.255.255.255 192.168.1.1 Customerl

C. ip route vrf Customerl 172.16.1.0 255.255.255.0 172.16.1.1 Customerlip route vrf Customer 192.168.1.200 255.255.255.255 192.168.1.1 Customer2

D. ip route vrf Customerl 172.16.1.1 255.255.255.255 172.16.1.1 globalip route vrf Customer 192.168.1.200 255.255.255.0 192.168.1.1 globalip route 192.168.1.0
255.255.255.0 VlanlOip route 172.16.1.0 255.255.255.0 VIan20

Answer: A

NEW QUESTION 54
In an SD-Access solution what is the role of a fabric edge node?

A. to connect external Layer 3- network to the SD-Access fabric
B. to connect wired endpoint to the SD-Access fabric

C. to advertise fabric IP address space to external network

D. to connect the fusion router to the SD-Access fabric

Answer: B

Explanation:
+ Fabric edge node: This fabric device (for example, access or distribution layer device) connects

NEW QUESTION 59
Refer to the exhibit.

POSTMAN is showing an attempt to retrieve network device information from Cisco DNA Center APIl. What is the issue?

A. The URI string is incorrect

B. The token has expired.

C. Authentication has failed

D. The JSON payload contains the incorrect UUID

Answer: D

NEW QUESTION 64
Refer to the exhibit.

What is the result when a switch that is running PVST+ is added to this network?

A. DSW?2 operates in Rapid PVST+ and the new switch operates in PVST+
B. Both switches operate in the PVST+ mode

C. Spanning tree is disabled automatically on the network

D. Both switches operate in the Rapid PVST+ mode.

Answer: A

Explanation:
From the output we see DSW2 is running in RSTP mode (in fact Rapid PVST+ mode as Cisco does not support RSTP alone). When a new switch running PVST+
mode is added to the topology, they keep running the old STP instances as RSTP (in fact Rapid PVST+) is compatible with PVST+.

NEW QUESTION 67
What is a consideration when designing a Cisco SD-Access underlay network?

A. End user subnets and endpoints are part of the underlay network.

B. The underlay switches provide endpoint physical connectivity for users.
C. Static routing is a requirement,

D. It must support IPv4 and IPv6 underlay networks

Answer: A

NEW QUESTION 72
Which protocol does REST API rely on to secure the communication channel?

A. TCP

B. HTTPS
C. SSH
D. HTTP

Answer: B
Explanation:
The REST API accepts and returns HTTP (not enabled by default) or HTTPS messages that contain JavaScript Object Notation (JSON) or Extensible Markup

Language (XML) documents. You can use any programming language to generate the messages and the JSON or XML documents that
contain the APl methods or Managed Object (MO) descriptions.

NEW QUESTION 73
What are two considerations when using SSO as a network redundancy feature? (Choose two)
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A. both supervisors must be configured separately

B. the multicast state is preserved during switchover

C. must be combined with NSF to support uninterrupted Layer 2 operations

D. must be combined with NSF to support uninterrupted Layer 3 operations

E. requires synchronization between supervisors in order to guarantee continuous connectivity

Answer: DE

Explanation:
Text Description automatically generated

Cisco 10S Nonstop Forwarding(NSF) always runs with stateful switchover (SSO) and provides redundancy for Layer 3 traffic.

NEW QUESTION 74
When is an external antenna used inside a building?

A. only when using Mobility Express

B. when it provides the required coverage
C. only when using 2 4 GHz

D. only when using 5 GHz

Answer: A

NEW QUESTION 78

What is the function of a fabric border node in a Cisco SD-Access environment?

A. To collect traffic flow information toward external networks

B. To connect the Cisco SD-Access fabric to another fabric or external Layer 3 networks
C. To attach and register clients to the fabric

D. To handle an ordered list of IP addresses and locations for endpoints in the fabric.
Answer: B

NEW QUESTION 82

Refer to the exhibit.

Security policy requires all idle-exec sessions to be terminated in 600 seconds. Which configuration achieves this goal?
A. line vty 0 15absolute-timeout 600

B. line vty 0 15 exec-timeout

C. line vty 01 5exec-timeout 10 0

D. line vty 0 4exec-timeout 600

Answer: B

NEW QUESTION 87
What does the cisco REST response indicate?
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A. Cisco DNA Center has the Incorrect credentials for cat3850-1
B. Cisco DNA Center is unable to communicate with cat9000-1
C. Cisco DNA Center has the incorrect credentials for cat9000-1
D. Cisco DNA Center has the Incorrect credentials for RouterASR-1
Answer: C

NEW QUESTION 90

What is a characteristic of a next-generation firewall?

A. only required at the network perimeter

B. required in each layer of the network

C. filters traffic using Layer 3 and Layer 4 information only

D. provides intrusion prevention

Answer: D

NEW QUESTION 93
What is the output of this code?

A. username Cisco
B. get_credentials
C. username

D. CISCO

Answer: D

NEW QUESTION 94
Refer to the exhibit

Drag and drop the snippets into the RESTCONF request to form the request that returns this response Not all options are used

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 350-401 dumps!
rJ CEF’ES hal"Ed https://www.certshared.com/exam/350-401/ (509 Q&AS)

NEW QUESTION 98
Running the script causes the output in the exhibit. Which change to the first line of the script resolves the error?

A. from ncclient import

B. import manager

C. from ncclient import*

D. import ncclient manager

Answer: A

NEW QUESTION 100
Which method does Cisco DNA Center use to allow management of non-Cisco devices through southbound protocols?

A. It creates device packs through the use of an SDK

B. It uses an API call to interrogate the devices and register the returned data.
C. It obtains MIBs from each vendor that details the APIs available.

D. It imports available APIs for the non-Cisco device in a CSV format.

Answer: A

Explanation:
Cisco DNA Center allows customers to manage their non-Cisco devices through the use of a Software Development Kit (SDK) that can be used to create Device
Packages for third-party devices.

NEW QUESTION 103
Refer to the exhibit.

An engineer has configured Cisco ISE to assign VLANS to clients based on their method of authentication, but this is not working as expected. Which action will
resolve this issue?

A. require a DHCP address assignment
B. utilize RADIUS profiling

C. set a NAC state

D. enable AAA override

Answer: B

NEW QUESTION 106

In cisco SD_WAN, which protocol is used to measure link quality?
A. OMP

B. BFD

C. RSVP

D. IPsec

Answer: B

NEW QUESTION 111
Drag and drop the characteristics from the left onto the routing protocols they describe on the right.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 115
An engineer must create an EEM script to enable OSPF debugging in the event the OSPF neighborship goes down. Which script must the engineer apply?

A. Option A

B. Option B

C. Option C

D. Option D

Answer: C

NEW QUESTION 117

“HTTP/1.1 204 content” is returned when cur —I —x delete command is issued. Which situation has occurred?
A. The object could not be located at the URI path.

B. The command succeeded in deleting the object

C. The object was located at the URI, but it could not be deleted.
D. The URI was invalid

Answer: B

NEW QUESTION 122

Refer to the exhibit.

Which set of commands on router r R1 Allow deterministic translation of private hosts PC1, PC2, and PC3 to addresses in the public space?
A)

B)
C)

D)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 127
Refer to the exhibit.

Rapid PVST+ is enabled on all switches. Which command set must be configured on switchl to achieve the following results on port fa0/1?
A)
B)
C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 131
Refer to the exhibit.

An engineer attempts to create a configuration to allow the Blue VRF to leak into the global routing table, but the configuration does not function as expected.
Which action resolves this issue?

A. Change the access-list destination mask to a wildcard.

B. Change the source network that Is specified in access-list 101.
C. Change the route-map configuration to VRF_BLUE.

D. Change the access-list number in the route map

Answer: A

NEW QUESTION 136
When using TLS for syslog, which configuration allows for secure and reliable transportation of messages to its default port?

A. logging host 10.2.3.4 vrf mgmt transport tcp port 6514
B. logging host 10.2.3.4 vrf mgmt transport udp port 6514
C. logging host 10.2.3.4 vrf mgmt transport tcp port 514
D. logging host 10.2.3.4 vrf mgmt transport udp port 514

Answer: A

Explanation:
The TCP port 6514 has been allocated as the default port for syslog over Transport Layer Security (TLS).

NEW QUESTION 139
An engineer is implementing a Cisco MPLS TE tunnel to improve the streaming experience for the clients of a video-on-demand server. Which action must the
engineer perform to configure extended discovery to support the MPLS LDP session between the headend and tailend routers?

A. Configure the interface bandwidth to handle TCP and UDP traffic between the LDP peers
B. Configure a Cisco MPLS TE tunnel on both ends of the session

C. Configure an access list on the interface to permit TCP and UDP traffic

D. Configure a targeted neighbor session.
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Answer: B

NEW QUESTION 143
Refer to the exhibit.

An engineer is installing a new pair of routers in a redundant configuration. Which protocol ensures that traffic is not disrupted in the event of a hardware failure?

A. HSRPv1
B. GLBP
C. VRRP
D. HSRPv2

Answer: A
Explanation:

The virtual MAC address is 0000.0c07.acXX (XX is the hexadecimal group number) so it is using HSRPv1. Note: HSRP Version 2 uses a new MAC address which
ranges from 0000.0C9F.F000 to 0000.0C9F.FFFF.

NEW QUESTION 148

How is MSDP used to interconnect multiple PIM-SM domains?

A. MSDP depends on BGP or multiprotocol BGP for mterdomam operation

B. MSDP SA request messages are used to request a list of active sources for a specific group

C. SDP allows a rendezvous point to dynamically discover active sources outside of its domain

D. MSDP messages are used to advertise active sources in a domain

Answer: A

NEW QUESTION 151

Refer to the exhibit

How was spanning-tree configured on this interface?

A. By entering the command spanning-tree portfast trunk in the interface configuration mode.

B. By entering the command spanning-tree portfast in the interface configuration mode

C. By entering the command spanning-tree mstl vlan 10,20,30,40 in the global configuration mode

D. By entering the command spanning-tree vlan 10,20,30,40 root primary in the interface configuration mode
Answer: A

NEW QUESTION 152

Refer to the exhibit.

An engineer must modify the access control list EGRESS to allow all IP traffic from subnet 10.1.10.0/24 to 10.1.2.1 /24. The access control list is applied in the
outbound direction on router interface GigabitEthemet 0/1. Which configuration commands can the engineer use to allow this traffic without disrupting existing
traffic flows?

A)

B)

C)

D)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 153
Refer to the exhibit.

After implementing the configuration 172.20.20.2 stops replaying to ICMP echoes, but the default route fails to be removed. What is the reason for this behavior?
A. The source-interface is configured incorrectly.

B. The destination must be 172.30.30.2 for icmp-echo

C. The default route is missing the track feature

D. The threshold value is wrong.

Answer: C

Explanation:

The last command should be “R1(config)#ip route 0.0.0.0 0.0.0.0 172.20.20.2 track 10".
NEW QUESTION 156

Which network devices secure API platform?

A. next-generation intrusion detection systems

B. Layer 3 transit network devices

C. content switches

D. web application firewalls

Answer: A

NEW QUESTION 159
An engineer must configure HSRP group 300 on a Cisco |10S router. When the router is functional, it must be the must be the active HSRP router. The peer router

has been configured using the default priority value. Which command set is required?
A)
B)
C)

D)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 164
Which line must be added in the Python function to return the JSON object {"cat_9k": “FXS193202SE")?

A)
B)
C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 167
Which exhibit displays a valid JSON file?

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D
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NEW QUESTION 170
Drag and drop the characteristics from the left onto the routing protocols they describe on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 171
What is one difference between saltstack and ansible?

A. SaltStack uses an API proxy agent to program Cisco boxes on agent mode, whereas Ansible uses a Telnet connection
B. SaltStack uses the Ansible agent on the box, whereas Ansible uses a Telnet server on the box

C. SaltStack is constructed with minion, whereas Ansible is constructed with YAML

D. SaltStack uses SSH to interact with Cisco devices, whereas Ansible uses an event bus

Answer: A

NEW QUESTION 174

Refer to the exhibit.

Router 1 is currently operating as the HSRP primary with a priority of 110 routerl fails and router2 take over the forwarding role. Which command on routerl
causes it to take over the forwarding role when it return to service?

A. standby 2 priority

B. standby 2 preempt

C. standby 2 track

D. standby 2 timers

Answer: B

NEW QUESTION 177

Refer to the exhibit.

What is the Json syntax that is formed from the data?

A. Name: Bob Johnson, Age: 75, Alive’: true, Favourite Foods: [Cereal, Mustard, Onions]}

B. Name: Bob Johnson, Age: 75, Alive’: true, Favourite Foods: Cereal Mustard Onions

C. Name: Bob Johnson, Age: 75, Alive’: true, Favourite Foods: [‘Cereal”, “Mustard”, “Onions]}
D. Name: Bob Johnson, Age: seventy-five, Alive’: true, Favourite Foods: [Cereal, Mustard, Onions]}

Answer: C

Explanation:
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NEW QUESTION 178
Which data is properly formatted with JISON?
A)

B)
C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 181

An engineer has deployed a single Cisco 5520 WLC with a management IP address of 172.16.50.5/24. The engineer must register 50 new Cisco AIR-CAP2802I-E-
K9 access points to the WLC using DHCP option 43. The access points are connected to a switch in VLAN 100 that uses the 172.16.100.0/24 subnet. The
engineer has configured the DHCP scope on the switch as follows:

The access points are failing to join the wireless LAN controller. Which action resolves the issue?

A. configure option 43 Hex F104.AC10.3205
B. configure option 43 Hex F104.CA10.3205
C. configure dns-server 172.16.50.5

D. configure dns-server 172.16.100.1

Answer: B

NEW QUESTION 182

After a redundant route processor failure occurs on a Layer 3 device, which mechanism allows for packets to be forwarded from a neighboring router based on the
most recent tables?

A.BFD

B. RPVST+

C. RP failover

D. NSF

Answer: D

NEW QUESTION 186

What is one benefit of implementing a VSS architecture?

A. It provides multiple points of management for redundancy and improved support
B. It uses GLBP to balance traffic between gateways.

C. It provides a single point of management for improved efficiency.

D. It uses a single database to manage configuration for multiple switches
Answer: D

NEW QUESTION 190

Refer to me exhibit.

What is the cause of the log messages?

A. hello packet mismatch
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B. OSPF area change
C. MTU mismatch
D. IP address mismatch

Answer: B

NEW QUESTION 191

Which TCP setting is tuned to minimize the risk of fragmentation on a GRE/IP tunnel?
A. MTU

B. Window size

C. MRU

D. MSS

Answer: D

Explanation:
The TCP Maximum Segment Size (TCP MSS) defines the maximum amount of data that a host

is willing to accept in a single TCP/IP datagram. This TCP/IP datagram might be fragmented at the IP layer. The MSS value is sent as a TCP header option only in
TCP SYN segments. Each side of a TCP connection reports its MSS value to the other side. Contrary to popular belief, the MSS value is not negotiated between
hosts. The sending host is required to limit the size of data in a single TCP segment to a value less than or equal to the MSS reported by the receiving host.

TCP MSS takes care of fragmentation at the two endpoints of a TCP connection, but it does not handle the case where there is a smaller MTU link in the middle

between these two endpoints. PMTUD was developed in order to avoid fragmentation in the path between the endpoints. It is

NEW QUESTION 193
Which command must be applied to R2 for an OSPF neighborship to form?

A. network 20.1.1.2.0.0.0.0 area 0

B. network 20.1.1.2 255.255.0.0. area O
C. network 20.1.1.2.0.0.255.255 area 0
D. network 20.1.1.2 255.255.255 area 0

Answer: A

Explanation:

The network 20.0.0.0 0.0.0.255 area 0 command on R2 did not cover the IP address of Fal/l interface of R2 so OSPF did not run on this interface. Therefore we

have to use the command network 20.1.1.2 0.0.255.255 area 0 to turn on OSPF on this interface.

Note: The command network 20.1.1.2 0.0.255.255 area 0 can be used too so this answer is also correct but answer C is the best answer here.

The network 0.0.0.0 255.255.255.255 area 0 command on R1 will run OSPF on all active

NEW QUESTION 195
Refer to the exhibit.

A network engineer must simplify the IPsec configuration by enabling IPsec over GRE using IPsec profiles. Which two configuration changes accomplish this?

(Choose two).

A. Apply the crypto map to the tunnel interface and change the tunnel mode to tunnel mode ipsec ipv4.
B. Create an IPsec profile, associate the transform-se

C. and apply the profile to the tunnel interface.

D. Remove the crypto map and modify the ACL to allow traffic between 10.10.0.0/24 to 10.20.0.0/24.
E. Remove all configuration related to crypto map from R1 and R2 and eliminate the ACL |>]

F. Create an IPsec profile, associate the transform-set AC

G. and apply the profile to the tunnel interface

Answer: AD

NEW QUESTION 199
Refer to the exhibit.

An engineer must create a script that appends the output of the show process cpu sorted command to a file.

A. action 4.0 syslog command “show process cpu sorted | append flash:high-cpu-file”
B. action 4.0 publish-event “show process cpu sorted | append flash:high-cpu-file”

C. action 4.0 ens-event “show process cpu sorted | append flash:high-cpu-file”

D. action 4.0 cli command “show process cpu sorted | append flash:high-cpu-file”

Answer: D
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NEW QUESTION 200
Drag and drop the descriptions from the left onto the QoS components on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 204
Refer to the exhibit.

A network engineer configures a GRE tunnel and enters the show Interface tunnel command. What does the output confirm about the configuration?

A. The keepalive value is modified from the default value.
B. Interface tracking is configured.

C. The tunnel mode is set to the default.

D. The physical interface MTU is 1476 bytes.

Answer: C

NEW QUESTION 208

A network engineer must configure a router to send logging messages to a syslog server based on these requirements:

uses syslog IP address: 10.10.10.1

uses a reliable protocol

must not use any well-known TCP/UDP ports
Which configuration must be used?

A. logging host 10.10.10.1 transport tcp port 1024
B. logging origin-id 10.10.10.1

C. logging host 10.10.10.1 transport udp port 1023
D. logging host 10.10.10.1 transport udp port 1024

Answer: A

NEW QUESTION 210

What does Call Admission Control require the client to send in order to reserve the bandwidth?
A. SIP flow information

B. Wi-Fi multimedia

C. traffic specification

D. VolP media session awareness

Answer: D

NEW QUESTION 211

What is the data policy in a Cisco SD-WAN deployment?

A. list of ordered statements that define node configurations and authentication used within the SD-WAN overlay

B. Set of statements that defines how data is forwarded based on IP packet information and specific VPNs
C. detailed database mapping several kinds of addresses with their corresponding location
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D. group of services tested to guarantee devices and links liveliness within the SD-WAN overlay

Answer: B

NEW QUESTION 216
In an SD-WAN deployment, which action in the vSmart controller responsible for?

A. handle, maintain, and gather configuration and status for nodes within the SD-WAN fabric
B. distribute policies that govern data forwarding performed within the SD-WAN fabric

C. gather telemetry data from vEdge routers

D. onboard vEdge nodes into the SD-WAN fabric

Answer: B

NEW QUESTION 218
Which component of the Cisco Cyber Threat Defense solution provides user and flow context analysis?

A. Cisco Firepower and FireSIGHT
B. Cisco Stealth watch system

C. Advanced Malware Protection
D. Cisco Web Security Appliance

Answer: B

NEW QUESTION 223
Refer to the exhibit.

A network engineer troubleshoots an issue with the port channel between SW1 and SW2. which command resolves the issue?

A)
B)
C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 227

A network is being migrated from IPV4 to IPV6 using a dual-stack approach. Network management is already 100% IPV6 enabled. In a dual-stack network with

two dual-stack NetFlow collections, how many flow exporters are needed per network device in the flexible NetFlow configuration?

00 w»
o ADNBE

Answer: B

NEW QUESTION 229
Refer to the exhibit.
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An engineer is troubleshooting a connectivity issue and executes a traceoute. What does the result confirm?

A. The destination server reported it is too busy
B. The protocol is unreachable

C. The destination port is unreachable

D. The probe timed out

Answer: B

NEW QUESTION 232
Refer to the exhibit.

What is the effect of this configuration?

A. When users attempt to connect to vty lines 0 through 4, the device will authenticate them against TACACS+ if local authentication fails
B. The device will authenticate all users connecting to vty lines 0 through 4 against TACACS+

C. The device will allow users at 192.168.0.202 to connect to vty lines 0 through 4 using the password ciscotestkey

D. The device will allow only users at 192.166.0.202 to connect to vty lines 0 through 4

Answer: B

NEW QUESTION 236
Refer to the exhibit.

An engineer must ensure that all traffic leaving AS 200 will choose Link 2 as the exit point. Assuming that all BGP neighbor relationships have been formed and
that the attributes have not been changed on any of the routers, which configuration accomplish task?

A. R4(config-router)bgp default local-preference 200
B. R3(config-router)neighbor 10.1.1.1 weight 200

C. R3(config-router)bgp default local-preference 200
D. R4(config-router)nighbor 10.2.2.2 weight 200

Answer: A

Explanation:

Local preference is an indication to the AS about which path has preference to exit the AS in order to reach a certain network. A path with a higher local preference
is preferred. The default value for local preference is 100.

Unlike the weight attribute, which is only relevant to the local router, local preference is an attribute that routers exchange in the same AS. The local

preference is set with the “bgp default local-preference value” command.

In this case, both R3 & R4 have exit links but R4 has higher local-preference so R4 will be chosen as the preferred exit point from AS 200.

NEW QUESTION 238
Where is radio resource management performed in a cisco SD-access wireless solution?

A. DNA Center
B. control plane node
C. wireless controller
D. Cisco CMX

Answer: C

Explanation:

Fabric wireless controllers manage and control the fabric-mode APs using the same general model as the traditional local-mode controllers which offers the same
operational advantages such as mobility control and radio resource management. A significant difference is that client traffic from wireless endpoints is not
tunnelled from the APs to the wireless controller. Instead, communication from wireless clients is encapsulated in VXLAN by the fabric APs which build a tunnel to
their first-hop fabric edge node. Wireless traffic it tunneled to the edge nodes as the edge nodes provide fabric services such as the Layer 3 Anycast Gateway,
policy, and traffic enforcement. https://www.cisco.com/c/en/us/td/docs/solutions/CVD/Campus/cisco-sda-design-guide.html

NEW QUESTION 243
An engineer is troubleshooting the Ap join process using DNS. Which FQDN must be resolvable on the network for the access points to successfully register to the
WLC?

A. wicbostname.domain.com

B. cisco-capwap-controller.domain.com
C. ap-manager.domain.com

D. primary-wlc.domain.com

Answer: B

NEW QUESTION 244
Refer to the exhibit.
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External users require HTTP connectivity to an internal company web server that is listening on TCP port 8080. Which command set accomplishes this
requirement?
A)

B)
C)
D)
E)

A. Option A
B. Option B
C. Option C
D. Option D
E. Option E

Answer: B

NEW QUESTION 246
Refer to the exhibit.

An engineer configures monitoring on SW1 and enters the show command to verify operation. What does the output confirm?

A. SPAN session 1 monitors activity on VLAN 50 of a remote switch

B. SPAN session 2 only monitors egress traffic exiting port FastEthernet 0/14.

C. SPAN session 2 monitors all traffic entering and exiting port FastEthernet 0/15.
D. RSPAN session 1 is incompletely configured for monitoring

Answer: D

Explanation:

SW1 has been configured with the following commands:

SW1(config)#monitor session 1 source remote vlan 50 SW1(config)#monitor session 2 source interface fa0/14 SW1(config)#monitor session 2 destination
interface fa0/15

The session 1 on SW1 was configured for Remote SPAN (RSPAN) while session 2 was configured for local SPAN. For RSPAN we need to configure the
destination port to complete the configuration.

Note: In fact we cannot create such a session like session 1 because if we only configure Source RSPAN VLAN 50 (with the command monitor session 1 source
remote vlan 50) then we will receive a Type: Remote Source Session (not Remote Destination Session).

NEW QUESTION 248

Refer to the exhibit.

The EtherChannel between SW2 and SW3 is not operational which action resolves this issue?

A. Configure the channel-group mode on SW2 Gi0/1 and Gi0/1 to on.

B. Configure the channel-group mode on SW3 Gi0/1 to active

C. Configure the mode on SW2 Gi0/0 to trunk

D. Configure the mode on SW2 Gi0/1 to access.

Answer: C

NEW QUESTION 250

How does Cisco Trustsec enable more access controls for dynamic networking environments and data centers?
A. classifies traffic based on advanced application recognition

B. uses flexible NetFlow

C. classifies traffic based on the contextual identity of the endpoint rather than its IP address correct

D. assigns a VLAN to the endpoint

Answer: C

NEW QUESTION 254
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A network engineer configures BGP between R1 and R2. Both routers use BGP peer group CORP and are set up to use MD5 authentication. This message is
logged to the console of router R1.:

Which two configuration allow peering session to from between R1 and R2? Choose two.)
A)

B)
C)
D)

E)

A. Option A
B. Option B
C. Option C
D. Option D
E. Option E

Answer: BE

NEW QUESTION 255
How is Layer 3 roaming accomplished in a unified wireless deployment?

A. An EolP tunnel is created between the client and the anchor controller to provide seamless connectivity as the client is associated with the new AP.
B. The client entry on the original controller is passed to the database on the new controller.

C. The new controller assigns an IP address from the new subnet to the client

D. The client database on the original controller is updated the anchor entry, and the new controller database is updated with the foreign entry.

Answer: A

NEW QUESTION 257
Drag and drop the wireless elements on the left to their definitions on the right.
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A. Mastered
B. Not Mastered

Answer: A
Explanation:

Chart, line chart Description automatically generated

NEW QUESTION 258
Which configuration restricts the amount of SSH that a router accepts 100 kbps?
A)

B)
C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

Explanation:

CoPP protects the route processor on network devices by treating route processor resources as a separate entity with its own ingress interface (and in some

implementations, egress also). CoPP is used to police traffic that is destined to the route processor of the router such as:

+ routing protocols like OSPF, EIGRP, or BGP.
+ Gateway redundancy protocols like HSRP, VRRP, or GLBP.
+ Network management protocols like telnet, SSH, SNMP, or RADIUS.

Therefore we must apply the CoPP to deal with SSH because it is in the management plane. CoPP must be put under “control-plane” command.

NEW QUESTION 259
Refer to the exhibit.

Assuming the WLC's interfaces are not in the same subnet as the RADIUS server, which interface would the WLC use as the source for all RADIUS-related traffic?

A. the interface specified on the WLAN configuration
B. any interface configured on the WLC

C. the controller management interface

D. the controller virtual interface

Answer: A

NEW QUESTION 264
How does an on-premises infrastructure compare to a cloud infrastructure?

A. On-premises can increase compute power faster than cloud

B. On-premises requires less power and cooling resources than cloud

C. On-premises offers faster deployment than cloud

D. On-premises offers lower latency for physically adjacent systems than cloud.

Answer: D

NEW QUESTION 268
Which three methods does Cisco DNA Centre use to discover devices? (Choose three)

A. CDP

B. SNMP

C.LLDP

D. ping

E. NETCONF

F. a specified range of IP addresses

Answer: ACF
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Explanation:

NEW QUESTION 273
What are two characteristics of VXLAN? (Choose two)

A. It uses VTEPs to encapsulate and decapsulate frames.

B. It has a 12-bit network identifier

C. It allows for up to 16 million VXLAN segments

D. It lacks support for host mobility

E. It extends Layer 2 and Layer 3 overlay networks over a Layer 2 underlay.

Answer: AC

NEW QUESTION 274
Which two operational models enable an AP to scan one or more wireless channels for rouge access points and at the same time provide wireless services to
clients? (Choose two.)

A. Rouge detector
B. Sniffer

C. FlexConnect
D. Local

E. Monitor

Answer: DE

NEW QUESTION 278
When configuration WPA2 Enterprise on a WLAN, which additional security component configuration is required?

A. NTP server
B. PKI server
C. RADIUS server
D. TACACS server

Answer: C

NEW QUESTION 283
Refer to the exhibit.

What does the snippet of code achieve?

A. It creates a temporary connection to a Cisco Nexus device and retrieves a token to be used for API calls.
B. It opens a tunnel and encapsulates the login information, if the host key is correct.

C. It opens an ncclient connection to a Cisco Nexus device and maintains it for the duration of the context.
D. It creates an SSH connection using the SSH key that is stored, and the password is ignored.

Answer: C

Explanation:
ncclient is a Python library that facilitates client-side scripting and application development around the NETCONF protocol.
The above Python snippet uses the ncclient to connect and establish a NETCONF session to a Nexus device (which is also a NETCONF server).

NEW QUESTION 288
An engineer configures HSRP group 37. The configuration does not modify the default virtual MAC address. Which virtual MAC address does the group use?

A. C0:00:00:25:00:00
B. 00:00:0c:07:ac:37
C. C0:39:83:25:258:5
D. 00:00:0c:07:ac:25
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Answer: D

NEW QUESTION 290
Refer to the exhibit.

Which type of antenna is show on the radiation patterns?

A. Dipole

B. Yagi

C. Patch

D. Omnidirectional

Answer: A

NEW QUESTION 294
Refer to the exhibit.

The IP SLA is configured in a router. An engineer must configure an EEM applet to shut down the interface and bring it back up when there is a problem with the
IP SLA. Which configuration should the engineer use?

A. event manager applet EEM_IP_SLA event track 10 state down

B. event manager applet EEM_IP_SLA event track 10 state unreachable
C. event manager applet EEM_IP_SLA event sla 10 state unreachable
D. event manager applet EEM_IP_SLA event sla 10 state down

Answer: A
Explanation:

The ip sla 10 will ping the IP 192.168.10.20 every 3 seconds to make sure the connection is still up. We can configure an EEM applet if there is any problem with
this IP SLA via the command event track 10 state down.

NEW QUESTION 296
Which protocol is used to encrypt control plane traffic between SD-WAN controllers and SD-WAN endpoints?

A. DTLS
B. IPsec
C. PGP
D. HTTPS

Answer: A

NEW QUESTION 298

How is 802.11 traffic handled in a fabric-enabled SSID?

A. centrally switched back to WLC where the user traffic is mapped to a VXLAN on the WLC
B. converted by the AP into 802.3 and encapsulated into VXLAN

C. centrally switched back to WLC where the user traffic is mapped to a VLAN on the WLC
D. converted by the AP into 802.3 and encapsulated into a VLAN

Answer: B

NEW QUESTION 300

Refer to the exhibit.

Which action resolves the EtherChannel issue between SW2 and SW3?

A. Configure switchport mode trunk on SW2.

B. Configure switchport nonegotiate on SW3

C. Configure channel-group 1 mode desirable on both interfaces.

D. Configure channel-group 1 mode active on both interfaces.

Answer: D

NEW QUESTION 304
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Which outbound access list, applied to the WAN interface of a router, permits all traffic except for http traffic sourced from the workstation with IP address

10.10.10.1?
A)

B)
C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 305
Which technology is used as the basis for the cisco sd-access data plane?

A. IPsec
B. LISP

C. VXLAN
D. 802.1Q

Answer: C

NEW QUESTION 307
Refer to the exhibit

Which single security feature is recommended to provide Network Access Control m the enterprise?

A. MAB

B. 802.1X

C. WebAuth

D. port security sticky MAC

Answer: B

NEW QUESTION 309
Which two threats does AMP4E have the ability to block? (Choose two.)

A. DDoS

B. ransomware

C. Microsoft Word macro attack
D. SQL injection

E. email phishing

Answer: BE

NEW QUESTION 313
What is a benefit of data modeling languages like YANG?

A. They enable programmers to change or write their own application within the device operating system.

B. They create more secure and efficient SNMP OIDs.
C. They make the CLI simpler and more efficient.
D. They provide a standardized data structure, which results in configuration scalability and consistency.
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Answer: D
Explanation:

Yet Another Next Generation (YANG) is a language which is only used to describe data models (structure). It is not XML or JSON.

NEW QUESTION 317
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