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NEW QUESTION 1
- (Exam Topic 1)
You need to ensure that Userl can enroll the devices to meet the technical requirements. What should you do?

A. From the Azure Active Directory admin center, assign Userl the Cloud device administrator rote.

B. From the Azure Active Directory admin center, configure the Maximum number of devices per user setting.
C. From the Intune admin center, add Userl as a device enroliment manager.

D. From the Intune admin center, configure the Enrollment restrictions.

Answer: C

Explanation:
References:
https://docs.microsoft.com/en-us/sccm/mdm/deploy-use/enroll-devices-with-device-enroliment-manager

NEW QUESTION 2

- (Exam Topic 1)

As of March, how long will the computers in each office remain supported by Microsoft? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Seattle: Y
6 months
18 months
24 months
30 months
5 vears

New York: Y
6 months
18 months
24 months
30 months
5 vears

A. Mastered
B. Not Mastered

Answer: A

Explanation:

https://support.microsoft.com/en-gb/help/13853/windows-lifecycle-fact-sheet March Feature Updates: Serviced for 18 months from release date September
Feature Updates: Serviced for 30 months from release date

References:

https://www.windowscentral.com/whats-difference-between-quality-updates-and-feature-updates-windows-10

NEW QUESTION 3
- (Exam Topic 1)
On which server should you install the Azure ATP sensor?

A. Server 1
B. Server 2
C. Server 3
D. Server 4
E. Server 5

Answer: A

Explanation:

References:

https://docs.microsoft.com/en-us/azure-advanced-threat-protection/atp-capacity-planning

However, if the case study had required that the DCs can't have any s/w installed, then the answer would have been a standalone sensor on Server2. In this
scenario, the given answer is correct. BTW, ATP now known as Defender for Identity.

NEW QUESTION 4

- (Exam Topic 1)

You need to meet the compliance requirements for the Windows 10 devices.
What should you create from the Intune admin center?

A. a device compliance policy
B. a device configuration profile
C. an application policy

D. an app configuration policy
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Answer: C

NEW QUESTION 5
- (Exam Topic 2)
You need to meet the technical requirement for the EU PII data. What should you create?

A. a retention policy from the Security & Compliance admin center.

B. a retention policy from the Exchange admin center

C. a data loss prevention (DLP) policy from the Exchange admin center

D. a data loss prevention (DLP) policy from the Security & Compliance admin center

Answer: A
Explanation:

References:
https://docs.microsoft.com/en-us/office365/securitycompliance/retention-policies

EU PII wants both documents and email message to be preserved so S&C Admin Center for Retention. If this was for Email only, this probably could have been

done in EAC.

NEW QUESTION 6
- (Exam Topic 2)

You need to recommend a solution for the security administrator. The solution must meet the technical requirements.

What should you include in the recommendation?

A. Microsoft Azure Active Directory (Azure AD) Privileged Identity Management
B. Microsoft Azure Active Directory (Azure AD) Identity Protection

C. Microsoft Azure Active Directory (Azure AD) conditional access policies

D. Microsoft Azure Active Directory (Azure AD) authentication methods

Answer: B

Explanation:
References:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-condition states clearly that Sign-in risk

NEW QUESTION 7
- (Exam Topic 2)

You need to meet the technical requirement for the SharePoint administrator. What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

From the Security & Compliance admin center, v
perform a search by using: Audit log

Data governance events
DLP policy matches

eDiscovery
Filter by: 4
Activity
Detail
Item

User agent

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:

https://docs.microsoft.com/en-us/office365/securitycompliance/search-the-audit-log-in-security-and-compliance

NEW QUESTION 8
- (Exam Topic 2)

You need to meet the technical requirement for large-volume document retrieval. What should you create?

A. a data loss prevention (DLP) policy from the Security & Compliance admin center
B. an alert policy from the Security & Compliance admin center

C. afile policy from Microsoft Cloud App Security

D. an activity policy from Microsoft Cloud App Security

Answer: D

Explanation:
References:
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https://docs.microsoft.com/en-us/office365/securitycompliance/activity-policies-and-alerts

NEW QUESTION 9
- (Exam Topic 3)
You need to create the Safe Attachments policy to meet the technical requirements. Which option should you select?

A. Replace

B. Enable redirect
C. Block

D. Dynamic Delivery

Answer: D

Explanation:
Reference:
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/sa

NEW QUESTION 10
- (Exam Topic 3)
You need to create the DLP policy to meet the technical requirements. What should you configure first?

A. sensitive info types

B. the Insider risk management settings
C. the event types

D. the sensitivity labels

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-test-tune-dip-policy ?view=0365-worldwide

NEW QUESTION 10

- (Exam Topic 3)

You need to configure automatic enroliment in Intune. The solution must meet the technical requirements. What should you configure, and to which group should
you assign the configurations? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Configure v
Device configuration profiles Enroliment restrictions
The mobile device management (MDM) user scope
The mobile application management (MAM) user scope

Group: v
UserGroup1
UserGroup?2
DeviceGroup1
DeviceGroupZ
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Text Description automatically generated with medium confidence
Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enroll

NEW QUESTION 13
- (Exam Topic 3)
You need to configure the compliance settings to meet the technical requirements. What should you do in the Microsoft Endpoint Manager admin center?

A. From Compliance policies, modify the Notifications settings.

B. From Locations, create a new location for noncompliant devices.

C. From Retire Noncompliant Devices, select Clear All Devices Retire State.
D. Modify the Compliance policy settings.

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 18
- (Exam Topic 3)
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You plan to implement the endpoint protection device configuration profiles to support the planned changes. You need to identify which devices will be supported,
and how many profiles you should implement.

What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Supported devices:

Number of required profiles

A. Mastered
B. Not Mastered

Answer: A

Explanation:

v

Dewvice1 only

Dewvice1 and Device2 only

Device1 and Device3 only

Dewvice1, Device2, and Device3

Device1, Deviced, and Device5

Device1, Device2, Device3, Deviced, and Device5

v

LE U =S S

Table Description automatically generated

Reference:

https://docs.microsoft.com/en-us/mem/intune/configuration/device-profile-create

NEW QUESTION 23
- (Exam Topic 5)

You have a Microsoft 365 E5 tenant.
The Microsoft Secure Score for the tenant is shown in the following exhibit.

Microsoft Secure Score

Orverniew Improvement achions H

&

istory  Metnics & trends

Actions you can take to improve your Microsoft Securé Score. Score updates may take up 1o 24 hours

{ Export 12 items 2 Search ¥ Filter | = Group by
Applied filters
Rank improvement action Score impact Points acheeved
1 Requure MEA for administrative roles «16.95% 0,10
2 Ensure all users can complele multi-factor authentication for. «15.25% /9
3 Enable policy to block legacy authentication =13.565% 0/8
4 Turn on user risk policy «11.86% 07
5 Turn on sign-in risk policy «11.86% /7
6 Do not allow users to grant consent (o unmanaged applicatio 6, T8% 0/4
7 Enable self-service password reset +1.69% 041
8 Turn on customer lockbox feature «1.69% 0/1
9 Use himited administrative roles = 1.697% 21
10 Designate more than one global admin «1.69% 01

You plan to enable Security defaults for Azure Active Directory (Azure AD). Which three improvement actions will this affect?

A. Require MFA for administrative roles.

B. Ensure all users can complete multi-factor authentication for secure access
C. Enable policy to block legacy authentication

D. Enable self-service password reset

E. Use limited administrative roles

Answer: ABC

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

NEW QUESTION 27
- (Exam Topic 5)

Your company purchases a cloud app named App1l.

You need to ensure that you can use Microsoft Cloud App Security to block downloads in Appl. Appl supports session controls.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
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Actinns Answer Area

Deploy Azure Active Direclory
{Azure AD) Apphication Praxy

From the Cloud App Secunty admin
center, add an app connector

Signinto App1 @

Create a conditional access policy @

©O

From the Azure Active Directory admin
center, configure the Diagnoshc setlings

From the Azure Active Directory admin
center, add an app reqistration for App1

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:
https://docs.microsoft.com/en-us/cloud-app-security/getting-started-with-cloud-app-security

NEW QUESTION 30

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy an Azure AD tenant.

Another administrator configures the domain to synchronize to Azure AD.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to Azure AD. All the other user accounts synchronized successfully.
You review Azure AD Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to Azure AD. Solution: You run idfix.exe and export the 10 user accounts.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

The question states that “all the user account synchronizations completed successfully”. If there were problems with the 10 accounts that needed fixing with
idfix.exe, there would have been synchronization errors in Azure AD Connect Health.

It is likely that the 10 user accounts are being excluded from the synchronization cycle by a filtering rule. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-configure-filtering

NEW QUESTION 32

- (Exam Topic 5)

You have a Microsoft 365 subscription that links to an Azure Active Directory (Azure AD) tenant named contoso.onmicrosoft.com.
A user named Userl stores documents in Microsoft OneDrive.

You need to place the contents of Userl’s OneDrive account on an eDiscovery hold.

Which URL should you use for the eDiscovery hold? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

https:// v | v
onedrive live.com/ User1
contoso.onmicrosoft.com/ Sites/User1
contoso.sharepoint.com/ contoso_onmicrosoft_com/User1
contosg-my.sharepoint.com/ personal/User1_contoso_onmicrosoft_com
A. Mastered

B. Not Mastered
Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-ediscovery-holds

NEW QUESTION 37
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- (Exam Topic 5)
You have a Microsoft 365 E5 tenant that contains a Microsoft SharePoint Online site named Sitel. Sitel contains the files shown in the following table.

Name Number of IP addresses in the file
File1.docx 1
File2.txt 2
File3.xlsx ]

You create a sensitivity label named Sensitivityl and an auto-label policy that has the following configurations:
» Name: AutoLabell

> Label to auto-apply: Sensitivity1
> Rules for SharePoint Online sites: Rule1-SPO
2 Choose locations where you want to apply the label: Sitel Rule1-SPO is configured as shown in the following exhibit.

Edit rule
Name *
Description

Rule1 description

Conditions

We'll apply this policy to content that matches these conditions.
Content contains sensitive info types o

Defaul All of these &
Sensitive info types
IP Address Accuracy | 85 |to| 100 |instance count 2 to Any &
Add

Create group

t Add condition

m Cancel

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Sensitivity1 is applied to File1.docx. O O
Sensitivity1 is applied to File2.txt. O O
. . : O Q
Sensitivity1 is applied to File3.xlsx.
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Graphical user interface, text, application Description automatically generated
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically?view=0365-w https://docs.microsoft.com/en-
us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide

NEW QUESTION 42

- (Exam Topic 5)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.
Name | Platform |
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The devices are managed by using Microsoft Intune.
You plan to use a configuration profile to assign the Delivery Optimization settings. Which devices will support the settings?

A. Devicel only

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



@ 2passeasy

Welcome to download the Newest 2passeasy MS-102 dumps
https://lwww.2passeasy.com/dumps/MS-102/ (312 New Questions)

B. Devicel and Device4
C. Devicel, Device3, and Device4
D. Devicel, Device2, Device3, and Device4

Answer: A

NEW QUESTION 44
- (Exam Topic 5)
You have a Microsoft 365 E5 subscription that uses Microsoft intune. The subscription contains the resources shown in the following table.

Userl is the owner of Devicel.
You add Microsoft 365 Apps Windows 10 and later app types to Intune as shown in the following table. On Thursday, you review the results of the app

deployments.

Mame | Type = Member of
User1 User Group1
Devicel | Device | GroupZ

Mame Shows in Assignment | Microsoft Office Day of
Company Portal app to install creation
App1 Yes Group1 - Word Monday
Required
App2 Yes Groups Excel Tuesday
Required
App3 Yes Group1 PowerPoint Wednesday
Available

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Arca

A. Mastered

B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 46
- (Exam Topic 5)

You have a hybrid Azure Active Directory (Azure AD) tenant and a Microsoft Endpoint Configuration Manager deployment.

Statements Yes Mo
Tl

Ofd & 4 A e e 2 o .
A S solayed in the WAy Forta
Excel nistalled Cevice

Statements Yes No

£

Worg is instaliad on Device - "
App3 is displayed in the Company Porta

Ew e st allec Deirice

You have the devices shown in the following table.

Name Platform Configuration
Devicel Windows 10 Hybrid joined to on-premises Active Directory and
Azure AD only
Devicel Windows 10 Joined to Azure AD and enrolled in Configuration
Manager only
Device3 Windows 10 Enrolled in Microsoft Endpoint Manager and has
the Configuration Manager agent installed only

You plan to enable co-management.

You need to identify which devices support co-management without requiring the installation of additional

software.

Which devices should you identify?

A. Devicel only
B. Device2 only
C. Device3 only
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D. Device2 and Device3 only
E. Devicel, Device2, and Device3

Answer: D

NEW QUESTION 51

- (Exam Topic 5)

You have a Microsoft 365 tenant.

You plan to manage incidents in the tenant by using the Microsoft 365 security center.

Which Microsoft service source will appear on the Incidents page of the Microsoft 365 security center?

A. Microsoft Defender for CloudUse the
B. Microsoft Purview

C. Azure Arc

D. Microsoft Defender for Identity

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender/investigate-alerts ?view=0365-worldwide

NEW QUESTION 54

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

You create an account tor a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint and OneDrive.
Solution: From the Azure Active Directory admin center, you assign SecAdminl the Teams Administrator role.

Does this meet the goal?

A. Yes
B. no

Answer: B
NEW QUESTION 59

- (Exam Topic 5)
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.

Name | Azure Active Directory Microsoft Store for Member
_ (Azure AD) role _ Business role |  of
| User1 | Application administrator | Basic Purchaser | Group1
| Userc | None | Purchaser __| Groupe
Users | None | Basic Purchaser | Group3

You perform the following actions:

 Provision the private store in Microsoft Store for Business.

> Add an app named Appl to the private store.

> Set Private store availability for App1 to Specific groups, and then select Group3.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
User1 can install App1 from the private store. O O
User2 can install App1 from the private store. O O

User3 can install App1 from the private store. O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Text Description automatically generated

Reference:
https://docs.microsoft.com/en-us/microsoft-store/app-inventory-management-microsoft-store-for-business#priva

NEW QUESTION 62

- (Exam Topic 5)

You have a Microsoft 365 tenant.

Company policy requires that all Windows 10 devices meet the following minimum requirements:
> Require complex passwords.
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> Require the encryption of data storage devices.
2 Have Microsoft Defender Antivirus real-time protection enabled.

You need to prevent devices that do not meet the requirements from accessing resources in the tenant. Which two components should you create? Each correct

answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. a configuration policy

B. a compliance policy

C. a security baseline profile
D. a conditional access policy
E. a configuration profile

Answer: BD

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 63

- (Exam Topic 5)

You have a Microsoft 365 subscription.

You register two applications named Appl and App2 to Azure AD.

You need to ensure that users who connect to App1 require multi-factor authentication (MFA). MFA is required only for Appl. What should you do?

A. From the Microsoft Entra admin center, create a conditional access policy

B. From the Microsoft 365 admin center, configure the Modem authentication settings.

C. From the Enterprise applications blade of the Microsoft Entra admin center, configure the Users settings.
D. From Multi-Factor Authentication, configure the service settings.

Answer: A

Explanation:
Use Conditional Access policies

If your organization has more granular sign-in security needs, Conditional Access policies can offer you more control. Conditional Access lets you create and
define policies that react to sign in events and request additional actions before a user is granted access to an application or service.

Reference:
https://learn.microsoft.com/en-us/microsoft-365/admin/security-and-compliance/set-up-multi-factor-authenticati

NEW QUESTION 68

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 subscription.

A user named userl@contoso.com was recently provisioned.

You need to use PowerShell to assign a Microsoft Office 365 E3 license to Userl. Microsoft Bookings must
NOT be enabled.

How should you complete the command? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

W | -Scopes User.ReadWrite.All, Organization.Read.All

Connect-AzureAD
...... _l____l.._...._n_.c
Connect-MgGraph

Connect-MSOLService

$E3 = ¥ | Where SkuParthumber -eq ‘Enterprisefack’
Get-AzureADUser

Get-MgSubscribedSku
Get-MSOLACcountSKU

$disabledPlans = $E3.3ervicePlans Where ServicePlaniame -im
{"MICROSOFTBOOKINGS™) | select -ExcludePreoperty ServicePlaniD

flicenselptions= @(
@
Skuld = $E3.5kuld
DisabledPlans = fdisabledPlans

w | “Userld Userl@contoso.com -AddLicenses SLicense0ptions -Removelicenses @(

Set-ArureADUser
Set-MgUserLicense
Set-MSOLUser

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Box 1: Connect-MgGraph

Assign Microsoft 365 licenses to user accounts with PowerShell Use the Microsoft Graph PowerShell SDK

First, connect to your Microsoft 365 tenant.

Assigning and removing licenses for a user requires the User.ReadWrite.All permission scope or one of the other permissions listed in the 'Assign license'
Microsoft Graph API reference page.

The Organization.Read.All permission scope is required to read the licenses available in the tenant. Connect-MgGraph -Scopes User.ReadWrite.All,
Organization.Read.All

Box 2: Get-MgSubscribedSku

Run the Get-MgSubscribedSku command to view the available licensing plans and the number of available licenses in each plan in your organization. The number
of available licenses in each plan is ActiveUnits - WarningUnits - ConsumeduUnits.

Box 3: Set-MgUserLicense

Assigning licenses to user accounts

To assign a license to a user, use the following command in PowerShell.

Set-MgUserLicense -Userld $userUPN -AddLicenses @{Skuld = "<Skuld>"} -RemoveLicenses @() This example assigns a license from the SPE_E5 (Microsoft
365 E5) licensing plan to the unlicensed user

belindan@litwareinc.com:

$e5Sku = Get-MgSubscribedSku -All | Where SkuPartNumber -eq 'SPE_E5'

Set-MgUserLicense -Userld "belindan@litwareinc.com" -AddLicenses @{Skuld = $e5Sku.Skuld}

-RemovelLicenses @()

Reference:

https://learn.microsoft.com/en-us/microsoft-365/enterprise/assign-licenses-to-user-accounts-with-microsoft-365

NEW QUESTION 72

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription. The subscription contains users that have the following types of devices:
» Windows 10

* Android

*OS

On which devices can you configure the Endpoint DLP policies?

A. Windows 10 only

B. Windows 10 and Android only
C. Windows 10 and macO Sonly
D. Windows 10, Android, and iOS

Answer: C

Explanation:

Endpoint data loss prevention (Endpoint DLP) extends the activity monitoring and protection capabilities of DLP to sensitive items that are physically stored on
Windows 10, Windows 11, and macOS (Catalina 10.15 and higher) devices. Once devices are onboarded into the Microsoft Purview solutions, the information
about what users are doing with sensitive items is made visible in activity explorer and you can enforce protective actions on those items via DLP policies.
https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dip-learn-about?view=0365-worldwide

NEW QUESTION 76

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps.

You need to create a policy that will generate an email alert when a banned app is detected requesting permission to access user information or data in the
subscription.

What should you configure? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Anvwer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Anveer Area
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NEW QUESTION 79
- (Exam Topic 5)

You have a Microsoft 365 subscription that contains three groups named All users, Sales team, and Office users, and two users shown in the following table.

Name Member of
User1 All users, Sales team
User2 All users, Office users
In Microsoft Endpoint Manager, you have the Policies for Office apps settings shown in the following exhibit.
Policy configurations
Create Reorder priority Total policy configurations: 3
Name Priority 1 Recommendation status
0
1
2

The policies use the settings shown in the following table.

" Policy Default Shared Folder Location Default
Office
Theme
Allusers | hitpsi//sharepoint contoso comfaddins_all_users Colorful
Office hitps:isharepoint contoso comiaddins_office_users White
Users
Policy
Sales hitps isharepoint contoso comvaddins_sales_team_users_ Dark
Team Gray
Policy

What is the default share folder location for Userl and the default Office theme for User2? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

The default shared folder location for User1 is

The default Office theme for User 2 1S

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Table Description automatically generated

Reference:

v

hitps./lsharepoint. contoso.com/addins_all_users
https //sharepoint contoso.com/addins_office_users
hitps //sharepoint contoso com/addins_sales_team_users_

v

Colorful
Dark Gray
White

https://docs.microsoft.com/en-us/deployoffice/overview-office-cloud-policy-service

NEW QUESTION 80
- (Exam Topic 5)
HOTSPOT

You have a Microsoft 365 E5 subscription.
You need to implement identity protection. The solution must meet the following requirements:
> Identify when a user's credentials are compromised and shared on the dark web.

® Provide users that have compromised credentials with the ability to self-remediate. What should you do? To answer, select the appropriate options in the
answer area. NOTE: Each correct selection is worth one point.

Answer Area

T identify when users have compromised credentials, configure: | -

To enable self-remediation, select: | s

Passing Certification Exams Made Easy

A regestration pokicy
| A signv-in risk policy

A user risk polcy

A multifactor authentication regestration policy

| Generale a temporany passwond
| Reguare multi-factor authentication
| Rejusre password change

visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy MS-102 dumps

@ 2 P QsseaQs LJ https://www.2passeasy.com/dumps/MS-102/ (312 New Questions)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: A user risk policy

Identify when a user's credentials are compromised and shared on the dark web. User risk-based Conditional Access policy

Identity Protection analyzes signals about user accounts and calculates a risk score based on the probability that the user has been compromised. If a user has
risky sign-in behavior, or their credentials have been leaked, Identity Protection will use these signals to calculate the user risk level. Administrators can configure
user risk-based Conditional Access policies to enforce access controls based on user risk, including requirements such as:

Block access

Allow access but require a secure password change.

A secure password change will remediate the user risk and close the risky user event to prevent unnecessary noise for administrators.

Box 2: Require password change

Provide users that have compromised credentials with the ability to self-remediate.

A secure password change will remediate the user risk and close the risky user event to prevent unnecessary noise for administrators

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-policies#

NEW QUESTION 81
- (Exam Topic 5)

HOTSPOT
Your network contains an on-premises Active Directory domain. The domain contains the servers shown in the following table.
Name Operating system Configuration
Server1 | Windows Server 2022 LUomamn controller |
Server2 | Windows Server 2016 Member server
Servers | Server Core installation of Windows | Member server |
Server 2022 ,

You purchase a Microsoft 365 E5 subscription.

You need to implement Azure AD Connect cloud sync.

What should you install first and on which server? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Install: 1 v
{The Azure AD Application Proxy connector

Azure AD Connect = '

The Azure AD Connect provisioning agent

Active Directory Federation Services (AD FS)

Server: v

Serverl only

Server2 only

Server3 only

Serverl or Server2 only
Serverl or Server3 only
Serverl, Server2, or Server3

it

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: The Azure AD Connect provisioning agent Install the Azure AD Connect provisioning agent

How is Azure AD Connect cloud sync different from Azure AD Connect sync?

With Azure AD Connect cloud sync, provisioning from AD to Azure AD is orchestrated in Microsoft Online Services. An organization only needs to deploy, in their
on-premises or laaS-hosted environment, a

light-weight agent that acts as a bridge between Azure AD and AD. The provisioning configuration is stored in Azure AD and managed as part of the service.
Box 2: Serverl or Server2 only.

Cloud provisioning agent requirements include:

* An on-premises server for the provisioning agent with Windows 2016 or later.

This server should be a tier O server based on the Active Directory administrative tier model. Installing the agent on a domain controller is supported.

Note: Windows Server Core is a minimal installation option for the Windows Server operating system (OS) that has no GUI and only includes the components
required to perform server roles and run applications.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/cloud-sync/how-to-install https://docs.microsoft.com/en-us/azure/active-directory/cloud-sync/how-to-
prerequisites

NEW QUESTION 83
- (Exam Topic 5)
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You have an Azure subscription and an on-premises Active Directory domain. The domain contains 50 computers that run Windows 10.
You need to centrally monitor System log events from the computers.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
In Azure: v

Add and configure the Diagnostics settings for the Azure Activity Log.
Add and configure an Azure Log Analytics workspace.

Add an Azure Storage account and Azure Cognitive Search

Add an Azure Storage account and a file share.

On the computers: v
Create an event subscription.

Modify the membership of the Event Log Readers group.
Enroll in Microsoft Endpoint Manager.

Install the Microsoft Monitoring Agent.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/learn/quick-collect-windows-computer

NEW QUESTION 87

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 tenant.

You need to create a custom Compliance Manager assessment template.

Which application should you use to create the template, and in which file format should the template be saved? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Application: v

Microsoft Excel
Microsoft Forms
Microsoft Word
Visual Studio Code

File format: v
csv
dbx
docx
dotx
json
xlsx
xltx

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-templates-create?view=0365

NEW QUESTION 90

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft 365 admin center, you assigh SecAdminl the Exchange admin role. Does this meet the goal?

A. Yes
B. No

Answer: B
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Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwi

NEW QUESTION 93

- (Exam Topic 5)
You have three devices enrolled in Microsoft Endpoint Manager as shown in the following table.
Name Platform | BitLocker Drive | Member of
| Encryption (BitLocker) |
Roaolls Windows 10 | Drsabled roup-
Device Windows 10 Dhisabled I roups |
Device3 | Windows 10 | Disabled _ B Soup2 |

The device compliance policies in Endpoint Manager are configured as shown in the following table.

Name | Platform | Require Bitlocker | Assigned |

FONCY WWINCOWS 10 and later REQUINe | Yes

I . — — - — - - | - —

" - ™ i i i " o ik
PolicyZ Windows 10 and later wot confbgured Yes

' . i i [ [
. P (BETa T | # i i
o el JUWYD i) 1aie | Reviune 't

The device compliance policies have the assignments shown in the following table.
__ Name | Assigned to |
Pohcy OUD: |

Policy? WOUD.: I

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
Device1 1s compliant
Device? 15 compliant.
Device3 is compliant.
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes No
e
Devicel is compliant ]
DeviceZ is compliant. 1y
Device3 is compliant. 1w

NEW QUESTION 97
- (Exam Topic 5)
You have a Microsoft 365 subscription that contains the domains shown in the following exhibit.
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Domains
Add domain = Buy domain ") Refresh
Domain name | Cratus @ Choose columns
U Subl.contoso221018.onmicrosoltcom (D... - A Possible service issuss
:l Contoso.Com " Incamplete fetup
O contoso22 1018.onmicrosoft.com - @ Feann
O Subl.contosol2 101B.onmicrosoft.com Q rcomplete setup

Which domain name suffixes can you use when you create users?

A. only Subl.contoso221018.onmicrosoft.com

B. onlycontoso.com and Sub2.contos0221018.onmicrosoft.com

C. onlvcontoso221018.onmicrosoft.com, Sub.contoso221018.onmicrosoft.com, and Sub2.contoso221018.onmicrosoft.com
D. all the domains in the subscription

Answer: B

NEW QUESTION 101

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant that contains 500 Android devices enrolled in Microsoft Intune. You need to use Microsoft Endpoint Manager to deploy a
managed Google Play app to the devices.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Create an app configuration policy
Link the account to Intune

Create a Microsoft account

' Configure a mobile device management
| (MDM) push certificate

Add the app

Create a Google account

Assign the app

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:
https://docs.microsoft.com/en-us/mem/intune/apps/apps-add-android-for-work#assign-a-managed-google-play-a

NEW QUESTION 102
- (Exam Topic 5)

HOTSPOT
You have an Azure AD tenant named contoso.com that contains the users shown in the following table.

4

Name @ Member of | Multi-Factor Auth Status
Iser1 | Group1 Disabled
lcar,. --.-.-'-.[':' -"I"l',;:'f

Multi-factor authentication (MFA) is configured to use 131.107.5.0/24 as trusted IPs. The tenant contains the named locations shown in the following table.
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Name IP address range ' Trusted location

+
iy 3 ] T F ] _
| AL | | UL 2

ation2 131.107.50.0/24 o
You create a conditional access policy that has the following configurations:
> Users or workload identities assignments: All users
> Cloud apps or actions assignment: Appl
» Conditions: Include all trusted locations
® Grant access: Require multi-factor authentication
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes No

I?—l‘_‘l--q.l p—

When Userl connects to App1 from a device that has an IP Lﬁﬁ Q
address of 121.107.50.10, User1 must use MFA.

When UserZ2 connects to App1 from a device that has an IP |_! | © ]

address of 131.107.20.15, User2 must use MFA.

When User2 connects to App1 from a device that has an IP |
address of 131.107.5.5, UserZ must use MFA.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

*131.107.50.10 is in a Trusted Location so the conditional access policy applies. The policy requires MFA. However, Userl's MFA status is disabled. The MFA
requirement in the conditional access policy will override the user's MFA status of disabled. Therefore, Userl must use MFA.

Box 2: Yes.

*131.107.20.15 is in a Trusted Location so the conditional access policy applies. The policy requires MFA so User2 must use MFA.

Box 3: No.

IP not from Trusted Location so Policy does not apply, Subnet 131.107.5.5 is not in the range of 131.107.50.0/24

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition

NEW QUESTION 107
- (Exam Topic 5)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.

Name Windows 10 edition Azure Active Mobile device
Directory (Azure management
. . AD) ' (MDM) enroliment

Devicel | Windows 10 Pro | Registered | Microsoft Intune

Device2 | Windows 10 Enterprise | Joined | Microsoft Intune
Device3d . Windows 10 Pro | Joned | MNot enrolled

Deviced | Windows 10 Enterprise | Registered | Microsoft Intune
Devices Windaows 10 Ent:_f_rj':r!uu* loined | Mot enrolled

You add custom apps to the private store in Microsoft Store Business.
You plan to create a policy to show only the private store in Microsoft Store for Business. To which devices can the policy be applied?

A. Device2 only

B. Devicel and Device3 only

C. Device2 and Device4 only

D. Device2, Device3, and Device5 only

E. Devicel, Device2, Device3, Device4, and Device5

Answer: C
NEW QUESTION 109
- (Exam Topic 5)

You have several devices enrolled in Microsoft Endpoint Manager.
You have a Microsoft Azure Active Directory (Azure AD) tenant that includes the users shown in the following table.

Mame Member of

The device type restrictions in Endpoint Manager are configured as shown in the following table.
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Priority | Name | Allowed platform | Assigned to

Antwer Area

Statements Yes Mo

A. Mastered
B. Not Mastered

Answer: A

Explanation:
ARTwer Area

Statements Yes No

NEW QUESTION 112

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and
OnebDrive.

Solution: From the Microsoft 365 admin center, you assign SecAdminl the SharePoint admin role. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwi

NEW QUESTION 116

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that contains a user named Userl.

The subscription has a single anti-malware policy as shown in the following exhibit.
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"IN -

An email message that contains text and two attachments is sent to Userl. One attachment is infected with malware.

How will the email message and the attachments be processed?

A. Both attachments will be remove

B. The email message will be quarantined, and Used will receive an email message without any attachments and an email message that includes the following

text: 'Malware was removed.'

C. The email message will be quarantined, and the message will remain undelivered.

D. Both attachments will be remove

E. The email message will be quarantined, and Userl will receive a copy of the message containing the original text and a new attachment that includes the

following text: 'Malware was removed."
F. The malware-infected attachment will be remove

G. The email message will be quarantined, and Userl will receive a copy of the message containing only the uninfected attachment.

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/anti-malware-protection ?view=036

NEW QUESTION 121
- (Exam Topic 5)
You have a Microsoft 365 E5 tenant.

You plan to deploy 1.000 new iOS devices to users. The devices will be shipped directly from the supplier to the users.
You need to recommend a Microsoft Intune enrollment option that meets the following requirements:

» Minimizes user interaction
* Minimizes administrative effort
» Automatically installs corporate apps What should you recommend?

A. Automated Device Enroliment (ADE)
B. bring your own device (BYOD) user and device enroliment
C. Apple Configurator enrollment

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/ios-enroll

NEW QUESTION 124
- (Exam Topic 5)
You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365.

You need to ensure that users are prevented from opening or downloading malicious files from Microsoft Teams, OneDrive, or SharePoint Online.

What should you do?

A. Create a newAnti-malware policy

B. Configure the Safe Links global settings.

C. Create a new Anti-phishing policy

D. Configure the Safe Attachments global settings.
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Answer: D

Explanation:

Safe Attachments for SharePoint, OneDrive, and Microsoft Teams

In organizations with Microsoft Defender for Office 365, Safe Attachments for SharePoint, OneDrive, and Microsoft Teams provides an additional layer of
protection against malware. After files are asynchronously scanned by the common virus detection engine in Microsoft 365, Safe Attachments opens files in a
virtual environment to see what happens (a process known as detonation). Safe Attachments for SharePoint, OneDrive, and Microsoft Teams also helps detect
and block existing files that are identified as malicious in team sites and document libraries.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/safe-attachments-for-spo-odfb-team

NEW QUESTION 126
- (Exam Topic 5)
You enable the Azure AD ldentity Protection weekly digest email. You create the users shown in the following table.

Name Role
Admin1 Security reader

Admin2 User administrator

Admin3 Security administrator
Admind Compliance administrator

Which users will receive the weekly digest email automatically?

A. Admin2, Admin3, and Admin4 only

B. Adminl, Admin2, Admin3, and Admin4
C. Admin2 and Admin3 only

D. Admin3 only

E. Adminl and Admin3 only

Answer: E

Explanation:

By default, all Global Admins receive the email. Any newly created Global Admins, Security Readers or Security Administrators will automatically be added to the
recipients list.

NEW QUESTION 130

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant.

You need to ensure that administrators are notified when a user receives an email message that contains malware. The solution must use the principle of least
privilege.

Which type of policy should you create and which Microsoft 365 compliance center role is required to create the pokey? To answer, select the appropriate options
in the answer area.

NOTE: Each correct selection is worth one point.
Armeer fArew

a——

A. Mastered
B. Not Mastered

Answer: A

Explanation:
AfdandT Al

NEW QUESTION 132

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that uses Microsoft Intune. You have devices enrolled in Intune as shown in the following table.
Name Platform Member of | Scope (Tags)

Device1 | Windows 10 | Group1, Group3 | Tag1

Device2 | Android Group2 | Tag2

You create the device configuration profiles shown in the following table.

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy MS-102 dumps
@ 2 PQSS@QSU https://www.2passeasy.com/dumps/MS-102/ (312 New Questions)

Name Platform Assignments: Assignments: | Scope tags
Included groups | Excluded groups

Profile1| Windows 10 | Group1 Group3 Tag1, Tag2
and later

Profile2 | Android All devices GroupZ Tag1, Tag2
Enterprise

Profile3 | Android GroupZ, Group3 Group3 Tagl
Enterprise

Profiled | Windows 10 | Group3 None Default
and later

Which profiles will be applied to each device? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Device1: G

MNo profiles

Profile1 only

Profiled4 only

Profile1 and Profile4 only

Profile1, Profile1, and Profiled4 only

Device?2: i

No profiles

Profile1 only

Profile2 only

Profile3 only

Profile1 and Profile2 only
Profile2 and Profile3 only

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application, table Description automatically generated

NEW QUESTION 133

- (Exam Topic 5)

You use Microsoft Defender for Endpoint.

You have the Microsoft Defender for Endpoint device groups shown in the following table

Name Rank Members
Group! 1 Operating system in Windows 10
Group2 2 Name ends with London
Group3 3 glup;earanng system in Windows Server
Ungrouped .
machines (defaull) | e

You plan to onboard computers to Microsoft Defender for Endpoint as shown in the following table.
Name Operating system
Computer1-London Windows 10
Server!-London Windows Server 2016
Answer Area
Computer1-London: v
Group1
Group2
Group3
Ungrouped machines
Server1-London: | v
Group1
Group2
Group3
Ungrouped machines
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A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Computer1-London: v
Group1
Group2
Group3
Ungrouped machines
Serveri1-London: v
Group1
Group2
Group3

Ungrouped machines

NEW QUESTION 135

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Member of Multi-factor authentication (MFA) method

registered
User Group1 Microsoft Authenticator app (push notification)
User? GroupZ Microsoft Authenticator app (push notification)

User3 Group1 None

You configure the Microsoft Authenticator authentication method policy to enable passwordless authentication as shown in the following exhibit.
Enable and Target  Configure

travie @D

Inchache  Exchude

Tarpet D Al users (8) Select groups

Add groups
Name Type Regivtiatian Authertication made
Group! Group: ) =T “"]:

Both Userl and User2 report that they are NOT prompted for passwordless sign-in in the Microsoft Authenticator app.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
" . B4
User? will be prompted for passwordless authentication once User! sets up phone sign-in in gue
B

the Microsoft Authenticator app

User2 will be prompted for passwordless authentication once Liser? sets up phone sign-in in
the Microsoft Authenticator app.

Userd can use passwordless authentecation without furiher action.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

Userl is member of Groupl.

Userl has MFA registered method of Microsoft Authenticater app (push notification)

The Microsoft Authenticator authentication method policy is configured for Groupl, registration is optional, authentication method is any.

Note: Microsoft Authenticator can be used to sign in to any Azure AD account without using a password. Microsoft Authenticator uses key-based authentication to
enable a user credential that is tied to a device, where the device uses a PIN or biometric. Windows Hello for Business uses a similar technology.

This authentication technology can be used on any device platform, including mobile. This technology can also be used with any app or website that integrates
with Microsoft Authentication Libraries.

Box 2: No

User2 is member of Group2.
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The Microsoft Authenticator authentication method policy is configured for Group1, not for Group2. Box 3: No

User3 is member of Groupl.

User3 has no MFA method registered.

User3 must choose an authentication method.

Note: Enable passwordless phone sign-in authentication methods

Azure AD lets you choose which authentication methods can be used during the sign-in process. Users then register for the methods they'd like to use.
Reference:

https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-passwordless-phon

NEW QUESTION 136
- (Exam Topic 5)
You have a Microsoft 365 E5 tenant that uses Microsoft Intune. You need to configure Intune to meet the following requirements:
> Prevent users from enrolling personal devices.
» Ensure that users can enroll a maximum of 10 devices.
What should you use for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
Prevent users from enrolling
personal devices: v
Conditional access policies
Device categories
Device limit restrictions

Device type restrictions

Ensure that users can enroll a
maximum of 10 devices: v

Conditional access policies

Device categories

Device limit restrictions

Device type restrictions

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, chat or text message Description automatically generated
Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/enroliment-restrictions-set#blocking-personal-window

NEW QUESTION 138

- (Exam Topic 5)

You have a Microsoft 365 subscription.

All users have their email stored in Microsoft Exchange Online.

In the mailbox of a user named Userl. you need to preserve a copy of all the email messages that contain the word ProjectX.
What should you do first?

A. From the Exchange admin center create a mail flow rule.

B. From Microsoft 365 Defender, start a message trace.

C. From Microsoft Defender for Cloud Apps, create an activity policy.

D. From the Microsoft Purview compliance portal, create a label and a label policy.

Answer: D

NEW QUESTION 141
- (Exam Topic 5)

HOTSPOT
Your company uses Microsoft Defender for Endpoint. Microsoft Defender for Endpoint includes the device groups shown in the following table.
Rank Device group Members
1 Group1 Tag Equals demo And 05 In Windows 1@
2 Group? Tag Equals demo
3 GIDUFIE Domain Equals adatum.com
Group4d Domain Equals adatum.com And 05 In Windows 18
Last | Ungrouped devices (default) Not applicable

You onboard a computer named computerl to Microsoft Defender for Endpoint as shown in the following exhibit.
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Setting: Endpoints romputer]

computerl

Device summary

Risk level (5

MNone

Device details

Domain
A AL, OO

05

Windows 10 52-bit
T

Version 21H2

Build 1908421 5

Use the drop-down menus to select the answer choice that completes each statement.
NOTE: Each correct selection is worth one point.

AndwtT Area
Commputer ] wall B2 & membser of [arawer choice] -

Geoupd only
Groupd only
Group3 and Groupd onky
Ungeniaped devices

1# youd ackd the tag demo to Comguier], the computer will be a member of [anpwer choloa] =
Groupt only
Groaip and Tacupd only
Groupt, Croups, Groupt, and Groupd
Ungrouped deaces

A. Mastered

B. Not Mastered
Answer: A

Explanation:
Box 1: Group3 and Group4 only Computerl has no Demo Tag.
Computerl is in the adatum domain and OS is Windows 10. Box 2: Groupl, Group2, Group3 and Group4

NEW QUESTION 142

- (Exam Topic 5)

You have Windows 10 devices that are managed by using Microsoft Endpoint Manager. You need to configure the security settings in Microsoft Edge.
What should you create in Microsoft Endpoint Manager?

A. an app configuration policy
B. an app

C. a device configuration profile
D. a device compliance policy

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/deployedge/configure-edge-with-intune

NEW QUESTION 146

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant.

You plan to deploy a monitoring solution that meets the following requirements:

> Captures Microsoft Teams channel messages that contain threatening or violent language.
> Alerts a reviewer when a threatening or violent message is identified.

What should you include in the solution?

A. Data Subject Requests (DSRs)

B. Insider risk management policies

C. Communication compliance policies
D. Audit log retention policies
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Answer: C

NEW QUESTION 151

- (Exam Topic 5)

Your network contains an Active Directory domain named adatum.com that is synced to Azure AD. The domain contains 100 user accounts.
The city attribute for all the users is set to the city where the user resides.

You need to modify the value of the city attribute to the three-letter airport code of each city. What should you do?

A. From Windows PowerShell on a domain controller, run the Gec-ADUser and Sec-ADUser cmdlets.

B. From Azure Cloud Shell, run the Gec-ADUser and Sec-ADUser cmdlets.

C. From Windows PowerShell on a domain controller, run the Gec-MgUser and Updace-MgUser cmdlets.
D. From Azure Cloud Shell, run the Gec-MgUser and Update-MgUser cmdlets.

Answer: A

Explanation:

The user accounts are synced from the on-premise Active Directory to the Microsoft Azure Active Directory (Azure AD). Therefore, the city attribute must be

changed in the on-premise Active Directory.

You can use Windows PowerShell on a domain controller and run the Get-ADUser cmdlet to get the required users and pipe the results into Set-ADUser cmdlet to

modify the city attribute.

Note:

There are several versions of this question in the exam. The question has two possible correct answers:

* 1. From Windows PowerShell on a domain controller, run the Get-ADUser and Set-ADUser cmdlets.

* 2. From Active Directory Administrative Center, select the Active Directory users, and then modify the Properties settings.
Other incorrect answer options you may see on the exam include the following:

* 1. From the Azure portal, select all the Azure AD users, and then use the User settings blade.

* 2. From Windows PowerShell on a domain controller, run the Get-AzureADUser and Set-AzureADUser cmdlets.
* 3. From the Microsoft 365 admin center, select the users, and then use the Bulk actions option.

* 4. From Azure Cloud Shell, run the Get-ADUser and Set-ADUser cmdlets. Reference:
https://docs.microsoft.com/en-us/powershell/module/addsadministration/set-aduser

NEW QUESTION 155

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant. Users store data in the following locations:
® Microsoft Teams

2 Microsoft OneDrive

® Microsoft Exchange Online

® Microsoft SharePoint Online

You need to retain Microsoft 365 data for two years.

What is the minimum number of retention policies that you should create?

oowp
A WDN B

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-retention-policies ?view=0365-worldwide

NEW QUESTION 158

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 subscription.

You need to review metrics for the following: The daily active users in Microsoft Teams Recent Microsoft service issues

What should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

-

-
-

i

=acent

T -
. e s JECLHD -
S0OTL SETVILE [550LES

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

Box 1: Usage reports

The daily active users in Microsoft Teams

Microsoft 365 Reports in the admin center - Microsoft Teams usage activity

The brand-new Teams usage report gives you an overview of the usage activity in Teams, including the number of active users, channels and messages so you
can quickly see how many users across your organization are using Teams to communicate and collaborate. It also includes other Teams specific activities, such
as the number of active guests, meetings, and messages.
Box 2: Service Health

Recent Microsoft service issues

You can view the health of your Microsoft services, including Office on the web, Yammer, Microsoft Dynamics CRM, and mobile device management cloud
services, on the Service health page in the Microsoft 365 admin center. If you are experiencing problems with a cloud service, you can check the service health to

determine whether this is a known issue with a resolution in progress before you call support or spend time troubleshooting.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/admin/activity-reports/microsoft-teams-usage-activity https://learn.microsoft.com/en-
us/microsoft-365/enterprise/view-service-health

NEW QUESTION 159

- (Exam Topic 5)

You are reviewing alerts in the Microsoft 365 Defender portal.
How long are the alerts retained in the portal?

A. 30 days

B. 60 days
C. 3 months
D. 6 months
E. 12 months

Answer: C

Explanation:

Data retention information for Microsoft Defender for Office 365
By default, data across different features is retained for a maximum of 30 days. However, for some of the features, you can specify the retention period based on

policy. See the following table for the different retention periods for each feature.

Defender for Office 365 Plan 1

* Alert metadata details (Microsoft Defender for Office alerts) 90 days.

Note: By default, the alerts queue in the Microsoft 365 Defender portal displays the new and in progress alerts from the last 30 days. The most recent alert is at the
top of the list so you can see it first.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/mdo-data-retention

NEW QUESTION 162

- (Exam Topic 5)
HOTSPOT

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint site named Sitel and a data loss prevention (DLP) policy named DLP1. DLP1
contains the rules shown in the following table.

Name | Priority

Action

Rulel | O

Notify users by using email and policy tips.

Customize the policy tip as Rule1 tip.
Disable user overrides.

Rule2 |1

MNotify users by using email and policy tips.

Customize the policy tip as Rule2 tip.
Restrict access to the content
Disable user overrides.

Rulez | 2

Notify users by using email and policy tips.

Customize the policy tip as Rule3 tip.
Restrict access to the content.
Enable user overrides.

Ruled | 3

Notify users by using email and policy tips.

Customize the policy tip as Ruled tip.
Restrict access 10 the content.
Disable user overrides.

Sitel contains the files shown in the following table.

Name

Matched DLP rule

File1.docx

Rule1, Rule2, Rule3

File2.docx

Rule1, Rule3, Ruled

Which policy tips are shown for each file? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer Area

Filel.docx: | v
Rulel tip only

Rule2 tip only

Rule3 tip only

Rulel tip and Rule2 tip only

Rulel tip, Rule2? tip, and Rule3 tip

FileZ.docx: | : |‘I

Rulel tip only

Rule3 tip only

Ruled tip only

Rulel tip and Ruled tip only
Rulel tip, Rule3 tip, and Rule4 tip

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Rulel tip only

Filel matches Rulel, Rule2, and Rule3. Rulel has the highest priority.

Note: The Priority parameter specifies a priority value for the policy that determines the order of policy processing. A lower integer value indicates a higher priority,
the value 0 is the highest priority, and policies can't have the same priority value.

Box 2: Rulel tip only

Note: User Override support

The option to override is per rule, and it overrides all of the actions in the rule (except sending a notification, which can't be overridden).

It's possible for content to match several rules in a DLP policy or several different DLP policies, but only the policy tip from the most restrictive, highest-priority rule
will be shown (including policies in Test mode). For example, a policy tip from a rule that blocks access to content will be shown over a policy tip from a rule that
simply sends a notification. This prevents people from seeing a cascade of policy tips.

If the policy tips in the most restrictive rule allow people to override the rule, then overriding this rule also

overrides any other rules that the content matched. Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/dlp-overview-plan-for-dip https://learn.microsoft.com/en-us/microsoft-365/compliance/use-notifications-
and-policy-tips

NEW QUESTION 163
- (Exam Topic 5)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

MName Role

+ ]
* ']
* 1

# — B

You ate implementing Microsoft Defender for Endpoint

You need to enable role-based access control (RBAQ to restrict access to the Microsoft 365 Defender portal. Which users can enable RBAC, and winch users will
no longer have access to the Microsoft 365 Defender portal after RBAC is enabled? To answer, select the appropriate options in the answer area.

NOTE Each correct selection is worth one point.

Answer Area
Users that can enable REAC: | 2 T ) onily |
-
ACImn | and ACQmng onn
- n mir!, and Adma m
Adr Admang, Adr e Addmi f
Ly *} 3 -I.,'|' U} - "
[ it 265 Defender pona A rdanin: A 1 w
I \ il
Admins on
Admmnd ang Adming only
Admund and AdminS only
Admind, Admind, and Admin5 ¢
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area

Users that can enable RBAC: | Adean1 and Admn

F
-
L
L |
—

1

Admini only
Admn1 and Adming only

Adman 1, Adming, and AdmmS only

Admm 1, Admmd, Admin3, and Admind only

Lisers that will nd longer have acoess to the
Microsoft 365 Defender portal; | Admin. Admind and Admin only -1

Admans only
Admani and Admnd only
Acrund and AdmmnS only

Admind, Admind, and Adman5 onl

NEW QUESTION 166
- (Exam Topic 5)
You implement Microsoft Azure Advanced Threat Protection (Azure ATP). You have an Azure ATP sensor configured as shown in the following exhibit.

W ‘1-h

How long after the Azure ATP cloud service is updated will the sensor update?

A. 20 hours
B. 12 hours
C. 7 hours

D. 48 hours

Answer: B

NEW QUESTION 168

- (Exam Topic 5)

Your company has a Microsoft 365 E5 tenant.

Users at the company use the following versions of Microsoft Office:

* Microsoft 365 Apps for enterprise

« Office for the web

» Office 2016

« Office 2019

The company currently uses the following Office file types:

* .docx

o Xlsx

« .doc

* xls

You plan to use sensitivity labels. You need to identify the following:

» Which versions of Office require an add-in to support the sensitivity labels.

» Which file types support the sensitivity labels.

What should you identify? To answer, select the appropriate options in the answer area, NOTE: Each correct selection is worth one point.
Answer Arca

Office varsions ihat régiuns an add-in 1o support the sensitivity labeis: | ) ft 365 Apps for enterpnse and Office for the web only 'IJ

Ciffice fle fypes that support the sensitivity labels 1 .

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Arca

L e Do o R

e rise and Office for the web only

NEW QUESTION 169
- (Exam Topic 5)
You have a Microsoft 365 tenant that contains the groups shown in the following table.

~ Name | _ Type

| Group1 | Distribution !|

| Group2 | Mail-enabled security |
Group3 | Security |

You plan to create a new Windows 10 Security Baseline profile. To which groups can you assign to the profile?

A. Group3 only

B. Groupl and Group3 only

C. Group2 and Group3 only

D. Groupl. Group2. and Group3

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/security-baselines-configure#create-the-profile https://docs.microsoft.com/en-us/microsoft-365/admin/create-
groups/compare-groups?view=0365-worldwide

NEW QUESTION 172

- (Exam Topic 5)

You have a Microsoft 365 tenant that contains 100 Windows 10 devices. The devices are managed by using Microsoft Endpoint Manager.

You plan to create two attack surface reduction (ASR) policies named ASR1 and ASR2. ASR1 will be used to configure Microsoft Defender Application Guard.
ASR2 will be used to configure Microsoft Defender SmartScreen.

Which ASR profile type should you use for each policy? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

ASR1: v

Device control

Exploit protection
Application control

App and browser isolation
Attack surface reduction rules

ASR2: v

Device control

Exploit protection
Application control

App and browser isolation
Attack surface reduction rules

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Graphical user interface, text, application, chat or text message Description automatically generated

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-security-asr-policy

NEW QUESTION 173
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- (Exam Topic 5)
Your company has a Microsoft 365 E5 tenant that contains a user named Userl. You review the company’s compliance score.
You need to assign the following improvement action to Userl:Enable self-service password reset. What should you do first?

A. From Compliance Manager, turn off automated testing.

B. From the Azure Active Directory admin center, enable self-service password reset (SSPR).

C. From the Microsoft 365 admin center, modify the self-service password reset (SSPR) settings.
D. From the Azure Active Directory admin center, add Userl to the Compliance administrator role.

Answer: D

Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-improvement-actions?view=o0
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-users-assign-role-azure-p

NEW QUESTION 174

- (Exam Topic 5)

You have a Microsoft 365 subscription that contains a user named User1.

You need to ensure that Userl can search the Microsoft 365 audit logs from the Security & Compliance admin center.
Which role should you assign to Userl1?

A. View-Only Audit Logs in the Security & Compliance admin center
B. View-Only Audit Logs in the Exchange admin center

C. Security reader in the Azure Active Directory admin center

D. Security Reader in the Security & Compliance admin center

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/search-the-audit-log-in-security-and-compliance?vi

NEW QUESTION 178
- (Exam Topic 5)

You have a Microsoft 365 subscription that contains a user named Userl and a Microsoft SharePoint Online site named Sitel. Userl is assigned the Owner role

for Sitel. To Sitel, you publish the file plan retention labels shown in the following table.

e ——m ——mrag = ———— ——— —— e =

Name Retention uﬁuring the retention period
period
Retention1 | 5 years Retain items even if users delete
Retention2 | 5 years Mark items as a record
Retention3 | 5 years Mark items as a regulatory record

Sitel contains the files shown in the following table.

Name Label

File2 Rerention?

File3 Retention?

Filed Retention3

Which files can Userl rename, and which files can Userl delete? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
lename: | Filel, File2 and File {ﬁ|
File 1 only
Fitel and File2 only
File1, File2, and Fite3 only
File1, File2. File3, and Frles
Delete:  File1 and File2 only il
Filel onky
File1 and File2 o )
=ilel, Filed and Files only
Filel, File2, File3, and File4
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Areca

Rename: [ Filel, File2. and File3 onky \"j'
J

File1 only

- 1 =i
Hial and I'l:f-': Sl

Filel, File2, File3, and Filed
Delete: Filel and File2 only & w
File1 only =
Filel, Filed, and Filez only
Filel, File2, File3, and File4

NEW QUESTION 182

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

You plan to implement Microsoft 365 compliance policies to meet the following requirements:

> Identify documents that are stored in Microsoft Teams and SharePoint Online that contain Personally Identifiable Information (PII).

> Report on shared documents that contain PIl. What should you create?

A. an alert policy

B. a data loss prevention (DLP) policy
C. aretention policy

D. a Microsoft Cloud App Security policy

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about-dlp?view=0365-worldwide

NEW QUESTION 185

- (Exam Topic 5)

You have a Microsoft 365 subscription.

You create a retention label named Retentionl as shown in the following exhibit.

Create retention label

Review and finish

Mame

Mame

e—0—0—0

Finish

Retention settings

Retention penod Retention act

Based on
Based on When it Was cTRanss

You apply Retention! to all the Microsoft OneDrive content.

On January 1, 2020, a user stores a file named Filel in OneDrive. On January 10, 2020, the user modifies Filel.
On February 1, 2020, the user deletes Filel.

When will Filel be removed permanently and unrecoverable from OneDrive?

A. February 1, 2020
B. July 1.2020

C. July 10, 2020

D. August 1, 2020

Answer: B

NEW QUESTION 189
- (Exam Topic 5)
You have three devices enrolled in Microsoft Endpoint Manager as shown in the following table.
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Name | BitLocker Drive Encryption Member of
{BitLocker)

Devicel | Windows 10 | Disabled Group1, Group?

Device2 | Windows 10 | Disabled Group. Group3

Device3 | Windows 10 | Disabled Group3

The device compliance policies in Endpoint Manager are configured as shown in the following table.

Name | Require BitLocker | Mark noncompliant | Assigned
after (days)
Policy! | Require 5 No
Policy2 Requwre 10 Yes
Policy3 | Not configured 15 Yes

|
Name | Assigned to
Policy? | Group?2
Policy3 | Group3

The device compliance policies have the assignments shown in the following table.

For each of the following statements, select Yes if the statement Is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

NEW QUESTION 194
- (Exam Topic 5)
HOTSPOT

Your company has a Microsoft 365 E5 subscription. You need to perform the following tasks:
View the Adoption Score of the company. Create a new service request to Microsoft.

Statements

Device1 is marked as noncamphiant after 10 days.

Dewvice2 is marked as noncompliant after 10 days.

Dewice3 1s marked as noncompliant after 15 days

Yes

Mo

Which two options should you use in the Microsoft 365 admin center? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

I (R Home

I R Users j W E
' Teams & groups ™
“a Roles v
3 Resources v
B8 giing v
L Suppont v
@ Settings v
.:53 Setup
£~ Reports W
@ Health v

A. Mastered
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B. Not Mastered
Answer: A

Explanation:
Box 1: Reports

View the Adoption Score of the company. How to enable Adoption Score

To enable Adoption Score:

> Sign in to the Microsoft 365 admin center as a Global Administrator and go to Reports > Adoption Score
> Select enable Adoption Score. It can take up to 24 hours for insights to become available. Box 2: Support

Create a new service request to Microsoft.

Sign in to Microsoft 365 with your Microsoft 365 admin account, and select Support > New service request. If you're in the admin center, select Support > New

service request.
Reference:

https://learn.microsoft.com/en-us/microsoft-365/admin/adoption/adoption-score https://support.microsoft.com/en-us/topic/contact-microsoft-office-support-

fd6bb40e-75b7-6f43-d6f9-c13d1085

NEW QUESTION 195
- (Exam Topic 5)

You have a Microsoft Azure Active Directory (Azure AD) tenant named Contoso.com.
You create a Microsoft Defender for identity instance Contoso. The tenant contains the users shown in the following table.

IHII'HII- Member of group Azure AD role
T [t | F— S—— MNone

ACmmenest gl

| Detender 1 . None

You need to modify the configuration of the Defender for identify sensors.
Solutions: You instruct User3 to modify the Defender for identity sensor configuration. Does this meet the goal?

A. Yes
B. No

Answer: A
NEW QUESTION 196

- (Exam Topic 5)
You have a Microsoft 365 E5 tenant.

You configure a device compliance policy as shown in the following exhibit.

Compliance settings

Microsoft Defender ATP

Device Health

System Security

Actions for noncompliance
Action

Low

Block

Require
Dewvice defauli
Require

Block
Schedule
Immediately

Irumediately

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.
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When a device reports a medium threat level, the device will v
be locked remotely

display a notification

marked as comphant

marked as noncomphant
removed from the database

Rooted dewvices will be v
allowed to access company resources
marked as compliant

prevented from accessing company resources
reported with a low device threal

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-create-android

NEW QUESTION 198
- (Exam Topic 5)
You configure a data loss prevention (DLP) policy named DLP1 as shown in the following exhibit.

Choose the types of content to protect

This policy will protect that malches these requirements: You can choose sensitive info types and
exrsting labels

Content contains

Any of thesa =

Sensitive info type Match accuracy

min max
Credit Card Number g5 100
Retention labels

1 year

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

DLP1 cannot be applled to [answer choice]. v
Exchange amail

SharePoint sites
OneDrive actounts

DLP1 will be applied only to documents that have [answer choice]. v

both a credit card number and the 1 year label applied
aither & credit card number or the 1 year label applied
betweean 85 and 100 credit card numbers

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Using a retention label in a policy is only supported for items in SharePoint Online and OneDrive for Business.
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/data-loss-prevention-policies?view=0365-worldwid

NEW QUESTION 203

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the following table.

Name UPN suffix
User1 | Contoso.com
User? | Fabrikam.com

The domain syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)
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PROVISION FROM ACTIVE DIRECTORY

@ Azure AD Connect cloud provisioning
This feature allows you to manage provisioning from the cloud.

.F.1.Jr'r.'iq-," provisioning (Preview]

Azure AD Connect sync

Sync Status

Last Sync

Password Hash Sync

USER SIGN-IN

Federation
Seamless single sign-on

Pass-through authentication

Enabled

Less than 1 hour ago

Enabled

Disabled 0 domains
Enabled 1 domain
Enabled 2 agents

User2 fails to authenticate to Azure AD when signing in as user2@fabrikam.com. You need to ensure that User2 can access the resources in Azure AD.
Solution: From the Microsoft Entra admin center, you add fabrikam.com as a custom domain. You instruct User2 to sign in as user2@fabrikam.com.
Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

The on-premises Active Directory domain is named contoso.com. To enable users to sign on using a different UPN (different domain), you need to add the domain
to Microsoft 365 as a custom domain.

NEW QUESTION 204

You have a Microsoft 365 E5 tenant that contains the users shown in the following table.

- (Exam Topic 5)
HOTSPOT
Name Role
Usert Global admin
User? None
User3 None

You provision the private store in Microsoft Store for Business.
You assign Microsoft Store for Business roles to the users as shown in the following table.

Name Role
Usert None
User? Purchaser
User3 Basic Purchaser

You need to identify which users can add apps to the private store, and which users can assign apps from Microsoft Store for Business.
Which users should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Can add apps to the private store: v

User2 only

User1 and User2 only
User2 and User3 only
User1, User2, and User3

Can assign apps from Microsoft Store for Business: v

A. Mastered
B. Not Mastered

Answer: A

Explanation:

User2 only

User1 and User2 only
User2 and User3 only
User1, User2, and User3

Graphical user interface, text, application Description automatically generated

Reference:
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https://docs.microsoft.com/en-us/microsoft-store/roles-and-permissions-microsoft-store-for-business https://docs.microsoft.com/en-
us/education/windows/education-scenarios-store-for-business#basic-purchaser-rol

NEW QUESTION 207

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that contains a user named Userl.

Userl exceeds the default daily limit of allowed email messages and is on the Restricted entities list. You need to remove Userl from the Restricted entities list.
What should you use?

A. the Exchange admin center

B. the Microsoft Purview compliance portal
C. the Microsoft 365 admin center

D. the Microsoft 365 Defender portal

E. the Microsoft Entra admin center

Answer: D

Explanation:

Admins can remove user accounts from the Restricted entities page in the Microsoft 365 Defender portal or in Exchange Online PowerShell.
Remove a user from the Restricted entities page in the Microsoft 365 Defender portal

In the Microsoft 365 Defender portal at https://security.microsoft.com, go to Email & collaboration > Review

> Restricted entities. Or, to go directly to the Restricted entities page, use https://security.microsoft.com/restrictedentities.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/removing-user-from-restricted-user

NEW QUESTION 212

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

You define a retention label that has the following settings:

 Retention period 7 years

« Start the retention period bated on: When items were created

You need to prevent the removal of the label once the label K applied to a lie What should you select in the retention label settings?

A. Retain items even If users delete
B. Mark items as a record

C. Mark items as a regulatory record
D. Retain items forever

Answer: B
NEW QUESTION 216

- (Exam Topic 5)
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

Name Member of
Userl Groupl
User2 Group2
User3 Groupl. Group2

You integrate Microsoft Intune and contoso.com as shown in the following exhibit.
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Configire
H X
MDM user scope @ Mone Some
Select groups p
Groups Group1
MODM terms of use URL @ | https//portal. manage.microsoft.comy TermsofUse.aspx
MDM discovery URL @ https://enrellment.manage.microsoft.com/enrellmentserver/discov ...

MDM compliance URL @& https://porntal.manage.microsoft.com/{portalAction=Complance

Restore default MDM URLs

MAM User scope @ [ Mone All

.......

Select groups

Groups Group2

MAM Terms of use UREL @&
MAM Discovery URL @& https://wip.mam.manage.microsoft.com/Enroll
MAM Compliance URL @
Restore default MAM URL:
You purchase a Windows 10 device named Devicel.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
If User1 joins Device1 to contoso.com, Devicel is enrolled in Intune automatically. 0O ',
If User2 joins Device1 to contoso.com, Device1 is enrolled in Intune automatically. O O
If User3 registers Device1 in contoso.com, Device1 is enrolled in Intune automatically. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enroll

NEW QUESTION 218

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

Users access Microsoft 365 from both their laptop and a corporate Virtual Desktop Infrastructure (VDI) solution.

From Azure AD Identity Protection, you enable a sign-in risk policy.

Users report that when they use the VDI solution, they are regularly blocked when they attempt to access Microsoft 365.
What should you configure?

A. the Tenant restrictions settings in Azure AD

B. a trusted location

C. a Conditional Access policy exclusion

D. the Microsoft 365 network connectivity settings

Answer: B

Explanation:

There are two types of risk policies in Azure Active Directory (Azure AD) Conditional Access you can set up to automate the response to risks and allow users to
self-remediate when risk is detected:

Sign-in risk policy User risk policy

Configured trusted network locations are used by Identity Protection in some risk detections to reduce false positives.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-configure- https://learn.microsoft.com/en-us/azure/active-
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directory/conditional-access/location-condition

NEW QUESTION 223

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft Entra admin center, you assign SecAdminl the Security Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp

NEW QUESTION 226
- (Exam Topic 5)
You have a Microsoft 365 tenant that contains the compliance policies shown in the following table.
Hame Require BitLocker Require the device to be at or under the
machine risk score

i —
The tenant contains the devices shown in the following table.
Mame BitLocker Drive  Microsoft Defender for Peolicies applied
Encryption Endpoint risk status
| (BitLocker) |
Dieviesl Configured High Palicy1, Policy3
Device2 . Mot configured | MMedium . Policy2, Policy3

Device3 Not configured | Low Policy1, Policy2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No

Device1 is marked as compliant, O Q
Device2 is marked as compliant. O Q

Device3 is marked as compliant. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

NEW QUESTION 227

- (Exam Topic 5)

You plan to use Azure Sentinel and Microsoft Cloud App Security. You need to connect Cloud App Security to Azure Sentinel.
What should you do in the Cloud App Security admin center?

A. From Automatic log upload, add a log collector.
B. From Automatic log upload, add a data source.
C. From Connected apps, add an app connector.

D. From Security extension, add a SIEM agent.

Answer: D

NEW QUESTION 228

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 E5 subscription.

From Azure AD ldentity Protection on August 1, you configure a Multifactor authentication registration policy that has the following settings:
» Assignments: All users

> Controls: Require Azure AD multifactor authentication registration

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy MS-102 dumps

@ 2 p QsseaQs ":J https://www.2passeasy.com/dumps/MS-102/ (312 New Questions)

> Enforce Policy: On
2 On August 3, you create two users named Userl and User2.
Users authenticate by using Azure Multi-Factor Authentication (MFA) for the first time on the dates shown in the following table.

User Date
Userl | August 5
User2 | August /

By which dates will Userl and User2 be forced to complete their Azure MFA registration? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Userl: _ b
§ August 6 }
‘August 17 S )
August 19
September 3

September 5

User2: | v

August 8

August 17
August 19
August 21
September 7

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: August 19

Note: Security defaults will trigger a 14 day grace period for registration after a user's first login and security defaults being enabled. After 14 days users will be
required to register for MFA and will not be able to skip.

Conditional Access by itself without Azure Identity Protection does not allow for the 14 day grace period. Identity Protection includes the registration policy that
allows registration on its own with no apps assigned to the policy. If a Conditional Access policy requires Multi-Factor Authentication, then the user must be able to
pass that MFA request.

Box 2: August 21 Reference:

https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection

NEW QUESTION 233

Ygi);aﬁlrztjv(c))ﬂl(cc?ntains an on-premises Active Directory domain named contoso.com. The domain contains the objects shown in the following table.
Name | Configuration
Group1 Global secunty group
User1 Enabled user account
Jser2 Disabled user account

You configure Azure AD Connect to sync contoso.com to Azure AD. Which objects will sync to Azure AD?

A. Groupl only

B. Userl and User2 only

C. Groupl and Userl only

D. Group1l, Userl, and User2

Answer: D
Explanation:

Disabled accounts

Disabled accounts are synchronized as well to Azure AD. Disabled accounts are common to represent resources in Exchange, for example conference rooms. The
exception is users with a linked mailbox; as previously mentioned, these will never provision an account to Azure AD.

The assumption is that if a disabled user account is found, then we won't find another active account later and the object is provisioned to Azure AD with the
userPrincipalName and sourceAnchor found. In case another active account will join to the same metaverse object, then its userPrincipalName and sourceAnchor
will be used.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/concept-azure-ad-connect-sync-user-and

NEW QUESTION 237
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- (Exam Topic 5)
You have a Microsoft 365 subscription.

Your company has a customer ID associated to each customer. The customer IDs contain 10 numbers followed by 10 characters. The following is a sample

customer ID: 12-456-7890-abc-de-fghij.

You plan to create a data loss prevention (DLP) policy that will detect messages containing customer IDs. D18912E1457D5D1DDCBD40AB3BF70D5D

What should you create to ensure that the DLP policy can detect the customer IDs?
A. a sensitive information type

B. a sensitivity label

C. a supervision policy

D. a retention label

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/custom-sensitive-info-types?view=0365-worldwide

NEW QUESTION 242
- (Exam Topic 5)

You have a Microsoft 365 tenant that has Enable Security defaults set to No in Azure Active Directory (Azure AD).

The tenant has two Compliance Manager assessments as shown in the following table.
Mame | Score Status Assessment Your Microsoft | Group | Product | Regulation
progress | improvement | actions
actions

"800 15444 | Incomplete | 72% 3 of 45( 387 of 887 | Group1| Microsoft| NIST 800

Lrata 14370 | Incomplete | 70 3 of 489 835 of 835 | Groupd | Microsalt| Data
Pratection campleted completed Protection

Baseline Baselne
The SP800 assessment has the improvement actions shown in the following table.
Improvement action Teststatus  Impact | Points achieved | Regulations

1 i LB A T
e 2 theast intallimar s - G T ] L 1E 2 1 Deatarfun
5 3 (Nregl INtE ENCE il e | W' TR 3 Laia Frotectior

You perform the following actions:

2 For the Data Protection Baseline assessment, change the Test status of Establish a threat intelligence
program to Implemented.

» Enable multi-factor authentication (MFA) for all users.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements Yes No

Establish a threat intelligence program will appear as Implemented in
the SP800 assessment.

The SPB00 assessment score will increase by 54 points. O

The Data Protection Baseline score will increase by 9 points.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, text Description automatically generated
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-assessments?view=0365-worl https://docs.microsoft.com/en-

us/microsoft-365/compliance/compliance-score-calculation?view=0365-worldwid

NEW QUESTION 243
- (Exam Topic 5)
You have a Microsoft 365 E5 tenant that uses Microsoft Intune.

You need to ensure that users can select a department when they enroll their device in Intune. What should you create?

A. scope tags

B. device configuration profiles
C. device categories

D. device compliance policies
Answer: C

Explanation:
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Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/device-group-mapping

NEW QUESTION 246

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and
OneDirive.

Solution: From the Azure Active Directory admin center, you assign SecAdminl the Teams Service Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwi

NEW QUESTION 251
- (Exam Topic 5)
You have a Microsoft Azure Active Directory (Azure AD) tenant named Contoso.com. You create a Microsoft Defender for identity instance Contoso.
The tenant contains the users shown in the following table.
Mame | Member of group Azure AD role

fider for Wenitidy Contoss Users None

ard [efprier | ety Conto | |r g lobal adrurwstrate

You need to modify the configuration of the Defender for identify sensors.
Solutions: You instruct User4 to modify the Defender for identity sensor configuration. Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 253

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint.

When users attempt to access the portal of a parther company, they receive the message shown in the following exhibit.

This website is blocked by your
organization. Contact your
administrator for more information

Hosted by weaw. contoso. com

Windows Defender SmaiScresn

You need to enable user access to the partner company's portal. Which Microsoft Defender for Endpoint setting should you modify?

A. Alert notifications
B. Alert suppression
C. Custom detections
D. Advanced hunting
E. Indicators

Answer: E

Explanation:

This Website Is Blocked By Your Organization

Custom indicators will block malicious IPs, URLs, and domains. Then, they will display the above message for the user.
Reference:

https://jadexstrategic.com/web-protection/

NEW QUESTION 254

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
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Name Role
User! Global Administrator
User2 Senace Support
Admirustrator
User3 Cloud Apphication
Admimstrator
Userd None

You plan to provide User4 with early access to Microsoft 365 feature and service updates.

You need to identify which Microsoft 365 setting must be configured, and which user can modify the setting. The solution must use the principle of least privilege.
What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Microsoft 365 setting: | | v
Office installation options

Privileged access

{ Release preferenc;s

User: v

Userl only
User2 only
User3 only
Userl and User2 only
Userl and User3 only

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Microsoft 365 setting: | v |
Office installation options
it Lol IR

Release preferences

User: v

Userl only
User2 only
User3only |
‘Userl and User2 only
Userl and User3 only

NEW QUESTION 256

- (Exam Topic 5)
You have a Microsoft 365 tenant that contains devices registered for mobile device management. The devices are configured as shown in the following table.
[ Mame | Platform f
Crevnce | | Macs
: D) | Wrdows 10 Fro for Wiorkstabons
D=t 1 | Windows 10 Enterprise
| Deviced =
.}['h'-\:l.'f | Araroed

You plan to enable VPN access for the devices.
What is the minimum number of configuration policies required?

oowp
N Ol W

Answer: D
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NEW QUESTION 258
- (Exam Topic 5)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

User1 has their cache cleared on close. O @)
User2 has Cursor movement setto Visual. O @)
User3 has Cursor movement set to Visual. QO @)

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/deployoffice/overview-office-cloud-policy-service

NEW QUESTION 259

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 tenant.

You plan to create a retention policy as shown in the following exhibit.

Passing Certification Exams Made Easy

Name Member of
User1 Group1, Group?2
User2 Group2, Group3
User3 Group1, Group3
In Microsoft Endpoint Manager, you have the Policies for Office apps settings shown in the following table.
Name Priority | Applies to
Policy1 0 Group1
Policy?2 1 Group?2
Policy3 2 Group3
The policies use the settings shown in the following table.
Name Cursor movement Clear cache on close
Policy1 Logical Disabled
Policy2 Not configured Enabled
Policy3 Visual Enabled
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Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Answer Area

Microsoft SharePoint files that are affected by the palicy will
b= [answer choice]. | -
recoverable for up to seven years
deteted seven years after they were crealed
retaned fior ondy seven years from when they were created

(ince the policy s created, [answer choice] | b
some data may be deleted immediately
data wall be retained 100 3 MMM OF Seven years
users will be prevenied from permanently deleting email messages for seven years

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Deleted seven years after they were created. From the exhibit:

The retention policy applies to SharePoint sites.

Delete items that are older than 7 years based on when they were created. Box 2: data will retained for a minimum of seven years

The longest retention period wins. If content is subject to multiple retention settings that retain content for different periods of time, the content will be retained until
the end of the longest retention period for the item.

Note: Use a retention policy to assign the same retention settings for content at a site or mailbox level, and use a retention label to assign retention settings at an
item level (folder, document, email).

For example, if all documents in a SharePoint site should be retained for 5 years, it's more efficient to do this with a retention policy than apply the same retention
label to all documents in that site. However, if some documents in that site should be retained for 5 years and others retained for 10 years, a retention policy
wouldn't be able to do this. When you need to specify retention settings at the item level, use retention labels.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/retention

NEW QUESTION 263
- (Exam Topic 5)
You have 2,500 Windows 10 devices and a Microsoft 365 E5 tenant that contains two users named Userl and User2. The devices are not enroliment in Microsoft
Intune.
In Microsoft Endpoint Manager, the Device limit restrictions are configured as shown in the following exhibit.
Device limit restrictions

e ROw mary deecrs SEh ukeEr o erae

Priarity Femrig Dievice lmnat dishgred
DBl 2 i ¥ rr

In Azure Active Directory (Azure AD), the Device settings are configured as shown in the following exhibit.
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From Microsoft Endpoint Manager, you add User2 as a device enroliment manager (DEM). For each of the following statement, select Yes if the statement is true.

W

Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Arca

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

NEW QUESTION 265
- (Exam Topic 5)

Statements Yes ]
“ T ity Tt deadies m Infune
T AN e el P deegires i Anee A
i i 2 ol E i
Statements Yed L
e | LA SN iy T el Es M ntiane | I

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365.
You need to identify the settings that are below the Standard protection profile settings in the preset security policies.
What should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area
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NEW QUESTION 266

- (Exam Topic 5)

You have a Microsoft 365 tenant that uses Microsoft Endpoint Manager for device management. You need to add the phone number of the help desk to the
Company Portal app. What should you do?

A. From Customization in the Microsoft Endpoint Manager admin center, modify the support information for the tenant.
B. From the Microsoft Endpoint Manager admin center, create an app configuration policy.

C. From the Microsoft 365 admin center, modify Organization information.

D. From the Microsoft 365 admin center, modify Help desk information.

Answer: A

Explanation:
Reference:
https://systemcenterdudes.com/intune-company-portal-customization/

NEW QUESTION 268

- (Exam Topic 5)

You have an Azure AD tenant.

You have 1,000 computers that run Windows 10 Pro and are joined to Azure AD. You purchase a Microsoft 365 E3 subscription.
You need to deploy Windows 10 Enterprise to the computers. The solution must minimize administrative effort.

What should you do?

A. From the Microsoft Endpoinf Manager admin center, create a Windows Autopilot deployment profile.Assign the profile to all the computer

B. Instruct users to restart their computer and perform a network restart.

C. Enroll the computers in Microsoft Intun

D. Create a configuration profile by using the Edition upgrade and mode switch templat

E. From the Microsoft Endpoint Manager admin center, assign the profile to all the computers and instruct users to restart their computer.

F. From Windows Configuration Designer, create a provisioning package that has an EditionUpgrade configuration and upload the package to a Microsoft
SharePoint Online sit

G. Instruct users to run the provisioning package from SharePoint Online.

H. From the Azure Active Directory admin center, create a security group that has dynamic device membershi

I. Assign licenses to the group and instruct users to sign in to their computer.

Answer: B

NEW QUESTION 269

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant that contains 500 Windows 10 devices and a Windows 10 compliance policy.

You deploy a third-party antivirus solution to the devices. You need to ensure that the devices are marked as compliant.

Which three settings should you modify in the compliance policy? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Windows 10 compliance policy
Windows 10 and latar

Encryplion
Encryplion of data storage on device Require ol EOMnigured

Device Secunty

Firewali Require ot conbigured.
Trusted Platform Module (TPR) Requere o 7] gured
Anindrus Heqguire L Motconfigured |
Anirspyware Reguire N T
Defender

Microgofl Delender Antimahyare [  Hegquee ] Mol confsgured
Microsoft Defender Anbimalware mimimuem Mot configured
VErsion
Microsoft Defender Antimabware securty I Heguwe 0 ] Mat configured
irelligenc ¢ up-co-date
Real-teme protection L Heqee ] Mot confgured

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Graphical user interface Description automatically generated

Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-create-windows

NEW QUESTION 274

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription that contains a user named Userl. You need to enable Userl to create Compliance Manager assessments.
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Solution: From the Microsoft 365 compliance center, you add Userl to the Compliance Manager Assessors role group.
Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/pe

NEW QUESTION 279

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

You need to prevent users from accessing your Microsoft SharePoint Online sites unless the users are connected to your on-premises network.

Solution: From the Endpoint Management admin center, you create a device configuration profile. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to create a trusted location and a conditional access policy.

NEW QUESTION 282

- (Exam Topic 5)

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365. You need to configure policies to meet the following requirements:

» Customize the common attachments filter.

> Enable impersonation protection for sender domains.

Which type of policy should you configure for each requirement? To answer, drag the appropriate policy types to the correct requirements. Each policy type may
be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Policy Types Answer Area

“Anti-mahware e

Customize the common atachments flter |

“Anti-phishing o

Enable impersonation protection for sender domains:

T
ANL-5pa

"Safe Attachments

A. Mastered
B. Not Mastered

Answer: A

Explanation:

A close-up of a question Description automatically generated

Box 1: Anti-malware

Customize the common attachments filter. See step 5 below.

* 1. Use the Microsoft 365 Defender portal to create anti-malware policies

In the Microsoft 365 Defender portal at https://security.microsoft.com, go to Email & Collaboration > Policies

& Rules > Threat policies > Anti-Malware in the Policies section. To go directly to the Anti-malware page, use https://security.microsoft.com/antimalwarev2
* 2. On the Anti-malware page, select Create to open the new anti-malware policy wizard. On the Name your policy page, configure these settings:
Name: Enter a unique, descriptive name for the policy. Description: Enter an optional description for the policy.

* 3. When you're finished on the Name your policy page, select Next.

* 4, On the Users and domains page, identify the internal recipients that the policy applies to (recipient conditions)

* 5. On the Protection settings page, configure the following settings: Protection settings section:

Enable the common attachments filter: If you select this option, messages with the specified attachments are treated as malware and are automatically
guarantined. You can modify the list by clicking Customize file types and selecting or deselecting values in the list.

* 6. Etc.

Box 2: Anti-phishing

Enable impersonation protection for sender domains. Anti-phishing policies in Microsoft 365

The high-level differences between anti-phishing policies in EOP and anti-phishing policies in Defender for Office 365 are described in the following table:
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Feature Anti-phishing policies Anti-phishing policies
in EOP in Defender for Office 365
Automatically created default policy v o
Create custom policies v o
Commaon policy settings” o of
Spoot settings o o
First contact safety tip v W
Advanced phishing threshaolds o
Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/anti-malware-policies-configure https://learn.microsoft.com/en-
us/microsoft-365/security/office-365-security/anti-phishing-policies-about

NEW QUESTION 283

- (Exam Topic 5)

You have a Microsoft 365 subscription.

You need to configure a compliance solution that meets the following requirements: Defines sensitive data based on existing data samples
Automatically prevents data that matches the samples from being shared externally in Microsoft SharePoint or email messages

Which two components should you configure? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. a trainable classifier

B. a sensitive info type

C. an insider risk policy

D. an adaptive policy scope

E. a data loss prevention (DLP) policy

Answer: AE

Explanation:

A: Classifiers

This categorization method is well suited to content that isn't easily identified by either the manual or automated pattern-matching methods. This method of
categorization is more about using a classifier to identify an item based on what the item is, not by elements that are in the item (pattern matching). A classifier
learns how to identify a type of content by looking at hundreds of examples of the content you're interested in identifying.

Where you can use classifiers

Classifiers are available to use as a condition for: Office auto-labeling with sensitivity labels

Auto-apply retention label policy based on a condition Communication compliance

Sensitivity labels can use classifiers as conditions, see Apply a sensitivity label to content automatically. Data loss prevention

E: Organizations have sensitive information under their control such as financial data, proprietary data, credit card numbers, health records, or social security
numbers. To help protect this sensitive data and reduce risk, they need a way to prevent their users from inappropriately sharing it with people who shouldn't have
it. This practice is called data loss prevention (DLP).

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/classifier-learn-about https://learn.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about-dip

NEW QUESTION 286

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel and the users shown in the following table.

Name | Memberof |  Device

The devices are configured as shown in the following table.

'} w

Name I _Platform

™ - 9 ' . - W @ l
| " | 1 . g %
' LA P WS W0 2 L

I - =

ure AD join type

T Tala' L Tla "
ML e (AATHEN

¥ il = | il | B

m . . ITar e
o [ { [ I|I e ?‘I"'-u Pl = N

- -

You have a Conditional Access policy named CAPolicyl that has the following settings:
* 1. Assignments

> Users or workload identities: Groupl

> Cloud apps or actions: Office 365 SharePoint Online

» Conditions

- Filter for devices: Exclude filtered devices from the policy
- Rule syntax: device.displayName -startsWith "Device"

* 2. Access controls

> Grant

- Grant: Block access

> Session: 0 controls selected

* 3. Enable policy: On
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For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

User1 can access Sitel from Devicel

Userd can access Site1 from Devicel

=

Userd can access Sitel from Devices

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Userl is member of Groupl and has Devicel. Devicel is not Azure AD joined.

Note: Requiring a hybrid Azure AD joined device is dependent on your devices already being hybrid Azure AD joined.

Box 2: Yes

User2 is member of Groupl and has devices Device2 and Device3. Device2 is Azure AD joined.

Device?2 is excluded from CAPolicyl (which would block access to Sitel). Box 3: Yes

User2 is member of Groupl and has devices Device2 and Device3. Device3 is Android and is Azure AD registered.

Device3 is excluded from CAPolicyl (which would block access to Sitel).

Note: On Windows 7, iOS, Android, macOS, and some third-party web browsers, Azure AD identifies the device using a client certificate that is provisioned when
the device is registered with Azure AD. When a user first signs in through the browser the user is prompted to select the certificate. The end user must select this
certificate before they can continue to use the browser.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/devices/howto-hybrid-azure-ad-join
https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-policy-com

NEW QUESTION 287

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

You need to identify which users accessed Microsoft Office 365 from anonymous IP addresses during the last seven days.
What should you do?

A. From the Cloud App Security admin center, select Users and accounts.

B. From the Microsoft 365 security center, view the Threat tracker.

C. From the Microsoft 365 admin center, view the Security & compliance report.
D. From the Azure Active Directory admin center, view the Risky sign-ins report.

Answer: A

NEW QUESTION 291

- (Exam Topic 5)

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl. Your company purchases a Microsoft 365 subscription.
You need to ensure that Userl is assigned the required role to create file policies and manage alerts in the Cloud App Security admin center.
Solution: From the Azure Active Directory admin center, you assign the Compliance administrator role to Userl.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 296

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 subscription.

You are planning a threat management solution for your organization.

You need to minimize the likelihood that users will be affected by the following threats:

> Opening files in Microsoft SharePoint that contain malicious content

> Impersonation and spoofing attacks in email messages

Which policies should you create in Microsoft 365 Defender? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

Opening files in SharePoint that contain malicious content: il
Anti-spam
Anti-Phishing

Safe Attachments
Safe Links

Impersonation and spoofing attacks in email messages: v
Anti-spam

Anti-Phishing

| Safe Attachments

Safe Links

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Opening files in SharePoint that contain malicious content: W
Anti-spam

‘Anti-Phishing
Safe Attachments |-
Safe Links

Impersonation and spoofing attacks in emall messages: v
jAnti-spam_ _

i| Anti-Phishing ,

| Safe Attachments
Safe Links

NEW QUESTION 297

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant.

industry regulations require that the tenant comply with the ISO 27001 standard. You need to evaluate the tenant based on the standard

A. From Policy in the Azure portal, select Compliance, and then assign a pokey
B. From Compliance Manager, create an assessment

C. From the Microsoft J6i compliance center, create an audit retention policy.
D. From the Microsoft 365 admin center enable the Productivity Score.

Answer: B

NEW QUESTION 298

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant that contains 100 Windows 10 devices.

You plan to deploy a Windows 10 Security Baseline profile that will protect secrets stored in memory. What should you configure in the profile?

A. Microsoft Defender Credential Guard
B. BitLocker Drive Encryption (BitLocker)
C. Microsoft Defender

D. Microsoft Defender Exploit Guard

Answer: A

NEW QUESTION 303

- (Exam Topic 5)

You have a Microsoft 365 subscription.

You have the retention policies shown in the following table.

Name | Location | Retain items Start the At the end of the
for a specific | retention period retention period
period based on
Policyl | SharePoint | 1 years When items were | Delete items automatically
sites created
Policy2 | SharePoint | 2 years When items were | Do nothing
sites last modified

Both policies are applied to a Microsoft SharePoint site named Sitel that contains a file named Filel.docx. Filel.docx was created on January 1, 2022 and last
modified on January 31,2022. The file was NOT modified again.
When will Filel.docx be deleted automatically?

A. January 1,2023

B. January 1,2024
C. January 31, 2023
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D. January 31, 2024
E. never

Answer: D

Explanation:

for the four different principles:

* 1. Retention wins over deletion. Content won't be permanently deleted when it also has retention settings to retain it. While this principle ensures that content is
preserved for compliance reasons, the delete process can still be initiated (user-initiated or system-initiated) and consequently, might remove the content from
users' main view. However, permanent deletion is suspended.

* 2. Etc. Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/retention

NEW QUESTION 306

- (Exam Topic 5)

You have device compliance policies shown in the following table.
Hame Plattorm | Assignment

1 W - ™
f

|
e -
{
]

NOTE: Each correct selection is worth one point.
Anterer frea

Statements Yes Mo

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Aniwer Ahca

Statements Yea MNa

NEW QUESTION 311

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that uses Azure Advanced Threat Protection (ATP). You need to create a detection exclusion in Azure ATP.
Which tool should you use?

A. the Security & Compliance admin center

B. Microsoft Defender Security Center

C. the Microsoft 365 admin center

D. the Azure Advanced Threat Protection portal
E. the Cloud App Security portal

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/defender-for-identity/what-is https://docs.microsoft.com/en-us/defender-for-identity/excluding-entities-from-detections

NEW QUESTION 316
- (Exam Topic 5)
You have a Microsoft 365 tenant that contains the groups shown in the following table.
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Name Type
Group1 Microsoft 365
Group? Distribution
Group3 Mail-enabled secunty
Group4 Secunty

You plan to create a compliance policy named Compliancel.

You need to identify the groups that meet the following requirements:

2 Can be added to Compliancel as recipients of noncompliance notifications
> Can be assigned to Compliancel

To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Can be added to Compliance1 as recipients v
of noncomphance notifications: Group1 and Group4 only

Group3 and Group4 only

Group1, Group2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4

Can be assigned to Compliance1 v
Group1 and Group4 only

Group3 and Group4 only

Group1, Group2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, chat or text message Description automatically generated
Reference:

https://www.itpromentor.com/devices-or-users-when-to-target-which-policy-type-in-microsoft-endpoint-manage

NEW QUESTION 321
- (Exam Topic 5)
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

Name Platform
Device1 Windows 11
Device2 Windows 10
Device3 Android
Deviced 105

All the devices are onboarded To Microsoft Defender for Endpoint
You plan to use Microsoft Defender Vulnerability Management to meet the following requirements:
« Detect operating system vulnerabilities.

Answer Area

Detect operating system vulnerabilities |l
Devicel only

Devicel and Device only

Devicel, Device2, and Device only
Devicel, Device2, and Deviced only
Devicel, Device2, Device3 and Deviced

Perfarm a configuration assessment of the aperating system |

Devicel only

Devicel and Device2 only

Devicel, Device2, and Deviced only
Devicel, Device2, and Deviced only
Devicel, Device?, Deviced and Deviced

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area
Detect operating system vulnerabilities | il
Devicel onky
Devicel, Deviced, and Device3 only |
Dewvicel, Deviced, and Devices only
Devicel, Device2, Device3 and Deviced
Parform a configuration assessment of the operating system .‘!'

Devicel only

l Devicel and Device2 only !
" 23 only

Devicel, Device2, and Deviced only
Devicel, Device2, Device3 and Deviced

NEW QUESTION 326

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint and contains the devices shown in the following table.

Name Operating system Tag

Device Windows 10 Inventory1
Computer1 | Windows 10 Inventory2
Device3 Android Inventory3

Defender for Endpoint has the device groups shown in the following table.
Rank Name Matching rule
1 Group1 Tag Contains Inventory

And 0S5 in Android

2 Group?2 Name Starts with Device

And Tag Contains Inventory

Last Ungrouped devices | Not applicable

(default)
You create an incident email notification rule configured as shown in the following table.
Setting Value
Name ) Rule1
Alert severity Low
Device group scope Group!, Group2
Recipient emai address | User1@contoso.com

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Mo

If & high-seventy incident is triggered for Devicel, an incident email notification will be sent. LTal
=

If a low-severity incident is triggered for Computer!, an incident notification email will be
sent

If a low-seventy incident is tnggered for Dewvice3, an incident notification email wall be sent.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Devicel is in Group2 as Name starts with Device and Tag contains Inventory. However, the Group2 has alert severity low.

Box 2: No

Computerl does not belong to either Groupl or Group2 Box 3: Yes

Device3 belongs to both Groupl and Group2. Note: Understanding alert severity

Microsoft Defender Antivirus and Defender for Endpoint alert severities are different because they represent different scopes.

The Microsoft Defender Antivirus threat severity represents the absolute severity of the detected threat (malware), and is assigned based on the potential risk to
the individual device, if infected.

Reference: https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/alerts-queue

NEW QUESTION 328

- (Exam Topic 5)

You have a Microsoft 365 subscription that uses Microsoft Defender for Cloud Apps. You configure a session control policy to block downloads from SharePoint
Online sites. Users report that they can still download files from SharePoint Online sites.

You need to ensure that file download is blocked while still allowing users to browse SharePoint Online sites. What should you configure?

A. an access policy
B. a data loss prevention (DLP) policy
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C. an activity policy
D. a Conditional Access policy

Answer: A

NEW QUESTION 332

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain. The domain contains domain controllers that run Windows Server 2019. The functional level of the
forest and the domain is Windows Server 2012 R2.

The domain contains 100 computers that run Windows 10 and a member server named Serverl that runs Windows Server 2012 R2.

You plan to use Serverl to manage the domain and to configure Windows 10 Group Policy settings. You install the Group Policy Management Console (GPMC)
on Serverl.

You need to configure the Windows Update for Business Group Policy settings on Serverl.

Solution: You raise the domain functional level to Windows Server 2019. You copy the Group Policy Administrative Templates from a Windows 10 computer to the
Netlogon share on all the domain controllers.

Does this meet the goal?

A.Yes
B. No

Answer: B

NEW QUESTION 335

- (Exam Topic 5)

Your company has offices in five cities. The company has a Microsoft 365 tenant.

Each office is managed by a local administrator. You plan to deploy Microsoft Intune.

You need to recommend a solution to manage resources in intune that meets the following requirements:  Local administrators must be able to manage only the
resources in their respective office.

> Local administrators must be prevented from managing resources in other offices.

> Administrative effort must be minimized.

What should you include in the recommendation?

A. device categories

B. scope tags

C. configuration profiles

D. conditional access policies

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/fundamentals/scope-tags

NEW QUESTION 339

- (Exam Topic 5)

You have a Microsoft 365 subscription.

You suspect that several Microsoft Office 365 applications or services were recently updated. You need to identify which applications or services were recently
updated.

What are two possible ways to achieve the goal? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one point.

A. From the Microsoft 365 admin center review the Service health blade

B. From the Microsoft 365 admin center, review the Message center blade.
C. From the Microsoft 365 admin center review the Products blade.

D. From the Microsoft 365 Admin mobile agg, review the messages.

Answer: BD

Explanation:

The Message center in the Microsoft 365 admin center is where you would go to view a list of the features that were recently updated in the tenant. This is where
Microsoft posts official messages with information including new and changed features, planned maintenance, or other important announcements.

The messages displayed in the Message center can also be viewed by using the Office 365 Admin mobile app. Reference:
https://docs.microsoft.com/en-us/office365/admin/manage/message-center https://docs.microsoft.com/en-us/office365/admin/admin-overview/admin-mobile-app

NEW QUESTION 343

- (Exam Topic 5)

You purchase a new computer that has Windows 10, version 2004 preinstalled.

You need to ensure that the computer is up-to-date. The solution must minimize the number of updates installed.
What should you do on the computer?

A. Install all the feature updates released since version 2004 and all the quality updates released since version 2004 only.
B. install the West feature update and the latest quality update only.

C. install all the feature updates released since version 2004 and the latest quality update only.

D. install the latest feature update and all the quality updates released since version 2004.

Answer: B
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NEW QUESTION 348
- (Exam Topic 5)

You have a Microsoft 365 subscription.
You need to identify which administrative users performed eDiscovery searches during the past week. What should you do from the Security & Compliance admin

center?

A. Perform a content search

B. Create a supervision policy
C. Create an eDiscovery case
D. Perform an audit log search

Answer: D

NEW QUESTION 353
- (Exam Topic 5)

You have a Microsoft 365 E5 tenant that contains five devices enrolled in Microsoft Intune as shown in the following table.

Name Platform
Device1 Windows 10
Device2 Android 8.1.0
Device3 Android 10
Deviced i0S 12
Deviceb i0S 14

All the devices have an app hamed Appl installed.

You need to prevent users from copying data from Appl and pasting the data into other apps.

Which policy should you create in Microsoft Endpoint Manager, and what is the minimum number of required policies? To answer, select the appropriate options in

the answer area.

NOTE: Each correct selection is worth one point.

Policy to create in Microsoft Endpoint

Manager:

Minimum number of required policies:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

A

An app configuration policy
An app protection policy

A conditional access policy
A device compliance policy

v

N G by ==

Graphical user interface, application, table Description automatically generated

Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/app-protection-policy

NEW QUESTION 354
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