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NEW QUESTION 1

Which firewall plane provides configuration, logging, and reporting functions on a separate processor?

A. control

B. network processing
C. data

D. security processing

Answer: A

NEW QUESTION 2

Which data-plane processor layer of the graphic shown provides uniform matching for spyware and vulnerability exploits on a Palo Alto Networks Firewall?

DATAPLANE

SIGNATURE MATCHING

SECURITY PROCESSING

NETWORK PROCESSING

Data Interface

A. Signature Matching
B. Network Processing
C. Security Processing
D. Security Matching

Answer: A

NEW QUESTION 3
DRAG DROP

Match the Cyber-Attack Lifecycle stage to its correct description.

Select and Place:

Reconnaissance

stage where the attacker has
motivation for attacking a network to
deface web property

Installation

Dirag answer here

stage where the attacker scans for
network vulnerabilities and services
that can be exploited

Command and Control

stage where the attacker will explone
methods sich as a root kit 1o
establish persistence

Act on the Objective

stage where the attacker has access lo
a specific server 5o they can
communicate and pass data to and
from infected devices within a
network

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Reconnaissance

Installation

Command and Control

Act on the Objective

stage where the attacker scans for
network vulnerabilities and services
that can be exploited

stage where the attacker has
motivation for altacking a network to
deface web property

stage where the attacker will explore
methods such as a root kit to
establish persistence

stage where the attacker scans for
network vulnerabilities and services
that can be exploited

stage where the anacker las access 1o
a specific server so they can
communicale and pass data to and
from mfected devices within a
network

stage where the attacker will explore
methods such as a root kit to
cstablish persistence

stage where the attacker has
maotivation for aitacking a network 1o
deface web property

stage where the attacker has access to
a specific server so they can
commumicate and pass data 1o and

from infected devices within a
network

NEW QUESTION 4
Which statement is true regarding a Best Practice Assessment?

A. The BPA tool can be run only on firewalls

B. It provides a percentage of adoption for each assessment data

C. The assessment, guided by an experienced sales engineer, helps determine the areas of greatest risk where you should focus prevention activities
D. It provides a set of questionnaires that help uncover security risk prevention gaps across all areas of network and security architecture

Answer: B

NEW QUESTION 5
Employees are shown an application block page when they try to access YouTube. Which security policy is blocking the YouTube application?

Source Destination
Hame Type Zone | Address | Tone Address | Application | Senvice URL Action | Profile
Category

1| Deny Universal | Inside | Any Outside Any Google- Application-d | Any Demny None
Google docs-base

2| Allowed- Universal | Inside | Any Outsige Any snmpv3 Application-d | Any Allow MNane
security Ssh
SRrV... 55l

3 | Intrazone- | Intrazone | Any Any (intrazone] | Any Any Any Ay Allow Naone
default

4 | Interzone- | Interzone | Any Ay Ay Ay Ary Ay Ay Deny None
default

A. intrazone-default

B. Deny Google

C. allowed-security services
D. interzone-default

Answer: D

NEW QUESTION 6

A company moved its old port-based firewall to a new Palo Alto Networks NGFW 60 days ago. Which utility should the company use to identify out-of-date or
unused rules on the firewall?

A. Rule Usage Filter > No App Specified

B. Rule Usage Filter >Hit Count > Unused in 30 days
C. Rule Usage Filter > Unused Apps

D. Rule Usage Filter > Hit Count > Unused in 90 days

Answer: D

NEW QUESTION 7
Which two App-ID applications will need to be allowed to use Facebook- chat? (Choose two.)

A. facebook

B. facebook-chat
C. facebook-base
D. facebook-email

Answer: BC

NEW QUESTION 8
An administrator receives a global notification for a new malware that infects hosts. The infection will result in the infected host attempting to contact a command-
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and-control (C2) server. Which two security profile components will detect and prevent this threat after the firewall's signature database has been updated?
(Choose two.)

A. vulnerability protection profile applied to outbound security policies
B. anti-spyware profile applied to outbound security policies

C. antivirus profile applied to outbound security policies

D. URL filtering profile applied to outbound security policies

Answer: BD

NEW QUESTION 9
To use Active Directory to authenticate administrators, which server profile is required in the authentication profile?

A. domain controller
B. TACACS+

C. LDAP

D. RADIUS

Answer: C

NEW QUESTION 10
Which interface type is used to monitor traffic and cannot be used to perform traffic shaping?

A. Layer 2

B. Tap

C. Layer 3

D. Virtual Wire

Answer: B

NEW QUESTION 10
Which administrator type provides more granular options to determine what the administrator can view and modify when creating an administrator account?

A. Root

B. Dynamic
C. Role-based
D. Superuser

Answer: C

NEW QUESTION 13

The CFO found a USB drive in the parking lot and decide to plug it into their corporate laptop. The USB drive had malware on it that loaded onto their computer
and then contacted a known command and control (CnC) server, which ordered the infected machine to begin Exfiltrating data from the laptop.

Which security profile feature could have been used to prevent the communication with the CnC server?

A. Create an anti-spyware profile and enable DNS Sinkhole

B. Create an antivirus profile and enable DNS Sinkhole

C. Create a URL filtering profile and block the DNS Sinkhole category
D. Create a security policy and enable DNS Sinkhole

Answer: A

NEW QUESTION 14

Name Tags | Type Zone | Address | User | HIP Zone Address | Hit Last | First | Application | Service Action | Profile
Profile Count | Hit Hit

1| Allow None | Universal | Inside | Any Any | Aay Outside | Any - . - Office- Application- | Allow | None
Office program 8.
Programs

2| Allow FTP | None | Universal | Inside | Any Aoy | Aoy Outside | fip- - - . any ftp-service.. | Allow | None
to web ser.. SErVer

3| Allow None | Universal | Inside | Aay Any | Aay Outside | Aay - - - facebook Application- | Allow | None
Social d...
Networkin..

Given the image, which two options are true about the Security policy rules. (Choose two.)
A. The Allow Office Programs rule is using an Application Filter

B. In the Allow FTP to web server rule, FTP is allowed using App-1D

C. The Allow Office Programs rule is using an Application Group

D. In the Allow Social Networking rule, allows all of Facebook’s functions

Answer: BC

NEW QUESTION 19
Which type of security rule will match traffic between the Inside zone and Outside zone, within the Inside zone, and within the Outside zone?
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A. global

B. intrazone
C. interzone
D. universal

Answer: D

NEW QUESTION 20
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