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NEW QUESTION 1
DRAG DROP
Drag the steps to configure a Cisco ISE node as a primary administration node from the left into the correct order on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_dis_deploy.html

NEW QUESTION 2
Which two features are available when the primary admin node is down and the secondary admin node has not been promoted? (Choose two.)

A. new AD user 802.1X authentication
B. hotspot
C. posture
D. guest AUP
E. BYOD

Answer: BD

NEW QUESTION 3
What is a requirement for Feed Service to work?

A. TCP port 8080 must be opened between Cisco ISE and the feed server.
B. Cisco ISE has access to an internal server to download feed update.
C. Cisco ISE has a base license.
D. Cisco ISE has Internet access to download feed update.

Answer: B

NEW QUESTION 4
What is a method for transporting security group tags throughout the network?

A. by embedding the security group tag in the 802.1Q header
B. by the Security Group Tag Exchange Protocol
C. by enabling 802.1AE on every network device
D. by embedding the security group tag in the IP header

Answer: B

NEW QUESTION 5
How is policy services node redundancy achieved in a deployment?

A. by creating a node group
B. by deploying both primary and secondary node
C. by enabling VIP
D. by utilizing RADIUS server list on the NAD

Answer: B

NEW QUESTION 6
Which RADIUS attribute is used to dynamically assign the Inactivity active timer for MAB users from the Cisco ISE node?

A. session-timeout
B. termination-action
C. radius-server timeout
D. idle-timeout
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Answer: D

NEW QUESTION 7
What gives Cisco ISE an option to scan endpoints for vulnerabilities?

A. authentication policy
B. authorization profile
C. authentication profile
D. authorization policy

Answer: B

Explanation: 
Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2-2/admin_guide/b_ise_admin_guide_22/b_ise_admin_guide_22_chapter_010100.html

NEW QUESTION 8
What is a valid guest portal type?

A. Sponsor
B. Sponsored-Guest
C. Captive-Guest
D. My Devices

Answer: B

Explanation: 
Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_chapter_01111.html

NEW QUESTION 9
What is the purpose of the ip http server
command on a switch?

A. It enables the https server for users for web authentication.
B. It enables dot1x authentication on the switch.
C. It enables MAB authentication on the switch.
D. It enables the switch to redirect users for web authentication.

Answer: C

NEW QUESTION 10
What sends the redirect ACL that is configured in the authorization profile back to the Cisco WLC?

A. State attribute
B. Class attribute
C. Event
D. Cisco-av-pair

Answer: D

Explanation: 
Reference: https://community.cisco.com/t5/network-access-control/ise-airespace-acl-wlc-problem/td-p/2110491

NEW QUESTION 10
Which profiling probe collects the user-agent string?

A. DHCP
B. HTTP
C. NMAP
D. AD

Answer: B

NEW QUESTION 14
What service can be enabled on the Cisco ISE node to identify the types of devices connecting to a network?

A. profiling
B. central web authentication
C. MAB
D. posture

Answer: A

Explanation: 
Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2-1/admin_guide/b_ise_admin_guide_21/b_ise_admin_guide_20_chapter_010100.html
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NEW QUESTION 15
During BYOD flow, from where does a Microsoft Windows PC download the Network Setup Assistant?

A. Microsoft App Store
B. Cisco App Store
C. Cisco ISE directly
D. Native OTA functionality

Answer: C

Explanation: 
Reference: https://ciscocustomer.lookbookhq.com/iseguidedjourney/BYOD-configuration

NEW QUESTION 17
What allows an endpoint to obtain a digital certificate from Cisco ISE during a BYOD flow?

A. Application Visibility and Control
B. Supplicant Provisioning Wizard
C. My Devices Portal
D. Network Access Control

Answer: C

NEW QUESTION 18
Which two components are required for creating a Native Supplicant Profile within a BYOD flow? (Choose two.)

A. Redirect ACL
B. Connection Type
C. Operating System
D. Windows Settings
E. iOS Settings

Answer: CE

NEW QUESTION 21
If a user reports a device lost or stolen, which portal should be used to prevent the device from accessing the network while still providing information about why
the device is blocked?

A. Client Provisioning
B. BYOD
C. Guest
D. Blacklist

Answer: D

Explanation: 
Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_chapter_010000.html

NEW QUESTION 25
Which two endpoint compliance statuses are possible? (Choose two.)

A. compliant
B. valid
C. unknown
D. known
E. invalid

Answer: AC

NEW QUESTION 30
What are two components of the posture requirement when configuring Cisco ISE posture? (Choose two.)

A. Client Provisioning portal
B. remediation actions
C. updates
D. access policy
E. conditions

Answer: BE

NEW QUESTION 31
A user reports that the RADIUS accounting packets are not being seen on the Cisco ISE server. Which command is the user missing in the switch’s configuration?

A. aaa accounting resource default start-stop group radius
B. radius-server vsa send accounting
C. aaa accounting network default start-stop group radius
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D. aaa accounting exec default start-stop group radius

Answer: B

Explanation: 
Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_sw_cnfg.pdf

NEW QUESTION 35
What is a characteristic of the UDP protocol?

A. UDP can detect when a server is down.
B. UDP can detect when a server is slow.
C. UDP offers best-effort delivery.
D. UDP offers information about a non-existent server.

Answer: C

NEW QUESTION 40
......
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