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NEW QUESTION 1
Sending data to a provider’s storage over an API is likely as much more reliable and secure than setting up your own SFTP server on a VM in the same provider

A. False
B. True

Answer: B

NEW QUESTION 2
CCM: The following list of controls belong to which domain of the CCM?
GRM 06 – Policy GRM 07 – Policy Enforcement GRM 08 – Policy Impact on Risk Assessments GRM 09 – Policy Reviews GRM 10 – Risk Assessments GRM 11 –
Risk Management Framework

A. Governance and Retention Management
B. Governance and Risk Management
C. Governing and Risk Metrics

Answer: B

NEW QUESTION 3
How does running applications on distinct virtual networks and only connecting networks as needed help?

A. It reduces hardware costs
B. It provides dynamic and granular policies with less management overhead
C. It locks down access and provides stronger data security
D. It reduces the blast radius of a compromised system
E. It enables you to configure applications around business groups

Answer: D

NEW QUESTION 4
What method can be utilized along with data fragmentation to enhance security?

A. Encryption
B. Organization
C. Knowledge management
D. IDS
E. Insulation

Answer: E

NEW QUESTION 5
How can virtual machine communications bypass network security controls?

A. VM communications may use a virtual network on the same hardware host
B. The guest OS can invoke stealth mode
C. Hypervisors depend upon multiple network interfaces
D. VM images can contain rootkits programmed to bypass firewalls
E. Most network security systems do not recognize encrypted VM traffic

Answer: A

NEW QUESTION 6
Use elastic servers when possible and move workloads to new instances.

A. False
B. True

Answer: B

NEW QUESTION 7
CCM: In the CCM tool, “Encryption and Key Management” is an example of which of the following?

A. Risk Impact
B. Domain
C. Control Specification

Answer: B

NEW QUESTION 8
When investigating an incident in an Infrastructure as a Service (IaaS) environment, what can the user investigate on their own?

A. The CSP server facility
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B. The logs of all customers in a multi-tenant cloud
C. The network components controlled by the CSP
D. The CSP office spaces
E. Their own virtual instances in the cloud

Answer: E

NEW QUESTION 9
Who is responsible for the security of the physical infrastructure and virtualization platform?

A. The cloud consumer
B. The majority is covered by the consumer
C. It depends on the agreement
D. The responsibility is split equally
E. The cloud provider

Answer: E

NEW QUESTION 10
For third-party audits or attestations, what is critical for providers to publish and customers to evaluate?

A. Scope of the assessment and the exact included features and services for the assessment
B. Provider infrastructure information including maintenance windows and contracts
C. Network or architecture diagrams including all end point security devices in use
D. Service-level agreements between all parties
E. Full API access to all required services

Answer: C

NEW QUESTION 10
What can be implemented to help with account granularity and limit blast radius with laaS an PaaS?

A. Configuring secondary authentication
B. Establishing multiple accounts
C. Maintaining tight control of the primary account holder credentials
D. Implementing least privilege accounts
E. Configuring role-based authentication

Answer: B

NEW QUESTION 11
Why is a service type of network typically isolated on different hardware?

A. It requires distinct access controls
B. It manages resource pools for cloud consumers
C. It has distinct functions from other networks
D. It manages the traffic between other networks
E. It requires unique security

Answer: D

NEW QUESTION 12
Which cloud-based service model enables companies to provide client-based access for partners to databases or applications?

A. Platform-as-a-service (PaaS)
B. Desktop-as-a-service (DaaS)
C. Infrastructure-as-a-service (IaaS)
D. Identity-as-a-service (IDaaS)
E. Software-as-a-service (SaaS)

Answer: A

NEW QUESTION 15
CCM: A company wants to use the IaaS offering of some CSP. Which of the following options for using CCM is NOT suitable for the company as a cloud
customer?

A. Submit the CCM on behalf of the CSP to CSA Security, Trust & Assurance Registry (STAR), a free, publicly accessible registry that documents the security
controls provided by CSPs
B. Use CCM to build a detailed list of requirements and controls that they want their CSP to implement
C. Use CCM to help assess the risk associated with the CSP
D. None of the above

Answer: D

NEW QUESTION 19
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Which of the following items is NOT an example of Security as a Service (SecaaS)?

A. Spam filtering
B. Authentication
C. Provisioning
D. Web filtering
E. Intrusion detection

Answer: C

NEW QUESTION 20
Which statement best describes why it is important to know how data is being accessed?

A. The devices used to access data have different storage formats.
B. The devices used to access data use a variety of operating systems and may have different programs installed on them.
C. The device may affect data dispersion.
D. The devices used to access data use a variety of applications or clients and may have different security characteristics.
E. The devices used to access data may have different ownership characteristics.

Answer: D

NEW QUESTION 21
Which statement best describes the impact of Cloud Computing on business continuity management?

A. A general lack of interoperability standards means that extra focus must be placed on the security aspects of migration between Cloud providers.
B. The size of data sets hosted at a Cloud provider can present challenges if migration to another provider becomes necessary.
C. Customers of SaaS providers in particular need to mitigate the risks of application lock-in.
D. Clients need to do business continuity planning due diligence in case they suddenly need to switch providers.
E. Geographic redundancy ensures that Cloud Providers provide highly available services.

Answer: E

NEW QUESTION 23
An important consideration when performing a remote vulnerability test of a cloud-based application is to

A. Obtain provider permission for test
B. Use techniques to evade cloud provider’s detection systems
C. Use application layer testing tools exclusively
D. Use network layer testing tools exclusively
E. Schedule vulnerability test at night

Answer: A

NEW QUESTION 26
When configured properly, logs can track every code, infrastructure, and configuration change and connect it back to the submitter and approver, including the test
results.

A. False
B. True

Answer: B

NEW QUESTION 31
In the cloud provider and consumer relationship, which entity manages the virtual or abstracted infrastructure?

A. Only the cloud consumer
B. Only the cloud provider
C. Both the cloud provider and consumer
D. It is determined in the agreement between the entities
E. It is outsourced as per the entity agreement

Answer: C

NEW QUESTION 35
If in certain litigations and investigations, the actual cloud application or environment itself is relevant to resolving the dispute in the litigation or investigation, how is
the information likely to be obtained?

A. It may require a subpoena of the provider directly
B. It would require a previous access agreement
C. It would require an act of war
D. It would require a previous contractual agreement to obtain the application or access to the environment
E. It would never be obtained in this situation

Answer: D

NEW QUESTION 36
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Which of the following is one of the five essential characteristics of cloud computing as defined by NIST?

A. Multi-tenancy
B. Nation-state boundaries
C. Measured service
D. Unlimited bandwidth
E. Hybrid clouds

Answer: C

NEW QUESTION 38
How should an SDLC be modified to address application security in a Cloud Computing environment?

A. Integrated development environments
B. Updated threat and trust models
C. No modification is needed
D. Just-in-time compilers
E. Both B and C

Answer: A

NEW QUESTION 41
How can web security as a service be deployed for a cloud consumer?

A. By proxying or redirecting web traffic to the cloud provider
B. By utilizing a partitioned network drive
C. On the premise through a software or appliance installation
D. Both A and C
E. None of the above

Answer: A

NEW QUESTION 46
How can key management be leveraged to prevent cloud providers from inappropriately accessing customer data?

A. Use strong multi-factor authentication
B. Secure backup processes for key management systems
C. Segregate keys from the provider hosting data
D. Stipulate encryption in contract language
E. Select cloud providers within the same country as customer

Answer: C

NEW QUESTION 48
What is defined as the process by which an opposing party may obtain private documents for use in litigation?

A. Discovery
B. Custody
C. Subpoena
D. Risk Assessment
E. Scope

Answer: A

NEW QUESTION 51
What is known as a code execution environment running within an operating system that shares and uses the resources of the operating system?

A. Platform-based Workload
B. Pod
C. Abstraction
D. Container
E. Virtual machine

Answer: D

NEW QUESTION 53
CCM: Cloud Controls Matrix (CCM) is a completely independent cloud assessment toolkit that does not map any existing standards.

A. True
B. False

Answer: B

NEW QUESTION 58
What is true of searching data across cloud environments?
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A. You might not have the ability or administrative rights to search or access all hosted data.
B. The cloud provider must conduct the search with the full administrative controls.
C. All cloud-hosted email accounts are easily searchable.
D. Search and discovery time is always factored into a contract between the consumer and provider.
E. You can easily search across your environment using any E-Discovery tool.

Answer: A

NEW QUESTION 62
......
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