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NEW QUESTION 1
- (Exam Topic 1)
On which server should you use the Defender for identity sensor?

A. Serverl
B. Server2
C. Server3
D. Server4d
E. Servers5

Answer: A

Explanation:
However, if the case study had required that the DCs can't have any s/w installed, then the answer would have been a standalone sensor on Server2. In this
scenario, the given answer is correct. BTW, ATP now known as Defender for Identity.

NEW QUESTION 2
- (Exam Topic 1)
You need to ensure that Userl can enroll the devices to meet the technical requirements. What should you do?

A. From the Azure Active Directory admin center, assign Userl the Cloud device administrator rote.

B. From the Azure Active Directory admin center, configure the Maximum number of devices per user setting.
C. From the Intune admin center, add Userl as a device enroliment manager.

D. From the Intune admin center, configure the Enroliment restrictions.

Answer: C

Explanation:
References:
https://docs.microsoft.com/en-us/sccm/mdm/deploy-use/enroll-devices-with-device-enroliment-manager

NEW QUESTION 3
- (Exam Topic 1)
On which server should you install the Azure ATP sensor?

A. Server 1
B. Server 2
C. Server 3
D. Server 4
E. Server 5

Answer: A

Explanation:

References:

https://docs.microsoft.com/en-us/azure-advanced-threat-protection/atp-capacity-planning

However, if the case study had required that the DCs can't have any s/w installed, then the answer would have been a standalone sensor on Server2. In this
scenario, the given answer is correct. BTW, ATP now known as Defender for Identity.

NEW QUESTION 4

- (Exam Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain named contoso.com that is synced to Microsoft Azure Active Directory (Azure AD).

You manage Windows 10 devices by using Microsoft System Center Configuration Manager (Current Branch).

You configure a pilot for co-management.

You add a new device named Devicel to the domain. You install the Configuration Manager client on Devicel.

You need to ensure that you can manage Devicel by using Microsoft Intune and Configuration Manager. Solution: Define a Configuration Manager device
collection as the pilot collection. Add Devicel to the

collection.

Does this meet the goal?

A. Yes
B. NO

Answer: A

Explanation:

Devicel has the Configuration Manager client installed so you can manage Devicel by using Configuration Manager. To manage Devicel by using Microsoft
Intune, the device has to be enrolled in Microsoft Intune. In the Co-management Pilot configuration, you configure a Configuration Manager Device Collection that
determines which devices are auto-enrolled in Microsoft Intune. You need to add Devicel to the Device Collection so that it auto-enrols in Microsoft Intune. You
will then be able to manage Devicel using Microsoft Intune. Reference: https://docs.microsoft.com/en-us/configmgr/comanage/how-to-enable

NEW QUESTION 5
- (Exam Topic 1)
You need to create the Microsoft Store for Business. Which user can create the store?
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A. User2
B. User3
C. User4
D. User5

Answer: C

Explanation:
References:
https://docs.microsoft.com/en-us/microsoft-store/roles-and-permissions-microsoft-store-for-business

NEW QUESTION 6

- (Exam Topic 1)

You need to meet the compliance requirements for the Windows 10 devices.
What should you create from the Intune admin center?

A. a device compliance policy
B. a device configuration profile
C. an application policy

D. an app configuration policy

Answer: C

NEW QUESTION 7

- (Exam Topic 2)

You need to meet the technical requirement for log analysis.

What is the minimum number of data sources and log collectors you should create from Microsoft Cloud App Security? To answer, select the appropriate options in
the answer area.

NOTE: Each correct selection is worth one point.

Minimum number of data sources: v
1
3
6
Minimum number of log collectors: [ ¥
1
3
6
A. Mastered

B. Not Mastered
Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/cloud-app-security/discovery-docker

NEW QUESTION 8
- (Exam Topic 3)
You need to create the Safe Attachments policy to meet the technical requirements. Which option should you select?

A. Replace

B. Enable redirect
C. Block

D. Dynamic Delivery

Answer: D

Explanation:
Reference:
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/sa

NEW QUESTION 9

- (Exam Topic 3)

You need to configure automatic enrollment in Intune. The solution must meet the technical requirements. What should you configure, and to which group should
you assign the configurations? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Configure: v
Dewvice configuration profiles Enroliment restrictions
The mobile device management (MDM) user scope
The mobile application management (MAM) user scope

Group: v
UserGroup1
UserGroup2
DeviceGroup1
DeviceGroup2
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Text Description automatically generated with medium confidence
Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enroll

NEW QUESTION 10

- (Exam Topic 3)

You need to ensure that User2 can review the audit logs. The solutions must meet the technical requirements. To which role group should you add User2, and
what should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Role group: v
Reviewer
Global reader
Data Investigator
Compliance Management

Tool: v
Exchange admin center
SharePoint admin center
Microsoft 365 admin center
Microsoft 365 security center

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text Description automatically generated

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/search-the-audit-log-in-security-and-compliance?vi

NEW QUESTION 10

- (Exam Topic 4)

You are evaluating the required processes for Projectl.

You need to recommend which DNS record must be created while adding a domain name for the project. Which DNS record should you recommend?

A. host (A)

B. host information
C. text (TXT)

D. pointer (PTR)

Answer: A

Explanation:

When you add a custom domain to Office 365, you need to verify that you own the domain. You can do this by adding either an MX record or a TXT record to the
DNS for that domain.

Note:

There are several versions of this question in the exam. The question has two possible correct answers: Text (TXT)
Mail exchanger (MX)

incorrect answer options you may see on the exam include the following: alias (CNAME)

Host (A) host (AAA)

Pointer (PTR) Name Server (NS)

host information (HINFO) pointer (PTR)

Reference:
https://docs.microsoft.com/en-us/office365/admin/get-help-with-domains/create-dns-records-at-any-dns-hosting

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\l;/ Exam Recommend!! Get the Full MS-102 dumps in VCE and PDF From SurePassExam
L' Sure PHSS https://lwww.surepassexam.com/MS-102-exam-dumps.html (312 New Questions)

NEW QUESTION 13

- (Exam Topic 4)

You need to ensure that all the sales department users can authenticate successfully during Projectl and Project2.
Which authentication strategy should you implement for the pilot projects?

A. pass-through authentication

B. pass-through authentication and seamless SSO

C. password hash synchronization and seamless SSO
D. password hash synchronization

Answer: C

Explanation:

Projectl: During Projectl, the mailboxes of 100 users in the sales department will be moved to Microsoft 365. Project2: After the successful completion of Projectl,
Microsoft Teams & Skype for Business will be enabled in Microsoft 365 for the sales department users.

After the planned migration to Microsoft 365, all users must be signed in to on-premises and cloud-based applications automatically.

Fabrikam does NOT plan to implement identity federation.

After the planned migration to Microsoft 365, all users must continue to authenticate to their mailbox and to SharePoint sites by using their UPN.

You need to enable password hash synchronization to enable the users to continue to authenticate to their mailbox and to SharePoint sites by using their UPN.
You need to enable SSO to enable all users to be signed in to on-premises and cloud-based applications automatically.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 14

- (Exam Topic 5)

Your network contains an Active Directory forest named contoso.local.

You purchase a Microsoft 365 subscription.

You plan to move to Microsoft 365 and to implement a hybrid deployment solution for the next 12 months. You need to prepare for the planned move to Microsoft
365.

What is the best action to perform before you implement directory synchronization? More than one answer choice may achieve the goal. Select the BEST answer.

A. Purchase a third-party X.509 certificate.
B. Create an external forest trust.

C. Rename the Active Directory forest.

D. Purchase a custom domain name.

Answer: D

Explanation:

The first thing you need to do before you implement directory synchronization is to purchase a custom domain name. This could be the domain name that you use
in your on-premise Active Directory if it's a routable domain name, for example, contoso.com.

If you use a non-routable domain name in your Active Directory, for example contoso.local, you'll need to add the routable domain name as a UPN suffix in Active
Directory.

Incorrect:

Not C: No need to rename the Active Directory forest. As we use a non-routable domain name contoso.local, we just need to add the routable domain name as a
UPN suffix in Active Directory.

Reference:

https://docs.microsoft.com/en-us/office365/enterprise/set-up-directory-synchronization

NEW QUESTION 15

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the following table.

Name UPN suffix
User1l | Contoso.com
User? Fabrikam.com

The domain syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)
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PROVISION FROM ACTIVE DIRECTORY

@ Azure AD Connect cloud provisioning
This feature allows you to manage provisioning from the cloud.

Manage provisioning (Preview]

Azure AD Connect sync
Sync Status Enabled
Last Sync Less than 1 hour ago
Password Hash Sync Enabled
USER SIGN-IN
Federation Disabled 0 domains
a Seamless single sign-on Enabled 1 demain
Pass-through authentication  Enabled 2 agents

User2 fails to authenticate to Azure AD when signing in as user2@fabrikam.com. You need to ensure that User2 can access the resources in Azure AD.
Solution: From the on-premises Active Directory domain, you assign User2 the Allow logon locally user right. You instruct User2 to sign in as
user2@fabrikam.com.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

This is not a permissions issue.

The on-premises Active Directory domain is named contoso.com. To enable users to sign on using a different UPN (different domain), you need to add the domain
to Microsoft 365 as a custom domain.

NEW QUESTION 20

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these

guestions will not appear in the review screen.

You have a Microsoft 365 subscription.

From the Microsoft 365 Defender, you create a role group named US eDiscovery Managers by copying the eDiscovery Manager role group.

You need to ensure that the users in the new role group can only perform content searches of mailbox content for users in the United States.

Solution: From the Microsoft 365 Defender, you modify the roles of the US eDiscovery Managers role group. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 25

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that uses Microsoft intune. The subscription contains the resources shown in the following table.
MName Type ' Member of |

Lserl Lser Group1

Devicel | Device | GroupZ

Userl is the owner of Devicel.
You add Microsoft 365 Apps Windows 10 and later app types to Intune as shown in the following table. On Thursday, you review the results of the app
deployments.

Mame Shows in Assignment | Microsoft Office Day of
Company Portal app to install creation

App1 Yes Group1 - Word Monday
Required

App2 Yes Groups Exce Tuesday
Required

App3 Yes Group 1 PowerPoint Wednesday
Available

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Answer Arca

Statements Yes MNo

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes No

NEW QUESTION 29

- (Exam Topic 5)

You have a Microsoft 365 tenant.

You plan to manage incidents in the tenant by using the Microsoft 365 security center.

Which Microsoft service source will appear on the Incidents page of the Microsoft 365 security center?

A. Microsoft Defender for CloudUse the
B. Microsoft Purview

C. Azure Arc

D. Microsoft Defender for Identity

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender/investigate-alerts ?view=0365-worldwide

NEW QUESTION 33

- (Exam Topic 5)

You have a Microsoft 365 tenant.

Company policy requires that all Windows 10 devices meet the following minimum requirements:

> Require complex passwords.

> Require the encryption of data storage devices.

> Have Microsoft Defender Antivirus real-time protection enabled.

You need to prevent devices that do not meet the requirements from accessing resources in the tenant. Which two components should you create? Each correct
answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. a configuration policy

B. a compliance policy

C. a security baseline profile
D. a conditional access policy
E. a configuration profile

Answer: BD

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 34

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 E3 subscription.

You plan to launch Attack simulation training for all users.

Which social engineering technique and training experience will be available? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

Social engineering technigue: v
| Credential harvest
Link to malware
. Malware attachment

Training experience: v
Identity Theft
Mass Market Phishing
| Web Phishing
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Credential Harvest

Attack simulation training offers a subset of capabilities to E3 customers as a trial. The trial offering contains the ability to use a Credential Harvest payload and the
ability to select 'ISA Phishing' or '"Mass Market Phishing' training experiences. No other capabilities are part of the E3 trial offering.

Note: In Attack simulation training, multiple types of social engineering techniques are available: Credential Harvest

Malware Attachment Link to Malware Etc.

Box 2: Mass Market Phishing Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/attack-simulation-training-get-start

NEW QUESTION 35

- (Exam Topic 5)

You have a Microsoft 365 subscription.

You register two applications named Appl and App2 to Azure AD.

You need to ensure that users who connect to Appl require multi-factor authentication (MFA). MFA is required only for Appl. What should you do?

A. From the Microsoft Entra admin center, create a conditional access policy

B. From the Microsoft 365 admin center, configure the Modem authentication settings.

C. From the Enterprise applications blade of the Microsoft Entra admin center, configure the Users settings.
D. From Multi-Factor Authentication, configure the service settings.

Answer: A

Explanation:

Use Conditional Access policies

If your organization has more granular sign-in security needs, Conditional Access policies can offer you more control. Conditional Access lets you create and
define policies that react to sign in events and request additional actions before a user is granted access to an application or service.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/admin/security-and-compliance/set-up-multi-factor-authenticati

NEW QUESTION 37

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 subscription.

A user named userl@contoso.com was recently provisioned.

You need to use PowerShell to assign a Microsoft Office 365 E3 license to Userl. Microsoft Bookings must
NOT be enabled.

How should you complete the command? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

W | -Scopes User.ReadWrite.All, Organization.Read.All

Connect-AzureAD :
Eun_n_e‘s:t-l'-'h;ﬁl aphu )
Connect-MS0LSarvice

£E3 = ¥ | Where SkuPartNusber -eq "EnterprisePack’
Get-AzureADUse

E-EE-HQSI..I bscribedSku
Get-M50LACccountSKU

——— ————

$disabledPlans = $E3.5ervicePlans drere Sepviceflaniame -in
("MICROSOFTBOOKINGS™) | select -ExcludeProperty ServicePlanID

SLicensedptions= @(

@{
Skuld = $E3.5kuld
DisabledPlans = $disabledPlans

w | “Userld Userl@contoso.com -AgddLicenses SLicenseOptions -Removelicenses @

Set-AzureADUser
Set-MglUserLicense
Set-MSOLUser

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Connect-MgGraph

Assign Microsoft 365 licenses to user accounts with PowerShell Use the Microsoft Graph PowerShell SDK

First, connect to your Microsoft 365 tenant.

Assigning and removing licenses for a user requires the User.ReadWrite.All permission scope or one of the other permissions listed in the 'Assign license'
Microsoft Graph API reference page.

The Organization.Read.All permission scope is required to read the licenses available in the tenant. Connect-MgGraph -Scopes User.ReadWrite.All,
Organization.Read.All

Box 2: Get-MgSubscribedSku

Run the Get-MgSubscribedSku command to view the available licensing plans and the number of available licenses in each plan in your organization. The number
of available licenses in each plan is ActiveUnits - WarningUnits - ConsumedUnits.

Box 3: Set-MgUserLicense

Assigning licenses to user accounts

To assign a license to a user, use the following command in PowerShell.

Set-MgUserLicense -Userld $userUPN -AddLicenses @{Skuld = "<Skuld>"} -RemoveLicenses @() This example assigns a license from the SPE_ES5 (Microsoft
365 E5) licensing plan to the unlicensed user

belindan@litwareinc.com:

$e5Sku = Get-MgSubscribedSku -All | Where SkuPartNumber -eq 'SPE_E5'

Set-MgUserLicense -Userld "belindan@litwareinc.com" -AddLicenses @{Skuld = $e5Sku.Skuld}

-RemovelLicenses @()

Reference:

https://learn.microsoft.com/en-us/microsoft-365/enterprise/assign-licenses-to-user-accounts-with-microsoft-365

NEW QUESTION 39

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 E5 subscription.

You need to implement identity protection. The solution must meet the following requirements:

> Identify when a user's credentials are compromised and shared on the dark web.

> Provide users that have compromised credentials with the ability to self-remediate. What should you do? To answer, select the appropriate options in the
answer area. NOTE: Each correct selection is worth one point.

Anzwer Area

To identify when users have compromised credentials, configure: | =
A regestration pokicy
A sigiv-in risk palicy
A uger risk pohcy
A multifactor authentication regestration policy

To enable self-remediabion, sdect: | v i
Generale a temporany password
Require multi-factor authentication
Requere password change
A. Mastered

B. Not Mastered
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Answer: A

Explanation:

Box 1: A user risk policy

Identify when a user's credentials are compromised and shared on the dark web. User risk-based Conditional Access policy

Identity Protection analyzes signals about user accounts and calculates a risk score based on the probability that the user has been compromised. If a user has
risky sign-in behavior, or their credentials have been leaked, Identity Protection will use these signals to calculate the user risk level. Administrators can configure
user risk-based Conditional Access policies to enforce access controls based on user risk, including requirements such as:

Block access

Allow access but require a secure password change.

A secure password change will remediate the user risk and close the risky user event to prevent unnecessary noise for administrators.

Box 2: Require password change

Provide users that have compromised credentials with the ability to self-remediate.

A secure password change will remediate the user risk and close the risky user event to prevent unnecessary noise for administrators

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-policies#

NEW QUESTION 42
- (Exam Topic 5)
You have a Microsoft 365 tenant that contains two users named Userl and User2. You create the alert policy shown in the following exhibit.

Status

Descraphon

Semenity * hMed

Category Hormabicn governance

Threshoid E actraties
Windiow bl mnutes

Stope CURTH 24

".r!'ﬂ.ill _.".- LA DEC %03

reCipients

Daily F.

niotificaton

bimnit
User2 runs a script that modifies a file in a Microsoft SharePoint Online library once every four minutes and runs for a period of two hours.
How many alerts will Userl receive?

0

.2
.5
.1
.25

o0 w>

Answer: D

NEW QUESTION 46

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant.

You create an auto-labeling policy to encrypt emails that contain a sensitive info type. You specify the locations where the policy will be applied.
You need to deploy the policy. What should you do first?

A. Review the sensitive information in Activity explorer
B. Turn on the policy

C. Run the policy in simulation mode

D. Configure Azure Information Protection analytics

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically?view=0365-w
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NEW QUESTION 47

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 E5 subscription.

From Azure AD Privileged Identity Management (PIM), you configure Role settings for the Global Administrator role as shown in the following exhibit.

Activation

Setting Slate
Activatsin manmum Suration (hours] 2 hauns)
On sCtration, reguire Azure MFA
Require justificaticn on actvation Yes
Require ticket infarmateln on aCtation ]
Reguire approvel 1o asteate o]
Approvers kaong
Amsignment
Setting Slate
Allow permanent ¢hgble astgnmipnt 21
Expure plagelp RESagnAEnIS e 3 mgrthig)
Allgw pafmansnt JCtve ahgnmént 21
Expire actro® amgnments after 15 dayis)
Réquire AZure Multi-Facter Authentiation on actve 3ss:grment i
Réquire jSIFICAECN 0N 30TV ATsRgnment yay

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Armswer Area
A user that Is assigned the Global Administrater role as active [answer chodce)]. | & v
Gl lose the roe after wght bours 0
can reactivate the role every eight hours
can reactvate the role every 15 days
will lose the robe after 15 days
You can make the Global Adminstrator role available to activation iequests [answer choice) v
for up to elght howrs
for up to three months
for up to 15 days
unhl the requests are revoked manualy
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: will lose the role after eight hours

From exhibit: Activation, Activation maximum duration (hours): 8 hour(s) Box 2: for up to three months
We see from exhibit: Assignment, Expire eligible assignment after: 3 month(s)

NEW QUESTION 48

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 tenant.

You need to create a custom Compliance Manager assessment template.

Which application should you use to create the template, and in which file format should the template be saved? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.
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Application:

Microsoft Excel
Microsoft Forms
Microsoft Word
Visual Studio Code

File format:
csv
dbx

docx

dotx
json
xlsx
xltx

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-templates-create?view=0365

NEW QUESTION 53
- (Exam Topic 5)

You have three devices enrolled in Microsoft Endpoint Manager as shown in the following table.

e

The device compliance policies in Endpoint Manager are configured as shown in the following table.

. Name Platform Require BitLocker | Assigned J
P e o Y i1 e SN | TR
Pohcyl | Windows 10 and later Require | Yes
Policy? | Windows 10 and later Not configured 85
'lr’ Iy Windows 10 and later | Reguire Nt |
- - — .. —

The device compliance policies have the assignments shown in the following table.

q

' Nlm_t_; Assigned to
IOUp:

_'r.- ey

Policy? I OUP: I

Name | Platform BitLocker Drive Member of
| CEncryption (BitLocker) |
Devicel | Windows 10 | Dwsabled Group3 1
Davicel Windows 10 Lhizabded '_qr_'.l.:',f '_;T-:;i..;_' 3 J
- — e - =, — — e——— = |
Device3 | Windows 10 | Disabled _| Group?

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements

Devicel 15 comphiant

Device? is compliant,

Dewvice3 1s compliant.
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Answer Area

Statements Yes No

Devicel is compliant

-

Device?2 is compliant,

Device3 is compliant,

NEW QUESTION 54

- (Exam Topic 5)

DRAG DROP

You have a Microsoft 365 E5 subscription. Several users have iOS devices.

You plan to enroll the iOS devices in Microsoft Endpoint Manager.

You need to ensure that you can create an iOS/iPadOS enrollment profile in Microsoft Endpoint Manager.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

| From the Microsoft Endpoint Manager admin center,
| add a dewice enroliment manager

From the Microsoft Endpoint Manager admin center,
| download a certificate signing request

' Upload an Apple MDM push certificate to Microsoft
| Endpoint Manager

| Create a certificate from the Apple Push Certificates
| Portal

| From the Microsoft Endpoint Manager admin
| center, configure device enroliment restrictions

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/apple-mdm-push-certificate-get

NEW QUESTION 56
- (Exam Topic 5)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.

Name Windows 10 edition Azure Active Mobile device
Dire:tnry (Azure management
. AD) ' (MDM) enroliment
Device | Windows 10 Pro | Registered | Microsoft intune
Device? | Windows 10 Enterprise | Joined | Microsoft Intune
Device3d . Windows 10 Pro | Joned | MNot enrolled
Dewviced | Windows 10 Enterprise | Registered | Microsoft Intune
Devices Windows 10 _Fn'[:_e_rj'}_rmv Joined | Mot enrolled

You add custom apps to the private store in Microsoft Store Business.
You plan to create a policy to show only the private store in Microsoft Store for Business. To which devices can the policy be applied?

A. Device?2 only

B. Devicel and Device3 only

C. Device2 and Device4 only

D. Device2, Device3, and Device5 only

E. Devicel, Device2, Device3, Device4, and Device5

Answer: C
NEW QUESTION 58
- (Exam Topic 5)

You have several devices enrolled in Microsoft Endpoint Manager.
You have a Microsoft Azure Active Directory (Azure AD) tenant that includes the users shown in the following table.

Name | Member of

The device type restrictions in Endpoint Manager are configured as shown in the following table.
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Priority | Name Allowed platform | Assigned to
. . ] |-
e AT | s Wir ' | F
Arwwer Area
Statements Yes
sart can enoll Windows devetes it Endpoint Managsy
Userd can enroll Androsd deanes in Enapoant Manager
(0,72 wn Eneoll 0% deaoes i rchposnd Ao e
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Anpwer Area
Statements Yes
Usar can eraoll Windows desoes m Endposnt Manager
LMaed 3 OOl ARdnos] devies ofi "r'-'!||-:-er'! LR T o o
-

e 3 can enroll 105 devces i Endpont Manager

NEW QUESTION 61
- (Exam Topic 5)

Mo

From the Microsoft 365 compliance center, you configure a data loss prevention (DLP) policy for a Microsoft SharePoint Online site named Sitel. Sitel contains

the roles shown in the following table.

Role Member
Site owner Prvi
Site member | User1
Site visitor User?

Prvi creates the files shown in the exhibit. (Click the Exhibit tab.)

4 New T Uplosd ~ ¢ Quickedit ©3 Syme = All Docurments W@ |
Documents
[ teme [EEES Y Moddund By add cehurma
& Filel.doo AL B MimE 130
g File2doo A e secondl ige
g Fileddocx 8  Afwrsecendiage

Which files can Userl and User2 open? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

User1: -

File1.docx only
File1.docx and File2.docx only
File1.docx, File2.docx, and File3.docx

User?Z: v

File1.docx only
File1.docx and File2.docx only
File1.docx, File2.docx, and File3.docx
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A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, text, application, email Description automatically generated
Reference:

https://sharepointmaven.com/4-security-roles-of-a-sharepoint-site/ https://gcc.microsoftcrmportals.com/blogs/office365-news/190220SPIcons/

NEW QUESTION 66
- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that contains 200 Android devices enrolled in Microsoft Intune. You create an Android app protection policy named

Policy! that is targeted to all Microsoft apps and assigned to all users.
Policy! has the Data protection settings shown in the following exhibit.

Select apps to exempt m

Save copies of org data (i) Allow

Allow user to save copies to | SharePaint
selected services (|

Transfer telecommunicationdatato (1) | Any Dialer App
Dialer App Package ID

Dialer App Name

Received data from other apps (i) All Apps
Open datainto Org documents (i) Albowr Block

Allow users to open data from T
services ()

Restrict cut, copy, and paste between Policy managed apps with paste in
other apps (i)

Cut and copy character limit 0
for any app

Screen capture and Google Assistant (i) (I CC D Block

Approvedkeyboards (1

Select keyboards to approve select

'

Use the drop-down menus to select 'he answer choice that completes each statement based on the information presented in the graphic.

Answer Area

& user can copy files from Microsoft OneDrive to [answer cholce] only,

Onelrive
lecal storage
Microsoft SharePaint Online

Microsoft SharePoint Online and COneDrive

A user can copy and paste text from [answer cholce] to Microsoft

Word document stored in Microsoft OneDrive. | any app
only managed apps
only unmanaged apps

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area
A user can copy files from Microsaft OneDrive to [answer choice] only. ¥
OneDrive
I Microsoft SharePaint Online
0 TEFG e and OneDrive
A user can copy and paste text from [answer cholce] to Microsoft v

Word document stored in Microsoft OneDrive. any a
only managed apps
only unmanaged apps

NEW QUESTION 70
- (Exam Topic 5)
DRAG DROP

You have a Microsoft 365 E5 subscription that contains two groups named Groupl and Group2. You need to ensure that each group can perform the tasks shown

in the following table.

Group Task
Group1 . Manage service requests
. Purchase new senices
L *.'..L.-II.'-{;-;- DS NDLIoNS
™ '1l_-ri|- wp """'.I ¥ r‘l"'_l:..ll
FOUL . A sign hicenses

. A 31 USers and Qroups
] Create and manage user views
. Update password expiration policies

The solution must use the principle of least privilege.

Which role should you assign to each group? To answer, drag the appropriate roles to the correct groups. Each role may be used once, more than once, or not at

all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Roles Answer Area

Billing Administrator Group!: [ Role

i

"Global Administrator

- [ :
Group? Role :

"Helpdesk Administrator

"License Administrator

"Service Support Administrator

Liser Administrator

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Box 1: Billing admin manage service request
Purchase new services Etc.

Assign the Billing admin role to users who make purchases, manage subscriptions and service requests, and monitor service health.

Box 2: User admin User admin

Assign the User admin role to users who need to do the following for all users:

- Add users and groups

- Assign licenses

- Manage most users properties

- Create and manage user views

- Update password expiration policies

- Manage service requests

- Monitor service health Reference:
https://learn.microsoft.com/en-us/microsoft-365/admin/add-users/about-admin-roles

NEW QUESTION 74
- (Exam Topic 5)
HOTSPOT

Your company uses Microsoft Defender for Endpoint. Microsoft Defender for Endpoint includes the device groups shown in the following table.
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Rank Device group Members

1 Group1 Tag Equals demo And 05 In Windows 18

2 Group?2 Tag Equals demo

3 Group3 Domain Equals adatum.com

4 Group4 Domain Equals adatum.com And 05 In Windows 18
Last | Ungrouped devices {default) Mot applicable

You onboard a computer named computerl to Microsoft Defender for Endpoint as shown in the following exhibit.

Settings Endpoints computeri

computerl

Device summary

Risk level (5

MNone

Device details

Domain

A AtUM.CoMm

05

Windows 10 64-bit
Version 21H2

Build 19044.2130

Use the drop-down menus to select the answer choice that completes each statement.
NOTE: Each correct selection is worth one point.

A ndEweeT Anca

Computer] wll b a member of [arswer chodoe] | =]
rcaps only
Groupd only
Group3 and Groupd onky
Ungeouped devices

1 youi acd the tag demo to Computer], the computer will be a member of [arewer choloo] -
Groupt only |
Groaip and Tacupd only
Groupt, Groupd, Group?, and Groupd
Ungrouped deaces

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Group3 and Group4 only Computerl has no Demo Tag.
Computerl is in the adatum domain and OS is Windows 10. Box 2: Groupl, Group2, Group3 and Group4

NEW QUESTION 78

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant.

You plan to deploy a monitoring solution that meets the following requirements:

> Captures Microsoft Teams channel messages that contain threatening or violent language.
> Alerts a reviewer when a threatening or violent message is identified.

What should you include in the solution?

A. Data Subject Requests (DSRSs)

B. Insider risk management policies

C. Communication compliance policies
D. Audit log retention policies

Answer: C
NEW QUESTION 81
- (Exam Topic 5)

HOTSPOT
You have a Microsoft 365 subscription that contains a Microsoft SharePoint Online site named Sitel. Sitel has he files in the following table.
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Name Number of IP
addresses in the file
Filel.docx | 1
File2 txt 2
File3.xlsx | 2
Filed.bmp | 3
FileS.doc | 5

Name | Role
User1 | Owner
User2 | Visitor

MNew DLP policy

Choose the information to protect

@
@
&
&
=

Rarviows your settings

The Sitel users are assigned the roles shown in the following table.

You create a data less prevention (DLP) policy names Policyl as shown in the following exhibit.

Review your settings

Template namae Ediit
Custam policy

Podicy name
Palicyt

Description

Applies to content in these locations
SharePoint sHes

Policy S.atthngs

If the content contains these types of sensithve infou IP Address
then notify people with a pohcy tip and emal message.

W there are at least 2 instances of the same type of sensitive info,
black acéeis 1o the content.

Tum policy on after it's created? Edn

et

How many files will be visible to userl and User2 after Policy' is applied to answer, selected select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

User1:

Userz:

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

User1: v

Ln Bl W o =

User2: v

LN b Ul o=

NEW QUESTION 86

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 subscription.

You need to review metrics for the following: The daily active users in Microsoft Teams Recent Microsoft service issues

What should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

eams dailly active users -

ecure Score

—

I SeCure SCOre

- &
o & he |||”|

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Usage reports

The daily active users in Microsoft Teams

Microsoft 365 Reports in the admin center - Microsoft Teams usage activity

The brand-new Teams usage report gives you an overview of the usage activity in Teams, including the number of active users, channels and messages so you
can quickly see how many users across your organization are using Teams to communicate and collaborate. It also includes other Teams specific activities, such
as the number of active guests, meetings, and messages.

Box 2: Service Health

Recent Microsoft service issues

You can view the health of your Microsoft services, including Office on the web, Yammer, Microsoft Dynamics CRM, and mobile device management cloud
services, on the Service health page in the Microsoft 365 admin center. If you are experiencing problems with a cloud service, you can check the service health to
determine whether this is a known issue with a resolution in progress before you call support or spend time troubleshooting.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/admin/activity-reports/microsoft-teams-usage-activity https://learn.microsoft.com/en-
us/microsoft-365/enterprise/view-service-health

NEW QUESTION 88
- (Exam Topic 5)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

| Name Role
- ¥
i 1 &1 2 ¥ it ratici
2 | Seqt : stratc |

# ol [

S resaps & Ay § i AAmmanictra

You ate implementing Microsoft Defender for Endpoint
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You need to enable role-based access control (RBAQ to restrict access to the Microsoft 365 Defender portal. Which users can enable RBAC, and winch users will
no longer have access to the Microsoft 365 Defender portal after RBAC is enabled? To answer, select the appropriate options in the answer area.

NOTE Each correct selection is worth one point.
Answer Area

Users that can enable RBAC: | Admin1 and Admin2 on x|

L R L]

dmm1 anly

Admini, Adming, and AdmmnS only
Admm 1, Adrming. Adrin, and AdminS only

Lisers that wall nd longer have aocess 1o the
Microsoft 365 Defender ponal | Admind, Admind

A e -
nd Admin only =~ |

Admins only
Admind and Admind only

Admund and Admin only

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Users that can enable RBAC | Admun1 and Admin on x|

L ALY ]

Adimin1 only

Adrmin1 and Admin2 only

Adman 1, Adming, and AdmmnS only

Admm 1. Admmd, Admin3, and AdminS only

Lhers that wall nd Ronger Nave alless 1O the
Microsoft 365 Defender portat | Admin3. Admind and Admin’ only |

Adman3 only
Admun and Admnd anly
oM and Afdm I'I"- iy

Admin3, Admind, and Admin5 onl

NEW QUESTION 89
- (Exam Topic 5)
You implement Microsoft Azure Advanced Threat Protection (Azure ATP). You have an Azure ATP sensor configured as shown in the following exhibit.

Liodatac

How long after the Azure ATP cloud service is updated will the sensor update?

A. 20 hours
B. 12 hours
C. 7 hours

D. 48 hours

Answer: B

NEW QUESTION 91

- (Exam Topic 5)

You have several devices enrolled in Microsoft Endpoint Manager

You have a Microsoft Azure Active Directory (Azure AD) tenant that includes the users shown In the following table.
Name Role | Member of

e Jow] desvale admirustiator | G oupa

Inture acdmenectTator S

None _wnn.

|

|
The device limit restrictions in Endpoint manager are configured as shown in the following table.
| ty | Name  Device limit | Assigned to |

L Policy!_| 15 | Group

|

. Fohcyd 10 (af DUpA

Ot ault All users 5 All users

You add user as a device enrollment manager in Endpoint manager
For each of the following statements, select Yes if the statement is true. Otherwise, select No
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Ardwer Area

Statements Yeu Ha

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Rngwer Anes

Statements Yei Ko

NEW QUESTION 95

- (Exam Topic 5)

Your company has a Microsoft 365 E5 tenant.

Users at the company use the following versions of Microsoft Office:
 Microsoft 365 Apps for enterprise

« Office for the web

» Office 2016

* Office 2019

The company currently uses the following Office file types:

» .docx

o XlIsx

» .doc

S

You plan to use sensitivity labels. You need to identify the following:
* Which versions of Office require an add-in to support the sensitivity labels.
» Which file types support the sensitivity labels.

What should you identify? To answer, select the appropriate options in the answer area, NOTE: Each correct selection is worth one point.
Answer Arca

fice versions that (& an add-in 1o support the sensitivity labeis: | f S B 1 & and Olfice for the wel an -
f}
fh

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Arca

STHCE W rSEONS 1Nal reciuure an a0 - IC SUDL T P Sl I Ty 13 8 Tl i S A I 1] ea Al Office for the .'.'_"l il 'J

NEW QUESTION 100

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

You configure a new alert policy as shown in the following exhibit.

How do you want the alert to be triggered?

O Every time an activity matches the rule

(") When the volume of matched activities reaches a threshold

More than orequalto 15 activities
During the last 60 minutes
Cn All users W

@ When the volume of matched activities hecomes unusual

On All users R

You need to identify the following:
> How many days it will take to establish a baseline for unusual activity.
» Whether alerts will be triggered during the establishment of the baseline.

What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

How many days it will take to establish the baseline: v
|5
|7
10|
Whether the alerts will be tnggered dunng the
establishment of the baseline: -
Alerts will be tnggered. |
Alerts will not be tnggered. _

Alerts will be triggered only after the process to
establish the baseline has been running for one day. |

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/alert-policies ?view=0365-worldwide

NEW QUESTION 103
- (Exam Topic 5)

Your company has a Microsoft 365 E5 tenant that contains a user named Userl. You review the company’s compliance score.
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You need to assign the following improvement action to Userl:Enable self-service password reset. What should you do first?

A. From Compliance Manager, turn off automated testing.

B. From the Azure Active Directory admin center, enable self-service password reset (SSPR).

C. From the Microsoft 365 admin center, modify the self-service password reset (SSPR) settings.
D. From the Azure Active Directory admin center, add Userl to the Compliance administrator role.

Answer: D

Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-improvement-actions?view=0
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-users-assign-role-azure-p

NEW QUESTION 107
- (Exam Topic 5)
From the Security & Compliance admin center, you create a content export as shown in the exhibit. (Click the Exhibit tab.)

SharePoint Content Export

=  Restart report + Download report B Delete
Status:
The export has completed. You can start downloading the
results.

Items included from the search:
All items, excluding ones that have unrecognized format, are
encrypted, or weren't indexed for other reasons.

Exchange content format:
One PST file for each mailbox.

De-duplication for Exchange content:
Not enabled.

SharePoint document versions:
Included

Export files in a compressed (zipped) folder:
Yes

The export data was prepared within region:
Default region

Close

What will be excluded from the export?

Feedback

A. a 10-MB XLSX file
B. a 5-MB MP3 file

C. a5-KB RTF file

D. an 80-MB PPTX file

Answer: B

Explanation:

Unrecognized file formats are excluded from the search.

Certain types of files, such as Bitmap or MP3 files, don't contain content that can be indexed. As a result, the search indexing servers in Exchange and SharePoint
don't perform full-text indexing on these types of files. These types of files are considered to be unsupported file types.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/partially-indexed-items-in-content-search?view=03 https://docs.microsoft.com/en-
us/office365/securitycompliance/export-a-content-search-report

NEW QUESTION 109

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

You plan to implement Microsoft 365 compliance policies to meet the following requirements:

> Identify documents that are stored in Microsoft Teams and SharePoint Online that contain Personally Identifiable Information (PII).
> Report on shared documents that contain PIl. What should you create?

A. an alert policy
B. a data loss prevention (DLP) policy
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C. aretention policy
D. a Microsoft Cloud App Security policy

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about-dlp?view=0365-worldwide

NEW QUESTION 112

- (Exam Topic 5)

Your on-premises network contains an Active Directory domain. You have a Microsoft 365 subscription.

You need to sync the domain with the subscription. The solution must meet the following requirements: On-premises Active Directory password complexity policies
must be enforced.

Users must be able to use self-service password reset (SSPR) in Azure AD.

What should you use?

A. password hash synchronization

B. Azure AD Identity Protection

C. Azure AD Seamless Single Sign-On (Azure AD Seamless SSO)
D. pass-through authentication

Answer: D

Explanation:

Azure Active Directory (Azure AD) Pass-through Authentication allows your users to sign in to both on-premises and cloud-based applications using the same
passwords.

This feature is an alternative to Azure AD Password Hash Synchronization, which provides the same benefit of cloud authentication to organizations. However,
certain organizations wanting to enforce their on-premises Active Directory security and password policies, can choose to use Pass-through Authentication
instead.

Note: Azure Active Directory (Azure AD) self-service password reset (SSPR) lets users reset their passwords in the cloud, but most companies also have an on-
premises Active Directory Domain Services (AD DS) environment for users. Password writeback allows password changes in the cloud to be written back to an on-
premises directory in real time by using either Azure AD Connect or Azure AD Connect cloud sync. When users change or reset their passwords using SSPR in
the cloud, the updated passwords also written back to the on-premises AD DS environment.

Password writeback is supported in environments that use the following hybrid identity models: Password hash synchronization

Pass-through authentication

Active Directory Federation Services Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-
sspr-writeback

NEW QUESTION 115

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that has published sensitivity labels shown in the following exhibit.
= Sensithaty

Labels Label policies Auto-labeling(preview)

Sensitivity labels are used to classify email messages, documents, sites, and more
When a label 15 appled (automatcally or by the user), the content or site 15 protecied
based on the settings you choose, For example, you can create tabels that encrypt
files, add conlent marking, and confrol user access {0 specific sites

Create a label Fublish labels "I Refresh

Mame Order Created by Last modified

Label1 0-highest Prv 04242020

= Label2 i Fra 04242020

Label3 O-highest P 04/24/2020

Labeld (-highest Prn 04242020

= Labels 5 Pra 0472472020

Label& 0-hiahest Prvi 042472020

Which labels can users apply to content?

A. Labell, Label2, and Label5 only

B. Label3. Label4, and Label6 only

C. Labell, Label3, Labe2, and Label6 only

D. Labell, Label2, Label3, Label4, Label5. and Label6

Answer: C

NEW QUESTION 116
- (Exam Topic 5)
You have a Microsoft 365 subscription that contains the devices shown in the following table.
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Name Operating system Microsoft Intune
Devicel | Windows 11 Enterprise | Enrolled

Device2 | 10S Enrolled

Device3 | Android - Not enrolled B |

You install Microsoft Word on all the devices.
You plan to configure policies to meet the following requirements:
» Word files created by using Windows devices must be encrypted automatically.
« If an Android device becomes jailbroken, access to corporate data must be blocked from Word.
* For iOS devices, users must be prevented from using native or third-party mail clients to connect to Microsoft 365.
Which type of polio/ should you configure for each device? To answer, drag the appropriate policy types to the correct devices. Each policy type may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.
Policy Types Answer Area

ARD COnMajuration polly Pavira!

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Policy Types Answer Area

i
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Devices: | Compliance policy |

NEW QUESTION 117

- (Exam Topic 5)

You have a Microsoft Azure Active Directory (Azure AD) tenant named Contoso.com.

You create a Microsoft Defender for identity instance Contoso. The tenant contains the users shown in the following table.

[ Name | Member of group " Azure AD role
Larl | Dinfencer for isentrty oo MHone
lli-'\-.""llll alors |
Userd | Detender lor idenlily Contoso Laets None
Lt Em oLty ey i atoe ;
Liserd | Defercier for identrty Contoto Liuees siobal sdrmarectratos

You need to modify the configuration of the Defender for identify sensors.
Solutions: You instruct User3 to modify the Defender for identity sensor configuration. Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 120

- (Exam Topic 5)

You have a Microsoft Azure Active Directory (Azure AD) tenant named Contoso.com. You create a Microsoft Defender for identity instance Contoso.
The tenant contains the users shown in the following table.

Hame Member of group Azure AD role
sl | Piefendes for idents ; Hone
. :' encer | | None

deshal ad

You need to modify the configuration of the Defender for identify sensors.
Solutions: You instruct Userl to modify the Defender for identity sensor configuration. Does this meet the goal?

A. Yes
B. No

Answer: A
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NEW QUESTION 124

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that contains a user named Userl.

Userl exceeds the default daily limit of allowed email messages and is on the Restricted entities list. You need to remove Userl from the Restricted entities list.
What should you use?

A. the Exchange admin center

B. the Microsoft Purview compliance portal
C. the Microsoft 365 admin center

D. the Microsoft 365 Defender portal

E. the Microsoft Entra admin center

Answer: D

Explanation:

Admins can remove user accounts from the Restricted entities page in the Microsoft 365 Defender portal or in Exchange Online PowerShell.
Remove a user from the Restricted entities page in the Microsoft 365 Defender portal

In the Microsoft 365 Defender portal at https://security.microsoft.com, go to Email & collaboration > Review

> Restricted entities. Or, to go directly to the Restricted entities page, use https://security.microsoft.com/restrictedentities.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/removing-user-from-restricted-user

NEW QUESTION 125
- (Exam Topic 5)
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

Name Member of
Userl Groupl
User2 Group2
User3 Groupl, Group2
You integrate Microsoft Intune and contoso.com as shown in the following exhibit.
Configure
H X

MODM user scope 8§ Mone Some

Select groups

Groups Group1
MODM terms of use URL @ | https//portal. manage.microsoft.comy TermsofUse.aspx
MDM discovery URL @ https://enrellment.manage.microsoft.com/enrellmentserver/discov ...
MDM compliance URL @& https://porntal.manage.microsoft.com/{portalAction=Complance
Restore default MDM URLs
MAM User scope @

Select groups
i b
Groups Group2

MAM Terms of use UREL @&
MAM Discovery URL @& https://wip.mam.manage.microsoft.com/Enroll
MAM Compliance URL @
Restore default MAM URL:
You purchase a Windows 10 device named Devicel.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
If User1 joins Device1 to contoso.com, Devicel is enrolled in Intune automatically. 0 ',
If User2 joins Device1 to contoso.com, Device1 is enrolled in Intune automatically. O O
If User3 registers Device1 in contoso.com, Device1 is enrolled in Intune automatically. O O
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enroll

NEW QUESTION 130

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

Users access Microsoft 365 from both their laptop and a corporate Virtual Desktop Infrastructure (VDI) solution.

From Azure AD Identity Protection, you enable a sign-in risk policy.

Users report that when they use the VDI solution, they are regularly blocked when they attempt to access Microsoft 365.
What should you configure?

A. the Tenant restrictions settings in Azure AD

B. a trusted location

C. a Conditional Access policy exclusion

D. the Microsoft 365 network connectivity settings

Answer: B

Explanation:

There are two types of risk policies in Azure Active Directory (Azure AD) Conditional Access you can set up to automate the response to risks and allow users to
self-remediate when risk is detected:

Sign-in risk policy User risk policy

Configured trusted network locations are used by Identity Protection in some risk detections to reduce false positives.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-configure- https://learn.microsoft.com/en-us/azure/active-
directory/conditional-access/location-condition

NEW QUESTION 134

- (Exam Topic 5)

You plan to use Azure Sentinel and Microsoft Cloud App Security. You need to connect Cloud App Security to Azure Sentinel.
What should you do in the Cloud App Security admin center?

A. From Automatic log upload, add a log collector.
B. From Automatic log upload, add a data source.
C. From Connected apps, add an app connector.

D. From Security extension, add a SIEM agent.

Answer: D

NEW QUESTION 137
- (Exam Topic 5)
You have a Microsoft 365 tenant that has Enable Security defaults set to No in Azure Active Directory (Azure AD).
The tenant has two Compliance Manager assessments as shown in the following table.
Mame Score Status Assessment Your Microsoft | Group | Product | Regulation
progress | improvement actions
actions

5444 | Incomplete | 7. 3 -of 45( 187 of 887 | Group1| Microsoft| NIST |

Diata 143 Aeaimplete T} 2 af 489 B35 sf 538 Groun? | Micrasoft

The SP800 assessment has the improvement actions shown in the following table.
Improvement action Teststatus  Impact | Points achieved | Regulations

r i - o m A P "
Pakllich = tmeast intal P r il C MK T = 3 Bt H
ESa0nsn a trreat inte 48] |- L= | ! M L1 i g FIHL

You perform the following actions:

> For the Data Protection Baseline assessment, change the Test status of Establish a threat intelligence
program to Implemented.

» Enable multi-factor authentication (MFA) for all users.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
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Statements Yes No

Establish a threat intelligence program will appear as Implemented in
the SP800 assessment.

The SPB00 assessment score will increase by 54 points. O

The Data Protection Baseline score will increase by 9 points.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, text Description automatically generated
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-assessments?view=0365-worl https://docs.microsoft.com/en-

us/microsoft-365/compliance/compliance-score-calculation?view=0365-worldwid

NEW QUESTION 141

- (Exam Topic 5)

You have a Microsoft 365 tenant.

You plan to implement device configuration profiles in Microsoft Intune. Which platform can you manage by using the profiles?

A. Ubuntu Linux

B. macOS

C. Android Enterprise
D. Windows 8.1

Answer: D

NEW QUESTION 145
- (Exam Topic 5)

HOTSPOT
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.
Name Member of
Usert UserGroup1
User2 UserGroup2
User3 UserGroup3

The tenant contains the devices shown in the following table.

Name Owner Installed apps Platform Microsoft Intune
Device1 User1 None Windows 10 | Enrolled
Device? User? App2 Android Not enrolled
Device3 User3 None 105 Not enrolled
You have the apps shown in the following table.

Name Type
App1 105 store app
App2 Android store app
App3 Microsoft store app

You plan to use Microsoft Endpoint Manager to manage the apps for the users.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
App1 can be assigned as a required install for User3 ) C
App2 can be uninstalled from Device2 by using Microsoft Endpoint Manager. O O
App3 can be installed automatically for UserGroup1 0 O

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, text, application Description automatically generated
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Reference:
https://docs.microsoft.com/en-us/mem/intune/apps/apps-deploy https://docs.microsoft.com/en-us/mem/intune/apps/apps-windows-10-app-deploy

NEW QUESTION 148
- (Exam Topic 5)

HOTSPOT
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
Name Role
User? Global Administrator
User2 Senace Support
Admirustrator
User3 Cloud Apphication
Administrator
Userd None

You plan to provide User4 with early access to Microsoft 365 feature and service updates.

You need to identify which Microsoft 365 setting must be configured, and which user can modify the setting. The solution must use the principle of least privilege.
What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Microsoft 365 setting: | v
Office installation options
Privileged access

1 Release preferenc;s

User: v

Userl only
User2 only
User3 only
Userl and User2 only
Userl and User3 only

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Microsoft 365 setting: | v |
Office installation options
Privileged access

Release preferences

User: v _
Userl only
User2 only

User3 only

Userl amj User2 only
Userl and User3 only

NEW QUESTION 150

- (Exam Topic 5)
You have a Microsoft 365 tenant that contains devices registered for mobile device management. The devices are configured as shown in the following table.
Coevace MacS
I D) LW""'-.‘r'.J'.". 10 Fro for Wiorkatatong
| Devace | Windows 10 Enterprie
| Deviced =
} Deevce Arsareed

You plan to enable VPN access for the devices.
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What is the minimum number of configuration policies required?

00 w»
P N O W

Answer: D

NEW QUESTION 154

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

You plan to implement Microsoft Purview policies to meet the following requirements:

Identify documents that are stored in Microsoft Teams and SharePoint that contain Personally Identifiable Information (PII).
Report on shared documents that contain PIl. What should you create?

A. a data loss prevention (DLP) policy

B. a retention policy

C. an alert policy

D. a Microsoft Defender for Cloud Apps policy

Answer: A

Explanation:
Demonstrate data protection

Protection of personal information in Microsoft 365 includes using data loss prevention (DLP) capabilities. With DLP policies, you can automatically protect

sensitive information across Microsoft 365.

There are multiple ways you can apply the protection. Educating and raising awareness to where EU resident data is stored in your environment and how your

employees are permitted to handle it represents one level of information protection using Office 365 DLP.

In this phase, you create a new DLP policy and demonstrate how it gets applied to the IBANs.docx file you stored in SharePoint Online in Phase 2 and when you

attempt to send an email containing IBANS.

2 From the Security & Compliance tab of your browser, click Home.

> Click Data loss prevention > Policy.

> Click + Create a policy.

2 In Start with a template or create a custom policy, click Custom > Custom policy > Next.

2 In Name your policy, provide the following details and then click Next: a. Name: EU Citizen PII Policy

b. Description: Protect the personally identifiable information of European citizens

> Etc. Reference:
https://learn.microsoft.com/en-us/compliance/regulatory/gdpr-discovery-protection-reporting-in-office 36 5-dev-t

NEW QUESTION 157

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 tenant.

You plan to create a retention policy as shown in the following exhibit.

nfgrmyton govemance # Creabe netienbicn policy

ﬂ Mame - -

| Review and finish
ﬂ Localiord 1t st ke wid 40 Ghe Oy RO APPfy thed POSCy 15 the BCabans you feedted
] Policy name

conbira

T Retenbon W P
® Finish Opicrigay

Edit

Locationn bo spply the policy
Exchange emisl (A Recipsnt
Sharnsiaint gilws LAJ Site)
Cne0reve BICOUT [Rl Acooueas|
Wiomaaf 65 Groups (AN Grougs)

Edvi

Rertwnbce wetings

Mladaia Farsd 31 dagl PRbEEGT i

LA R &l T U L LT gl

Deertie e, thasl e ofded than T yeari baisd on when ey weis crested

Ece

2 e hat are curmently oiche than T yeart will be deleted sl you fum on (s poliy. Thin b especedily bmportant 10 note for kocation moped ko '8

narpet [lor Fupmple A0 Teamd chaty | Beviass il Chet SR o DRk LoplaS B0l Ol e SO ie -0 wlll B petfranely Serlel

Back Submif Cancel

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.
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Answer Area

Microsoft SharePoint files that are affected by the palicy will
be [answer choice] | -
recoverable for up to seven years
deteted seven years after they were crealed
retaned fior ondy seven years from when they were created

(ince the policy s created, [answer choice] | b
some data may be deleted immediately
data wall be retained 100 3 MMM OF Seven years
users will be prevented from permanently deleting email messages for seven years

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Deleted seven years after they were created. From the exhibit:

The retention policy applies to SharePoint sites.

Delete items that are older than 7 years based on when they were created. Box 2: data will retained for a minimum of seven years

The longest retention period wins. If content is subject to multiple retention settings that retain content for different periods of time, the content will be retained until
the end of the longest retention period for the item.

Note: Use a retention policy to assign the same retention settings for content at a site or mailbox level, and use a retention label to assign retention settings at an
item level (folder, document, email).

For example, if all documents in a SharePoint site should be retained for 5 years, it's more efficient to do this with a retention policy than apply the same retention
label to all documents in that site. However, if some documents in that site should be retained for 5 years and others retained for 10 years, a retention policy
wouldn't be able to do this. When you need to specify retention settings at the item level, use retention labels.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/retention

NEW QUESTION 159
- (Exam Topic 5)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Mailbox size
Usert o MB
User2 15MB
User3 25 MB
Userd a5 MB

You have a Microsoft Office 365 retention label named Retentionl that is published to Exchange email.

You have a Microsoft Exchange Online retention policy that is applied to all mailboxes. The retention policy contains a retention tag named Retention2.
Which users can assign Retentionl and Retention2 to their emails? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Users who can assign Retention1: v

User4 only

User3 and User4 only

User2, User3, and User4 only
User1, User2, User3, and User4

Users who can assign Retention2: v
User4 only

User3 and User4 only

User2, User3, and User4 only
User1, User2, User3, and User4

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, chat or text message Description automatically generated
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/retention-policies-exchange?view=0365-worldwide

NEW QUESTION 164

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant that has sensitivity label support enabled for Microsoft and SharePoint Online.
You need to enable unified labeling for Microsoft 365 groups. Which cmdlet should you run?
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A. set-unifiedGroup

B. Set-Labelpolicy

C. Execute-AzureAdLebelSync
D. Add-UnifiedGroupLinks

Answer: C

NEW QUESTION 169

- (Exam Topic 5)

You have a Microsoft 365 subscription.

You plan to implement Microsoft Purview Privileged Access Management. Which Microsoft Office 365 workloads support privileged access?

A. Microsoft Exchange Online only

B. Microsoft Teams only

C. Microsoft Exchange Online and SharePoint Online only

D. Microsoft Teams and SharePoint Online only

E. Microsoft Teams, Exchange Online, and SharePoint Online

Answer: A

Explanation:

Privileged access management

Having standing access by some users to sensitive information or critical network configuration settings in Microsoft Exchange Online is a potential pathway for
compromised accounts or internal threat activities. Microsoft Purview Privileged Access Management helps protect your organization from breaches and helps to
meet compliance best practices by limiting standing access to sensitive data or access to critical configuration settings. Instead of administrators having constant
access, just-in-time access rules are implemented for tasks that need elevated permissions. Enabling privileged access management for Exchange Online in
Microsoft 365 allows your organization to operate with zero standing privileges and provide a layer of defense against standing administrative access
vulnerabilities.

Note: When will privileged access support Office 365 workloads beyond Exchange? Privileged access management will be available in other Office 365 workloads
soon. Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/privileged-access-management-solution-overview https://learn.microsoft.com/en-
us/microsoft-365/compliance/privileged-access-management

NEW QUESTION 174

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

You need to compare the current Safe Links configuration to the Microsoft recommended configurations. What should you use?

A. Microsoft Purview

B. Azure AD Identity Protection
C. Microsoft Secure Score

D. the configuration analyzer

Answer: C

NEW QUESTION 179

- (Exam Topic 5)

You have a Microsoft 365 subscription.

You need to configure a compliance solution that meets the following requirements: Defines sensitive data based on existing data samples
Automatically prevents data that matches the samples from being shared externally in Microsoft SharePoint or email messages

Which two components should you configure? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. a trainable classifier

B. a sensitive info type

C. an insider risk policy

D. an adaptive policy scope

E. a data loss prevention (DLP) policy

Answer: AE

Explanation:

A: Classifiers

This categorization method is well suited to content that isn't easily identified by either the manual or automated pattern-matching methods. This method of
categorization is more about using a classifier to identify an item based on what the item is, not by elements that are in the item (pattern matching). A classifier
learns how to identify a type of content by looking at hundreds of examples of the content you're interested in identifying.

Where you can use classifiers

Classifiers are available to use as a condition for: Office auto-labeling with sensitivity labels

Auto-apply retention label policy based on a condition Communication compliance

Sensitivity labels can use classifiers as conditions, see Apply a sensitivity label to content automatically. Data loss prevention

E: Organizations have sensitive information under their control such as financial data, proprietary data, credit card numbers, health records, or social security
numbers. To help protect this sensitive data and reduce risk, they need a way to prevent their users from inappropriately sharing it with people who shouldn't have
it. This practice is called data loss prevention (DLP).

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/classifier-learn-about https://learn.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about-dip

NEW QUESTION 182
- (Exam Topic 5)
HOTSPOT
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You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel and the users shown in the following table.
[ Name [ Memberof | Device |
i

The devices are configured as shown in the following table.

, que___f Platform _Azu;_gh[_}_joiq;ypc
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You have a Conditional Access policy named CAPolicyl that has the following settings:
* 1. Assignments

> Users or workload identities: Groupl

> Cloud apps or actions: Office 365 SharePoint Online

» Conditions

- Filter for devices: Exclude filtered devices from the policy

- Rule syntax: device.displayName -startsWith "Device"

* 2. Access controls

» Grant

- Grant: Block access

> Session: 0 controls selected

* 3. Enable policy: On

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
User1 can access Sitel from Devicel [

| |
User? can access Sitel from Device?

Usersd can access Sitel from Devices

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Userl is member of Groupl and has Devicel. Devicel is not Azure AD joined.

Note: Requiring a hybrid Azure AD joined device is dependent on your devices already being hybrid Azure AD joined.

Box 2: Yes

User2 is member of Groupl and has devices Device2 and Device3. Device2 is Azure AD joined.

Device?2 is excluded from CAPolicyl (which would block access to Sitel). Box 3: Yes

User2 is member of Groupl and has devices Device2 and Device3. Device3 is Android and is Azure AD registered.

Device3 is excluded from CAPolicyl (which would block access to Sitel).

Note: On Windows 7, iOS, Android, macOS, and some third-party web browsers, Azure AD identifies the device using a client certificate that is provisioned when
the device is registered with Azure AD. When a user first signs in through the browser the user is prompted to select the certificate. The end user must select this
certificate before they can continue to use the browser.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/devices/howto-hybrid-azure-ad-join
https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-policy-com

NEW QUESTION 185
- (Exam Topic 5)
You have a Microsoft 365 ES subscription that has three auto retention policies as show in the following exhibit.
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RetentionDuration

Priority
RecordTypes
Dperations
Userlds
RetentionDuration

Doerations
Userlds

RetentionDuration

Retentionl
i

{MicrosoftTeams)

‘a"

{'..

ThreeMonths

Retentionl

158
{MicrosoftTeams )
{teamcreated)

I ks - = [ - { =
{UserlEsk2006280ut ook . onmlc

SixMonths

Retention3
1688

3

User2Bsk2006280ut look . onmi crosoft .. com)

welveMonths

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic NOTE Each correct
selection is worth one point.

Anpaer Ao

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Anpar Ated

NEW QUESTION 188
- (Exam Topic 5)
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You have a Microsoft 365 subscription that contains the users shown in the following table.

Name Department
Userl ! Human resources
| User2 Research

User3 Human resources
User4 Marketing

You need to configure group-based licensing to meet the following requirements:
> To all users, deploy an Office 365 E3 license without the Power Automate license option.

> To all users, deploy an Enterprise Mobility + Security E5 license.

® To the users in the research department only, deploy a Power BI Pro license.
® To the users in the marketing department only, deploy a Visio Plan 2 license.

What is the minimum number of deployment groups required?

moow®»
AN WN PR

Answer: C
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Explanation:

One for all users, one for the research department, and one for the marketing department. Note: What are Deployment Groups?

With Deployment Groups, you can orchestrate deployments across multiple servers and perform rolling updates, while ensuring high availability of your application
throughout. You can also deploy to servers

on-premises or virtual machines on Azure or any cloud, plus have end-to-end traceability of deployed artifact versions down to the server level.

Reference:

https://devblogs.microsoft.com/devops/deployment-groups-is-now-generally-available-sharing-of-targets-and-m

NEW QUESTION 193

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant.

You need to create a policy that will trigger an alert when unusual Microsoft Office 365 usage patterns are detected.
What should you use to create the policy?

A. the Microsoft 365 admin center

B. the Microsoft Purview compliance portal

C. the Microsoft Defender for Cloud Apps portal
D. the Microsoft Apps admin center

Answer: C

NEW QUESTION 196

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that uses Azure Advanced Threat Protection (ATP). You need to create a detection exclusion in Azure ATP.
Which tool should you use?

A. the Security & Compliance admin center

B. Microsoft Defender Security Center

C. the Microsoft 365 admin center

D. the Azure Advanced Threat Protection portal
E. the Cloud App Security portal

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/defender-for-identity/what-is https://docs.microsoft.com/en-us/defender-for-identity/excluding-entities-from-detections

NEW QUESTION 198

- (Exam Topic 5)

You have a Microsoft 365 subscription.

You configure a data loss prevention (DLP) policy.

You discover that users are incorrectly marking content as false positive and bypassing the DLP policy. You need to prevent the users from bypassing the DLP
policy.

What should you configure?

A. actions

B. incident reports
C. exceptions

D. user overrides

Answer: D

Explanation:

A DLP policy can be configured to allow users to override a policy tip and report a false positive.

You can educate your users about DLP policies and help them remain compliant without blocking their work. For example, if a user tries to share a document
containing sensitive information, a DLP policy can both send them an email notification and show them a policy tip in the context of the document library that allows
them to override the policy if they have a business justification. The same policy tips also appear in Outlook on the web, Outlook, Excel, PowerPoint, and Word.

If you find that users are incorrectly marking content as false positive and bypassing the DLP policy, you can configure the policy to not allow user overrides.
Reference:

https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention-policies

NEW QUESTION 203
- (Exam Topic 5)
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

Name Platform
Device1 Windows 11
Device2 Windows 10
Device3 Android
Deviced 105

All the devices are onboarded To Microsoft Defender for Endpoint
You plan to use Microsoft Defender Vulnerability Management to meet the following requirements:
« Detect operating system vulnerabilities.
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Answer Area

Detect operating system vulnerabilities

Perform a configuration assessment of the operating system

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Detect operating system vulnerabilities

Perferm a configuration assessment of the operating system

NEW QUESTION 204
- (Exam Topic 5)
You have a Microsoft 365 tenant.

You plan to implement Endpoint Protection device configuration profiles. Which platform can you manage by using the profile?

A. Android

B. CentOS Linux
C.i0s

D. Window 10

Answer: D

Explanation:
Reference:

Devicel only

Devicel and DeviceZ only

Devicel, Device2, and Device3 only
Devicel, Device2, and Deviced only
Devicel, Device2, Deviced and Deviced

Devicel only

Devicel and Device2 only

Devicel, Device?, and Deviced only
Devicel, Device?, and Deviced only
Devicel, Device2, Device3 and Deviced

Devicel only

Davicel, Device, and Deviced only
1 cel, DevicelZ, and Deviced on
Devicel, Device2, Device3 and Deviced

Devicel only

l Devicel and Device2 only l
" 23 only

Devicel, Device2, and Deviced anly
Devicel, Device2, Device3 and Deviced

https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-configure

NEW QUESTION 207
- (Exam Topic 5)
HOTSPOT

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint and contains the devices shown in the following table.

Name Operating system

Tag

Device Windows 10

inventory

Computer1 | Windows 10

Inventory2

Device3 Android

Inventory3

Defender for Endpoint has the device groups shown in the following table.

Rank Name Matching rule

1 Group1 Tag Contains Inventory
And 05 in Android

2 Group?2 Mame Starts with Device

And Tag Contains Inventory

Last Ungrouped devices Not applicable

You create an incident email notification rule configured as shown in the following table.

(default)
Setting Value
Name Rulel
Alert severity Low
Device group scope Group1, Group?
Recipient emai address | User1@contoso.com
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For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes Mo
-2

I a high-severty incident 15 triggered for Devicel. an incident email notification will be sent By
Cr—O—LCi

f a low-severity incident is tniggered for Computer)
cent

an ingident notification email will be

If & low-seventy incsdent is tnggered for Dewiced, an inGident notification email wall be sent,

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Devicel is in Group2 as Name starts with Device and Tag contains Inventory. However, the Group2 has alert severity low.

Box 2: No

Computerl does not belong to either Groupl or Group2 Box 3: Yes

Device3 belongs to both Groupl and Group2. Note: Understanding alert severity

Microsoft Defender Antivirus and Defender for Endpoint alert severities are different because they represent different scopes.

The Microsoft Defender Antivirus threat severity represents the absolute severity of the detected threat (malware), and is assigned based on the potential risk to
the individual device, if infected.

Reference: https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/alerts-queue

NEW QUESTION 209

- (Exam Topic 5)

Your company has offices in five cities. The company has a Microsoft 365 tenant.

Each office is managed by a local administrator. You plan to deploy Microsoft Intune.

You need to recommend a solution to manage resources in intune that meets the following requirements: # Local administrators must be able to manage only the
resources in their respective office.

> Local administrators must be prevented from managing resources in other offices.

> Administrative effort must be minimized.

What should you include in the recommendation?

A. device categories

B. scope tags

C. configuration profiles

D. conditional access policies

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/fundamentals/scope-tags

NEW QUESTION 210

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps.

You need to be notified when a single user downloads more than 50 files during any 60-second period. What should you configure?

A. a session policy

B. afile policy

C. an activity policy

D. an anomaly detection policy

Answer: D

NEW QUESTION 211

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant.

You need to be notified when emails with attachments that contain sensitive personal data are sent to external recipients.
Which two policies can you use? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. a data loss prevention (DLP) policy

B. a sensitivity label policy

C. a Microsoft Cloud App Security file policy
D. a communication compliance policy

E. a retention label policy

Answer: AD
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NEW QUESTION 213
- (Exam Topic 5)
You have a Microsoft 365 subscription.

You discover that some external users accessed center for a Microsoft SharePoint site. You modify the sharePoint sharing policy to prevent sharing, outside your
organization.

You need to be notified if the SharePoint sharing policy is modified in the future.
Solution: From the Security $ Compliance admin center you create a threat management policy. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 215
- (Exam Topic 5)
You have a hybrid deployment of Microsoft 365 that contains the users shown in the following table.

Name Source Last sign in

Azure AD Connect has the following settings:
> Password Hash Sync: Enabled
> Pass-through authentication: Enabled

You need to identify which users will be able to authenticate by using Azure AD if connectivity between on-premises Active Directory and the internet is lost.
Which users should you identify?

A. none

B. Used onlyl

C. Userl and User2 only

D. Userl. User2, and User3

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn”

NEW QUESTION 218

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that includes the following active eDiscovery case:

» Name: Casel

2 Included content: Groupl, Userl, Sitel

2 Hold location: Exchange mailboxes, SharePoint sites, Exchange public folders The investigation for Casel completes, and you close the case.

What occurs after you close Casel? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Holds are turned off for: -
User1 only

All locations
Site1 and Group1 only

Holds are placed on a delay hold for: ¥
30 days
90 days
120 days
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/close-or-delete-case?view=0365-worldwide

NEW QUESTION 219
- (Exam Topic 5)
DRAG DROP
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Your network contains an on-premises Active Directory domain that syncs to Azure Active Directory (Azure AD). The domain contains the servers shown in the

following table.

Name Operating system Configuration
) File Server Resource
Server1 Windows Server 2016
Manager (FSRM)
ServerZ Windows Server 2016 None

You use Azure Information Protection.

You need to ensure that you can apply Azure Information Protection labels to the file stores on Serverl. Which three actions should you perform in sequence? To

answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Actions
Authorize Serverl.

Install the Microsoft Rights Management connector on
Server?.

Install a certificate on Server2.

Install a certificate on Serverl,

Register a service principal name for Server1.

Run GenConnectorConfig. psl on Serverl,

Run GenConnectorConfig.psl on Server2,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

Answer Area

https://docs.microsoft.com/en-us/azure/information-protection/install-configure-rms-connector https://docs.microsoft.com/en-us/azure/information-

protection/configure-servers-rms-connector

NEW QUESTION 223
- (Exam Topic 5)
You have a Microsoft 365 subscription.

You view the Service health Overview as shown in the following exhibit.

Service health

Overview hist J
i } ] nat 2 W
L )
B I 3 T, Pals
Active issues
Microsoft service health (6)
lssues in youl environment that require action (0)

Microsoft service health

Service

Exchange Online

Microsoft 3865 suite

Microsoft Teams

OneDiive for Business

e © o © ©

SharePaint Online
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You need to ensure that a user named Userl can view the advisories to investigate service health issues. Which role should you assign to User1?

A. Message Center Reader

B. Reports Reader

C. Service Support Administrator
D. Compliance Administrator

Answer: C
Explanation:

Service Support admin

Assign the Service Support admin role as an additional role to admins or users who need to do the following in addition to their usual admin role:
- Open and manage service requests

- View and share message center posts

- Monitor service health Incorrect:

* Message center reader

Assign the Message center reader role to users who need to do the following:

- Monitor message center notifications

- Get weekly email digests of message center posts and updates

- Share message center posts

- Have read-only access to Azure AD services, such as users and groups

* Reports reader

Assign the Reports reader role to users who need to do the following:

- View usage data and the activity reports in the Microsoft 365 admin center

- Get access to the Power Bl adoption content pack

- Get access to sign-in reports and activity in Azure AD

- View data returned by Microsoft Graph reporting API Reference:
https://learn.microsoft.com/en-us/microsoft-365/admin/add-users/about-admin-roles?view=0365-worldwide

NEW QUESTION 224

- (Exam Topic 5)

You have a Microsoft E5 subscription.

You need to ensure that administrators who need to manage Microsoft Exchange Online are assigned the Exchange Administrator role for five hours at a time.
What should you implement?

A. Azure AD Privileged Identity Management (PIM)
B. a conditional access policy

C. a communication compliance policy)

D. Azure AD Identity Protection

E. groups that have dynamic membership

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-change-def

NEW QUESTION 225

- (Exam Topic 5)

You have a Microsoft 365 subscription.

You configure a new Azure AD enterprise application named Appl. Appl requires that a user be assigned the Reports Reader role.
Which type of group should you use to assign the Reports Reader role and to access Appl?

A. a Microsoft 365 group that has assigned membership

B. a Microsoft 365 group that has dynamic user membership
C. a security group that has assigned membership

D. a security group that has dynamic user membership

Answer: C

Explanation:

To grant permissions to assignees to manage users and group access for a specific enterprise app, go to that app in Azure AD and open in the Roles and
Administrators list for that app. Select the new custom role and complete the user or group assignment. The assignees can manage users and group access only
for the specific app.

Note: You can add the following types of groups:

Assigned groups - Manually add users or devices into a static group.

Dynamic groups (Requires Azure AD Premium) - Automatically add users or devices to user groups or device groups based on an expression you create.

Note:

Security groups

Security groups are used for granting access to Microsoft 365 resources, such as SharePoint. They can make administration easier because you need only
administer the group rather than adding users to each resource individually.

Security groups can contain users or devices. Creating a security group for devices can be used with mobile device management services, such as Intune.
Security groups can be configured for dynamic membership in Azure Active Directory, allowing group members or devices to be added or removed automatically
based on user attributes such as department, location, or title; or device attributes such as operating system version.

Security groups can be added to a team.

Microsoft 365 Groups can't be members of security groups. Microsoft 365 Groups

Microsoft 365 Groups are used for collaboration between users, both inside and outside your company. With each Microsoft 365 Group, members get a group
email and shared workspace for conversations, files, and calendar events, Stream, and a Planner.

Reference:
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https://learn.microsoft.com/en-us/azure/active-directory/roles/custom-enterprise-apps https://learn.microsoft.com/en-us/microsoft-365/admin/create-
groups/compare-groups? https://learn.microsoft.com/en-us/mem/intune/apps/apps-deploy

NEW QUESTION 229

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed. Solution: From Device Manager, you view the computer properties. Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

Reference:
https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-628be

NEW QUESTION 234

- (Exam Topic 5)

HOTSPOT

Your network contains an on-premises Active Directory forest named contoso.com. The forest contains the following domains:
» Contoso.com

> East.contoso.com

The forest contains the users shown in the following table.

' Name UPN suffix
User1l | Contoso.com
User? | BEast.contoso.com
User3d | Fabnkam.com

The forest syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)

PROVISION FROM ACTIVE DIRECTORY
y' Azure AD Connect cloud provisioning

— This feature allows you 1o manage provisioring from the cloud

3 Y

Azure AD Connect sync

‘_'-.‘.-"JC Status Enabled
Last Syn¢ Less than 1 hour ago
Password Hash Syne Disabled

USER SIGN-IN

Disabled 0 domains
F "'-.ll‘"'{‘:f 1 QOoimain
Enabled 2 agents

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No

User1 can authenticate 1o Azure AD by using a username of user1@contoso.com

UserZ can authenticate to Azure AD by using 2 username of user2 @contoso.com

User3 can authenticate 1o Azure AD by using a username of user3@contoso.com

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

Box 1: Yes

The UPN of userl is userl@contoso.com so he can authenticate to Azure AD by using the username userl@contoso.com.

Box 2: No

The UPN of user2 is user2@east.contoso.com so he cannot authenticate to Azure AD by using the username user2@contoso.com.
Box 3: No

The UPN of user3 is user3@fabrikam.com so he cannot authenticate to Azure AD by using the username user3@contoso.com.

NEW QUESTION 239

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

You plan to implement records management and enable users to designate documents as regulatory records. You need to ensure that the option to mark content
as a regulatory record is visible when you create retention labels.

What should you do first?

A. Configure custom detection rules.

B. Create an Exact Data Match (EDM) schema.
C. Run the Sec-RegulacoryComplianceUl cmdlet.
D. Run the Sec-LabelPolicy cmdlet.

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/declare-records?view=0365-worldwide

NEW QUESTION 241

- (Exam Topic 5)

You have a Microsoft 365 tenant that contains 500 Windows 10 devices and a Microsoft Endpoint Manager device compliance policy.

You need to ensure that only devices marked as compliant can access Microsoft Office 365 apps. Which policy type should you configure?

A. conditional access

B. account protection

C. attack surface reduction (ASR)
D. Endpoint detection and response

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 242
- (Exam Topic 5)
You have an Azure AD tenant and a Microsoft 365 E5 subscription. The tenant contains the users shown in the following table.

MName ] Role

L2l >ECUNTY AgMinisira

" i ® - "3
(- Y a f 5

+

| mphance Agminisirat

You plan to implement Microsoft Defender for Endpoint.
You verify that role-based access control (RBAC) is turned on in Microsoft Defender for Endpoint. You need to identify which user can view security incidents from
the Microsoft 365 Defender portal. Which user should you identify?

A. Userl
B. User2
C. User3
D. User4

Answer: A

NEW QUESTION 244
- (Exam Topic 5)

You have a Microsoft 365 subscription that contains the alerts shown in the following table.
| Name | Severity | Status Comment Category

[ Alert1 Medium | Active Commenti | Threal management
| Alent2 | Low | Resolved Comment2 | Other

Which properties of the alerts can you modify?

A. Status only

B. Status and Comment only

C. Status and Severity only

D. Status, Severity, and Comment only

E. Status, Severity, Comment and Category
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Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/update-alert?view=0365-worldwide#

NEW QUESTION 249

- (Exam Topic 5)

HOTSPOT

Your company uses a legacy on-premises LDAP directory that contains 100 users. The company purchases a Microsoft 365 subscription.
You need to import the 100 users into Microsoft 365 by using the Microsoft 365 admin center.

Which type of file should you use and which properties are required? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

File type 1o use: il b
3 CSV
1JsON
: PST
| XML

—

Required properties for each user: -
Display Mame and Department
| First Name and Last Name
User Name and Department
;'User' Name and E'Z*"rspillalg.'rlﬂdll‘ne

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: CSV

Add multiple users in the Microsoft 365 admin center

> Sign in to Microsoft 365 with your work or school account.

2 In the admin center, choose Users > Active users.

> Select Add multiple users.

2 Onthe Import multiple users panel, you can optionally download a sample CSV file with or without sample data filled in.

> Etc.

Note: More information about how to add users to Microsoft 365 Not sure what CSV format is?

A CSV file is a file with comma separated values. You can create or edit a file like this with any text editor or spreadsheet program, such as Excel.

Box 2: User Name and Display Name

What if | don't have all the information required for each user? The user name and display name are required, and you cannot add a new user without this
information. If you don't have some of the other information, such as the fax, you can use a space plus a comma to indicate that the field should remain blank.
Reference:

https://learn.microsoft.com/en-us/microsoft-365/enterprise/add-several-users-at-the-same-time

NEW QUESTION 252

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant.

You need to ensure that when a document containing a credit card number is added to the tenant, the document is encrypted.
Which policy should you use?

A. a retention policy

B. a retention label policy
C. an auto-labeling policy
D. an insider risk policy

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically?view=0365-w

NEW QUESTION 257

- (Exam Topic 5)

Your on-premises network contains an Active Directory domain named Contoso.com and 500 devices that run either macOS, Windows 8.1. Windows 10, or
Windows 11. All the devices are managed by using Microsoft Endpoint Configuration Manager. The domain syncs with Azure Active Directory (Azure AD).
You plan to implement a Microsoft 365 E5 subscription and enable co-management. Which devices can be co-managed after the implementation?

A. Windows 11 and Windows 10 only

B. Windows 11, Windows 10-Windows8.1.andmacOS
C. Windows 11 and macQOS only

D. Windows 11 only

E. Windows 11. Windows 10, and Windows8.1 only
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Answer: C

NEW QUESTION 260
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