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NEW QUESTION 1

DRAG DROP

Match the Palo Alto Networks Security Operating Platform architecture to its description.
Select and Place:

Identifies and inspects all traffic to block

known threat
Threat Intelligence Clond Drag answer here i
Gathers, analyzes, correlates, and
) i dissemminates threats fo and from the
Next-Generation Firewall Dirag answer here network and endpoints located within the
network.
Inspects processes and ﬁ]:s_u:- prevent
Advanced Endpolat e known and unknown exploits.
Protection
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Gathers, analyzes, correlates, and Identifies and inspects all traffic to block
disseminates threats (o and from the known threats,
Threat Intelligence Clond | network and endpoints locatsd within the
network.
Identifies and inspects all trafficto block  Gathers, analyzes, correlates, and
. kmown fheeais, disseminates threats to and from the
Next-Generation Firewall network and endpoints located within the
network.
Inspects processes and files to prevent Inspects processes and files to prevent
known and unknown exploits. known and unknown exploits.

Advanced Endpoint
Protection

NEW QUESTION 2

A security administrator has configured App-ID updates to be automatically downloaded and installed. The company is currently using an application identified by
App-ID as SuperApp_base. On a content update notice, Palo Alto Networks is adding new app signatures labeled SuperApp_chat and SuperApp_download, which
will be deployed in 30 days. Based on the information, how is the SuperApp traffic affected after the 30 days have passed?

A. All traffic matching the SuperApp_chat, and SuperApp_download is denied because it no longer matches the SuperApp-base application

B. No impact because the apps were automatically downloaded and installed

C. No impact because the firewall automatically adds the rules to the App-ID interface

D. All traffic matching the SuperApp_base, SuperApp_chat, and SuperApp_download is denied until the security administrator approves the applications

Answer: C

NEW QUESTION 3

Which option shows the attributes that are selectable when setting up application filters?
A. Category, Subcategory, Technology, and Characteristic

B. Category, Subcategory, Technology, Risk, and Characteristic

C. Name, Category, Technology, Risk, and Characteristic

D. Category, Subcategory, Risk, Standard Ports, and Technology

Answer: B

NEW QUESTION 4
Employees are shown an application block page when they try to access YouTube. Which security policy is blocking the YouTube application?

Source Destination
Hame Type Zone | Address | Zone Address | Application | Service URL Action | Profile
Category

1] Deny Universal | Inside | Any Outside Ay Google- Application-d | Any Deny None
Google docs-base

2| Allgwed- Universal | Inside | Any Outside Ay snmpv3 Application-d | Any Allow Mone
security Ssh
SEIV... 55l

3| Intrazone- | Intrazone | Any Any (intrazone) | Any Any Any Any Allgwy None
default

4 | Interzone- | Interzone | Any Any Any Any Any Any Any Deny None
default
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A. intrazone-default

B. Deny Google

C. allowed-security services
D. interzone-default

Answer: D

NEW QUESTION 5
Complete the statement. A security profile can block or allow traffic.

A. on unknown-tcp or unknown-udp traffic

B. after it is evaluated by a security policy that allows traffic

C. before it is evaluated by a security policy

D. after it is evaluated by a security policy that allows or blocks traffic

Answer: D

NEW QUESTION 6
Which interface does not require a MAC or IP address?

A. Virtual Wire
B. Layer3

C. Layer2

D. Loopback

Answer: A

NEW QUESTION 7
Which two App-ID applications will need to be allowed to use Facebook- chat? (Choose two.)

A. facebook

B. facebook-chat
C. facebook-base
D. facebook-email

Answer: BC
NEW QUESTION 8

An administrator notices that protection is needed for traffic within the network due to malicious lateral movement activity. Based on the image shown, which traffic
would the administrator need to monitor and block to mitigate the malicious activity?

[Dans Cavbar

L Tl

A. branch office traffic
B. north-south traffic
C. perimeter traffic

D. east-west traffic

Answer: D

NEW QUESTION 9
Given the topology, which zone type should zone A and zone B to be configured with?
Lot A Firenall Zou: B

Eil [ : EIR
- — Vireaal —
F= =EEEg s

A. Layer3

B. Tap

C. Layer2

D. Virtual Wire
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Answer: A

NEW QUESTION 10
Which administrator type utilizes predefined roles for a local administrator account?

A. Superuser

B. Role-based

C. Dynamic

D. Device administrator

Answer: C

NEW QUESTION 10
Which two security profile types can be attached to a security policy? (Choose two.)

A. antivirus

B. DDoS protection
C. threat

D. vulnerability

Answer: AD

NEW QUESTION 11

The CFO found a USB drive in the parking lot and decide to plug it into their corporate laptop. The USB drive had malware on it that loaded onto their computer
and then contacted a known command and control (CnC) server, which ordered the infected machine to begin Exfiltrating data from the laptop.

Which security profile feature could have been used to prevent the communication with the CnC server?

A. Create an anti-spyware profile and enable DNS Sinkhole

B. Create an antivirus profile and enable DNS Sinkhole

C. Create a URL filtering profile and block the DNS Sinkhole category
D. Create a security policy and enable DNS Sinkhole

Answer: A

NEW QUESTION 15

Name Tags | Type Zone | Address | User | HIP Zone Address | Hit Last | First | Application | Service Action | Profile
Profile Count | Hit Hit

1| Allow Neone | Universal | Inside | Any Aay | Aoy Outside | Anay - - - Office- Application- | Allow | None
Office program -
Programs

2| Allow FTP | None | Universal | Inside | Any Any | Any Outside | fip- - - . any ftp-service.. | Allow | None
to web ser.. Server

3| Allow None | Universal | Inside | Any Any | Any Outside | Any . - - facebook Application- | Allow | Nonme
Social d:
Networkin..

Given the image, which two options are true about the Security policy rules. (Choose two.)
A. The Allow Office Programs rule is using an Application Filter

B. In the Allow FTP to web server rule, FTP is allowed using App-ID

C. The Allow Office Programs rule is using an Application Group

D. In the Allow Social Networking rule, allows all of Facebook’s functions

Answer: BC

NEW QUESTION 19
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