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NEW QUESTION 1

- (Exam Topic 1)

A company wants a cost-effective option when running its applications in an Amazon EC2 instance for short time periods. The applications can be interrupted.
Which EC2 instance type will meet these requirements?

A. Spot Instances

B. On-Demand Instances
C. Reserved Instances
D. Dedicated Instances

Answer: A

Explanation:
Spot Instances - Spot Instances are the most cost-effective choice if you are flexible about when your applications run and if your applications can be interrupted.

NEW QUESTION 2

- (Exam Topic 1)

A developer is working on enhancing applications at AWS. The developer needs a service that can securely host GitHub-based code, repositories, and version
controls. Which AWS service should the developer use?

A. AWS CodeStar

B. Amazon CodeGuru
C. AWS CodeCommit
D. AWS CodePipeline

Answer: C

NEW QUESTION 3

- (Exam Topic 1)

A company wants to improve the overall availability and performance of its applications that are hosted on AWS.
Which AWS service should the company use?

A. Amazon Connect

B. Amazon Lightsail

C. AWS Global Accelerator
D. AWS Storage Gateway

Answer: C

NEW QUESTION 4

- (Exam Topic 1)

A company wants to migrate its on-premises Microsoft SQL Server database server to the AWS Cloud. The company has decided to use Amazon EC2 instances
to run this database.

Which of the following is the company responsible for managing, according to the AWS shared responsibility model?

A. EC2 hypervisor

B. Security patching of the guest operating system

C. Network connectivity of the host server

D. Uptime service level agreement (SLA) for the EC2 instances

Answer: B

NEW QUESTION 5

- (Exam Topic 1)

A company plans to launch an application that will run in multiple locations within the United States. The company needs to identify the two AWS Regions where
the application can operate at the lowest price. Which AWS service or feature should the company use to determine the Regions that offer the lowest price?

A. Cost Explorer

B. AWS Budgets

C. AWS Trusted Advisor
D. AWS Pricing Calculator

Answer: C

Explanation:
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/

NEW QUESTION 6
- (Exam Topic 1)
Which AWS service can be used to provide an on-demand, cloud-based contact center?

A. AWS Direct Connect

B. Amazon Connect

C. AWS Support Center

D. AWS Managed Services
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Answer: B

Explanation:
https://aws.amazon.com/connect/

NEW QUESTION 7
- (Exam Topic 1)
Which tasks require use of the AWS account root user? (Select TWO.)

A. Changing an AWS Support plan

B. Modifying an Amazon EC2 instance type

C. Grouping resources in AWS Systems Manager

D. Running applications in Amazon Elastic Kubernetes Service (Amazon EKS)
E. Closing an AWS account

Answer: AE

NEW QUESTION 8
- (Exam Topic 1)
Which pillar of the AWS Well-Architected Framework includes the continual improvement of processes and procedures as a priority?

A. Cost optimization

B. Reliability

C. Performance efficiency
D. Operational excellence

Answer: B

NEW QUESTION 9

- (Exam Topic 1)

A company is running an Amazon EC2 instance in a VPC.

Which of the following can the company use to route and filter incoming network requests for the EC2 instance?

A. Route tables and web application firewalls

B. Security groups and route tables

C. Security groups and a network intrusion system
D. Route tables and AWS Shield

Answer: B

NEW QUESTION 10
- (Exam Topic 1)
A company wants to secure its consumer web application by using SSL/TLS to encrypt traffic. Which AWS service can the company use to meet this goal?

A. AWS WAF

B. AWS Shield

C. Amazon VPC

D. AWS Certificate Manager (ACM)

Answer: D

Explanation:
To enable HTTPS connections to your website or application in AWS, you need an SSL/TLS server certificate. For certificates in a Region supported by AWS
Certificate Manager (ACM), we recommend that you use ACM to provision, manage, and deploy your server certificates.

NEW QUESTION 10
- (Exam Topic 1)
Which pillar of the AWS Well-Architected Framework includes the continual improvement of processes and procedures as a priority?

A. Cost optimization

B. Reliability

C. Performance efficiency
D. Operational excellence

Answer: C

NEW QUESTION 15

- (Exam Topic 1)

A company stores configuration files in an Amazon S3 bucket. These configuration files must be accessed by applications that are running on Amazon EC2
instances.

According to AWS security best practices, how should the company grant permissions to allow the applications to access the S3 bucket?

A. Use the AWS account root user access keys.

B. Use the AWS access key ID and the EC2 secret access key.

C. Use an IAM role with the necessary permissions.

D. Activate multi-factor authentication (MFA) and versioning on the S3 bucket.
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Answer: C

NEW QUESTION 20
- (Exam Topic 1)

A company is reviewing the current costs of running its own infrastructure on premises. The company wants to compare these on-premises costs to the costs of
running infrastructure in the AWS Cloud.

How should the company make this comparison?

A. Review the AWS shared responsibility model.

B. Audit existing software and hardware licensing costs.
C. Analyze the AWS Well-Architected Framework.

D. Use Migration Evaluator.

Answer: D

NEW QUESTION 23
- (Exam Topic 1)

Which of the following is an AWS Well-Architected Framework design principle for operational excellence in the AWS Cloud?

A. Go global in minutes.

B. Make frequent, small, reversible changes.

C. Implement a strong foundation of identity and access management.

D. Stop spending money on hardware infrastructure for data center operations.

Answer: B
Explanation:
Table Description automatically generated
Name Description
Operational The ablity to support development and run workleads effectrvely, gain insight into thear
operations, and to continuously improve supporting processes and procedures to deliver
Excellence Rt
lbusiness value.
Secarits The security pillar describes how to take advantage of cloud technologies to protect data,
a gvstems, and assels in a wav that can improve vour security posturs,
The reliability pillar encompasses the ability of a workload to perform its intended
T function correctly and consistently when it's expected to. This includes the abihity to
Reliabilitv ; " ; k : : s
" operate and test the workload through its total lifecvele, This paper provides in-depth,
Jlbest practice guidance for implementing reliable workloads on AWS,
Performance The abality to use computing resources efficiently to meet system requarements, and to
Efficiency Jimaintain that efficiency as demand changes and technologies evolve.
Cost : ; : { 3
L The ability to run svstems to deliver business value at the lowest price podnt.
Optimization
The ability to continually improve sustammability wunpacts by reducing energy
g TR consumption and increasing efficiency across all components of a workload by
Sustainahbility - o .. -
: maxumzing the benefits from the provisioned resources and muninuzing the total
resources requured.

NEW QUESTION 24
- (Exam Topic 1)
A company needs to design an AWS disaster recovery plan to cover multiple geographic areas. Which action will meet this requirement?

A. Configure multiple AWS accounts.

B. Configure the architecture across multiple Availability Zones in an AWS Region.
C. Configure the architecture across multiple AWS Regions.

D. Configure the architecture among many edge locations.

Answer: C

NEW QUESTION 27
- (Exam Topic 1)

Which AWS service provides storage that can be mounted across multiple Amazon EC2 instances?

A. Amazon WorkSpaces

B. Amazon Elastic File System (Amazon EFS)

C. AWS Database Migration Service (AWS DMS)
D. AWS Snowball Edge

Answer: B

NEW QUESTION 31
- (Exam Topic 1)
A company needs a centralized, secure way to create and manage cryptographic keys. The company will use the keys across a wide range of AWS services and

applications. The company needs to track and document when the keys are created, used, and deleted.

Which AWS service or feature will meet these requirements?

A. AWS Secrets Manager
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B. AWS License Manager
C. AWS Systems Manager Parameter Store
D. AWS Key Management Service (AWS KMS)

Answer: D

Explanation:

AWS Key Management Service (AWS KMS) makes it easy for you to create and manage cryptographic keys and control their use across a wide range of AWS
services and in your applications. AWS KMS is a secure and resilient service that uses hardware security modules that have been validated under FIPS 140-2, or
are in the process of being validated, to protect your keys. AWS KMS is integrated with AWS CloudTrail to provide you with logs of all key usage to help meet your
regulatory and compliance needs.

NEW QUESTION 35
- (Exam Topic 1)
Which of the following describes AWS Local Zones?

A. A cluster of data centers in one geographic location

B. A site used by Amazon CloudFront to cache frequently accessed content
C. An extension of an A WS Region to more granular locations

D. One or more data centers with redundant power and networking

Answer: C

Explanation:
AWS Local Zones are a type of AWS infrastructure deployment that place compute, storage, database, and other select services closer to large population,
industry, and IT centers, enabling you to deliver applications that require single-digit millisecond latency to end-users.

NEW QUESTION 40

- (Exam Topic 1)

A company discovered unauthorized access to resources in its on-premises data center. Upon investigation, the company found that the requests originated from
a resource hosted on AWS. Which AWS team should the company contact to report this issue?

A. AWS Customer Service team
B. AWS Sales team

C. AWS Abuse team

D. AWS Technical Support team

Answer: D

NEW QUESTION 44

- (Exam Topic 1)

A company needs to report on events that involve the specific AWS services that the company uses.
Which AWS service or resource can the company use with Amazon CloudWatch to meet this requirement?

A. Amazon Inspector

B. AWS Personal Health Dashboard
C. AWS Trusted Advisor

D. AWS Cloud Trail logs

Answer: B

NEW QUESTION 47
- (Exam Topic 1)
Which AWS service keeps track of SSL/TLS certificates, creates new certificates, and processes renewals?

A. AWS Identity and Access Management (1LAM)
B. AWS Certificate Manager (ACM)

C. AWS Config

D. AWS Trusted Advisor

Answer: B

Explanation:
AWS Certificate Manager helps manage the challenges of maintaining SSL/TLS certificates, including certificate renewals so you don't have to worry about
expiring certificates. Learn more about provisioning, managing, and deploying public and private SSL/TLS certificates.

NEW QUESTION 48

- (Exam Topic 1)

A company has existing software licenses that it wants to bring to AWS, but the licensing model requires licensing physical cores. How can the company meet this
requirement in the AWS Cloud?

A. Launch an Amazon EC2 instance with default tenancy.
B. Launch an Amazon EC2 instance on a Dedicated Host.
C. Create an On-Demand Capacity Reservation.

D. Purchase Dedicated Reserved Instances.

Answer: B
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NEW QUESTION 49

- (Exam Topic 1)

A company's system administrator discovers that someone logged in to the company's AWS account during the weekend and terminated an Amazon EC2 instance
Which AWS service should the system administrator use to identify who made this change?

A. Amazon Inspector

B. Amazon Pinpoint

C. AWS CloudTrall

D. AWS Trusted Advisor

Answer: C

NEW QUESTION 52

- (Exam Topic 1)

A system automatically recovers from failure when a company launches its workload on the AWS Cloud services platform. Which pillar of the AWS Well-
Architected Framework does this situation demonstrate?

A. Reliability

B. Cost optimization

C. Performance efficiency
D. Operational excellence.

Answer: A

Explanation:

https://aws.amazon.com/blogs/apn/the-6-pillars-of-the-aws-well-architected-framework/

Built around six pillars—operational excellence, security, reliability, performance efficiency, cost optimization, and sustainability—AWS Well-Architected provides a
consistent approach for customers and partners to evaluate architectures and implement scalable designs.

Reliability

The Reliability pillar encompasses the ability of a workload to perform its intended function correctly and consistently when it's expected to. This includes the
ability to operate and test the workload through its total lifecycle. You can find prescriptive guidance on implementation in the Reliability Pillar whitepaper.

NEW QUESTION 56
- (Exam Topic 1)
A company needs to schedule the rotation of database credentials in the AWS Cloud. Which AWS service should the company use to perform this task?

A. AWS Identity and Access Management (IAM)
B. AWS Managed Services (AMS)

C. Amazon RDS

D. AWS Secrets Manager

Answer: D

Explanation:

AWS Secrets Manager makes it easier to rotate, manage, and retrieve database credentials, API keys, and other secrets throughout their lifecycle. The key
features of this service include the ability to:

* 1. Secure and manage secrets centrally. You can store, view, and manage all your secrets centrally. By default, Secrets Manager encrypts these secrets with
encryption keys that you own and control. You can use fine-grained IAM policies or resource-based policies to control access to your secrets. You can also tag
secrets to help you discover, organize, and control access to secrets used throughout your organization.

* 2. Rotate secrets safely. You can configure Secrets Manager to rotate secrets automatically without disrupting your applications. Secrets Manager offers built-in
integrations for rotating credentials for all Amazon RDS databases (MySQL, PostgreSQL, Oracle, Microsoft SQL Server, MariaDB, and Amazon Aurora.) You can
also extend Secrets Manager to meet your custom rotation requirements by creating an AWS Lambda function to rotate other types of secrets.

* 3. Transmit securely. Secrets are transmitted securely over Transport Layer Security (TLS) protocol 1.2. You can also use Secrets Manager with Amazon Virtual
Private Cloud (Amazon VPC) endpoints powered by AWS Privatelink to keep this communication within the AWS network and help meet your compliance and
regulatory requirements to limit public internet connectivity.

* 4, Pay as you go. Pay for the secrets you store in Secrets Manager and for the use of these secrets; there are no long-term contracts, licensing fees, or
infrastructure and personnel costs. For example, a typical

production-scale web application will generate an estimated monthly bill of $6. If you follow along the instructions in this blog post, your estimated monthly bill for
Secrets Manager will be $1. Note: you may incur additional charges for using Amazon RDS and Amazon Lambda, if you've already consumed the free tier for
these services.

Now that you're familiar with Secrets Manager features, I'll show you how to store and automatically rotate credentials for an Oracle database hosted on Amazon
RDS. | divided these instructions into three phases:

* 1. Phase 1: Store and configure rotation for the superuser credential

* 2. Phase 2: Store and configure rotation for the application credential

* 3. Phase 3: Retrieve the credential from Secrets Manager programmatically

NEW QUESTION 61
- (Exam Topic 1)
Which of the following describes some of the core functionality of Amazon S3?

A. Amazon S3 is a high-performance block storage service that is designed for use with Amazon EC2

B. Amazon S3 is an object storage service that provides high-level performance, security, scalability, and data availability.

C. Amazon S3 is a fully managed, highly reliable, and scalable file storage system that is accessible over the industry-standard SMB protocol.
D. Amazon S3 is a scalable, fully managed elastic NFS for use with AWS Cloud services and on-premises resources.

Answer: B

Explanation:
Amazon S3 is object storage built to store and retrieve any amount of data from anywhere. It's a simple storage service that offers industry leading durability,
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availability, performance, security, and virtually unlimited scalability at very low costs.

NEW QUESTION 62
- (Exam Topic 1)
Who can create and manage access keys for an AWS account root user?

A. The AWS account owner

B. An IAM user that has administrator permissions
C. IAM users within a designated group

D. An IAM user that has the required role

Answer: A

Explanation:
Anyone who has root user credentials for your AWS account has unrestricted access to all the resources in your account, including billing information. When you
create access keys, you create the access key ID and secret access key as a set.

NEW QUESTION 65

- (Exam Topic 1)

A company needs steady and predictable performance from its Amazon EC2 instances at the lowest possible cost. The company also needs the ability to scale
resources to ensure that it has the right resources available at the right time.

Which AWS service or resource will meet these requirements?

A. Amazon CloudWatch

B. Application Load Balancer
C. AWS Batch

D. Amazon EC2 Auto Scaling

Answer: D

Explanation:
AWS Auto Scaling monitors your applications and automatically adjusts capacity to maintain steady, predictable performance at the lowest possible cost.

NEW QUESTION 69
- (Exam Topic 1)
A company is moving its office and must establish an encrypted connection to AWS. Which AWS service will help meet this requirement?

A. AWS VPN

B. Amazon Route 53

C. Amazon API Gateway
D. Amazon Connect

Answer: A

NEW QUESTION 72
- (Exam Topic 1)
A user is a new AWS account owner who has no special access requirements. What should this user do with the AWS account root user access keys?

A. Share the keys with all relevant internal users so that those users can programmatically access AWS services.
B. Post the keys on GitHub to provide development teams with access to AWS services.

C. Use the keys for access, but do not share the keys with anyone.

D. Delete the keys and create IAM users.

Answer: C

NEW QUESTION 75

- (Exam Topic 1)

A retail company is building a new mobile app. The company is evaluating whether to build the app at an

on-premises data center or in the AWS Cloud. Which of the following are benefits of building this app in the AWS Cloud? (Select TWO.)

A. A large, upfront capital expense and low variable expenses

B. Increased speed for trying out new projects

C. Complete control over the physical security of the infrastructure

D. Flexibility to scale up in minutes as the application becomes popular

E. Ability to pick the specific data centers that will host the application servers

Answer: AD

NEW QUESTION 80

- (Exam Topic 2)

An ecommerce comply is using Amazon EC2 Auto Scaling groups to manage a fleet of web servers running on Amazon EC2. This architecture follows which AWS
Well/architected Framework best practice?

A. Secure the workload

B. Decouple infrastructure components
C. Design for failure

D. Think parallel
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Answer: C

NEW QUESTION 83

- (Exam Topic 2)

A system administrator notices that several Amazon EC2 instances nave been terminated. The system administrator needs to identity the user or AWS API call
that terminated these instances. Which AWS service should the system administrator use to meet this requirement?

A. AWS Trusted Advisor
B. AWS CloudTrail

C. Amazon Inspector

D. Amazon Detective

Answer: B

NEW QUESTION 86
- (Exam Topic 2)
Which solution provides a fast, automated and repeatable method of deploying AWS Cloud infrastructure to multiple AWS Regions?

A. Use AWS CodeStar to set up a continuous delivery toolchain for automated deployment

B. Create and launch an Amazon EC2 Amazon Machine Image (AMI) containing the source code with butt-m deployment hooks lo launch other AWS services
C. Create and use an AWS CloudFormation template

D. Use AWS Systems Manager to automate management tasks such as creating Amazon EC2 Amazon Machine images (AMIS) and applying patches

Answer: C

NEW QUESTION 91

- (Exam Topic 2)

A developer wants to deploy an application on a container-based service. The service must automatically provision and manage the backend instances. The
service must provision only the necessary resources. Which AWS service will meet these requirements?

A. Amazon EC2

B. Amazon Lightsail

C. Amazon Elastic Kubermetes Service (Amazon EKS)
D. AWS Margate

Answer: D

NEW QUESTION 96

- (Exam Topic 2)

A company needs to automatically protect its Amazon EC2 instances from distributed denial of service (DDoS) attacks. Which AWS service or tool will provide this
protection?

A. Network access control list (ACL)
B. AWS Shield

C. Security group

D. Amazon GuardDuty

Answer: B

NEW QUESTION 100
- (Exam Topic 2)
What are characteristics of AWS IAM users and groups? (Select TWO.)

A. Groups can be nested and can contain other groups.

B. A user can be a member of multiple groups

C. Groups can contain users only and cannot be nested

D. A user can only be a member of a single group at one time.
E. All new users are automatically added to a default group

Answer: BC

NEW QUESTION 101
- (Exam Topic 2)
What should a user do if the user loses an IAM secret access key?

A. Retrieve the secret access key by using the IAM console.

B. Create a new user with a new access key and a new secret access key.
C. Rotate the secret access key.

D. Request a new secret access key from AWS Support.

Answer: C

NEW QUESTION 103
- (Exam Topic 2)
A company's procurement department wants volume discounts on AWS services for the company but numerous departments have separate AWS accounts.
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Which AWS service or tool can the company use to receive volume discounts across multiple AWS accounts?

A. Cost Explore'

B. AWS Budgets

C. AWS Cost and Usage Report
D. AWS Organizations

Answer: D

NEW QUESTION 105
- (Exam Topic 2)
A company is running a workload on AWS. The company wants to protect the workload from DDoS attacks. When AWS service will meet these requirements?

A. AWS Identity and Access Management (IAM)
B. AWS Shield

C. Amazon VPC

D. AWS Artifact

Answer: B

NEW QUESTION 110

- (Exam Topic 2)

A company is developing a new Node.js application. The application must have a scalabe NoSQL database to meet increasing demand as the popularity of the
application grown.

Which AWS services will meet the requirements for the database?

A. Amazon Aurora Serverless
B. Amazon ElastiCache

C. Amazon DynamocDB

D. Amazon Redshift

Answer: C

NEW QUESTION 111
- (Exam Topic 2)
Which AWS service can a company use to access compliance documentation and AWS agreements?

A. AWS Security Hub

B. AWS Identity and Access Management (1AM)
C. AWS Artifact

D. AWS Certificate Manager (ACM)

Answer: C

NEW QUESTION 116
- (Exam Topic 2)
Which AWS service is suited for use cases that require data backup and restore features include data lakes and need an archiving system?

A. Amazon Elastic File System (Amazon EFS)
B. Amazon FSx for Lustre

C. Amazon Elastic Block Store (Amazon EBS)
D. Amazon S3

Answer: D

NEW QUESTION 120

- (Exam Topic 2)

A company puns to move its on-premises servers to Amazon EC2 instances. The company has 50 different business units and wants to separate each billing lot
each unit. What should a cloud practitioner recommend?

A. Use separate AWS accounts for each business unit men filter by unit using the coverage report

B. Place each business unit in a different AWS Region then filter by unit in Cost Explorer.

C. Tag each business unit’s resources then filter by unit in Cost Explorer

D. Use a Afferent VPC for each business unit then Mar by unit using an AWS Cost and Usage Report

Answer: C

NEW QUESTION 121

- (Exam Topic 2)

Which of the following gives a company the ability to fake advantage of tiered pricing tor services across multiple AWS member accounts?
A. AWS Organizations service control policies (SCPs)

B. AWS Organizations consolidated billing

C. All Upfront Reserved instances

D. Cost Explorer utilization reports

Answer: B
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NEW QUESTION 124
- (Exam Topic 2)
Which of the following gives a company the ability to take advantage of tiered pricing for services across multiple AWS member accounts?

A. AWS Organizations service control policies (SCPs)
B. AWS Organizations consolidated billing

C. All upfront Reserved Instances

D. Cost Explorer utilization reports

Answer: B

NEW QUESTION 126

- (Exam Topic 2)

A company recently mutated to AWS and wants to enable intelligent threat protection and continuous monitoring across all of its AWS accounts.
Which AWS service should the company use lo achieve this goal?

A. Amazon Macie

B. Amazon GuardDuty
C. AWS Shield

D. Amazon Detective

Answer: B

NEW QUESTION 127

- (Exam Topic 2)

Management at a large company wants to avoid long-term contracts and is interested in AWS to move from fixed costs to variable costs. What is the value
proposition of AWS for this company?

A. Economy of scale
B. Pay-as-you-go pricing
C. Volume discounts
D. Cost optimization

Answer: B

NEW QUESTION 129
- (Exam Topic 2)
Which of the following are benefits that a company receives when it moves an on-premises internet-lacing website to the AWS Cloud? (Select TWO.)

A. Data that is stored in the AWS Cloud is automatically encrypted.

B. Website capacity can expand or contract as website traffic changes.

C. AWS automatically provides the company with the lowest-cost pricing model.
D. The website shows up with higher priority in internet search engines

E. The company can take advantage of the pay-as-you-go pricing model

Answer: BE

NEW QUESTION 133
- (Exam Topic 2)
Which AWS services are delivered globally instead of regionally? (Select TWO.)

A. Amazon EC2

B. Amazon CloudFront
C. Amazon Route 53
D. Amazon VPC

E. Amazon RDS

Answer: BC

NEW QUESTION 136
- (Exam Topic 2)
What is the MOST secure way lo store passwords on AWS?

A. Store passwords in an Amazon S3 bucket

B. Store passwords as AWS CloudFormation parameters
C. Store passwords in AWS Storage Gateway

D. Store passwords in AWS Secrets Manager

Answer: D
NEW QUESTION 138
- (Exam Topic 2)

Which task is the responsibility of the customer according to the AWS snared responsibility model?

A. Patch the Amazon DynamoDB operating system
B. Secure Amazon CloudFront edge locations by allowing physical access according to the principle of least privilege
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C. Protect the hardware that runs AWS services
D. Use AWS Identity and Access Management (IAM) according to the principle of least privilege

Answer: D

NEW QUESTION 143
- (Exam Topic 2)
A company wants to use a server less compute service for an application. When AWS service will meet tins requirement?

A. AWS Lambda

B. AWS CloudFormation
C. AWS Elastic Beanstalk
D. Elastic Load Balancing

Answer: A

NEW QUESTION 145

- (Exam Topic 2)

A company moves a workload to AWS lo run on Amazon EC2 instances. The company needs to run the workload in the most cost-effective way.
What can the company do lo meet this requirement?

A. Use AWS Key Management Sen/ice (AWS KMS)

B. Use multiple AWS accounts and consolidated billing.

C. Use AWS CloudFormation to deploy the infrastructure.

D. Rightsize all the EC2 instances that are used in the deployment

Answer: D

NEW QUESTION 147

- (Exam Topic 2)

A company plans to migrate complex legacy systems to AWS. The company will use several operating systems multiple databases and multiple programming
languages. Which benefit of the AWS Cloud does this scenario represent?

A. Scalability
B. Flexibility
C. Reliability
D. Security

Answer: B

NEW QUESTION 150

- (Exam Topic 2)

A company wants to offer direct phone and chat channels for customer service. The company needs a pay-as-you-go solution that remote customer service agents
can use to create and manage voice and chat contact flows.

Which AWS service will meet these requirements?

A. Amazon EventBridge (Amazon CloudWatch Events)
B. Amazon Connect

C. Amazon Cognito

D. AWS Direct Connect

Answer: B

NEW QUESTION 154

- (Exam Topic 2)

A company wants to accelerate migration from its data center to the AWS Cloud.

Which combination of AWS services should the company use to meet this requirement? (Select TWO.)

A. Amazon Connect

B. AWS Direct Connect

C. AWS Server Migration Service (AWS SMS)
D. Amazon Route 53

E. AWS Organizations

Answer: BC

NEW QUESTION 157

- (Exam Topic 2)

Which duty is a responsibility of AWS under the AWS shared responsibility model?
A. Identity and access management

B. Server-side encryption (SSE)

C. Firewall configuration

D. Maintaining physical hardware

Answer: D
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NEW QUESTION 159

- (Exam Topic 2)

A company needs a data warehouse for analytical workloads. The data warehouse must support standard SQL queries.
Which AWS service meets these requirements?

A. Amazon EMR

B. Amazon Athena
C. Amazon Redshift
D. Amazon HDS

Answer: C

NEW QUESTION 164

- (Exam Topic 2)

A user needs the ability to access as many resources as are needed. The user also needs the ability to scale up and scale down with only a few minutes of notice.
Which benefit of the AWS Cloud describes these abilities?

A. Ratability

B. Economy of scale

C. Elasticity

D. Pay-as-you-go pricing

Answer: C

NEW QUESTION 169
- (Exam Topic 2)
How can a user protect an Amazon EC2 instance from a suspicious IP address?

A. Block the IP on the inbound rule of a network ACL.

B. Block the IP on the outbound rule of a security group.

C. Block the IP on the inbound rule of a security group and network ACL.
D. Block the IP on the outbound rule of a security group and network ACL.

Answer: A

NEW QUESTION 171

- (Exam Topic 2)

A company is considering implementing a new workload m the AWS Cloud However, the company first wants to forecast the potential cost.
Which tool should the company use to estimate the cost of the workload?

A. Cost Explorer

B. AWS Pricing Calculator

C. AWS Billing and Cost Management dashboard
D. AWS Cost and Usage Report

Answer: B

NEW QUESTION 172
- (Exam Topic 2)
A company needs to perform queries and interactively search and analyze log data. Which AWS service or feature will meet this requirement?

A. Amazon EventBridge (Amazon CloudWatch Events)
B. Amazon CloudWatch anomaly detection

C. Amazon CloudWatch Logs Insights

D. Amazon CloudWatch Logs streams

Answer: C

NEW QUESTION 174
- (Exam Topic 2)
Which actions is the responsibility of AWS according to the AWS shared responsibility model? (Select TWO.)

A. Securing the virtualization layer

B. Patching the operating system on Amazon EC2 instances
C. Enforcing a strict password policy for IAM users

D. Patching the operating system on Amazon RDS instances
E. Configuring security groups and network ACLs

Answer: AD

NEW QUESTION 175

- (Exam Topic 2)

A company wants to design its cloud architecture so that its workloads are resilient can consistently perform their intended functions correctly and can recover from
failure quickly. Which pillar of the AWS

Well-Architected Framework does this architecture represent?

A. Security
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B. Performance efficiency
C. Operational excellence
D. Reliability

Answer: D

NEW QUESTION 178

- (Exam Topic 2)

A company needs a central user portal so that users can log in to third-party business applications that support Security Assertion Markup Language (SAML) 2.0.
Which AWS service will meet this requirement?

A. AWS Identity and Access Management (IAM)
B. Amazon Cognito

C. AWS Single Sign-On

D. AWS CL

Answer: B

NEW QUESTION 183

- (Exam Topic 3)

A company wants the ability to accommodate peak application usage without purchasing equipment for on-premises data centers.
Which AWS Cloud benefit is the company seeking?

A. High availability
B. Security

C. Reliability

D. Elasticity

Answer: D

NEW QUESTION 184
- (Exam Topic 3)
Which AWS service, feature, or tool helps visualize the pattern of AWS spending?

A. Cost Explorer

B. Amazon DevPay
C. AWS CloudTrall

D. Consolidated billing

Answer: A

NEW QUESTION 189
- (Exam Topic 3)
Which AWS service or feature can a company use to determine which business unit is using specific AWS resources?

A. Cost allocation tags
B. Key pairs

C. Amazon Inspector

D. AWS Trusted Advisor

Answer: A

NEW QUESTION 192
- (Exam Topic 3)
Which component of the AWS global infrastructure does Amazon CloudFront use to speed up the delivery of content to users across the world?

A. Amazon VPC

B. Edge location

C. Local Zone

D. AWS Outposts connection

Answer: B

Explanation:

Amazon CloudFront is a content delivery network (CDN) that speeds up the delivery of content to users across the world. CloudFront achieves this by using a
network of edge locations. An edge location is a physical location where content is cached and served to users. When a user requests content, CloudFront directs
the request to the nearest edge location, where the cached content is delivered to the user. This reduces the time it takes to deliver the content and improves the
user experience. By using a global network of edge locations, CloudFront is able to deliver content faster, regardless of the user's location. Reference:
https://aws.amazon.com/cloudfront/features/

NEW QUESTION 197
- (Exam Topic 3)
Which AWS service gives a company the ability to use a private, dedicated connection between a VPC and an on-premises data center?

A. AWS Direct Connect

B. Amazon API Gateway
C. AWS Systems Manager
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D. AWS CloudFormation

Answer: C

NEW QUESTION 200
- (Exam Topic 3)
Which AWS feature grants temporary access to specific AWS resources?

A. AWS IAM Access analyzer

B. Service control policies (SCPS)
C. Access control lists (ACLS)

D. IAM roles

Answer: D

NEW QUESTION 203

- (Exam Topic 3)

A company wants to move petabytes of historical data into the AWS Cloud. The company needs to transfer the data from a remote location that does not have
reliable network services.

Which AWS service will meet these requirements?

A. AWS Snowball

B. AWS DataSync

C. AWS Direct Connect
D. AWS Site-to-Site VPN

Answer: A

NEW QUESTION 204
- (Exam Topic 3)
What is the MOST secure way to store passwords on AWS?

A. Store passwords in an Amazon S3 bucket.

B. Store passwords as AWS Cloud Formation parameters.
C. Store passwords in AWS Storage Gateway.

D. Store passwords in AWS Secrets Manager.

Answer: D

NEW QUESTION 209

- (Exam Topic 3)

A company is building a business intelligence solution using Amazon Redshift. The company wants to use an AWS service to create interactive dashboards and
not pay any upfront costs for it.

Which service should the company use?

A. Amazon CloudWatch

B. AWS Personal Health Dashboard
C. AWS Service Catalog

D. Amazon QuickSight

Answer: D

NEW QUESTION 214

- (Exam Topic 3)

Which AWS benefit enables users to deploy cloud infrastructure that consists of multiple geographic regions connected by a network with low latency, high
throughput, and redundancy?

A. Economies of scale
B. Security

C. Elasticity

D. Global reach

Answer: D

NEW QUESTION 216

- (Exam Topic 3)

A company wants to protect resources that the company hosts on AWS, including Application Load Balancers and Amazon CloudFront distributions. The company
wants an AWS service that can provide near real-time visibility into attacks on the company's resources. The service must also have a dedicated AWS team to
assist with distributed denial of service (DDoS) attacks.

Which AWS service will meet these requirements?

A. AWS WAF

B. AWS Shield Standard
C. Amazon Macie

D. AWS Shield Advanced

Answer: D
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Explanation:
https://aws.amazon.com/shield/faqgs/

NEW QUESTION 219

- (Exam Topic 3)

A company acquired another corporation. The company now has two AWS accounts.

Which AWS service or tool can the company use to consolidate the billing for these two accounts?

A. AWS Systems Manager
B. AWS Organizations

C. AWS License Manager
D. Cost Explorer

Answer: B

NEW QUESTION 223
- (Exam Topic 3)
What is the security best practice concerning sensitive data stored in Amazon S3?

A. Enable cross-Region replication on the S3 bucket.

B. Enable S3 server-side encryption on the S3 bucket.

C. Configure AWS WAF to prevent unauthorized access to the S3 bucket.

D. Configure Amazon GuardDuty to prevent unauthorized access to the S3 bucket.

Answer: B

NEW QUESTION 225

- (Exam Topic 3)

A company needs fully managed, highly reliable, and scalable file storage that is accessible over the Server Message Block (SMB) protocol.
Which AWS service will meet these requirements?

A. Amazon S3

B. Amazon Elastic File System (Amazon EFS)
C. Amazon FSx for Windows File Server

D. Amazon Elastic Block Store (Amazon EBS)

Answer: C

Explanation:
https://www.amazonaws.cn/en/fsx/windows/

NEW QUESTION 230
- (Exam Topic 3)
When AWS tool acts as a firewall to control traffic in and out of subnets within a VPC?

A. Security group

B. Route table

C. VPC endpoint

D. Network access control list (ACL)

Answer: D

NEW QUESTION 232

- (Exam Topic 3)

A company runs an application in the AWS Cloud. The level of traffic to the application vary throughout the week. The company wants to increase the reliability of
its application at all times, even during times of high traffic.

Which combination of steps will meet this requirement? (Select TWO.)

A. Test recovery procedures.

B. Purchase instance weekly based on the previous week’s high traffic points.
C. Handle software failures automatically.

D. Scale the application vertically.

E. Make all changes in the environment manually.

Answer: CD

NEW QUESTION 234

- (Exam Topic 3)

An ecommerce company plans move its data center workload to the AWS Cloud to support highly dynamic usage patterns.
Which benefit make the AWS Cloud cost-effective for the migration of this type of workload? (Select TWO.)

A. Reliability

B. Security

C. Elasticity

D. Pay-as-you-go resource pricing
E. High availability
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Answer: CD

NEW QUESTION 238
- (Exam Topic 3)
A company needs to transfer 60 TB of data to the AWS Cloud in a secure manner. Which of the following should the company use to meet these requirements?

A. AWS Snowball Edge device

B. Amazon Elastic Block Store (Amazon EBS)
C. Amazon Elastic File System (Amazon EFS)
D. Amazon S3

Answer: A

Explanation:
https://aws.amazon.com/blogs/storage/migrating-hundreds-of-tb-of-data-to-amazon-s3-with-aws-datasync/

NEW QUESTION 239
- (Exam Topic 3)
Which AWS service requires the customer to patch the guest operating system?

A. AWS Lambda

B. Amazon OpenSearch Service
C. Amazon EC2

D. Amazon ElastiCache

Answer: C

NEW QUESTION 243
- (Exam Topic 3)
An ecommerce company has migrated its IT infrastructure from an on-premises data center to the AWS Cloud. Which cost is the company's direct responsibility?

A. Cost of application software licenses

B. Cost of the hardware infrastructure on AWS

C. Cost of power for the AWS servers

D. Cost of physical security for the AWS data center

Answer: A

NEW QUESTION 246
- (Exam Topic 3)
Which action will help increase security in the AWS Cloud?

A. Enable programmatic access for all IAM users.

B. Use IAM users instead of IAM roles to delegate permissions.
C. Rotate access keys on a reoccurring basis.

D. Use inline policies instead of customer managed policies.

Answer: C

Explanation:

https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

Where possible, we recommend relying on temporary credentials instead of creating long-term credentials such as access keys. However, for scenarios in which
you need IAM users with programmatic access and long-term credentials, we recommend that you rotate access keys. Regularly rotating long-term credentials
helps you familiarize yourself with the process. This is useful in case you are ever in a situation where you must rotate credentials, such as when an employee
leaves your company. We recommend that you use 1AM access last used information to rotate and remove access keys safely.

NEW QUESTION 250
- (Exam Topic 3)
Which AWS service should a company use to check for 1AM access keys that have not been rotated recently?

A. AWSWAF

B. AWS Trusted Advisor

C. Amazon Inspector

D. AWS Certificate Manager (ACM)

Answer: B

Explanation:

Service quotas are the maximum number of resources that you can create in an AWS account. AWS implements quotas to provide highly available and reliable
service to all customers, and protects you from unintentional spend. Trusted Advisor will notify you once you reach more than 80% of a service quota. You can
then follow recommendations to delete resources or request a quota increase.

NEW QUESTION 253

- (Exam Topic 3)

A company does not want to rely on elaborate forecasting to determine its usage of compute resources. Instead, the company wants to pay only for the resources
that it uses. The company also needs the ability to increase or decrease its resource usage to meet business requirements.
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Which pillar of the AWS Well-Architected Framework aligns with these requirements?

A. Operational excellence
B. Security

C. Reliability

D. Cost optimization

Answer: D

Explanation:

Reliability Scale horizontally to increase aggregate workload availability: Replace one large resource with multiple small resources to reduce the impact of a single
failure on the overall workload. Distribute requests across multiple, smaller resources to ensure that they don’t share a common point of failure. Stop guessing
capacity: A common cause of failure in on-premises workloads is resource saturation, when the demands placed on a workload exceed the capacity of that
workload (this is often the objective of denial of service attacks).

NEW QUESTION 257

- (Exam Topic 3)

A company is planning to configure multi-factor authentication (MFA) for a business application. The company needs to use text messages to distribute one-time
passwords to us customers worldwide. When AWS service should the company use to meet this requirement?

A. Amazon EventBridge (Amazon CloudWatch Events)
B. AWS identity and Access Management (IAM)

C. Amazon Simple Notification Service (Amazon SNS)
D. Amazon Connect

Answer: C

NEW QUESTION 261

- (Exam Topic 3)

A company needs an AWS design solution for a distributed system. The system's components need to be set up so that one system component cannot negatively
impact another component. Which AWS architectural best practice will meet this requirement?

A. Use request throttling

B. Use a stateful service

C. Implement automatic data backups
D. Implement loose coupling

Answer: C

NEW QUESTION 262
- (Exam Topic 3)
Which AWS services can a company use to achieve a loosely coupled architecture? (Select TWO.)

A. Amazon Workspaces

B. Amazon Simple Queue Service (Amazon SQS.)
C. Amazon Connect

D. AWS Trusted Advisor

E. AWS Step Functions

Answer: BE

NEW QUESTION 266
- (Exam Topic 3)
Which AWS service can a company use to analyze and debug performance issues of an AWS Lambda function?

A. Amazon Inspector
B. Amazon Detective
C. AWS CodeStar

D. AWS X-Ray

Answer: D

Explanation:
https://docs.aws.amazon.com/lambda/latest/operatorguide/general-approach.html

NEW QUESTION 270

- (Exam Topic 3)

A company is planning to move data backups to the AWS Cloud. The company needs to replace on-premises storage with storage that is cloud-based but locally
cached. Which AWS service meets these requirements?

A. AWS Storage Gateway

B. AWS Snowcone

C. AWS Backup

D. Amazon Elastic File System (Amazon EFS)

Answer: A
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NEW QUESTION 271
- (Exam Topic 3)
Which of the following is included within the security pillar of the AWS Well-Architected Framework?

A. Identity federation
B. Data protection

C. Incident reporting
D. Disaster recovery

Answer: B

NEW QUESTION 275
- (Exam Topic 3)
Which characteristic of the AWS Cloud helps users eliminate underutilized CPU capacity?

A. Agility

B. Elasticity
C. Reliability
D. Durability

Answer: B

NEW QUESTION 277
- (Exam Topic 3)
A company wants to build an application that consists entirely of microservices. Which AWS Cloud architecture design principle supports this goal?

A. Think parallel.

B. Implement elasticity.

C. Stop guessing capacity.
D. Decouple components

Answer: D

NEW QUESTION 281
- (Exam Topic 3)
A company is moving its on-premises key-value database to the AWS Cloud Which AWS service will support this use case?

A. Amazon RDS

B. Amazon ElastiCache
C. Amazon DynamoDB
D. Amazon Redshift

Answer: C

NEW QUESTION 286
- (Exam Topic 3)
What is a benefit of using AWS serverless computing?

A. Application deployment and management are not required.
B. Application security will be fully managed by AWS.

C. Monitoring and logging are not needed.

D. Management of infrastructure is offloaded to AWS.

Answer: A

NEW QUESTION 291
- (Exam Topic 3)
Which AWS compute service automatically scales resources up or down to meet application workload demands?

A. Amazon Simple Queue Service (Amazon SQS)
B. Amazon EC2

C. Amazon Aurora

D. AWS Lambda

Answer: C

NEW QUESTION 292

- (Exam Topic 3)

A company needs to set up user authentication for a new application. Users must be able to sign in directly with a user name and password, or through a third-
party provider.

Which AWS service should the company use to meet these requirements?

A. AWS 1AM ldentity Center (AWS Single Sign-On)
B. AWS Signer

C. Amazon Cognito

D. AWS Directory Service
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Answer: C

NEW QUESTION 294
- (Exam Topic 3)
Where can AWS users review answers to frequently asked questions about security in the AWS Cloud?

A. AWS Trusted Advisor

B. AWS Knowledge Center
C. AWS Support Center

D. AWS Artifact

Answer: B

Explanation:
https://aws.amazon.com/premiumsupport/knowledge-center/

NEW QUESTION 296
- (Exam Topic 3)
Which AWS service should a company use to provision, manage, and deploy SSL/TLS certificates?

A. AWS Secrets Manager

B. Amazon Inspector

C. AWS CodeDeploy

D. AWS Certificate Manager (ACM)

Answer: D

NEW QUESTION 299

- (Exam Topic 3)

A company wants to run its applications in the AWS Cloud. The company does not have enough staff to maintain and protect its critical business applications.
Which AWS service should the company use to perform these tasks?

A. AWS Shield

B. Amazon RDS

C. AWSConfig

D. AWS Managed Services (AMS)

Answer: C

NEW QUESTION 303
- (Exam Topic 3)
A company wants to use an Amazon EC2 instance that has a pre-installed third-party firewall. Which AWS service or feature can provide this solution?

A. Security groups

B. AWS Marketplace

C. AWS Systems Manager

D. AWS Certificate Manager (ACM)

Answer: B

NEW QUESTION 304

- (Exam Topic 3)

A company needs help with a specific question that is related to a planned AWS deployment of a business application. The company has only the AWS Basic
Support plan. The company wants to have the question answered immediately by an expert who has adequate skills and experience.

Which action should the company take to meet these requirements?

A. Submit the question to AWS Support by phone or live chat.
B. Submit the question in AWS re:Post

C. Connect with other AWS customers by using AWS Connect
D. Connect with an AWS professional by using AWS IQ.

Answer: A

NEW QUESTION 307

- (Exam Topic 3)

What is a characteristic of Convertible Reserved Instances (RIs)?

A. Users can exchange Convertible RIs for other Convertible RIs from a different instance family.
B. Users can exchange Convertible Rls for other Convertible Rls in different AWS Regions.

C. Users can sell and buy Convertible RIs on the AWS Marketplace.

D. Users can shorten the term of their Convertible RIs by merging them with other Convertible RIs.

Answer: A

NEW QUESTION 309
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- (Exam Topic 3)
Which activity is considered out of scope for AWS Support?

A. Solving problems detected by Amazon EC2 health checks
B. Answering “how to” question on AWS services and features
C. Troubleshooting AWS APIs

D. Tuning database queries

Answer: C

NEW QUESTION 312
- (Exam Topic 3)
Which of the following are characteristics of a serverless application that runs in the AWS Cloud? (Select TWO.)

A. Users must manually configure Amazon EC2 instances.
B. Users have a choice of operating systems.

C. The application has built-in fault tolerance

D. Users can run Amazon EC2 Spot Instances.

E. The application can scale based on demand.

Answer: AE

NEW QUESTION 317

- (Exam Topic 3)

A company wants to deploy a web application on AWS that serves audio and video content. Which AWS service would provide high availability and scalability in
this situation?

A. Amazon Elastic Block Store (Amazon EBS)
B. Amazon EC2

C. AWS Storage Gateway

D. Amazon S3

Answer: D

NEW QUESTION 318

- (Exam Topic 3)

A company is using Amazon EC2 instances.

Which tasks are the company's responsibility, according to the AWS shared responsibility model? (Select TWO.)

A. Choose the initial root password of new Linux instances.

B. Identify which users can access the EC2 instances, and manage their permissions in the operating system
C. Apply the updates of the hypervisor where the EC2 instances are running.

D. Choose between a Wi-Fi connection and an Ethernet connection for the global internet access.

E. Identify and manage the users who are allowed to create or delete EC2 instances.

Answer: BE

NEW QUESTION 320
- (Exam Topic 3)
Which AWS service helps users audit API activity across their AWS account?

A. AWS CloudTrall
B. Amazon Inspector
C. AWSWAF

D. AWS Config

Answer: A

NEW QUESTION 323

- (Exam Topic 3)

A company needs to low-code, visual workflow service that developers can use to build distributed applications.
Which AWS service is designated to meet these requirements?

A. AWS Step Functions
B. AWS Config

C. AWS Lambda

D. Amazon CloudWatch

Answer: A

NEW QUESTION 324

- (Exam Topic 3)

A company plans to host its data warehouse application on AWS. The company has a machine learning (ML) model and wants to use that model within its data
warehouse for data forecasting.

Which AWS service will meet these requirements?

A. Amazon DynamoDB
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B. Amazon Redshift ML
C. Amazon Aurora ML
D. Amazon MemoryDB for Radis

Answer: B

NEW QUESTION 327

- (Exam Topic 3)

A company needs an AWS service that will continuously monitor the company's AWS account for suspicious activity. The service must have the ability to initiate
automated actions against threats that are identified in the security findings.

Which service will meet these requirements?

A. AWS Trusted Advisor
B. Amazon Detective

C. Amazon Inspector

D. Amazon GuardDuty

Answer: D

Explanation:

Amazon GuardDuty is a threat detection service that continuously monitors your AWS accounts and workloads for malicious activity and delivers detailed security
findings for visibility and remediation.

https://aws.amazon.com/guardduty/

NEW QUESTION 331

- (Exam Topic 3)

An ecommerce company has deployed a hew web application on Amazon EC2 instances. The company wants to distribute incoming HTTP traffic evenly across all
running instances.

Which AWS service or resource will meet this requirement?

A. Amazon EC2 Auto Scaling
B. Application Load Balancer
C. Gateway Load Balancer
D. Network Load Balancer

Answer: B

NEW QUESTION 333
- (Exam Topic 3)
Which design principles are enabled by the AWS Cloud to improve the operation of workloads? (Choose two.)

A. Minimize upfront design

B. Loose coupling

C. Disposable resources

D. Server design and concurrency
E. Minimal viable product

Answer: BD

NEW QUESTION 334

- (Exam Topic 3)

A company has an application that stores a high volume of unstructured data and session history. The company needs to scale the application reliably to millions
of concurrent users while ensuring consistent low latency.

Which AWS service meets these requirements?

A. Amazon RDS for MariaDB

B. Amazon DynamoDB

C. Amazon RDS for SQL Server
D. Amazon Redshift

Answer: B

NEW QUESTION 339
- (Exam Topic 3)
A company suspects that its AWS resources are being used for illegal activities. Which AWS group or team should the company notify?

A. AWS Abuse team

B. AWS Support team

C. AWS technical account managers
D. AWS Professional Services team

Answer: A

Explanation:

"If you suspect that AWS resources are used for abusive purposes, contact the AWS Trust & Safety team using the Report Amazon AWS abuse form, or by
contacting abuse@amazonaws.com. Provide all the necessary information, including logs in plaintext, email headers, and so on, when you submit your request.
Note: AWS Support can't assist with reports of abuse or questions about notifications from the AWS Trust & Safety team. If you have questions for the AWS Trust
& Safety team, reply directly to their email.
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NEW QUESTION 341
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