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NEW QUESTION 1
Which statement is correct regarding the use of application control for inspecting web applications?

A. Application control can identify child and parent applications, and perform different actions on them.
B. Application control signatures are organized in a nonhierarchical structure.

C. Application control does not require SSL inspection to identify web applications.

D. Application control does not display a replacement message for a blocked web application.

Answer: A

NEW QUESTION 2
What are two functions of ZTNA? (Choose two.)

A. ZTNA manages access through the client only.
B. ZTNA manages access for remote users only.
C. ZTNA provides a security posture check.

D. ZTNA provides role-based access.

Answer: CD

NEW QUESTION 3
Which timeout setting can be responsible for deleting SSL VPN associated sessions?

A. SSL VPN idle-timeout

B. SSL VPN http-request-body-timeout
C. SSL VPN login-timeout

D. SSL VPN dtls-hello-timeout

Answer: A

NEW QUESTION 4
Which three statements explain a flow-based antivirus profile? (Choose three.)

A. Flow-based inspection uses a hybrid of the scanning modes available in proxy-based inspection.
B. If a virus is detected, the last packet is delivered to the client.

C. The IPS engine handles the process as a standalone.

D. FortiGate buffers the whole file but transmits to the client at the same time.

E. Flow-based inspection optimizes performance compared to proxy-based inspection.

Answer: ADE

NEW QUESTION 5
Which two statements are true about the FGCP protocol? (Choose two.)

A. FGCP elects the primary FortiGate device.

B. FGCP is not used when FortiGate is in transparent mode.

C. FGCP runs only over the heartbeat links.

D. FGCP is used to discover FortiGate devices in different HA groups.

Answer: AD

NEW QUESTION 6
Refer to the exhibit.

The exhibit shows a diagram of a FortiGate device connected to the network, the firewall policy and VIP configuration on the FortiGate device, and the routing

table on the ISP router.

When the administrator tries to access the web server public address (203.0.113.2) from the internet, the connection times out. At the same time, the administrator

runs a sniffer on FortiGate to capture incoming web traffic to the server and does not see any output.
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ISP router

7

wanl portl

[ dmz
. 192.2.0.2 192.2.9.1

. 172.16.1.254 5
Web server
172.16.1.18
Routing table:
'S 2.2.0.0/24 wi: 1o
FIINE posey- ks - .l::‘:jllflj:l;zq via ;:--:-r.L
(1) (WebsServer-Ext)
name: Internet-to-DMZ type: static-nat
action: accept extip: 203.0.113.2
srcaddr: 0.0.0.0/0 extintfl: wanl
srcintf: wanl mappedip: 172.16.1.10
dataddr: WebServer-gExt portforward: disable
dstintf: dmz arp-reply: disable
service: ALL
schedule: always
match-vip: disable

Based on the information shown in the exhibit, what configuration change must the administrator make to fix the connectivity issue?

A. Configure a loopback interface with address 203.0.113.2/32.

B. In the VIP configuration, enable arp-reply.

C. Enable port forwarding on the server to map the external service port to the internal service port.
D. In the firewall policy configuration, enable match-vip.

Answer: D

NEW QUESTION 7
Which two settings are required for SSL VPN to function between two FortiGate devices? (Choose two.)

A. The client FortiGate requires a manually added route to remote subnets.

B. The client FortiGate requires a client certificate signed by the CA on the server FortiGate.
C. The server FortiGate requires a CA certificate to verify the client FortiGate certificate.

D. The client FortiGate requires the SSL VPN tunnel interface type to connect SSL VPN.

Answer: BC

NEW QUESTION 8
Refer to the exhibit showing a debug flow output.

id=20085 trace_ id=1 func=print_ pkt detail line=5594 msg="vd-root:0 received a packet (proto=l,
10.0.1.10:195938->10.0.1.250:2048) from portl. type=B, code=0, id=19938, seg=1."

id=20085 trace_id=1 func=init_ip session_common line=5760 msg="allocate a new session-00003ddS"
1d=20085 trace id=1 func=vf ip route input common line=2598 msg="find a route: flag=84000000 gw-
10.0.1.25%0 via root"

id=20085 trace id=2 func=print pkt detail lipne=5594 msg="wd-root:0 received a packet (proto=1,
10.0.1.250:19%938->10.0.1.10:0) from local. type=0, code=0, id=199%38, seg=1."

id=20085 trace_id=Z func=resolve_ip tuple_ fast line=5%675 msg="Find an existing session, id-
00003dd>, reply direction”

What two conclusions can you make from the debug flow output? (Choose two.)

A. The debug flow is for ICMP traffic.

B. The default route is required to receive a reply.
C. Anew traffic session was created.

D. A firewall policy allowed the connection.

Answer: AC

NEW QUESTION 9
Refer to the exhibits.
Exhibit A shows system performance output. Exhibit B shows a FortiGate configured with the default configuration of high memory usage thresholds.
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Exhibit A [ Exhibit B

¥ get system performance status

CPU states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irg 0% softirg

CPUD states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irqg 0% softireg

Memory: 2081108k total, 1854397k used (90%}, 106111k free (5.1%), 100000k freeable (4.8%)
Average network usage: 83 / O kbps in 1 minute, 81 / O kbps in 10 minutes, 81 / 0 kbps in 30
minutes

Average sessions: 5 sessions in 1 minute, 3 sessions in 10 minutes, 3 sessions in 30 minutes
Average session setup rate: 0 sessions per second in last 1 minote, 0 sessions per second in last
10 minutes, 0 sessions per second in last 30 minutes

Virus caught: O tetal in 1 minute

IPS attacks blocked: 0 total in 1 minute

Uptime: 10 days, 32 hours, 28 minutes

ExhibIEA | Exhibit B

config system global
set memory-use-threshold-red 88
set memory-use-tLhreshold-extreme 55
set memory-use-threshold-gqreen B2
end
Based on the system performance output, which two results are correct? (Choose two.)
A. FortiGate will start sending all files to FortiSandbox for inspection.
B. FortiGate has entered conserve mode.
C. Administrators cannot change the configuration.

D. Administrators can access FortiGate only through the console port.

Answer: BD

NEW QUESTION 10

FortiGate is operating in NAT mode and is configured with two virtual LAN (VLAN) subinterfaces added to the same physical interface.

In this scenario, what are two requirements for the VLAN ID? (Choose two.)

A. The two VLAN subinterfaces can have the same VLAN ID, only if they have IP addresses in the same subnet.
B. The two VLAN subinterfaces can have the same VLAN ID, only if they belong to different VDOMs.

C. The two VLAN subinterfaces must have different VLAN IDs.

D. The two VLAN subinterfaces can have the same VLAN ID, only if they have IP addresses in different subnets.

Answer: CD

NEW QUESTION 10
Refer to the exhibit.

FGI1 # get router info routing-table database

Codes: K - kemel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
1 - 1S-I1S, L1 - IS-IS level-1, L2 - IS-IS level-2, 1a - IS-IS inter area
> - selected route, * - FIB route, p - stale info

*>0.0.0.0/0 [10/0] via 172.20.121.2, port1, [20/0]

*> [10/0] via 10.0.0.2, port2, [30/0]
0.0.0.0/0 [20/0] via 192.168.15.2, port3, [10/0]

*> 10.0.0.0/24 s directly connected, port2
172.13.24.0/24 [10.0] is directly connected, port4

*>172.20.121.0/24 is directly connected, port1

*>192.167.1.0/24 [10/0] via 10.0.0.2, port2

*> 192.168.15.0/24 i1s directly connected, port3

Given the routing database shown in the exhibit, which two statements are correct? (Choose two.)
A. The port3 default route has the highest distance.

B. The port3 default route has the lowest metric.

C. There will be eight routes active in the routing table.

D. The portl and port2 default routes are active in the routing table.

Answer: AD

NEW QUESTION 13
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Which of the following statements is true regarding SSL VPN settings for an SSL VPN portal?

A. By default, FortiGate uses WINS servers to resolve names.

B. By default, the SSL VPN portal requires the installation of a client's certificate.
C. By default, split tunneling is enabled.

D. By default, the admin GUI and SSL VPN portal use the same HTTPS port.

Answer: D

NEW QUESTION 16
Which statement correctly describes NetAPI polling mode for the FSSO collector agent?

A. The collector agent uses a Windows API to query DCs for user logins.
B. NetAPI polling can increase bandwidth usage in large networks.

C. The collector agent must search security event logs.

D. The NetSession Enum function is used to track user logouts.

Answer: D

Explanation:
FortiGate_Infrastructure_7.0 page 270: "NetAPI: polls temporary sessions created on the DC when a user logs in or logs out and calls the NetSessionEnum
function in Windows."

NEW QUESTION 17
In consolidated firewall policies, IPv4 and IPv6 policies are combined in a single consolidated policy. Instead of separate policies. Which three statements are true
about consolidated IPv4 and IPv6 policy configuration? (Choose three.)

A. The IP version of the sources and destinations in a firewall policy must be different.

B. The Incoming Interfac

C. Outgoing Interfac

D. Schedule, and Service fields can be shared with both IPv4 and IPv6.

E. The policy table in the GUI can be filtered to display policies with IPv4, IPv6 or IPv4 and IPv6 sources and destinations.
F. The IP version of the sources and destinations in a policy must match.

G. The policy table in the GUI will be consolidated to display policies with IPv4 and IPv6 sources and destinations.

Answer: BDE

NEW QUESTION 22
Which three security features require the intrusion prevention system (IPS) engine to function? (Choose three.)

A. Web filter in flow-based inspection
B. Antivirus in flow-based inspection
C. DNS filter

D. Web application firewall

E. Application control

Answer: ABE

Explanation:
https://docs.fortinet.com/document/fortigate/7.0.0/new-features/739623/dns-filter-handled-by-ips-engine-in-flow

NEW QUESTION 25
Which two statements are correct regarding FortiGate HA cluster virtual IP addresses? (Choose two.)

A. Heartbeat interfaces have virtual IP addresses that are manually assigned.

B. A change in the virtual IP address happens when a FortiGate device joins or leaves the cluster.
C. Virtual IP addresses are used to distinguish between cluster members.

D. The primary device in the cluster is always assigned IP address 169.254.0.1.

Answer: BD

NEW QUESTION 29

FortiGuard categories can be overridden and defined in different categories. To create a web rating override for example.com home page, the override must be
configured using a specific syntax.

Which two syntaxes are correct to configure web rating for the home page? (Choose two.)

A. www.example.com:443

B. www.example.com

C. example.com

D. www.example.com/index.html

Answer: BC
Explanation:
When using FortiGuard category filtering to allow or block access to a website, one option is to make a web rating override and define the website in a different

category. Web ratings are only for host names - no URLs or wildcard characters are allowed.
OK: google.com or www.google.com
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NO OK: www.google.com/index.html or google.* FortiGate_Security 6.4 page 384
When using FortiGuard category filtering to allow or block access to a website, one option is to make a web rating override and define the website in a different
category. Web ratings are only for host names-- "no URLs or wildcard characters are allowed".

NEW QUESTION 33

Refer to the exhibits.

Exhibit A shows a topology for a FortiGate HA cluster that performs proxy-based inspection on traffic. Exhibit B shows the HA configuration and the partial output
of the get system ha status command.

Exhibit A | Exhibit' B

—

—_——

778

o L

Client

port9 Server

Exhibit A | Exhibit B

set group-id 3
set group-name "NSE"
set mode a-a
set password *
set hbdev "port&" 50 "portlo™ 50
gset session-pickup enable
zet override disable
set monitor portld
end

# get system ha status
Frimary : FGET-2, FEVMOL0000065036, HA cluster index =
Secondary : FGT-1, F3VMOLO0000064€%2, HA cluster index
number of wcluster: 1

weluster 1: work 169.254.0.2

Primary: FGVMOl000006503&, HA cperating index = 1
Secondary: FGVMOLOQ000646%2, HA coperating index =

]
o

0
Based on the exhibits, which two statements about the traffic passing through the cluster are true? (Choose two.)

A. For non-load balanced connections, packets forwarded by the cluster to the server contain the virtual MAC address of port2 as source.
B. The traffic sourced from the client and destined to the server is sent to FGT-1.

C. The cluster can load balance ICMP connections to the secondary.

D. For load balanced connections, the primary encapsulates TCP SYN packets before forwarding them to the secondary.

Answer: AB

NEW QUESTION 34

An administrator has configured a strict RPF check on FortiGate. Which statement is true about the strict RPF check?
A. The strict RPF check is run on the first sent and reply packet of any new session.

B. Strict RPF checks the best route back to the source using the incoming interface.

C. Strict RPF checks only for the existence of at least one active route back to the source using the incoming interface.
D. Strict RPF allows packets back to sources with all active routes.

Answer: C

NEW QUESTION 39

An administrator has configured two-factor authentication to strengthen SSL VPN access. Which additional best practice can an administrator implement?
A. Configure Source IP Pools.

B. Configure split tunneling in tunnel mode.
C. Configure different SSL VPN realms.
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D. Configure host check .

Answer: D

NEW QUESTION 42
Which three options are the remote log storage options you can configure on FortiGate? (Choose three.)

A. FortiCache
B. FortiSIEM

C. FortiAnalyzer
D. FortiSandbox
E. FortiCloud

Answer: BCE

NEW QUESTION 44

A network administrator is troubleshooting an IPsec tunnel between two FortiGate devices. The administrator has determined that phase 1 fails to come up. The

administrator has also re-entered the pre-shared key on both FortiGate devices to make sure they match.

port1 port2

Phate 1 Proposal @ Add Key Lifetime [seconds) | 86400

Encryption AES128 = Authentication SHA1 -

Local ID

HQ-FortiGate [- 10.10.100.10 44 19.200.10
Remote-FortiGate
b b, 4
etk M e
1P Version P 1P Version 174 [T
Remote Galeway Static 1P Address - Remote Galewry Static P Address L]
1P Addiress 10.10.200.10 P Address 10.10.100.10
Intes face = portl - e a8 = portl -
Liscead Gatenway » Liotal Gateway »
Maode Config Miode Config
HAT Traversal m Déssble  Forced NAT Traversal m Disable  Forced
Keepalive Fregquency 1'3 Keepalive Frequency 10
Dead Paes Dedection Disable m On Demand Dead Peer Detection Ditabie | On idie
Forsmed Ennor Correction Egress Ingress Forward Frror Cormection Egress Ingress
B Advanced... B Advanced..
Aurthentication Authenticathon
Method Pre.shared Key * Method Pre-shared Key -
Pre-shared Ky sEEEEEEE Ly Pre-shared Key LALLL L ®
IKE IKE
Version 2 ershon n 3
Mo BTt Main (1D protection)
Mode
Phase 1 Proposal  Q Add
Main (ID protection)
: Encryption AES?58 = Authentication SHAZSE @ » X
Peer Options
30 29 28 21
Accept Types = o
Diffie-Hellman Group 21 20 19 18 ir 16
Any peer ID ¥ s EUEs B 201

AFES?288 ~ Authentication SHAZSE &+

32 K3 30 28 28 27
Diffie-Hellman Group 21 20 19 18 17 16
18 4 5 #f 2 1

ey Lifetime (seconds) | 86400

Enciryption

Local ID

Based on the phase 1 configuration and the diagram shown in the exhibit, which two configuration changes will bring phase 1 up? (Choose two.)

A. On HQ-FortiGate, set IKE mode to Main (ID protection).

B. On both FortiGate devices, set Dead Peer Detection to On Demand.
C. On HQ-FortiGate, disable Diffie-Helman group 2.

D. On Remote-FortiGate, set port2 as Interface.

Answer: AD

NEW QUESTION 47
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