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NEW QUESTION 1

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
w is used to identify, hold, and export electronic
Customer Lockbox information that might be used in an investigation,

Data loss prevention (DLP)
eDiscovery
A resource lock

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

w» isused to identify, hold, and expont electronic

jon (DLP)
eDiscovery
resource foc

NEW QUESTION 2
HOTSPOT

Customer Lockbox information that might be used in an investigation

Select the answer that correctly completes the sentence.

Answer Area

Federation is used to establish

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Federation is used to establish

NEW QUESTION 3

w between organizations.

multi-factor authentication (MFA)
a trust relationship

user account synchronization

a VPN connection

w  between organizations.

multi-factor authentication (MFA)
a trust relationship

user account synchronization

a VPN connection

What do you use to provide real-time integration between Azure Sentinel and another security source?

A. Azure AD Connect

B. a Log Analytics workspace
C. Azure Information Protection
D. a connector

Answer: D

NEW QUESTION 4
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Which Microsoft portal provides information about how Microsoft cloud services comply with regulatory standard, such as International Organization for
Standardization (ISO)?

A. the Microsoft Endpoint Manager admin center
B. Azure Cost Management + Billing

C. Microsoft Service Trust Portal

D. the Azure Active Directory admin center

Answer: C

NEW QUESTION 5
In the shared responsibility model for an Azure deployment, what is Microsoft solely responsible for managing?

A. the management of mobile devices

B. the permissions for the user data stored in Azure
C. the creation and management of user accounts
D. the management of the physical hardware

Answer: D

NEW QUESTION 6
What can you use to provide a user with a two-hour window to complete an administrative task in Azure?

A. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
B. Azure Multi-Factor Authentication (MFA)

C. Azure Active Directory (Azure AD) Identity Protection

D. conditional access policies

Answer: A

NEW QUESTION 7

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Azure Active Directory (Azure AD) is deployed to an on- O =)
premises environment.
Azure Active Directory (Azure AD) is provided as part of a O &)

Microsoft 365 subscription.

Azure Active Directory (Azure AD) is an identity and access O O
management service.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes No
Azure Active Directory (Azure AD) is deployed to an on- O O
premises environment.
Azure Active Directory (Azure AD) is provided as part of a 9] O

Microsoft 365 subscription.

Azure Active Directory (Azure AD) is an identity and access @) =)
management service.

NEW QUESTION 8

Which Azure Active Directory (Azure AD) feature can you use to evaluate group membership and automatically remove users that no longer require membership in
a group?
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A. access reviews

B. managed identities

C. conditional access policies
D. Azure AD ldentity Protection

Answer: A

NEW QUESTION 9

HOTSPOT
Select the answer that correctly completes the sentence.
Hot Area:
Answer Area
=« is a cloud-based solution that leverages on-premises Active Directory signals
Microsaft Cloud App Security to identify, detect, and investigate advanced threats,
Microsoft Defender for Endpoint
Microsatt Defender for idendity
Microsoft Defender for Office 365
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

« 15 2 cloud-based solution that leverages on-premises Active Directory signals
Microsaft Cloud App Security to identify, detect, and investigate advanced threats,
Microsoft Defender for Endpoint
Microsoft Defender for identity
Microsoft Defender for Office 365

NEW QUESTION 10
HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area

w Canuse condiional access policies
Azure Active Directory (Azure AD) Privileged Identity Management (PiM) to control sessions in real time
Azure Defender
Azure Senting!
Microsoft Cloud App Secunty

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

w» can use conditional access policies
Azure Active Directory (Azure AD) Privileged ldentity Management (PIM) | to control sessions in real time
Azure Defender
Azure Sentinel
Microsoft Cloud App Security

NEW QUESTION 10
What should you use in the Microsoft 365 security center to view security trends and track the protection status of identities?

A. Attack simulator
B. Reports

C. Hunting

D. Incidents

Answer: B
NEW QUESTION 11
HOTSPOT

Select the answer that correctly completes the sentence.
Hot Area:
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Answer Area
You can use « in the Microsoft 365 security center to identify devices that are affected by an alert.
classifications
incidents
policies
Secure score
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
You can use « inthe Microsoft 365 security center to identify devices that are affected by an alert.
classifications
incidents
palicies
Secure score
NEW QUESTION 13
HOTSPOT
Select the answer that correctly completes the sentence.
Hot Area:
Answer Area
« is & cloud-native security information and event management (SIEM) and security orchestration
Azure Advisor automated response (SOAR) solution used to provide a single solution for alert detection, threat
Azure Bastion visibility, proactive hunting, and threat response.
Azure Monitor
Azure Sentinel
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

« is & cloud-native security information and event management (SIEM) and security orchestration

Azure Advisor automated response (SOAR) solution used to provide a single solution for alert detection, threat
Azure Bastion visibility, proactive hunting, and threat response.

Azure Monitor

Azure Sentinel

NEW QUESTION 18

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Statements

Azure Defender can detect vulnerabilities and threats for Azure Storage.
Cloud Security Posture Management (CSPM) is available for all Azure subscriptions.
Azure Security Center can evaluate the security of workloads deployed to Azure or on-
premises.

A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Statements
Azure Defender can detect vulnerabilities and threats for Azure Storage.

Cloud Security Posture Management (CSPM) is available for all Azure subscriptions.

Azure Security Center can evaluate the security of workloads deployed to AZure or on-
premises.
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NEW QUESTION 22

HOTSPOT

Select the answer that correctly completes the sentence.

Hot Area:

Answer Area
You can use «  in the Microsoft 365 security center to view an aggregation of alerts that relate to the same attack

Reports
Hunting
Attack simulator
Incidents

A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
You can use «  in the Microsoft 365 security center to view an aggregation of alerts that relate to the same attack

Reports
Hunting
Attack simulator
Incidents

NEW QUESTION 25

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

With Advanced Audit in Microsoft 365, you can identify when O O
email items were accessed.

Advanced Audit in Microsoft 365 supports the same retention O O
period of audit logs as core auditing.

Advanced Audit in Microsoft 365 allocates customer-dedicated O O
bandwidth for accessing audit data.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes -

The MailltemsAccessed event is a mailbox auditing action and is triggered when mail data is accessed by mail protocols and mail clients.

Box 2: No -

Basic Audit retains audit records for 90 days.

Advanced Audit retains all Exchange, SharePoint, and Azure Active Directory audit records for one year. This is accomplished by a default audit log retention
policy that retains any audit record that contains the value of Exchange, SharePoint, or AzureActiveDirectory for the Workload property (which indicates the service
in which the activity occurred) for one year.

Box 3: yes -

Advanced Audit in Microsoft 365 provides high-bandwidth access to the Office 365 Management Activity API.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/advanced-audit?view=0365-worldwide https://docs.microsoft.com/en-
us/microsoft-365/compliance/auditing-solutions-overview?view=0365-worldwide#licensing-requirements https://docs.microsoft.com/en-us/office365/servicedescripti
ons/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/microsoft-365-security-compliance-licensing-guidance#advanced-
audit

NEW QUESTION 28
Which two tasks can you implement by using data loss prevention (DLP) policies in Microsoft 365? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Display policy tips to users who are about to violate your organization’s policies.
B. Enable disk encryption on endpoints.

C. Protect documents in Microsoft OneDrive that contain sensitive information.

D. Apply security baselines to devices.

Answer: AC

NEW QUESTION 30
HOTSPOT
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For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Compliance Manager tracks only customer-managed controls. O O
Compliance Manager provides predefined templates for O O
creating assessments.
Compliance Manager can help you asses whether data O O

adheres to specific data protection standards.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes No

Compliance Manager tracks only customer-managed controls. O O
Compliance Manager provides predefined templates for @] O
creating assessments.
Compliance Manager can help you asses whether data ) O

adheres to specific data protection standards.

NEW QUESTION 35

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Azure Policy supports automatic remediation. O O
Azure Policy can be used to ensure that new resources adhere O O
to corporate standards.
Compliance evaluation in Azure Policy occurs only when a O O

target resource is created or modified.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Statements Yes No
Azure Policy supports automatic remediation. O O
Azure Policy can be used to ensure that new resources adhere O O
to corporate standards.
Compliance evaluation in Azure Policy occurs only when a 0 @)

target resource is created or modified.

NEW QUESTION 36
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