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NEW QUESTION 1
View the exhibit, which contains the output of get sys ha status, and then answer the question below.

NGFW # get sys ha status
HA Health Status: ok
Model: FortiGate0ME4
Modea: HAA-P
Group: 0
Debug: 0
Cluster Uptime: 0 days 01:07:35
Master selected using:
=2017/104/24 09.43.44> FGVMO10000077649 is selected as the master because it has the largest value of override pr
<2017/04/24 08:50:53> FGVMO10000077 is selected as the master bacausa i's the only member in the cluster.
ses_pickup: disable
override: enable
Configuration Status:
FGEYMO1000007 7649 updated 1 seconds ago): in-sync
FGYMO10000077650(updated 0 seconds ago): out-of-sync
System Usage stats:
FGVYMO 10000077649 updated 1 seconds ago):
sessions=30, average-cpu-user/nice/system/idla= af100%, memory-60%
FGYMO10000077650(updated 0 seconds ago):
sesslons=2, average-cpu-userfnice/systemiidle=0% 100%, memory-61%
HBDEW stafs:
FGYMO1000007 7649 (updated 1 seconds ago):
port?: physical/10000full, up, m-bytes/packets/dropped/errors=7T358367/17029/25/0, e=TT21830M1 T182/0/0
FGWYMO10000077650{updated 0 seconds ago):
port?: physical/10000full, up, re-bytes/packets/dropped/ermors=7T793722/17190/0/0, tv=8940374/20806/0/0
Master: NGFW , FGVMO1000007 Te49
Slave : NGFW-2 . FGVMD1000007 7650
number of velustar: 1
veluster 1: work 169.254.0.2
Master:0 FGYMO10000007 7649
Slavea 1 FGVMO 10000007

Which statements are correct regarding the output? (Choose two.)

A. The slave configuration is not synchronized with the master.
B. The HA management IP is 169.254.0.2.

C. Master is selected because it is the only device in the cluster.
D. port 7 is used the HA heartbeat on all devices in the cluster.

Answer: AD

NEW QUESTION 2
View the exhibit, which contains an entry in the session table, and then answer the question below.

session info: prote=6 proto state=11 duration=53 expire=265 timeout=300 flags=00000000
sockflag=00000000

origin-shaper=

reply-shaper=

per_ip shaper=

ha id=0 policy dir=0 tunnel=/ wvlan_cos=0/255

user=AALI state=redir log local may dirty npu nlb nome acct-ext

statistic (bytes/packets/allow err): org=2651/17/1 reply=19130/28/1 tuples=3

tx speed (Bps/kbps): 75/0 rx speed (Bps/kbps): 542/4

orgin->sink: org pre->post, reply pre->post dev=T->6/6->7 gwy=172.20.121.2/10.0.0.2
hook=post dir=org act=snat 192.167.1.100:49545->216.58.216.238:443(172.20.121.96:49545)
hook=pre dir=reply act=dnat 216.58.216.238:443->172.20.121.96:49545 (192.167.1.100:49545)
hook=post dir=sreply act=ncop 216.58.216.238:443->192.167.1.100:49545 (0.0.0.0:0)

pos/ (befora, after) 0/(0,0), 0/(0.0)

src mac=08:5b:0e:6c:ThiTa

misc=0 policy id=21 auth info=0 chk client info=0 vd=0

serial=007£2948 tos=ff/ff app list=0 app=0 url cat=41

dd type=0 dd mode=0

npu state=00000000

npu info: £lag=0x00/0x00, offlcad=0/0, ips offload=0/0, epid=0/0, ipid=0/0, vlan=0x0000,0x0000
vlifid=0/0, vtag_in=0x0000/0x0000 in npu=0/0, out npu=0/0, fwd en=0/0, qid=0/0

Which one of the following statements is true regarding FortiGate’s inspection of this session?
A. FortiGate applied proxy-based inspection.

B. FortiGate forwarded this session without any inspection.

C. FortiGate applied flow-based inspection.

D. FortiGate applied explicit proxy-based inspection.

Answer: A

Explanation:

https://kb.fortinet.com/kb/viewContent.do?externalld=FD30042

NEW QUESTION 3
Refer to the exhibit, which shows a session entry. Which statement about this session is true?

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



: Exam Recommend!! Get the Full NSE7_EFW-7.0 dumps in VCE and PDF From SurePassExam
L' Sure https://lwww.surepassexam.com/NSE7_EFW-7.0-exam-dumps.html (163 New Questions)

A. ltis an ICMP session from 10.1.10.10 to 10.200.5. 1.

B. Itis a TCP session in close_wait state, from 10.

C. 10.10 to 10.200.1.1.

D. Itis an ICMP session from 10.1.10.10 to 10.200.1.1.

E. It is a TCP session in the established state, from 10.1.10.10 to 10.200.5.1.

Answer: A

NEW QUESTION 4
View the exhibit, which contains the partial output of an IKE real-time debug, and then answer the question below.

: responder: main mode get lat message

ike abSdeatIas ISAEMF SA lifet

The administrator does not have access to the remote gateway. Based on the debug output, what configuration changes can the administrator make to the local
gateway to resolve the phase 1 negotiation error?

A. Change phase 1 encryption to 3DES and authentication to SHA128.
B. Change phase 1 encryption to AES128 and authentication to SHA512.
C. Change phase 1 encryption to AESCBC and authentication to SHAZ2.
D. Change phase 1 encryption to AES256 and authentication to SHA256.
Answer: D

NEW QUESTION 5
Refer to the exhibit, which contains the output of get system ha status. Which two statements about the output are true? (Choose two.)
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NGFW-1 # get system ha status
HA HBealth Status: OK
Modal: FortiGate-VMEd
Hode: HA A-P
Group: 2
Dabug: 0
Cluster Uptime: 0 days 4:23:19
Cluster state change time: 2019%-01-25 10:19:46
Master selected using:
<2019/01/25 10:19:46> FGVMOL0000077649 is selected as the master because it has the largest value
of override priority.
<2019/01/25 10:19:40> FGVMOL0000077649 is selected as the master because it‘s the only member in
the cluster.
ses pickup: disable
override: snable
Configuration Status:
FGVHO1000007764% (updated 1 seconds ago): in-syno
FGVMO10000077650 (updated 0 seconds ago): out-of-sync
Systam Usage stats:
FGVMO10000077649 (updated 1 seconds ago):
sassions=27, average-cpu-user/nice/systes/idle=1%/0%/0%/9%%, memory=56%
FGVMO010000077650 (updated 0 seconds ago):
sessions=2, average-cpu-user/nice/system/idle=1%/0%/0%/9%%, memory=5T%
HBDEY stats:
FGVMO10000077649 (updated 1 seconds ago):
portT: physical/10000full, up, rx-bytes/packets/dropped/errors=63817615/202024/0/0, tx=
T1110281/121109/0/0
FGVHO10000077650 (updated 0 seconds ago):
port?: physical/10000full, up, rx-bytes/packets/dropped/errors=79468596/122024/0/0, tx=
30877890/107878/0/0
Haster: NGFW-1 . FGVMOL0000077649, cluster index = 1
Slave : NGFW-2 , FGVMOL0000077650, cluster index = O
number of veluster: 1
voluster 1: work 169.254.0.2
Master: FGVMOL0000077649, operating cluster index = 0
Slave : FGVMOL0000077650, operating cluster index = ]

A. The slave configuration is synchronized with the master.

B. port7 is used as the HA heartbeat on all devices in the cluster.

C. Primary is selected based on the priority configured under config system ha.
D. The HA management IP is 169.254.0.2.

Answer: BC

NEW QUESTION 6

What does the dirty flag mean in a FortiGate session?

A. Traffic has been blocked by the antivirus inspection.

B. The next packet must be re-evaluated against the firewall policies.

C. The session must be removed from the former primary unit after an HA failover.
D. Traffic has been identified as from an application that is not allowed.

Answer: B

Explanation:

https://kb.fortinet.com/kb/viewContent.do?externalld=FD40119&sliceld=1

NEW QUESTION 7
View the exhibit, which contains the output of a debug command, and then answer the question below.

Which of the following statements about the exhibit are true? (Choose two.)

A. In the network on port4, two OSPF routers are down.
B. Port4 is connected to the OSPF backbone area.
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C. The local FortiGate's OSPF router ID is 0.0.0.4
D. The local FortiGate has been elected as the OSPF backup designated router.

Answer: BC

NEW QUESTION 8
View the central management configuration shown in the exhibit, and then answer the question below.
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set include-default-servers enable
end

Which server will FortiGate choose for antivirus and IPS updates if 10.0.1.243 is experiencing an outage?

A.10.0.1.240
B. One of the public FortiGuard distribution servers
C.10.0.1.244
D. 10.0.1.242

Answer: B

NEW QUESTION 9
Which of the following conditions must be met for a static route to be active in the routing table? (Choose three.)

A. The next-hop IP address is up.

B. There is no other route, to the same destination, with a higher distance.

C. The link health monitor (if configured) is up.

D. The next-hop IP address belongs to one of the outgoing interface subnets.
E. The outgoing interface is up.

Answer: CDE

Explanation:

A configured static route only goes to routing table from routing database when all the following are met :
> The outgoing interface is up

2 There is no other matching route with a lower distance

2 The link health monitor (if configured) is successful

> The next-hop IP address belongs to one of the outgoing interface subnets

NEW QUESTION 10
An administrator wants to capture ESP traffic between two FortiGates using the built-in sniffer. If the administrator knows that there is no NAT device located
between both FortiGates, what command should the administrator execute?

A. diagnose sniffer packet any ‘udp port 500’

B. diagnose sniffer packet any ‘udp port 4500’

C. diagnose sniffer packet any ‘esp’

D. diagnose sniffer packet any ‘udp port 500 or udp port 4500’

Answer: C

Explanation:
Capture IKE Traffic without NAT:diagnose sniffer packet ‘host and udp port 500’

Capture ESP
Traffic without NAT:diagnose sniffer packet any ‘host and esp’

Capture IKE
and ESP with NAT-T:diagnose sniffer packet any ‘*host and (udp port 500 or udp port 4500)’

NEW QUESTION 10
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Examine the output of the ‘diagnose sys session list expectation’ command shown in the exhibit; than answer the question below.

fdiagnoss syve sassgion list axpeactabtion

w0

Which statement is true regarding the session in the exhibit?

A. It was created by the FortiGate kernel to allow push updates from FotiGuard.
B. It is for management traffic terminating at the FortiGate.

C. It is for traffic originated from the FortiGate.

D. It was created by a session helper or ALG.

Answer: D
NEW QUESTION 14

An administrator cannot connect to the GIU of a FortiGate unit with the IP address 10.0.1.254. The administrator runs the debug flow while attempting the
connection using HTTP. The output of the debug flow is shown in the exhibit:

Based on the error displayed by the debug flow, which are valid reasons for this problem? (Choose two.)

A. HTTP administrative access is disabled in the FortiGate interface with the IP address 10.0.1.254.
B. Redirection of HTTP to HTTPS administrative access is disabled.

C. HTTP administrative access is configured with a port number different than 80.

D. The packet is denied because of reverse path forwarding check.

Answer: AC

NEW QUESTION 16
Which the following events can trigger the election of a new primary unit in a HA cluster? (Choose two.)

A. Primary unit stops sending HA heartbeat keepalives.

B. The FortiGuard license for the primary unit is updated.

C. One of the monitored interfaces in the primary unit is disconnected.
D. A secondary unit is removed from the HA cluster.

Answer: AC

NEW QUESTION 19

An administrator has decreased all the TCP session timers to optimize the FortiGate memory usage. However, after the changes, one network application started
to have problems. During the troubleshooting, the administrator noticed that the FortiGate deletes the sessions after the clients send the SYN packets, and before
the arrival of the SYN/ACKs. When the SYN/ACK packets arrive to the FortiGate, the unit has already deleted the respective sessions. Which TCP session timer
must be increased to fix this problem?

A. TCP half open.
B. TCP half close.
C. TCP time wait.
D. TCP session time to live.

Answer: A
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Explanation:

http://docs-legacy.fortinet.com/fos40hlp/43previwwhelp/wwhimpl/common/html/wwhe

Ip.htm?context=fgt&file=CLI_get Commands.58.25.html

The tcp-halfopen-timer controls for how long, after a SYN packet, a session without SYN/ACKremains in the table.

The tcp-halfclose-timer controls for how long, after a FIN packet, a session without FIN/ACKremains in the table.

The tcp-timewait-timer controls for how long, after a FIN/ACK packet, a session remains in thetable. A closed session remains in the session table for a few
seconds more to allow any out-of-sequence packet.

NEW QUESTION 23
What conditions are required for two FortiGate devices to form an OSPF adjacency? (Choose three.)

A. IP addresses are in the same subnet.
B. Hello and dead intervals match.

C. OSPF IP MTUs match.

D. OSPF peer IDs match.

E. OSPF costs match.

Answer: ABC

Explanation:
https://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-advanced-routing-54/Routing_ OSPF/OSPF_Bac

NEW QUESTION 25
An administrator has enabled HA session synchronization in a HA cluster with two members. Which flag is added to a primary unit’s session to indicate that it has
been synchronized to the secondary unit?

A. redir.
B. dirty.
C. synced
D. nds.

Answer: C

Explanation:
The synced sessions have the ‘synced’ flag. The command ‘diag sys session list’ can be used to see the sessions on the member, with the associated flags.

NEW QUESTION 27
An administrator is running the following sniffer in a FortiGate: diagnose sniffer packet any “host 10.0.2.10" 2
What information is included in the output of the sniffer? (Choose two.)

A. Ethernet headers.
B. IP payload.
C. IP headers.
D. Port names.

Answer: BC

Explanation:
https://kb.fortinet.com/kb/documentLink.do?externallD=11186

NEW QUESTION 29
Which two tasks are automated using the Install Wizard on FortiManager? (Choose two.)

A. Preview pending configuration changes for managed devices.
B. Add devices to FortiManager.

C. Import policy packages from managed devices.

D. Install configuration changes to managed devices.

E. Import interface mappings from managed devices.

Answer: AD

Explanation:

https://help.fortinet.com/fmgr/50hlp/56/5-6-2/FortiManager_Admin_Guide/1000_Device%20Manager/1200 _ins

There are 4 main wizards:Add Device: is used to add devices to central management and import their configurations.

Install: is used to install configuration changes from Device Manager or Policies & Objects to the managed devices. It allows you to preview the changes and, if the
administrator doesn’t agree with the changes, cancel and modify them.

Import policy: is used to import interface mapping, policy database, and objects associated with the managed devices into a policy package under the Policy &
Object tab. It runs with the Add Device wizard by default and may be run at any time from the managed device list.

Re-install policy: is used to perform a quick install of the policy package. It doesn't give the ability to preview the changes that will be installed to the managed
device.

NEW QUESTION 34
Refer to exhibit, which contains the output of a BGP debug command.
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Which statement explains why the state of the 10.200.3.1 peer is Connect?

A. The local router is receiving BGP keepalives from the remote peer, but the local peer has not received the OpenConfirm yet.
B. The TCP session to 10.200.3.1 has not completed the three-way handshake.

C. The local router is receiving the BGP keepalives from the peer, but it has not received a BGP prefix yet.

D. The local router has received the BGP prefixes from the remote peer.

Answer: B

Explanation:

BGP neighbor states and how they change:e Idle: Initial states Connect: Waiting for a successful three-way TCP connections Active: Unable to establish the TCP
sessions OpenSent: Waiting for an OPEN message from the peers OpenConfirm: Waiting for the keepalive message from the peeres Established: Peers have
successfully exchanged OPEN and keepalive messages

NEW QUESTION 35
Examine the output from the BGP real time debug shown in the exhibit, then the answer the question below:

1P IOUTer bDgp all =snable

gp level info

[DECODE] ERlive: R ved! ™
g [FSM] State: OpenConfirm Event: 26
.3.1-Cutgoing [DECODE] Msg-Hdr: type 2, lﬁ:r'r 5
-'.1--:1ut|;::-'1n-g [DECODE] Update: Starting UPDATE ¢
(3n"
..,E—Gut_-qr;j,nq [DECODE] Update: NLRI Len(13)"
3.1-Qutgoing [FSM] State: Established Event: 27"
.1-outgoing [RIB] Update: Received Frefix 0.0
GP: ( .1-outgoing [RIB] Update: Received Prefix 10.
wpGp: 10.200.3.1-Outgoing [RIE] Update: Received Prefix 10.
"BGP: 10.200.3.1-Outgoing (RIB] Update: Received Prefix 10.0

"EEP: 10.200.3.1-Outgoing [FSM] State: Established Event: 34“

wpGP: 10.200.3.1-Outgoing [ENCODE] Msg-Hdr: T:!rpe 2" I
"BGF: 1U.. .3.1-0Outgoing [ENCODE] Attr iF-Umcut:_Tﬁ:-nt::r—le:-. 20
";;E' 0.200.3.1-Outgoing [ENCODE] Update: Msg #5 Size 55"3‘"

; : i t:
"BGP: .l 3 1-outgoing [FSM] State: Established Even

Which statements are true regarding the output in the exhibit? (Choose two.)

A. BGP peers have successfully interchanged Open and Keepalive messages.

B. Local BGP peer received a prefix for a default route.

C. The state of the remote BGP peer is OpenConfirm.

D. The state of the remote BGP peer will go to Connect after it confirms the received prefixes.

Answer: AB

NEW QUESTION 39
Examine the following partial outputs from two routing debug commands; then answer the question below:

#get router info routing-table databass

5 2.0.0.0/. [20/0] wia 10.200.2.254, portZ, [10/0]
5 *> 0.0.0.0/0 [10/0] wia 10.200.1.254; portl

# get router info routing-table all

5 0.0.0.0 0/0 [10/0] wia 10.200.1.254, portl

Why the default route using port2 is not displayed in the output of the second command?
A. It has a lower priority than the default route using portl.

B. It has a higher priority than the default route using portl.

C. It has a higher distance than the default route using port1.

D. Itis disabled in the FortiGate configuration.

Answer: C

Explanation:

http://kb.fortinet.com/kb/viewContent.do?externalld=FD32103

NEW QUESTION 41
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Examine the following traffic log; then answer the question below.

date-20xx-02-01 time=19:52:01 devhame=master device_id="xxxxxxx" log_id=0100020007 type=event subtype=system pri critical vd=root service=kemel
status=failure msg="NAT port is exhausted."

What does the log mean?

A. There is not enough available memory in the system to create a new entry in the NAT port table.

B. The limit for the maximum number of simultaneous sessions sharing the same NAT port has been reached.
C. FortiGate does not have any available NAT port for a new connection.

D. The limit for the maximum number of entries in the NAT port table has been reached.

Answer: B

NEW QUESTION 43
View the exhibit, which contains the output of a diagnose command, and then answer the question below.

# diagnose debug rating

Locale : english

License : Contract

Expiration  : Thu Sep 28 17:00:00 20xx

=== Server List (Thu Apr 19 10:41:32 20xx) —

P Weight RTT Flags TZ Packets CurrLlost Total Lost
64.26.151.37 10 45 3 262432 0 Ed6
64.26.151.35 . 5 329072 0 6306
66.117.56.37 7! 71638 0 275
65.210.95.240 7 36e7s 0 92
209.222.147.36 2 8 14784 O 1070
208.91.112.194 35170 1533
96,45.33.65 i 33728 120
80.85.69.41 33797 192
62.209.40.74 07 ) 33754 145
121.111.236.179' 43 4 26410 26227

Which statements are true regarding the output in the exhibit? (Choose two.)

A. FortiGate will probe 121.111.236.179 every fifteen minutes for a response.
B. Servers with the D flag are considered to be down.

C. Servers with a negative TZ value are experiencing a service outage.

D. FortiGate used 209.222.147.3 as the initial server to validate its contract.

Answer: AD

Explanation:
A — because flag is Failed so fortigate will check if server is available every 15 minD-state is | , contact to validate contract info

NEW QUESTION 45
Examine the following partial output from a sniffer command; then answer the question below.

§ diagnose sniff packet any ‘icmp” 4
incterfaces= [any]

filters = [icmp]

2.10119% wan2 in 192.168.1.110-> 4.2.2.2: icmp: echo reguest

2.101400 wanl out 172.17.87.16-> 4.2.2.2: 1lcmp: echo request
.123500 wan2 out 4.2.2.2-> 192.168.1.110: icmp: echo reply

44 packets received by filter
packets dropped by kernel

5 R S

What is the meaning of the packets dropped counter at the end of the sniffer?

A. Number of packets that didn’t match the sniffer filter.

B. Number of total packets dropped by the FortiGate.

C. Number of packets that matched the sniffer filter and were dropped by the FortiGate.

D. Number of packets that matched the sniffer filter but could not be captured by the sniffer.

Answer: D
Explanation:

https://kb.fortinet.com/kb/documentLink.do?externallD=11655

NEW QUESTION 49
View the exhibit, which contains the output of a debug command, and then answer the question below.

of £ -
t of total
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Which one of the following statements about this FortiGate is correct?

A. ltis currently in system conserve mode because of high CPU usage.

B. Itis currently in extreme conserve mode because of high memory usage.
C. Itis currently in proxy conserve mode because of high memory usage.
D. It is currently in memory conserve mode because of high memory usage.

Answer: D

NEW QUESTION 51

An administrator has configured a FortiGate device with two VDOMSs: root and internal. The administrator has also created and inter-VDOM link that connects both
VDOMSs. The objective is to have each VDOM advertise some routes to the other VDOM via OSPF through the inter-VDOM link. What OSPF configuration settings
must match in both VDOMSs to have the OSPF adjacency successfully forming? (Choose three.)

A. Router ID.

B. OSPF interface area.
C. OSPF interface cost.
D. OSPF interface MTU.
E. Interface subnet mask.

Answer: BDE

NEW QUESTION 54
When using the SSL certificate inspection method for HTTPS traffic, how does FortiGate filter web requests when the browser client does not provide the server
name indication (SNI) extension?

A. FortiGate uses CN information from the Subject field in the server’s certificate.
B. FortiGate switches to the full SSL inspection method to decrypt the data.

C. FortiGate blocks the request without any further inspection.

D. FortiGate uses the requested URL from the user’s web browser.

Answer: A

NEW QUESTION 55

A FortiGate's portl is connected to a private network. Its port2 is connected to the Internet. Explicit web proxy is enabled in portl and only explicit web proxy users
can access the Internet. Web cache is NOT enabled. An internal web proxy user is downloading a file from the Internet via HTTP. Which statements are true
regarding the two entries in the FortiGate session table related with this traffic? (Choose two.)

A. Both session have the local flag on.

B. The destination IP addresses of both sessions are IP addresses assigned to FortiGate's interfaces.
C. One session has the proxy flag on, the other one does not.

D. One of the sessions has the IP address of port2 as the source IP address.

Answer: AD

NEW QUESTION 60
A FortiGate device has the following LDAP configuration:

The administrator executed the ‘dsquery’ command in the Windows LDAp server 10.0.1.10, and got the following output:
>dsquery user —samid administrator
“CN=Administrator, CN=Users, DC=trainingAD, DC=training, DC=lab” Based on the output, what FortiGate LDAP setting is configured incorrectly?

A. cnid.

B. username.
C. password.
D. dn.

Answer: B

Explanation:
https://kb.fortinet.com/kb/viewContent.do?externalld=FD37516

NEW QUESTION 63
View the exhibit, which contains a partial web filter profile configuration, and then answer the question below.
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Mame default

Commenits Default web filtering
@ FortiGuard category based filter

Show @ Allow i
=) Bandwidth Consuming
€4 File Sharing and Storage

B Status URL Filter

Block invalid URLs @

URL Filter O

<+ Create ]

URL Type Action Status
*dropbox.com  Wildcard () Bilock Enable
Web content filter O

| + Create new
Pattern Type Pattern  Language Action Status
Wildcard “dropbox® Western [d Exempt Enable

Which action will FortiGate take if a user attempts to access www.dropbox.com, which is categorized as File Sharing and Storage?

A. FortiGate will exempt the connection based on the Web Content Filter configuration.
B. FortiGate will block the connection based on the URL Filter configuration.
C. FortiGate will allow the connection based on the FortiGuard category based filter configuration.

D. FortiGate will block the connection as an invalid URL.
Answer: B

Explanation:

fortigate does it in order Static URL -> FortiGuard — > Content -> Advanced (java, cookie removal..)so block it in first step

NEW QUESTION 67

The logs in a FSSO collector agent (CA) are showing the following error: failed to connect to registry: PIKA1026 (192.168.12.232)

What can be the reason for this error?

A. The CA cannot resolve the name of the workstation.
B. The FortiGate cannot resolve the name of the workstation.

C. The remote registry service is not running in the workstation 192.168.12.232.
D. The CA cannot reach the FortiGate with the IP address 192.168.12.232.

Answer: C

Explanation:

https://kb.fortinet.com/kb/documentLink.do?externallD=FD30548

NEW QUESTION 68

An administrator has configured a dial-up IPsec VPN with one phase 2, extended authentication (XAuth) and IKE mode configuration. The administrator has also

enabled the IKE real time debug:
diagnose debug application ike-1 diagnose debug enable

In which order is each step and phase displayed in the debug output each time a new dial-up user is connecting to the VPN?

A. Phasel; IKE mode configuration; XAuth; phase 2.
B. Phasel; XAuth; IKE mode configuration; phase2.
C. Phasel; XAuth; phase 2; IKE mode configuration.
D. Phasel; IKE mode configuration; phase 2; XAuth.

Answer: B

Explanation:

https://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-ipsecvpn-54/IPsec_VPN_Concepts/IKE_Packet

NEW QUESTION 70

Refer to the exhibit, which contains a TCL script configuration on FortiManager.
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vpe TCL Script
Run script on Remote FortGate ...
Script details ft

proc do_cmd {emdl |

puts [exec "Somdivn™ "# © 10]

$

run_cmd “config system interface
run_cmd "edit port1”

run_cmd "set ip 10.0.1.10 255.255.255.0

rurn_cmd "next”

run_cmd "end”

An administrator has configured the TCL script on FortiManager, but failed to apply any changes to the
managed device after being executed.
Why did the TCL script fail to make any changes to the managed device?

A. Changes in an interface configuration can only be done by CLI script.
B. The TCL script must start with #include <>.

C. Incomplete commands are ignored in TCL scripts.

D. The TCL command run_cmd has not been created.

Answer: D

NEW QUESTION 75

The CLI command set intelligent-mode <enable | disable> controls the IPS engine’s adaptive scanning behavior. Which of the following statements describes IPS

adaptive scanning?

A. Determines the optimal number of IPS engines required based on system load.

B. Downloads signatures on demand from FDS based on scanning requirements.

C. Determines when it is secure enough to stop scanning session traffic.

D. Choose a matching algorithm based on available memory and the type of inspection being performed.

Answer: C

Explanation:

Configuring IPS intelligenceStarting with FortiOS 5.2, intelligent-mode is a new adaptive detection method. This command is enabled the default and it means that
the IPS engine will perform adaptive scanning so that, for some traffic, the FortiGate can quickly finish scanning and offload the traffic to NPU or kernel. It is a

balanced method which could cover all known exploits. When disabled, the IPS engine scans every single byte.
config ips globalset intelligent-mode {enable|disable}end

NEW QUESTION 78

Which of the following statements are true regarding the SIP session helper and the SIP application layer gateway (ALG)? (Choose three.)

A. SIP session helper runs in the kernel; SIP ALG runs as a user space process.

B. SIP ALG supports SIP HA failover; SIP helper does not.

C. SIP ALG supports SIP over IPv6; SIP helper does not.

D. SIP ALG can create expected sessions for media traffic; SIP helper does not.

E. SIP helper supports SIP over TCP and UDP; SIP ALG supports only SIP over UDP.

Answer: BCD

NEW QUESTION 81

View the exhibit, which contains the output of a diagnose command, and the answer the question below.
§ diagnose debug rating

Locale : English

License : Contract

Expiration : Thu Sep 28 17:00:00 20%X

-=- Server List (Thu APR 19 10:41:32 20XX) -=-

IP Weight RIT Flags TZ kets Curr Lost Total Lost
64.26.13l. | 45 3 262432 0 846
64.26.151.. [ 4 329072 O 6806
66.117.56.: 1163 | 2175
66.210.95. : 1N | 92
209.222.147.36 : i ! 1070
208.91.112.194 10 ] 391 1533
96.45.33.65 1 [ 28 120
80.85.69.41 [ v 331y 192
62.209.40.74 | 1 3754 145
121.111.236.179 2641 26227
Which statements are true regarding the Weight value?

A. Its initial value is calculated based on the round trip delay (RTT).
B. Its initial value is statically set to 10.
C. Its value is incremented with each packet lost.
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D. It determines which FortiGuard server is used for license validation.

Answer: C

NEW QUESTION 82
Examine the output of the ‘diagnose ips anomaly list' command shown in the exhibit; then answer the question below.

= diagnose 1ps anomaly hist

list nids meter;

1d=1p_dst_session 1p=192.168.1.10  dos_id=2 exp=3646 pps=0 freq=0
id=udp_dst_session 1p=192.168.1.10 dos_id=2 exp=3646 pps=0 freq=0
id=udp_scan ip=192.168.1.110 dos_id=1 exp=649 pps=0 freq=0
id=udp_flood 1ip=192.168.1.110 dos_id=2 exp=653 pps=0 freq=0
id=tcp_src_session  ip=192.168.1.110 dos_id=1 exp=5175 pps=0 freq=8§
id=tcp_port_scan 1ip=192.168.1.110 dos_id=1 exp=175 pps=0 ftreg=0
id=1p_src_session ip=192.168.1.110 dos_i1d=1 exp=5649 pps=0 freq=30
id=udp_src_session  1p=192.168.1.110 dos 1d=1 exp=5649 pps=0 freq=22

Which IP addresses are included in the output of this command?

A. Those whose traffic matches a DoS policy.

B. Those whose traffic matches an IPS sensor.

C. Those whose traffic exceeded a threshold of a matching DoS policy.
D. Those whose traffic was detected as an anomaly by an IPS sensor.

Answer: A

NEW QUESTION 87
View the global IPS configuration, and then answer the question below.

config ips global
set fail-open disable
set intelligent-mode disable
set engine-count 0O
set algorithm engine-pick
end

Which of the following statements is true regarding this configuration?

A. IPS will scan every byte in every session.

B. FortiGate will spawn IPS engine instances based on the system load.

C. New packets will be passed through without inspection if the IPS socket buffer runs out of memory.

D. IPS will use the faster matching algorithm which is only available for units with more than 4 GB memory.

Answer: A

NEW QUESTION 90
View the exhibit, which contains the partial output of an IKE real-time debug, and then answer the question below.
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Which statements about this debug output are correct? (Choose two.)

A. The remote gateway IP address is 10.0.0.1.

B. It shows a phase 1 negotiation.

C. The negotiation is using AES128 encryption with CBC hash.
D. The initiator has provided remote as its IPsec peer ID.

Answer: BD

NEW QUESTION 92
Examine the following routing table and BGP configuration; then answer the question below.
#get router info routing-table all
*0.0.0.0/0 [10/0) wa 10.200.1.254, port1
C10.200.1.0/24 15 directly connected, port1
$5192.168.0.016 [10/0) via 10.200.1 254, port
# show router bgp
config router bgp
setas 65500
set router-id 10.200.1.1
set network-import-check enable
set ebgp-milipath disable
config neighbor
edit"10.200.3.1"
set remote-as 65501
next
end
config network
edit]
TheBGP connection is up, but the local peer is NOT advertising the prefix 192.168.1.0/24. Which configuration change will make the local peer advertise this
prefix?

A. Enable the redistribution of connected routers into BGP.
B. Enable the redistribution of static routers into BGP.

C. Disable the setting network-import-check.

D. Enable the setting ebgp-multipath.

Answer: C

NEW QUESTION 93

In which two states is a given session categorized as ephemeral? (Choose two.)
A. A TCP session waiting to complete the three-way handshake.

B. A TCP session waiting for FIN ACK.

C. A UDP session with packets sent and received.

D. A UDP session with only one packet received.

Answer: AD

NEW QUESTION 95
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View the exhibit, which contains a session entry, and then answer the question below.

session inf =] proto state=00 dur -1 expire=39 timeout=0 flags=00000000

0000 sockport=0 av idx=0 use=3

Origin-shaper=

cy dir=0 tunnel=/ vlan cos

£ + T yob=f arn={1 1r ]
LiLll -1}.-[- l_.:'!. 'l.l 'dl.ll.-"'.l IJJ.J. C

Which statement is correct regarding this session?

A. It is an ICMP session from 10.1.10.10 to 10.200.1.1.

B. It is an ICMP session from 10.1.10.10 to 10.200.5.1.

C. Itis a TCP session in ESTABLISHED state from 10.1.10.10 to 10.200.5.1.
D. Itis a TCP session in CLOSE_WAIT state from 10.1.10.10 to 10.200.1.1.

Answer: B

NEW QUESTION 97
Refer to the exhibit, which contains the partial output of the get vpn ipsec tunnel details command.

Hub # get Vpn lpsec tunne 1l datails

auth: shal a#gl

outhournd

Based on the output, which two statements are correct? (Choose two.)

A. Phase 2 authentication is set to shal on both sides.
B. Anti-replay is disabled.

C. Hub2Spokel is a policy-based VPN.

D. Hub2Spokel is configured on interface wan2.

Answer: AD

NEW QUESTION 98
What configuration changes can reduce the memory utilization in a FortiGate? (Choose two.)

A. Reduce the session time to live.

B. Increase the TCP session timers.

C. Increase the FortiGuard cache time to live.
D. Reduce the maximum file size to inspect.

Answer: AD

NEW QUESTION 99
An administrator has configured two FortiGate devices for an HA cluster. While testing the HA failover, the administrator noticed that some of the switches in the
network continue to send traffic to the former primary unit. The administrator decides to enable the setting link-failed-signal to fix the problem. Which statement is
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correct regarding this command?

A. Forces the former primary device to shut down all its non-heartbeat interfaces for one second while the failover occurs.

B. Sends an ARP packet to all connected devices, indicating that the HA virtual MAC address is reachable through a new master after a failover.
C. Sends a link failed signal to all connected devices.

D. Disables all the non-heartbeat interfaces in all the HA members for two seconds after a failover.

Answer: A

NEW QUESTION 102
Which two statements about an auxiliary session are true? (Choose two.)

A. With the auxiliary session setting enabled, ECMP traffic is accelerated to the NP6 processor.

B. With the auxiliary session setting enabled, two sessions will be created in case of routing change.

C. With the auxiliary session setting disabled, for each traffic path, FortiGate will use the same auxiliary session.
D. With the auxiliary session disabled, only auxiliary sessions will be offloaded.

Answer: CD
NEW QUESTION 103

View the exhibit, which contains the output of a diagnose command, and then answer the question below.
diagnose sys session list expectation

session info: proto=6 proto state-00 duration=3 expire=26 timeout=3600 flags=00000000
50ckflag=00000000 sockport=0 av_1dx=0 use=3

origin-shaper=

reply-shaper=

ha id-0 policy dir=1 tunnel=/

state=new complex

statistic(bytes/packets/allow err): org=0/0/0 reply-0/0/0 tuples=2

orgin->sink: org pre->post, reply pre-»post dev=2->4/4->2 gwy=10.0.1.10/10.200.1.254
hook=pre dir-org act=dnat 10.171.121.38:0->10.200.1.1:60426(10.0.1.10:50365)
hook-pre dir-org act-noop 0.0.0.0:0->0.0.0.0:0(0.0.0.0:0)

pos/ (before, after) 0/(0,0), 0/(0,0)

misc=0 policy id=1 auth info=0 chk client info=0 wd=0

5erial=000000e9 tos=ff/ff ips view=0 app list=0 app=0

dd_type=0 dd mode=0

What statements are correct regarding the output? (Choose two.)
A. This is an expected session created by a session helper.
B. Traffic in the original direction (coming from the IP address 10.171.122.38) will be routed to the next-hop IP address 10.0.1.10.

C. Traffic in the original direction (coming from the IP address 10.171.122.38) will be routed to the next-hop IP address 10.200.1.1.
D. This is an expected session created by an application control profile.

Answer: AC

NEW QUESTION 106
View the exhibit, which contains a screenshot of some phase-1 settings, and then answer the question below.

Warma Remote

Comments Comments
Network
IP Version % IPvd 0 IPv6
Remote Gateway | Static IP address £
IP Addrass 10.0.10.1 |
Interface | portt "
KMode Config M
NAT Traversa v

Keepalive Frequency |10 == |

Dead Pear Detection [/

The VPN is up, and DPD packets are being exchanged between both IPsec gateways; however, traffic cannot pass through the tunnel. To diagnose, the
administrator enters these CLI commands:

diagnose vpn ike log-filter src-add4 10.0.10.1
diagnose debug application 1ike-1
diagnose debug enable

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



[\-/ Exam Recommend!! Get the Full NSE7_EFW-7.0 dumps in VCE and PDF From SurePassExam
Sure PaSS https://lwww.surepassexam.com/NSE7_EFW-7.0-exam-dumps.html (163 New Questions)

However, the IKE real time debug does not show any output. Why?

A. The debug output shows phases 1 and 2 negotiations onl

B. Once the tunnel is up, it does not show any more output.

C. The log-filter setting was set incorrectl

D. The VPN's traffic does not match this filter.

E. The debug shows only error message

F. If there is no output, then the tunnel is operating normally.

G. The debug output shows phase 1 negotiation onl

H. After that, the administrator must enable the following real time debug: diagnose debug application ipsec -1.

Answer: B

NEW QUESTION 110

Which two statements about FortiManager is true when it is deployed as a local FDS? (Choose two.)
A. It caches available firmware updates for unmanaged devices.

B. It can be configured as an update server, or a rating server, but not both.

C. It supports rating requests from both managed and unmanaged devices.

D. It provides VM license validation services.

Answer: CD

NEW QUESTION 114
View the exhibit, which contains the partial output of a diagnose command, and then answer the question below.

Spoke-2 §F dia vpn tunnal list
1ist all ipsec tunnel in vd 0
nama=VPN ver=]l serisl=l 10.200.5.1:0->10.200.4.1:0
bound if=3 lgwy=static/l tun=intf/0 mode=auto,/l encap=none/0
proxyid pu==1 child mu==0 refcnt=15 ilast=10 olast=T%: auto-discovery=0
stat: rxp=0 txp=0 rxb=0 txb=0
dpd: modeson-demand on®l i1dla=20000 ms retry=d count=l sagno=0
natt: mode=none draft=0 interval=0 remote port=0
proxyid=VvPN proto=0 sa=] ref=2 serial=1
sre: 0:10,1.2.0/255.255.0:0
dst: 0:10,1.1.0/255.255.255.0:0
8A: ref=3 optiocns=2e type=00 soft=0 mtu=1438 expire=42403/0B replaywin=2048 seqno=1 asn=0
replaywin lastsegqed0000000
life: Eype=01 bytes=0/0 timecut=43177/43200
dac: spi=ceoclféfd esp=aes key=1E& 200sScAffSbaccESacTT1556c454ffbd
ah=shal key=20 c6B091d68753578785de6aTabb7Eb506c52Tale
enc: spi=dfld4Z00b esp=aes key=l6 bO0ZaTesf5547b6arfiaaidlTileaisld
ah=shal keydd BESLTS529887c2l5ce5350baZbaiietfnlasitTha
dac:pkEs/bytas=0/0, anc:pkts/bytes=Ds/0

Based on the output, which of the following statements is correct?

A. Anti-reply is enabled.

B. DPD is disabled.

C. Quick mode selectors are disabled.
D. Remote gateway IP is 10.200.5.1.

Answer: A
NEW QUESTION 119

Refer to the exhibit, which contains the partial output of a diagnose command.

2 § dia vpn tonnel list

1ist all ipsec tunmel in wd 0

name=VPN ver=1 serial=1 10.200.5.1:0 -> 10.200.4.1:0
bound if=3 lgwy=statistic/l tun=intf/0 mod utafl «

proxyid nus=1 child num=0 refernt=15 ilast-10 olast=T92 auto-discovery=0

nd on=1 1d Jims retry=1 count=0 seqmo=(
raft=0 int

5 ]

00 soft=0 mtu=1438 expire=42403/0B replaywin=204B seqno=l

43177/4320¢

Based on the output, which two statements are correct? (Choose two.)
A. Anti-replay is enabled.

B. DPD is disabled.

C. Remote gateway IP is 10.200.4.1.

D. Quick mode selectors are disabled.

Answer: AC
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NEW QUESTION 121
View the exhibit, which contains the output of a real-time debug, Which statement about this output is true?

Which of the following statements is true regarding this output?

A. The requested URL belongs to category 1D 255.

B. The server hostname Is training, fortinet.com.

C. FortiGate found the requested URL in its local cache.

D. This web request was inspected using the ftgd-allow web filler profile.

Answer: C

NEW QUESTION 124
View the following FortiGate configuration.

config system global
set snat-route-change disable
end
config router static
edit
set gateway 10.200.1
set priority 5
set device “portl”

(o ]
n
s

L s

L=]
1]
o
=

gateway 10.2
set priority 10

set device “port2”

All traffic to the Internet currently egresses from portl. The exhibit shows partial session information for Internet traffic from a user on the internal network:

# diagnose sys session list

session info: proto=6 proto state+01 duration=17 expire=7 timeout=3600
{lags=00000000 sockflag=00000000 sockport=0 av_idx=0 use=3
ha_id=0 policy dir=0 tunnel=/

state=may _dirty none app ntf

statistic(bytes/packets/allow _err): org=57555/7/1 reply=23367/19/1 mples=2
orgin-=sink: org pre-=posi, reply pre-=post dev==4-=2/2->4
gwy=10.200.1.254/10.0.1.10

hook=post dir=org act=snat 10.0.1.10:64907-
>54.239.158.170:80(10.200.1.1:64907)

hook=pre dir=reply act=dnat 54.239.158.170:80-
>10.200.1.1:64907(10.0.1.10:64907)

pos/(before, after) 0/(0,0), 0/(0,0)

misc=0 policy_id=1 auth_info=0 chk_client_info=0 vd=0
serial=00000294 tos=fl/fT ips_view=0 app_list=0 app=0

dd type=0 dd mode=0

If the priority on route ID 1 were changed from 5 to 20, what would happen to traffic matching that user’s session?
A. The session would remain in the session table, and its traffic would still egress from port1.

B. The session would remain in the session table, but its traffic would now egress from both portl and port2.

C. The session would remain in the session table, and its traffic would start to egress from port2.

D. The session would be deleted, so the client would need to start a new session.

Answer: A

Explanation:

http://kb.fortinet.com/kb/documentLink.do?externallD=FD40943

NEW QUESTION 128
Examine the output of the ‘get router info bgp summary’ command shown in the exhibit; then answer the question below.
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Student® get router info bgp summary

BGP router indentifier 10.200.1.1, local AS number 65500
BGP table versionis 2

1 BGP AS-PATH entries

0 BGP community entries

Neighbor V AS  MsgRevd MsgSent ThlVer InQ OutQ Up/Down State PfxRed
10.200.3.1 4 65501 92 112 0 0 0 never  Connect

Total number of neighbors 1

Which statement can explain why the state of the remote BGP peer 10.200.3.1 is Connect?

A. The local peer is receiving the BGP keepalives from the remote peer but it has not received any BGP prefix yet.
B. The TCP session for the BGP connection to 10.200.3.1 is down.

C. The local peer has received the BGP prefixed from the remote peer.

D. The local peer is receiving the BGP keepalives from the remote peer but it has not received the OpenConfirm yet.
Answer: B

Explanation:

http://www.ciscopress.com/articles/article.asp?p=2756480&seqNum=4

NEW QUESTION 133
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