\i/ Exam Recommend!! Get the Full SC-200 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/SC-200-exam-dumps.html (108 New Questions)

Passing Certification Exams Made Easy

Microsoft
Exam Questions SC-200

Microsoft Security Operations Analyst

visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full SC-200 dumps in VCE and PDF From SurePassExam
Ll Sure PaSS https://www.surepassexam.com/SC-200-exam-dumps.html (108 New Questions)

NEW QUESTION 1

- (Exam Topic 2)

You need to assign a role-based access control (RBAC) role to adminl to meet the Azure Sentinel requirements and the business requirements.
Which role should you assign?

A. Automation Operator

B. Automation Runbook Operator
C. Azure Sentinel Contributor

D. Logic App Contributor

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/roles

NEW QUESTION 2

- (Exam Topic 3)

Your company uses Azure Sentinel.

A new security analyst reports that she cannot assign and dismiss incidents in Azure Sentinel. You need to resolve the issue for the analyst. The solution must use
the principle of least privilege. Which role should you assign to the analyst?

A. Azure Sentinel Responder
B. Logic App Contributor

C. Azure Sentinel Contributor
D. Azure Sentinel Reader

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/roles

NEW QUESTION 3

- (Exam Topic 3)
You open the Cloud App Security portal as shown in the following exhibit.
¥ Cloud Discovery - Cloud App Se = | # == oE

&« 0O 2nps im365631117 portal cloudappsecunty comisdsc oven ?sconé=eqi 0 J)8streamid=0eME2M2be 2305380 T4d0alab=servces A ik L

= s sSnapshot report Timeframe

o Sample repde Last 90 caps
| & ncover . Dashboard Discovered apps IP addresses Users Created on Apr 21, 2020
Clonael Ot ptey bt QUEfi'ES APPS APP TAG RISK SCORE Save as Advanced
| Cmcovrred apgs sl _ & B ELIL
L 0 3 10
= COMPLIANCE RISK FACTOR  SECURITY RISK FACTOR

I G MNew pobicy from search < _ Ry
B e weagta regae
App Scote~ Trafhe Upload Transac  Users 1P addr | Last se..  Actions
it eetegetd ¥
Cloud storags 5
= ) Apphid Inngvalions | = 1 11 8 20
£ Convul Hosting sences 3 Hosting sefwces o e ‘ v
- T T seraces 3 o
= #” "0 SuusCalke 0 S19KB - 13 13 T Apr 20
Content management 3 W0 Webste monttonng
Data anal 2
a analyt=cs Usersnap o — - 0% 1% 10 Ape 20 o
Websfte mondonng 2 Productmty
Adveitisng 2
(1) CopperEgy - 2 2 8 2 9
Marketing 2 Q Website mondonng @ ko -
Customas 2
U SR o Launchpad o . 13 1 T A 20 Q
Collaboration F E‘ J Coda-hosteng K

You need to remediate the risk for the Launchpad app.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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Actions Answer Area
Tag the app as Unsanctioned.

Run the script on the source appliance. |

'Run the script in Azure Cloud Shell. @

Selectthe app @

‘Tag the app as Sanctioned.

O

Generate a block script

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/cloud-app-security/governance-discovery

NEW QUESTION 4

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Security Center.

You receive a security alert in Security Center.

You need to view recommendations to resolve the alert in Security Center. Solution: From Regulatory compliance, you download the report.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts

NEW QUESTION 5

- (Exam Topic 3)

You manage the security posture of an Azure subscription that contains two virtual machines name vm1 and vmz2.
The secure score in Azure Security Center is shown in the Security Center exhibit. (Click the Security Center tab.)
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Azure Policy assignments are configured as shown in the Policies exhibit. (Click the Policies tab.)
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For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No

Both virtual machines have inbound rules that allow access

from either Any or Internet ranges. O O

Both virtual machines have management ports exposed O O
directly to the internet

If you enable just-in-time network access controls on all virtual
machines, you will increase the secure score by four point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:

https://techcommunity.microsoft.com/t5/azure-security-center/security-control-restrict-unauthorized-network-ac https://techcommunity.microsoft.com/t5/azure-
security-center/security-control-secure-management-ports/ba-p/1

NEW QUESTION 6

- (Exam Topic 3)

You have a Microsoft 365 subscription that uses Azure Defender. You have 100 virtual machines in a resource group named RGL1.

You assign the Security Admin roles to a new user named SecAdminl.

You need to ensure that SecAdminl can apply quick fixes to the virtual machines by using Azure Defender. The solution must use the principle of least privilege.
Which role should you assign to SecAdminl1?

A. the Security Reader role for the subscription
B. the Contributor for the subscription

C. the Contributor role for RG1

D. the Owner role for RG1

Answer: C

NEW QUESTION 7

- (Exam Topic 3)

You are configuring Azure Sentinel.

You need to send a Microsoft Teams message to a channel whenever a sign-in from a suspicious IP address is detected.

Which two actions should you perform in Azure Sentinel? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Add a playbook.

B. Associate a playbook to an incident.
C. Enable Entity behavior analytics.

D. Create a workbook.

E. Enable the Fusion rule.

Answer: AB

NEW QUESTION 8
- (Exam Topic 3)
From Azure Sentinel, you open the Investigation pane for a high-severity incident as shown in the following exhibit.
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Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

If you hover over the virtual machine named vm1, v

you can view [answer choice]. the inbound network security group (NSG) rules
the last five Windows securnity log events

the open ports on the host

the running processes

If you select [answer choice], you can navigate 4
to the bookmarks related to the incident Enfities

Info

Insights

Timeline

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-investigate-cases#use-the-investigation-graph-to-deep-d

NEW QUESTION 9

- (Exam Topic 3)

You have an Azure Sentinel deployment.

You need to query for all suspicious credential access activities.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

From Azure Sentinel, select Hunting.

Select Run All Queries.

Select New Query. @ @
0 ©

Filter by tactics.

From Azure Sentinel, select Notebooks. "

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Actions Answer Area
| From Azure Sentinel. select Hunting. | 1 From Azure Sentinel, select Hunting. |
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j| From Azure Sentinel, select Notebooks. I:
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NEW QUESTION 10

- (Exam Topic 3)

You have an existing Azure logic app that is used to block Azure Active Directory (Azure AD) users. The logic app is triggered manually.
You deploy Azure Sentinel.

You need to use the existing logic app as a playbook in Azure Sentinel. What should you do first?

A. And a new scheduled query rule.

B. Add a data connector to Azure Sentinel.

C. Configure a custom Threat Intelligence connector in Azure Sentinel.
D. Modify the trigger in the logic app.

Answer: B

NEW QUESTION 10

- (Exam Topic 3)

You plan to connect an external solution that will send Common Event Format (CEF) messages to Azure Sentinel.

You need to deploy the log forwarder.

Which three actions should you perform in sequence? To answer, move the appropriate actions form the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area
Deploy an OMS Gateway on the network

Set the syslog daemon to forward the events
directly to Azure Sentinel.

Configure the syslog daemon. Restart the syslog @
daemon and the Log Analytics agent. @

O

Download and install the Log Analytics agent

Set the Log Analytics agent to listen on port 25226
and forward the CEF messages to Azure Sentinel.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-cef-agent?tabs=rsyslog

NEW QUESTION 12

- (Exam Topic 3)

Your company uses Microsoft Defender for Endpoint.

The company has Microsoft Word documents that contain macros. The documents are used frequently on the devices of the company’s accounting team.

You need to hide false positive in the Alerts queue, while maintaining the existing security posture. Which three actions should you perform? Each correct answer
presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Resolve the alert automatically.

B. Hide the alert.

C. Create a suppression rule scoped to any device.

D. Create a suppression rule scoped to a device group.
E. Generate the alert.

Answer: BCE

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/manage-alerts

NEW QUESTION 13

- (Exam Topic 3)

You provision a Linux virtual machine in a new Azure subscription.

You enable Azure Defender and onboard the virtual machine to Azure Defender.

You need to verify that an attack on the virtual machine triggers an alert in Azure Defender.

Which two Bash commands should you run on the virtual machine? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. cp /bin/echo ./asc_alerttest 662fi039n

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\-/ Exam Recommend!! Get the Full SC-200 dumps in VCE and PDF From SurePassExam
LI Sure PaSS https://www.surepassexam.com/SC-200-exam-dumps.html (108 New Questions)

B. ./alerttest testing eicar pipe
C. cp /bin/echo ./alerttest
D. ./asc_alerttest_662jfi039n testing eicar pipe

Answer: AD

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-alert-validation#simulate-alerts-on-your- azure-vms-linux

NEW QUESTION 17

- (Exam Topic 3)

You have a playbook in Azure Sentinel.

When you trigger the playbook, it sends an email to a distribution group.

You need to modify the playbook to send the email to the owner of the resource instead of the distribution group.
What should you do?

A. Add a parameter and modify the trigger.

B. Add a custom data connector and modify the trigger.
C. Add a condition and modify the action.

D. Add a parameter and modify the action.

Answer: D

Explanation:
Reference:
https://azsec.azurewebsites.net/2020/01/19/notify-azure-sentinel-alert-to-your-email-automatically/

NEW QUESTION 19
- (Exam Topic 3)
Your company uses line-of-business apps that contain Microsoft Office VBA macros.
You plan to enable protection against downloading and running additional payloads from the Office VBA macros as additional child processes.
You need to identify which Office VBA macros might be affected.
Which two commands can you run to achieve the goal? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one point.
A. Add-MpPreference -AttackSurfaceReductionRules Ids D4F%40ABR -401B -
4EFC -ARDC -ADSF3C50688A -AttackSurfaceReducticnBRules Actions Enabled

B. Set-MpPreference -AttackSurfaceReductionRules Ids D4F940AB -401B -4EFC -
AADC -ADSF3C50688A -AttackSurfaceReductionBRules ZActions AuditMode

C. aAdd-MpPreference -AttackSurfaceReductionRules Ids D4F940RB -401B -4EFC
-RADC -ADSF3CS068BA -AttackSurfaceReductionRules_Actions AuditMode

D. sSet-MpPreference -AttackSurfaceReductionRules Ids D4F940AB -401B -4EFC -
ARDC —-ADSF3CL0E88A —-AttackSurfaceReductionRules Actions Enabled

A. Option A
B. Option B
C. Option C
D. Option D

Answer: BC

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/attack-surface- reduction

NEW QUESTION 23

- (Exam Topic 3)

You provision Azure Sentinel for a new Azure subscription. You are configuring the Security Events connector.

While creating a new rule from a template in the connector, you decide to generate a new alert for every event. You create the following rule query.

lat timeframe = 1d;
SecurityEvent
re TimeGenerated >= ago(timeframe)
= EventID == 1102 ar EventSourceName == I It ne s=Eventilog”
StartTimeUtc = min(TimeGenerated), EndTimeUtc = max(TimeGenerated),
EventCount = count/()
Computer, Account, EventlD, Activity
extend timestamp = StartTimeUtc, AccountCustomEntity = Account,
HostCustomEntity = Computer

By which two components can you group alerts into incidents? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. user
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B. resource group
C. IP address
D. computer

Answer: CD

NEW QUESTION 27

- (Exam Topic 3)

You have a custom analytics rule to detect threats in Azure Sentinel.

You discover that the analytics rule stopped running. The rule was disabled, and the rule name has a prefix of AUTO DISABLED.
What is a possible cause of the issue?

A. There are connectivity issues between the data sources and Log Analytics.
B. The number of alerts exceeded 10,000 within two minutes.

C. The rule query takes too long to run and times out.

D. Permissions to one of the data sources of the rule query were modified.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom

NEW QUESTION 31

- (Exam Topic 3)

You are investigating a potential attack that deploys a new ransomware strain.

You plan to perform automated actions on a group of highly valuable machines that contain sensitive information.

You have three custom device groups.

You need to be able to temporarily group the machines to perform actions on the devices. Which three actions should you perform? Each correct answer presents
part of the solution. NOTE: Each correct selection is worth one point.

A. Add a tag to the device group.

B. Add the device users to the admin role.

C. Add a tag to the machines.

D. Create a new device group that has a rank of 1.
E. Create a new admin role.

F. Create a new device group that has a rank of 4.

Answer: BDE

Explanation:
Reference:
https://www.drware.com/how-to-use-tagging-effectively-in-microsoft-defender-for-endpoint-part-1/

NEW QUESTION 33

- (Exam Topic 3)

You have an Azure subscription that has Azure Defender enabled for all supported resource types. You create an Azure logic app named LA1.
You plan to use LA1 to automatically remediate security risks detected in Azure Security Center. You need to test LAL in Security Center.
What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Set the LA1 trigger to: v
When an Azure Security Center Recommendation is created or triggered
When an Azure Secunty Center Alert is created or triggered
When a response to an Azure Security Center alert is triggered

Trigger the execution of LA1 from: v
Recommendations
Workflow automation

A. Mastered

B. Not Mastered
Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/security-center/workflow-automation#create-a-logic-app-and-define-whe

NEW QUESTION 35
- (Exam Topic 3)
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You create an Azure subscription named subl.

In subl, you create a Log Analytics workspace named workspacel.

You enable Azure Security Center and configure Security Center to use workspacel.

You need to ensure that Security Center processes events from the Azure virtual machines that report to workspacel.
What should you do?

A. In workspacel, install a solution.

B. In subl, register a provider.

C. From Security Center, create a Workflow automation.
D. In workspacel, create a workbook.

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-enable-data-collection

NEW QUESTION 40

- (Exam Topic 3)

You need to receive a security alert when a user attempts to sign in from a location that was never used by the other users in your organization to sign in.
Which anomaly detection policy should you use?

A. Impossible travel

B. Activity from anonymous IP addresses
C. Activity from infrequent country

D. Malware detection

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/cloud-app-security/anomaly-detection-policy

NEW QUESTION 43

- (Exam Topic 3)

You create a new Azure subscription and start collecting logs for Azure Monitor.

You need to configure Azure Security Center to detect possible threats related to sign-ins from suspicious IP addresses to Azure virtual machines. The solution
must validate the configuration.

Which three actions should you perform in a sequence? To answer, move the appropriate actions from the list of action to the answer area and arrange them in the
correct order.

Actions Answer Area

Change the alert seventy threshold for emails to
Medium.

Copy an executable file on a virtual machine and
rename the file as ASC_ AlertTest 662[i039N.exe.

Enable Azure Defender for the subscription

Change the alert severity threshold for emails
to Low

©
®

©

Run the executable file and specify the appropnate
arguments

Rename the executable file as AlertTest exe

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-alert-validation

NEW QUESTION 44
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