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NEW QUESTION 1
When using the SSL certificate inspection method to inspect HTTPS traffic, how does FortiGate filter web requests when the client browser does not provide the
server name indication (SNI) extension?

A. FortiGate uses the requested URL from the user’'s web browser.

B. FortiGate uses the CN information from the Subject field in the server certificate.
C. FortiGate blocks the request without any further inspection.

D. FortiGate switches to the full SSL inspection method to decrypt the data.

Answer: B

NEW QUESTION 2
Refer to the exhibit, which shows the output of a debug command.

F get router info ospf interface portd

portd is up, line
Internet Ad: ’2 Area 0.0.0.0, MTU 1500
Fr = | - rk Type BROADC
Tra 1 g r, Priority 1
20.140.2, Interface Addres
Backup Design. :d Route ( 0.0.0.1
Timer inervals 1

Which two statements about the output are true? (Choose two.)

A. The local FortiGate OSPF router ID is 0.0.0.4.

B. Port4 is connected to the OSPF backbone area.

C. In the network connected to port4, two OSPF routers are down.
D. The local FortiGate is the backup designated router.

Answer: AB
Explanation:

Area 0.0.0.0 is the backbone area.

NEW QUESTION 3
Refer to the exhibit, which contains partial outputs from two routing debug commands.

______

- @

Why is the port2 default route not in the second command's output?

A. It has a higher priority value than the default route using port1.
B. It is disabled in the FortiGate configuration.

C. It has a lower priority value than the default route using portl.
D. It has a higher distance than the default route using port1.

Answer: D

NEW QUESTION 4
Which of the following statements is true regarding a FortiGate configured as an explicit web proxy?

A. FortiGate limits the number of simultaneous sessions per explicit web proxy use

B. This limit CANNOT be modified by the administrator.

C. FortiGate limits the total number of simultaneous explicit web proxy users.

D. FortiGate limits the number of simultaneous sessions per explicit web proxy user The limit CAN be modified by the administrator

E. FortiGate limits the number of workstations that authenticate using the same web proxy user credentials.This limit CANNOT be modified by the administrator.

Answer: B

Explanation:

https://help.fortinet.com/fos50hlp/52data/Content/FortiOS/fortigate-WAN-opt-52/web_proxy.htm#Explicit2

The explicit proxy does not limit the number of active sessions for each user. As a result the actual explicit proxy session count is usually much higher than the
number of explicit web proxy users. If an excessive number of explicit web proxy sessions is compromising system performance you can limit the amount of users
if the FortiGate unit is operating with multiple VDOMs.
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NEW QUESTION 5
Refer to the exhibit, which contains the output of get system ha status. Which two statements about the output are true? (Choose two.)
NGFW-1 # get system ha status
HA Health Status: OK
Model: FortiGate-vM6d
Hode: HA A-P
Group: 2
Dabug: 0
Cluster Uptime: 0 days 4:23:19
Cluster state change time: 2019%-01-25 10:19:46
Master selected using:
<2019/01/25 10:19:46> FGVMOL0000077649 is selected as the master because it has the largest value
of override priority.
<2019/01/25 10:19:40> FGVMOL0000077649 is selected as the master because it‘s the only member in
tha clustar.
ses pickup: disable
ovarride: enable
Configuration Status:
FGVHO1000007764% (updated 1 seconds ago): in-syno
FGVMO10000077650 (updated 0 seconds ago): out-of-sync
System Usage stats:
FGVMO10000077649 (updated 1 seconds ago):
sassions=27, average-cpu-user/nice/systes/idle=1%/0%/0%/9%%, memory=56%
FGVMO010000077650 (updated 0 seconds ago):
sessions=2, average-cpu-user/nice/system/idle=1%/0%/0%/9%%, memory=5T%
HBDEV stats:
FGVMO10000077649 (updated 1 seconds ago):
portT: physical/10000full, up, rx-bytes/packets/dropped/errors=63817615/202024/0/0, tx=
71110281/121109/0/0
FGVMO10000077650 (updated 0 seconds ago):
port?: physical/10000full, up, rx-bytes/packets/dropped/errors=79468596/122024/0/0, tx=
30877890/107878/0/0
Master: NGFW-1 , FGVMOL0000077649, cluster index = 1
Slave : NGFW-2 PGVMOL0000077650, cluster index = 0

number of voluster: 1

voluster 1: work 169.254.0.2

Master: FGVMOL0000077649, operating cluster index = 0
Slave : FGVMOL0000077650, operating cluster index = ]

A. The slave configuration is synchronized with the master.

B. port7 is used as the HA heartbeat on all devices in the cluster.

C. Primary is selected based on the priority configured under config system ha.
D. The HA management IP is 169.254.0.2.

Answer: BC

NEW QUESTION 6
What events are recorded in the crashlogs of a FortiGate device? (Choose two.)

A. A process crash.

B. Configuration changes.

C. Changes in the status of any of the FortiGuard licenses.

D. System entering to and leaving from the proxy conserve mode.

Answer: AD

Explanation:

diagnose debug crashlog read

275: 2014-08-05 13:03:53 proxy=acceptor service=imap session fail mode=activated276: 2014-08-05

13:03:53 proxy=acceptor service=ftp session fail mode=activated277: 2014-08-05 13:03:53 proxy=acceptor service=nntp session fail mode=activated278:
2014-08-06 11:05:47 service=kernel conserve=on free="45034 pages” red="45874 pages” msg="Kernel279: 2014-08-06 11:05:47 enters conserve mode”280:
2014-08-06 13:07:16 service=kernel conserve=exit free="86704 pages” green="68811 pages”281: 2014-08-06 13:07:16 msg="Kernel leaves conserve
mode”282: 2014-08-06

13:07:16 proxy=imd sysconserve=exited total=1008 free=349 marginenter=201283: 2014-08-06 13:07:16 marginexit=302

NEW QUESTION 7
View the exhibit, which contains the output of a debug command, and then answer the question below.
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F get router info ospf interface portd
portd is up, line protoceol 1s up

Internet Address 172.20.121.236/24, Area 0.0.0.0, MTUO 1500

Procees ID O, Router ID 0.0.0.4, Network Tyvpe BROADCARAST, Cost: 1

Transmit Delav is 1 sec, State DROther, Priecrity 1

Designated Reouter (ID) 172.20.140.2Z, Interface Address 172.20.121.Z
Backup Designated Router (ID) 0.0.0.1, Interface BAddress 172.20.121.23%
Timer intervals configured, Helle 10.000, Dead 40, Wait 40, Retransmit §

Hello due in 00:00:08

Neighbor Count is 4, Adijacent neighbeor count is 2

Crypt Segquence Number is 411

Hello received 10&, sent 27, DD received 7 sent 9

LS-Reg recelved 2 sent 2, LS-Upd received 7 sent &

L8-Ack received 4 sent 3, Discarded 1

Which of the following statements about the exhibit are true? (Choose two.)

A. In the network on port4, two OSPF routers are down.

B. Port4 is connected to the OSPF backbone area.

C. The local FortiGate’s OSPF router ID is 0.0.0.4

D. The local FortiGate has been elected as the OSPF backup designated router.

Answer: BC

NEW QUESTION 8
Which statements about bulk configuration changes using FortiManager CLI scripts are correct? (Choose two.)

A. When executed on the Policy Package, ADOM database, changes are applied directly to the managed FortiGate.

B. When executed on the Device Database, you must use the installation wizard to apply the changes to the managed FortiGate.

C. When executed on the All FortiGate in ADOM, changes are automatically installed without creating a new revision history.

D. When executed on the Remote FortiGate directly, administrators do not have the option to review the changes prior to installation.

Answer: BD

Explanation:

CLI scripts can be run in three different ways:Device Database: By default, a script is executed on the device database. It is recommend you run the changes on
the device database (default setting), as this allows you to check what configuration changes you will send to the managed device. Once scripts are run on the
device database, you can install these changes to a managed device using the installation wizard.

Policy Package, ADOM database: If a script contains changes related to ADOM level objects and policies, you can change the default selection to run on Policy
Package, ADOM database and can then be installed using the installation wizard.

Remote FortiGate directly (through CLI): A script can be executed directly on the device and you don't need to install these changes using the installation wizard.
As the changes are directly installed on the managed device, no option is provided to verify and check the configuration changes through FortiManager prior to
executing it.

NEW QUESTION 9
Which of the following conditions must be met for a static route to be active in the routing table? (Choose three.)

A. The next-hop IP address is up.

B. There is no other route, to the same destination, with a higher distance.

C. The link health monitor (if configured) is up.

D. The next-hop IP address belongs to one of the outgoing interface subnets.
E. The outgoing interface is up.

Answer: CDE

Explanation:

A configured static route only goes to routing table from routing database when all the following are met :
> The outgoing interface is up

2 There is no other matching route with a lower distance

2 The link health monitor (if configured) is successful

> The next-hop IP address belongs to one of the outgoing interface subnets

NEW QUESTION 10
A FortiGate has two default routes:
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config router static

edit 1
set gateway 10.200.1.254
set priority 5
et device “portl”

next

edit2
set gateway 10.200.2.254
et priority 1(
set device “porta”

next

and

All Internet traffic is currently using portl. The exhibit shows partial information for one sample session of Internet traffic from an internal user:

f diegnose sy= session list

Sessicn info: prote=6 proto_state=0l1 duraticn =17 expire=7 timecut=3&00
flags= 00000000 =2ockflag=00000000 scckport=0 av idx=0 use=3

ha_ad=0 peolicy_dir=0 tunnel=/

state~may_dirty none app_nt

statistic (bytea/packetsfallow err): ocrg=573/7/1l reply=233€7/1%/1 tuples=2
crigin->sink: org pre-rpost, reply pre-spost dev=4->2/2->4
gwy=10.200.1.234/10.0.1.10

hook=post dir=org act=snat 10.0.1.10:64307-
>54.235.1568.170:80(10.200.1.1:645307)

hook=pre dir=reply act=dnat 34.235.138.170:80-
>10.200.1.1:64507(10.0.1.10:64507)

pos/ (before, after) O/(0,0), OF(0,0)

mizgc=0 policy i1d=l auth_ainfo=0 chk_client info=0 vd=0

2ezr2al=000002%4 toes=f£E£/ff ips view=D app list=0 app=0

dd type=0 dd mode=0

What would happen with the traffic matching the above session if the priority on the first default route (IDd1) were changed from 5 to 20?

A. The session would be deleted, and the client would need to start a new session.

B. The session would remain in the session table, and its traffic would start to egress from port2.

C. The session would remain in the session table, but its traffic would now egress from both portl and port2.
D. The session would remain in the session table, and its traffic would still egress from portl.

Answer: D

NEW QUESTION 10

An administrator has decreased all the TCP session timers to optimize the FortiGate memory usage. However, after the changes, one network application started
to have problems. During the troubleshooting, the administrator noticed that the FortiGate deletes the sessions after the clients send the SYN packets, and before
the arrival of the SYN/ACKs. When the SYN/ACK packets arrive to the FortiGate, the unit has already deleted the respective sessions. Which TCP session timer
must be increased to fix this problem?

A. TCP half open.
B. TCP half close.
C. TCP time wait.
D. TCP session time to live.

Answer: A

Explanation:

http://docs-legacy.fortinet.com/fos40hlp/43previwwhelp/wwhimpl/common/html/wwhe

Ip.htm?context=fgt&file=CLI_get Commands.58.25.html

The tcp-halfopen-timer controls for how long, after a SYN packet, a session without SYN/ACKremains in the table.

The tcp-halfclose-timer controls for how long, after a FIN packet, a session without FIN/ACKremains in the table.

The tcp-timewait-timer controls for how long, after a FIN/ACK packet, a session remains in thetable. A closed session remains in the session table for a few
seconds more to allow any out-of-sequence packet.

NEW QUESTION 14
An administrator is running the following sniffer in a FortiGate: diagnose sniffer packet any “host 10.0.2.10” 2
What information is included in the output of the sniffer? (Choose two.)

A. Ethernet headers.
B. IP payload.

C. IP headers.

D. Port names.
Answer: BC
Explanation:

https://kb.fortinet.com/kb/documentLink.do?externallD=11186

NEW QUESTION 19
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Examine the output from the BGP real time debug shown in the exhibit, then the answer the question below:

o om o

. 1=Cutgoing
3.1=-Cutgoing
3n"
).3.1-0utgoing [DECODE] Update: NLRI Len(13)"
3.1-0utgoing [FSM] State: Established Event: 2

] Msg-Hdr:
JECODE] Update:

e s s
|

.3.1-outgoing [RIB] Update: Received Prefix 0.
.3.1-0utgoing [RIB] Update: Received Prefix 10
.1-Outgoing [RIB] Update: Received prefix 10
. 1-Outgoing [RIB] Update: Received prefix 10.0.2.0

4"

200.3.1-Cutgoing [FSM] State: Established Event:
npGgp: 10.200.3.1-Outgeing [ERCODE] Msg-Hdr: T!rpe - ld 9 |
"RGP: 1-cutgoing [ENCODE] Attr IP-Unicast: Tot-attr=len U
p=o5 ] ~ - - - : > -.-t 5"

"pGE: 10.200.3.1-Outgoing [ENCODE] Update: Msg #5 s2izm S

"EGE: ,3.1-0utgoing [F5M] State: Established Event: 34"

Which statements are true regarding the output in the exhibit? (Choose two.)

A. BGP peers have successfully interchanged Open and Keepalive messages.

B. Local BGP peer received a prefix for a default route.

C. The state of the remote BGP peer is OpenConfirm.

D. The state of the remote BGP peer will go to Connect after it confirms the received prefixes.

Answer: AB

NEW QUESTION 22
Examine the following partial outputs from two routing debug commands; then answer the question below:

#get router info routing-table databass
[20/0] via 10.200.2.254, portZ, [10/0]

ux}
[
)
-
-
T

m i m  om

s ®3 0u0s0.0/0 [20/0] owiasd10.20001.254; portl
# get router info routing-table all
5* 06.0.0.0/0 [10/0] wia 10.200.1.254, portl

Why the default route using port2 is not displayed in the output of the second command?

A. It has a lower priority than the default route using port1.
B. It has a higher priority than the default route using port1.
C. It has a higher distance than the default route using port1.
D. It is disabled in the FortiGate configuration.

Answer: C
Explanation:

http://kb.fortinet.com/kb/viewContent.do?externalld=FD32103

NEW QUESTION 27
Refer to the exhibits.

config vpn ipsec phasel-interface

mode main
xauthtype aut«

authusrgrp “Users-1"

peertype any

dhgrp 14 15
PLOPpC

Which contain the partial configurations of two VPNs on FortiGate.

An administrator has configured two VPNs for two different user groups. Users who are in the Users-2 group are not able to connect to the VPN. After running a
diagnostics command, the administrator discovered that FortiGate is not matching the user-2 VPN for members of the Users-2 group.

Which two changes must administrator make to fix the issue? (Choose two.)

A. Use different pre-shared keys on both VPNs
B. Enable Mode Config on both VPNs.

C. Set up specific peer IDs on both VPNs.

D. Change to aggressive mode on both VPNs.

Answer: CD
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NEW QUESTION 29

A FortiGate is rebooting unexpectedly without any apparent reason. What troubleshooting tools could an administrator use to get more information about the

problem? (Choose two.)

A. Firewall monitor.
B. Policy monitor.
C. Logs.

D. Crashlogs.

Answer: CD

NEW QUESTION 31
Examine the following partial output from a sniffer command; then answer the question below.

What is the meaning of the packets dropped counter at the end of the sniffer?

A. Number of packets that didn’t match the sniffer filter.

B. Number of total packets dropped by the FortiGate.

C. Number of packets that matched the sniffer filter and were dropped by the FortiGate.

D. Number of packets that matched the sniffer filter but could not be captured by the sniffer.

Answer: D

Explanation:
https://kb.fortinet.com/kb/documentLink.do?externallD=11655

NEW QUESTION 32
View the exhibit, which contains the output of a debug command, and then answer the question below.
# diagnose hardware sysinfo conserve
mEmoOLy consercve mode :
total RAN:
memory used:
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memory used + Ifreeable
memory used chreshold re
memory used chreshold gr

()
)} O
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Which one of the following statements about this FortiGate is correct?

A. Itis currently in system conserve mode because of high CPU usage.

B. Itis currently in extreme conserve mode because of high memory usage.
C. Itis currently in proxy conserve mode because of high memory usage.
D. Itis currently in memory conserve mode because of high memory usage.

Answer: D

NEW QUESTION 33

An administrator has configured a FortiGate device with two VDOMSs: root and internal. The administrator has also created and inter-VDOM link that connects both
VDOMSs. The objective is to have each VDOM advertise some routes to the other VDOM via OSPF through the inter-VDOM link. What OSPF configuration settings

must match in both VDOMSs to have the OSPF adjacency successfully forming? (Choose three.)

A. Router ID.

B. OSPF interface area.
C. OSPF interface cost.
D. OSPF interface MTU.
E. Interface subnet mask.

Answer: BDE

NEW QUESTION 36
A FortiGate device has the following LDAP configuration:
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The administrator executed the ‘dsquery’ command in the Windows LDAp server 10.0.1.10, and got the following output:
>dsquery user —samid administrator
“CN=Administrator, CN=Users, DC=trainingAD, DC=training, DC=lab” Based on the output, what FortiGate LDAP setting is configured incorrectly?

A. cnid.

B. username.
C. password.
D. dn.

Answer: B

Explanation:
https://kb.fortinet.com/kb/viewContent.do?externalld=FD37516

NEW QUESTION 38

View the IPS exit log, and then answer the question below.

# diagnose test application ipsmonitor 3 ipsengine exit log”

pid = 93 (cfg), duration = 5605322 (s) at Wed Apr 19 09:57:26 2017 code = 11, reason: manual
What is the status of IPS on this FortiGate?

A. IPS engine memory consumption has exceeded the model-specific predefined value.

B. IPS daemon experienced a crash.

C. There are communication problems between the IPS engine and the management database.
D. All IPS-related features have been disabled in FortiGate’s configuration.

Answer: D

Explanation:

The command diagnose test application ipsmonitor includes many options that are useful for troubleshooting purposes.Option 3 displays the log entries generated
every time an IPS engine process stopped. There are various reasons why these logs are generated:Manual: Because of the configuration, IPS no longer needs to
run (that is, all IPS-releated features have been disabled)

NEW QUESTION 43
Examine the output of the 'diagnose debug rating' command shown in the exhibit; then answer the question below.

M e e AL S R

Which statement are true regarding the output in the exhibit? (Choose two.)

A. There are three FortiGuard servers that are not responding to the queries sent by the FortiGate.

B. The TZ value represents the delta between each FortiGuard server's time zone and the FortiGate's time zone.
C. FortiGate will send the FortiGuard queries to the server with highest weight.

D. A server's round trip delay (RTT) is not used to calculate its weight.

Answer: BC

NEW QUESTION 47
Which of the following statements are true regarding the SIP session helper and the SIP application layer gateway (ALG)? (Choose three.)

A. SIP session helper runs in the kernel; SIP ALG runs as a user space process.
B. SIP ALG supports SIP HA failover; SIP helper does not.

C. SIP ALG supports SIP over IPv6; SIP helper does not.

D. SIP ALG can create expected sessions for media traffic; SIP helper does not.
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E. SIP helper supports SIP over TCP and UDP; SIP ALG supports only SIP over UDP.

Answer: BCD

NEW QUESTION 51

Examine the following partial outputs from two routing debug commands; then answer the question below.

# get router info kernel

tab=254 vf=0 scope=0type=1 proto=11 prio=0 0.0.0.0/0.0.0.0/0->0.0.0.0/0 pref=0.0.0.0 gwy=10.200.1.254 dev=2(portl)

tab=254 vf=0 scope=0type=1 proto=11 prio=10 0.0.0.0/0.0.0.0/0->0.0.0.0/0 pref=0.0.0.0 gwy=10.200.2.254 dev=3(port2)

tab=254 vf=0 scope=253type=1 proto=2 prio=0 0.0.0.0/0.0.0.0/.->10.0.1.0/24 pref=10.0.1.254 gwy=0.0.0.0 dev=4(port3)

# get router info routing-table all s*0.0.0.0/0 [10/0] via 10.200.1.254, portl [10/0] via 10.200.2.254, port2, [10/0] dO.0.1.0/24 is directly connected, port3
d0.200.1.0/24 is directly connected, portl d0.200.2.0/24 is directly connected, port2

Which outbound interface or interfaces will be used by this FortiGate to route web traffic from internal users to the Internet?

A. port!

B. port2.

C. Both portl and port2.
D. port3.

Answer: B

NEW QUESTION 55
When does a RADIUS server send an Access-Challenge packet?

A. The server does not have the user credentials yet.

B. The server requires more information from the user, such as the token code for two-factor authentication.
C. The user credentials are wrong.

D. The user account is not found in the server.

Answer: B

NEW QUESTION 56
Examine the partial output from two web filter debug commands; then answer the question below:

% diagr & t t application urlf

o VM R A 1T - Y B e S ha e i LT

Based on the above outputs, which is the FortiGuard web filter category for the web site www.fgt99.com?

A. Finance and banking
B. General organization.
C. Business.

D. Information technology.

Answer: C

NEW QUESTION 59
Which configuration can be used to reduce the number of BGP sessions in an IBGP network?

A. Neighbor range
B. Route reflector
C. Next-hop-self

D. Neighbor group

Answer: B
Explanation:
Route reflectors help to reduce the number of IBGP sessions inside an AS. A route reflector forwards the routers learned from one peer to the other peers. If you

configure route reflectors, you dont’ need to create a full mesh IBGP network. All clients in a cluster only talck to route reflector to get sync routing updates. Route
reflectors pass the routing updates to other route reflectors and border routers within the AS.

NEW QUESTION 64
View the exhibit, which contains the output of a diagnose command, and the answer the question below.
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§ diagnose debug rating
Locale : English
License : Contract

Expiration : Thu Sep 28 17:00:00 20xX

-=- Server List (Thu APR 19 10:41:32 20XX

1P Weight RTT Flags / ck Curr Lost Total Lost
64.26.151.
64.26.151.

10 45 : 262432 0 B46
10 46 0 6806
66.117.56. 10 15 11638 0O 275
66.210.95.240 20 71 ; Je81a 0 92
209.222.147.36 20 103 ; 34784 0 1070
208.91.112.194 20 107 35170 1533
96.45.33.65 60 144 337128 120
80.85.69.41 11 226 33797 182
62.209.40.74 97 33754 145
121.111.236.17 44 26410 26227

Which statements are true regarding the Weight value?

Bad Bad Lad
] LN =]

3

I

A. Its initial value is calculated based on the round trip delay (RTT).

B. Its initial value is statically set to 10.

C. Its value is incremented with each packet lost.

D. It determines which FortiGuard server is used for license validation.

Answer: C

NEW QUESTION 68

Examine the output of the ‘diagnose ips anomaly list’ command shown in the exhibit; then answer the question below.

= diagnose ips anomaly list

list mds meter:
id=1p_dst_session ip=192.168.1.10  dos_i1d=2 exp=3646 pps=0 freq=0
id=udp_dst_session 1p=192.168.1.10 dos_id=2 exp=3646 pps=0 freq=0

id=udp_scan ip=192.168.1.110 dos_id=1 exp=649 pps=0 freq=0
id=udp_flood 1ip=192.168.1.110 dos_id=2 exp=653 pps=0 freq=0
id=tcp_src_session 1p=192.168.1.110 dos_id=1 exp=5175 pps=0 ftreq=8
id=tcp_port_scan 1ip=192.168.1.110 dos_id=1 exp=175 pps=0 freq=0
id=1p_src_session 1p=192.168.1.110 dos_i1d=1 exp=5649 pps=0 freq=30

id=udp_src_session  1p=192.168.1.110 dos 1d=1 exp=5649 pps=0 freq=22

Which IP addresses are included in the output of this command?

A. Those whose traffic matches a DoS policy.

B. Those whose traffic matches an IPS sensor.

C. Those whose traffic exceeded a threshold of a matching DoS policy.
D. Those whose traffic was detected as an anomaly by an IPS sensor.

Answer: A
NEW QUESTION 70

Refer to the exhibit, which contains partial output from an IKE real-time debug.

Based on the debug output, which phase 1 setting is enabled in the configuration of this VPN?

A. auto-discovery-shortcut
B. auto-discovery-forwarder
C. auto-discovery-sender
D. auto-discovery-receiver
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Answer: D

NEW QUESTION 73
Examine the output of the ‘get router info ospf interface’ command shown in the exhibit; then answer the
guestion below.

Which statements are true regarding the above output? (Choose two.)

A. The port4 interface is connected to the OSPF backbone area.

B. The local FortiGate has been elected as the OSPF backup designated router.
C. There are at least 5 OSPF routers connected to the port4 network.

D. Two OSPF routers are down in the port4 network.

Answer: AC

Explanation:

on BROADCAST network there are 4 neighbors, among which 1*DR +1*BDR. So our FG has 4 neighbors, but create adjacency only with 2 (with DR and BDR). 2

neighbors DRother (not down).

NEW QUESTION 74
Which statement about the designated router (DR) and backup designated router (BDR) in an OSPF multi-access network is true?

A. FortiGate first checks the OSPF ID to elect a DR.

B. Non-DR and non-BDR routers will form full adjacencies to DR and BDR only.

C. BDR is responsible for forwarding link state information from one router to another.
D. Only the DR receives link state information from non-DR routers.

Answer: B

NEW QUESTION 78
In which two states is a given session categorized as ephemeral? (Choose two.)

A. A TCP session waiting to complete the three-way handshake.
B. A TCP session waiting for FIN ACK.

C. A UDP session with packets sent and received.

D. A UDP session with only one packet received.

Answer: AD

NEW QUESTION 82
View the exhibit, which contains a session entry, and then answer the question below.

T, n | " A LA
F —{1 ¥ ey | = 1 pan={1IPEE
air=U tunnel=; vian cCos=i/lxa

i

Which statement is correct regarding this session?

Passing Certification Exams Made Easy

visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy NSE7_EFW-7.0 dumps
@ 2 PQSS@QSLJ https://www.2passeasy.com/dumps/NSE7_EFW-7.0/ (122 New Questions)

A. Itis an ICMP session from 10.1.10.10 to 10.200.1.1.

B. It is an ICMP session from 10.1.10.10 to 10.200.5.1.

C. Itisa TCP session in ESTABLISHED state from 10.1.10.10 to 10.200.5.1.
D. Itis a TCP session in CLOSE_WAIT state from 10.1.10.10 to 10.200.1.1.

Answer: B

NEW QUESTION 84
What configuration changes can reduce the memory utilization in a FortiGate? (Choose two.)

A. Reduce the session time to live.

B. Increase the TCP session timers.

C. Increase the FortiGuard cache time to live.
D. Reduce the maximum file size to inspect.

Answer: AD

NEW QUESTION 86
Which two statements about an auxiliary session are true? (Choose two.)

A. With the auxiliary session setting enabled, ECMP traffic is accelerated to the NP6 processor.

B. With the auxiliary session setting enabled, two sessions will be created in case of routing change.

C. With the auxiliary session setting disabled, for each traffic path, FortiGate will use the same auxiliary session.
D. With the auxiliary session disabled, only auxiliary sessions will be offloaded.

Answer: CD

NEW QUESTION 87
View these partial outputs from two routing debug commands:

Which outbound interface will FortiGate use to route web traffic from internal users to the Internet?

A. Both portl and port2
B. port3
C. portl
D. port2

Answer: C

NEW QUESTION 89

Which two statements about FortiManager is true when it is deployed as a local FDS? (Choose two.)
A. It caches available firmware updates for unmanaged devices.

B. It can be configured as an update server, or a rating server, but not both.

C. It supports rating requests from both managed and unmanaged devices.

D. It provides VM license validation services.

Answer: CD

NEW QUESTION 90

Examine the output of the ‘get router info bgp summary’ command shown in the exhibit; then answer the question below.
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# get router info bgp summary

BGP router identifier 0.0.0.117, local AS number 65117
BGP table version 1s 104

3 BGP AS-PATH entnes

0 BGP community entries

Neighbor V  AS MsgRevd MsgSent ThlVer InQ OutQ UpDown StatePfxRed

10.125.0.60 4 65060 1698 1756 103 0 0 03:02:49 1
10.127.0.75 4 65075 2206 2250 102 0 0 02:45:55 1
10.200.3.1 4 65501 101 115 0 0 0 never Active

Total number of neighbors 3

Which statements are true regarding the output in the exhibit? (Choose two.)

A. BGP state of the peer 10.125.0.60 is Established.

B. BGP peer 10.200.3.1 has never been down since the BGP counters were cleared.
C. Local BGP peer has not received an OpenConfirm from 10.200.3.1.

D. The local BGP peer has received a total of 3 BGP prefixes.

Answer: AC

NEW QUESTION 92
Refer to the exhibit, which contains the output of diagnose sys session list.
¥ lill.ul.{]“".._l'l'qi:' oY DS54 LASGT
assaion info: pr = proto actate=01 duration=73 axpire=35%7 timsouc=3I600
L l.lfl'.'l-ljl.“JL'”;."l'.'llJU S0ckKL Lag=00000000 =soolkport=_0 av Ldx=0 usa=1
origin-ahapar
reply-shaper=
par_ip shapsr
clasa i1d=0 ha id=0 policy dir=0 tunnal=/ vlian coa=0/255
state-may_dirty saynced nona app_nti
atatistici(bytea/packetasallow err): org=022s1171 reply=9037T/715/1 tupleasa=2
- p=2poat, reply pra=posat deved=»2/;I=»4
« 10

GEdg Ac 10.0.1.10:65464-54 .192.1%. 182:80[(10D0.64.1.1:6%464)
roaply i t 54.192:15.182:00=>100,049:1:1:654G4({10.0:1.00:65464)
g foOES, afC&E) b, Q00,0
-"’I' | | 1 alil no=0 o«hk ':'il"r'l._ info=0 wi=0O

00098 tos=ff/Cf ips view=0 app lList=0 app=0
dd typoa=0 od mocde=0

If the HA ID for the primary unit is zero (0), which statement about the output is true?

A. This session cannot be synced with the slave unit.

B. The inspection of this session has been offloaded to the slave unit.
C. The master unit is processing this traffic.

D. This session is for HA heartbeat traffic.

Answer: C

NEW QUESTION 97

Which two configuration settings change the behavior for content-inspected traffic while FortiGate is in conserve mode? (Choose two.)
A. IPS failopen

B. mem failopen

C. AV failopen

D. UTM failopen

Answer: AC

NEW QUESTION 98
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