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NEW QUESTION 1
- (Exam Topic 1)
Which three settings are the factory default settings on FortiManager? (Choose three.)

A. Username is admin

B. Password is fortinet

C. FortiAnalyzer features are disabled

D. Reports and Event Monitor panes are enabled
E. portl interface IP address is 192.168.1.99/24

Answer: ACE

NEW QUESTION 2
- (Exam Topic 1)
Which two items does an FGFM keepalive message include? (Choose two.)

A. FortiGate uptime

B. FortiGate license information

C. FortiGate IPS version

D. FortiGate configuration checksum

Answer: CD

Explanation:
Reference:
https://docs.fortinet.com/document/fortimanager/6.2.0/fortigate-fortimanager-communications-protocol-guide/5

NEW QUESTION 3
- (Exam Topic 1)
Refer to the exhibit.

1 Devices
Total

@ Logging Devices

[# Edit 4 Delete <+ Import Policy & Install

O Device Name Config Status
Local-FortiGate A Modified
s Quick Install (Device DB)
& Install Wizard

#] Import Policy

re-install Folicy

You are using the Quick Install option to install configuration changes on the managed FortiGate.
Which two statements correctly describe the result? (Choose two.)

A. It will not create a new revision in the revision history

B. It installs device-level changes to FortiGate without launching the Install Wizard

C. It cannot be canceled once initiated and changes will be installed on the managed device
D. It provides the option to preview configuration changes prior to installing them

Answer: BC

Explanation:

FortiManager_ 6.4 Study Guide-Online — page 164

The Install Config option allows you to perform a quick installation of device-level settings without launching the Install Wizard. When you use this option, you
cannot preview the changes prior to committing. Administrator should be certain of the changes before using this install option, because the install can’t be
cancelled after the process is initiated.

NEW QUESTION 4
- (Exam Topic 1)
View the following exhibit.
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Policy Package A Install A ADOM Revisions Tools A
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IPv4 Policy 0 Installation Target
Installation Targets | | © # Remote-FortiGate
default & root [NAT][Management]

s Smdm[mﬁT]
t Local-PortiGate

Policy Package A Install &~ ADOM Revisions Tools A

Shared Package Create New V Editv Delete SectionvColumn Settings v Interface Pair View
[Pv4 Policy Seq.# Install On Name From To
Installation Targets Pokicy P.
default ) 0o 1 m Remote-FortiGate(Student) Ping_ Access port3 portl ¥ Package
ma Local-FortiGate(root)
2 ma Remote-FortiGate(Student) Web port3 portl
3 @ [pstallation Targets Source Device  portd portl

Given the configurations shown in the exhibit, what can you conclude from the installation targets in the
Install On column?

A. The Install On column value represents successful installation on the managed devices

B. Policy seq#3 will be installed on all managed devices and VDOMs that are listed under Installation Targets
C. Policy seg#3 will be installed on the Trainer[NAT] VDOM only

D. Policy seg#3 will be not installed on any managed device

Answer: B

NEW QUESTION 5
- (Exam Topic 1)
What are two outcomes of ADOM revisions? (Choose two.)

A. ADOM revisions can significantly increase the size of the configuration backups.

B. ADOM revisions can save the current size of the whole ADOM

C. ADOM revisions can create System Checkpoints for the FortiManager configuration

D. ADOM revisions can save the current state of all policy packages and objects for an ADOM

Answer: AD

Explanation:
Reference: https://docs2.fortinet.com/document/fortimanager/6.0.0/best-practices/101837/adom-revisions

NEW QUESTION 6

- (Exam Topic 1)

View the following exhibit.
-

«_®» System Settings

Advanced Settings

Advanced
SNMP

Mail Server
Syslog Server
Meta Fields ADOM Mode O Normal @ Advanced
Device Log Settings
File Management
Advanced Settings

What is the purpose of setting ADOM Mode to Advanced?
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A. The setting allows automatic updates to the policy package configuration for a managed device
B. The setting enables the ADOMs feature on FortiManager

C. This setting allows you to assign different VDOMs from the same FortiGate to different ADOMSs.
D. The setting disables concurrent ADOM access and adds ADOM locking

Answer: C

Explanation:
Reference:
https://docs.fortinet.com/document/fortianalyzer/7.0.0/administration-guide/66530/adom-device-modes

NEW QUESTION 7
- (Exam Topic 1)
Refer to the exhibits. Exhibit one.
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Exhibit two.
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Install Preview

Virtual Domain:

config system ntp

unset ntpsync

end

config system email-server
unset server

unset secunty

end

unset status

unsel server

unset upload-option
unset reliable
unset senal

end

config server-list

purge

end

end

config system global

unset admintimeout

unset admin-https-redirect
end

config system dns

set pnmary 192.168.1.111
set secondary 192.168.1.112
end

config system snmp sysinfo

conhg log fortianalyzer setting

config system central-management

global, root

| Downoad

An administrator created a new system template named Training with two new DNS addresses on FortiManager. During the installation preview stage, the
administrator notices that many unset commands need to be pushed.

What can be the main reason for these unset commands?

A. The DNS addresses in the default system settings are the same as the Training system template
B. The Training system template has other default settings
C. The ADOM is locked by another administrator

D. The Training system template does not have assigned devices

Answer: B

NEW QUESTION 8
- (Exam Topic 1)

An administrator would like to review, approve, or reject all the firewall policy changes made by the junior administrators.

How should the Workspace mode be configured on FortiManager?

A. Set to workflow and use the ADOM locking feature
B. Set to read/write and use the policy locking feature
C. Set to normal and use the policy locking feature
D. Set to disable and use the policy locking feature

Answer: A

Explanation:
Reference:

https://help.fortinet.com/fmgr/50hlp/52/5-2-0/FMG_520_Online_Help/200_What's-New.03.03.html

NEW QUESTION 9
- (Exam Topic 1)
View the following exhibit.
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Import Device - Local-FortiGate [root]

Create a new policy package for import.

Policy Package Mame Local-FortiGate
Folder root
Policy Selection (=) Import All (3)

Select Policies and Profile Groups to Import

Object Selection Import only policy dependent objects |

(=) Import all objects

An administrator is importing a new device to FortiManager and has selected the shown options. What will happen if the administrator makes the changes and
installs the modified policy package on this managed FortiGate?

A. The unused objects that are not tied to the firewall policies will be installed on FortiGate

B. The unused objects that are not tied to the firewall policies will remain as read-only locally on FortiGate

C. The unused objects that are not tied to the firewall policies locally on FortiGate will be deleted

D. The unused objects that are not tied to the firewall policies in policy package will be deleted from the FortiManager database

Answer: C

Explanation:
Reference:
https://community.fortinet.com/t5/FortiManager/Import-all-objects-Versus-Import-only-policy-dependent-objec

NEW QUESTION 10
- (Exam Topic 1)
View the following exhibit:

#diagnose fmupdate view-serverlist fds

Fortiguard Server Comm: Enabled

Server Override Mode: Loose

FDS server list :

Index Address Port TimeZone Distance source
*0 10:0:1.50 19 ' CLI

| 96.45.33.89 : ) FDNI

2 96.45.3 | ' FDNI

38 fdsl.fortinet.com ! . DEFAULT

How will FortiManager try to get updates for antivirus and IPS?

A. From the list of configured override servers with ability to fall back to public FDN servers
B. From the configured override server list only

C. From the default server fdsl.fortinet.com

D. From public FDNI server with highest index number only

Answer: A

Explanation:
Reference:
https://community.fortinet.com/t5/Fortinet-Forum/Clarification-of-FortiManager-s-quot-Server-Override-Mode

NEW QUESTION 10
- (Exam Topic 1)
What will happen if FortiAnalyzer features are enabled on FortiManager?

A. FortiManager will reboot

B. FortiManager will send the logging configuration to the managed devices so the managed devices will start sending logs to FortiManager
C. FortiManager will enable ADOMs automatically to collect logs from non-FortiGate devices

D. FortiManager can be used only as a logging device.

Answer: A
Explanation:

Reference:
https://help.fortinet.com/fmgr/50hlp/56/5-6-1/FortiManager_Admin_Guide/1800_FAZ%20Features/0200_Enab
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NEW QUESTION 15
- (Exam Topic 2)
Refer to the exhibit.

Create New CLI Scnpt

Script Name

Comments

Type

Run script on

Script details

Routing

Write a comment

CLI Script

Device Database

config router prefix-list
edit public

config rule

editl

set prefix 0.0.0.0/0
st action permit
next

edit 2

cet prefix 8.8.8.8/32
set action deny

end

Advanced Device Filters »

Which two statements are true if the script is executed using the Device Database option? (Choose two.)

A. You must install these changes using the Install Wizard to a managed device

[View Sample Script]

B. The successful execution of a script on the Device Database will create a new revision history
C. The script history will show successful installation of the script on the remote FortiGate

D. The Device Settings Status will be tagged as Modified

Answer: AD

NEW QUESTION 20
- (Exam Topic 3)

An administrator has added all the devices in a Security Fabric group to FortiManager. How does the administrator identify the root FortiGate?

A. By a dollar symbol ($) at the end of the device name

B. By an at symbol (@) at the end of the device name

C. By a QUESTION NO: mark(?) at the end of the device name
D. By an Asterisk (*) at the end of the device hame

Answer: D

NEW QUESTION 23
- (Exam Topic 3)

What does the diagnose dvm check-integrity command do? (Choose two.)

A. Internally upgrades existing ADOMs to the same ADON version in order to clean up and correct the ADOM syntax
B. Verifies and corrects unregistered, registered, and deleted device states
C. Verifies and corrects database schemas in all object tables

D. Verifies and corrects duplicate VDOM entries

Answer: BD

Explanation:

* 6.2 Study Guide page 305verify and correct parts of the device manager databases, including:— inconsistent device-to-group and group-to-ADOM memberships—
unregistered, registered, and deleted device states— device lock statuses— duplicate VDOM entries

NEW QUESTION 27
- (Exam Topic 3)

An administrator would like to create an SD-WAN default static route for a newly created SD-WAN using the FortiManager GUI. Both portl and port2 are part of
the SD-WAN member interfaces.
Which interface must the administrator select in the static route device drop-down list?

A. port2
B. virtual-wan-link
C. portl
D. auto-discovery

Answer: B
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NEW QUESTION 31
- (Exam Topic 3)

In addition to the default ADOMSs, an administrator has created a new ADOM named Training for FortiGate devices. The administrator authorized the FortiGate
device on FortiManager using the Fortinet Security Fabric.

Given the administrator's actions, which statement correctly describes the expected result?

A. The FortiManager administrator must add the authorized device to the Training ADOM using the Add Device wizard only.
B. The authorized FortiGate will be automatically added to the Training ADOM.

C. The authorized FortiGate will appear in the root ADOM.

D. The authorized FortiGate can be added to the Training ADOM using FortiGate Fabric Connectors.

Answer: C

NEW QUESTION 33

- (Exam Topic 3)

View the following exhibit.
Edit Address

Address Mame

Training
Type
| IP/Netmask
[P/Network

192.168.1.0/255.255.255.255.0
Interface
any

Static Route Configuration
OFF
Comments
0/255
Add to Groups
Click to add

Advanced Options >

Per-Device Mapping

+Add [# Edit W Delete

Wame VDOM Details

Local-FortiGate root [PMetmask10.0.10/255.255.255.0

An administrator has created a firewall address object, Training, which is used in the Local-FortiGate policy package. When the install operation is performed,

which IP Netmask will be installed on the Local-FortiGate, for the Training firewall address object?

A. 10.0.1.0/24

B. It will create firewall address group on Local-FortiGate with 192.168.0.1/24 and 10.0.1.0/24 object values

C. 192.168.0.1/24

D. Local-FortiGate will automatically choose an IP Network based on its network interface settings.

Answer: A

NEW QUESTION 34
- (Exam Topic 3)
Refer to the exhibit.
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& Install Wizard
B Device & Groups » “w“uﬂ
B Scripts
This termplate is assigned to 1 devices/groups. >
ﬁ Provisioning Templates «
e AR | ons
IPsec Tunne! Templates
S5D-WAN Templates Primary DNS Server 192.168.1.111
Stathc Route Templates [ Adloww Oneerride o
Certificate Termplates
Secondary DNS Server 192.168.1.112
Threat Weight

[l aniow Override €
CLI Templates

al Domain Marme
MEX-T Service Template LOCH oma .

mr’ werride
| Firmware Templates JAllow Override ©

& Monitors » Advanced Opthons >

Blert Fmall 4

According to the error message why is FortiManager failing to add the FortiAnalyzer device?

A. The administrator must turn off the Use Legacy Device login and add the FortiAnaJyzer device to the same network as Forti-Manager
B. The administrator must select the Forti-Manager administrative access checkbox on the FortiAnalyzer management interface

C. The administrator must use the Add Model Device section and discover the FortiAnaJyzer device
D. The administrator must use the correct user name and password of the FortiAnalyzer device

Answer: C
NEW QUESTION 37

- (Exam Topic 3)
View the following exhibit:

Import Device - Local-FortiGate [root]

When importing configuration from this device, all enabled interfaces require a mapping to an ADOM

portl WAN

port3 LAN
¢ Add mappings for all unused device interfaces

|.‘ = e, =

Level interface. Note, the same ADOM Level interface can map to different interfaces on the each device.

An administrator used the value shown in the exhibit when importing a Local-FortiGate into FortiManager. What name will be used to display the firewall policy for

portl?

A. portl on FortiGate and WAN on FortiManager

B. portl on both FortiGate and FortiManager

C. WAN zone on FortiGate and WAN zone on FortiManager

D. WAN zone on FortiGate and WAN interface on FortiManager

Answer: A

NEW QUESTION 39
- (Exam Topic 3)
View the following exhibit.
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i Advanced |
Advanced Settings
SNMP
Mail Server
ADOM Mode © ) Normal (&) Advanced

Syslog Server
Meta Fields

Device Log Settings

m

File Management - .

Which of the following statements are true based on this configuration setting? (Choose two.)

A. This setting will enable the ADOMs feature on FortiManager.

B. This setting is applied globally to all ADOMSs.

C. This setting will allow assigning different VDOMSs from the same FortiGate to different ADOMSs.

D. This setting will allow automatic updates to the policy package configuration for a managed device.

Answer: BC

NEW QUESTION 40
- (Exam Topic 3)
View the following exhibit.

& Managed FortiGate
M Logging FortiGate =y

1 Devices
o

Total
[#] Edit pq Delete -] Iimport Polic

L) & Device Name  Config Status
# Local-FortiGate A Modified

Import Policy
Install Config

When using Install Config option to install configuration changes to managed FortiGate, which of the following statements are true? (Choose two.)

A. Once initiated, the install process cannot be canceled and changes will be installed on the managed device
B. Will not create new revision in the revision history

C. Installs device-level changes to FortiGate without launching the Install Wizard

D. Provides the option to preview configuration changes prior to installing them

Answer: AC

NEW QUESTION 43
- (Exam Topic 3)
Which configuration setting for FortiGate is part of an ADOM-level database on FortiManager?

A. NSX-T Service Template
B. Security profiles

C. SNMP

D. Routing

Answer: B

NEW QUESTION 44
- (Exam Topic 3)
Refer to the exhibit.
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Start to import config from device(lLocal-FortiGate) vdom(root) to
adom(My_ADOM), package(Local-FortiGate root)

"firewall service category",SKIPPED,"(name=General, 0id=697, DUPLICATE)"
"firewall address” ,SUCCESS,"(name=LOCAL_SUBNET, 0id=684, new object)"

"firewall service custom” ,SUCCESS,"(name=ALL, 0id=863, update previous
object)”

“firewall policy”,SUCCESS,"(name=1, 01d=1090, new object)"

Given the configuration shown in the exhibit, how did FortiManager handle the service category named General?

A. FortiManager ignored the firewall service category General but created a new service category in its database.

B. FortiManager ignored the firewall service category general and deleted the duplicate value In Its database

C. FortiManager ignored the firewall service category General and updated the FortiGate duplicate value in the FortiGate database.
D. FortiManager ignored the firewall service category General and did not update Its database with the value

Answer: C

NEW QUESTION 49
- (Exam Topic 3)
View the following exhibit.

Start to import config from device(Local-FortiGate) vdom(root) to adom(My_ ADOM), package(Local-
Fortigate root)

“firewall service category”,SKIPPED,” [name=General,0id=697, DUPLICATE)"
“firewall address”, SUCCESS,” [name=LOCAL SUBNET,oid=684,new object]”
“firewall service custom”,5UCCESS,"” [name=ALL,0id=863,update previous object)”

“firewall policy”,5UCCESS,"” (name=1,0id-1090, new chject)”
Which one of the following statements is true regarding the object named ALL?
A. FortiManager updated the object ALL using FortiGate’s value in its database
B. FortiManager updated the object ALL using FortiManager’s value in its database
C. FortiManager created the object ALL as a unique entity in its database, which can be only used by this managed FortiGate.

D. FortiManager installed the object ALL with the updated value.

Answer: A

NEW QUESTION 53
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