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NEW QUESTION 1
View the exhibit, which contains the output of get sys ha status, and then answer the question below.

NGFW # get sys ha status
HA Health Status: ok
Model: FortiGate0ME4
Modea: HAA-P
Group: 0
Debug: 0
Cluster Uptime: 0 days 01:07:35
Master selected using:
=2017/04/24 09:43.44> FGVMO1000007 7649 s selected as the master because it has the largest value of override pr
<2017/04/24 08:50:53> FGVMO10000077 is selected as the master bacausa i's the only member in the cluster.
ses_pickup: disable
override: enable
Configuration Status:
FGVMO1000007 7649 updated 1 seconds ago). in-sync
FGYMO10000077650(updated 0 seconds ago): out-of-sync
System Usage stats:
FGVYMO 10000077649 updated 1 seconds ago):
sessions=30, average-cpu-userinice/system/idla=0%/0%/0%/100%, memory-60%
FGEYMO10000077650(updated 0 seconds ago).
sesslons=2, average-cpu-userfnice/system/idle=0%/0%/0%/100%, memory-61%
HBDEW stafs:
FGYMO1000007 7649 (updated 1 seconds ago):
portT: physical10000full, up, re-bytes/packets/droppedierrors=T358367/17029/25/0, te=7721830/1 T182/0/0
FGVYMO10000077650({updated O seconds ago):
port?: physical/10000full, up, re-bytes/packets/dropped/ermors=7T793722/17190/0/0, tv=8940374/20806/0/0
Master: NGFW , FGVMO1000007 Te49
Slave : NGFW-2 | FGVMO1000007 7650
number of veluster: 1
vcluster 1: work 169.254.0.2
Master:0 FGVMO100000077649
Slave ;1 FGVMO100000077650

Which statements are correct regarding the output? (Choose two.)

A. The slave configuration is not synchronized with the master.
B. The HA management IP is 169.254.0.2.

C. Master is selected because it is the only device in the cluster.
D. port 7 is used the HA heartbeat on all devices in the cluster.

Answer: AD

NEW QUESTION 2
When using the SSL certificate inspection method to inspect HTTPS traffic, how does FortiGate filter web requests when the client browser does not provide the
server name indication (SNI) extension?

A. FortiGate uses the requested URL from the user’'s web browser.

B. FortiGate uses the CN information from the Subject field in the server certificate.
C. FortiGate blocks the request without any further inspection.

D. FortiGate switches to the full SSL inspection method to decrypt the data.

Answer: B

NEW QUESTION 3
A FortiGate is configured as an explicit web proxy. Clients using this web proxy are reposting DNS errors when accessing any website. The administrator executes
the following debug commands and observes that the n-dns-timeout counter is increasing:

What should the administrator check to fix the problem?

A. The connectivity between the FortiGate unit and the DNS server.

B. The connectivity between the client workstations and the DNS server.

C. That DNS traffic from client workstations is allowed by the explicit web proxy policies.
D. That DNS service is enabled in the explicit web proxy interface.

Answer: A

NEW QUESTION 4

Which of the following statements is true regarding a FortiGate configured as an explicit web proxy?
A. FortiGate limits the number of simultaneous sessions per explicit web proxy use

B. This limit CANNOT be modified by the administrator.

C. FortiGate limits the total number of simultaneous explicit web proxy users.
D. FortiGate limits the number of simultaneous sessions per explicit web proxy user The limit CAN be modified by the administrator

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy NSE7_EFW-7.0 dumps
@ 2 PQSS@QSLJ https://www.2passeasy.com/dumps/NSE7_EFW-7.0/ (122 New Questions)

E. FortiGate limits the number of workstations that authenticate using the same web proxy user credentials.This limit CANNOT be modified by the administrator.
Answer: B

Explanation:

https://help.fortinet.com/fos50hlp/52data/Content/FortiOS/fortigate-WAN-opt-52/web_proxy.htm#Explicit2

The explicit proxy does not limit the number of active sessions for each user. As a result the actual explicit proxy session count is usually much higher than the
number of explicit web proxy users. If an excessive number of explicit web proxy sessions is compromising system performance you can limit the amount of users
if the FortiGate unit is operating with multiple VDOMs.

NEW QUESTION 5
What does the dirty flag mean in a FortiGate session?

A. Traffic has been blocked by the antivirus inspection.

B. The next packet must be re-evaluated against the firewall policies.

C. The session must be removed from the former primary unit after an HA failover.
D. Traffic has been identified as from an application that is not allowed.

Answer: B
Explanation:

https://kb.fortinet.com/kb/viewContent.do?externalld=FD40119&sliceld=1

NEW QUESTION 6
View the exhibit, which contains the output of diagnose sys session stat, and then answer the question below.

NGFW-1 # diagnose sys session stat
misc info: session count=591 setup rate=0 exp count=0
clash=162 memory tension drop=0 ephemeral=0/65536
removeable=0
delete=0, flush-0, dev_ﬁnwn=ﬂfﬂ
TCP sessions:
166 in NONE state
1 in ESTRABLISHED state
3 in SYN_SENT state
2 in TIHE_HhIT state
firewall error stat:
errorl=00000000
error2=00000000
error3=00000000
errord4=00000000
tt=00000000
cont=00000000
ids recv=00000000
url recy=00000000
ag_racv=ﬂﬂﬂﬂuﬂnu
fqgdn count=00000006
global: ses limit=0 sesf limit=0 rt limit=0 rté limit=0

Which statements are correct regarding the output shown? (Choose two.)

A. There are 0 ephemeral sessions.

B. All the sessions in the session table are TCP sessions.

C. No sessions have been deleted because of memory pages exhaustion.

D. There are 166 TCP sessions waiting to complete the three-way handshake.
Answer: AC

Explanation:

https://kb.fortinet.com/kb/documentLink.do?externallD=FD40578

NEW QUESTION 7

What is the purpose of an internal segmentation firewall (ISFW)?

A. It inspects incoming traffic to protect services in the corporate DMZ.

B. It is the first line of defense at the network perimeter.

C. It splits the network into multiple security segments to minimize the impact of breaches.

D. Itis an all-in-one security appliance that is placed at remote sites to extend the enterprise network.
Answer: C

Explanation:

ISFW splits your network into multiple security segments. They serve as a breach containers from attacks that come from inside.

NEW QUESTION 8
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View the exhibit, which contains the output of a debug command, and then answer the question below.

# get router info ospf interface portd

port4 is up, line protocel is up
Internet Address 172.20.121.236/24, Area 0.0.0.0, MTU 1500
Process ID 0, Router ID 0.0.0.4, HNetwork Tyvpe BROADCAST,
Transmit Delay is 1 sec, State DROther, Priority 1
Designated Bouter (ID) 172.20.140.2, Interface Address 1
Backup Designated Router (ID) 0.0.0.1, Interface Rddress 1
Timer intervals configured, Helle 10.000, Dead 40, Wait 40,
Hello due in 00:00:05
Neighbor Count is 4, Adjacent neighbor count is 2
Crypt Seguence Number is 411
Hello received 10&, sent 27, DD received 7 sent 9
LS-Reqg received Z sent 2, L8-Upd received 7 sent 5
Ls-ack received 4 sent 3; Discarded 1

Which of the following statements about the exhibit are true? (Choose two.)

A. In the network on port4, two OSPF routers are down.

B. Port4 is connected to the OSPF backbone area.

C. The local FortiGate's OSPF router ID is 0.0.0.4

D. The local FortiGate has been elected as the OSPF backup designated router.

Answer: BC

NEW QUESTION 9

Which statements about bulk configuration changes using FortiManager CLI scripts are correct? (Choose two.)

A. When executed on the Policy Package, ADOM database, changes are applied directly to the managed FortiGate.
B. When executed on the Device Database, you must use the installation wizard to apply the changes to the managed FortiGate.
C. When executed on the All FortiGate in ADOM, changes are automatically installed without creating a new revision history.

[

D. When executed on the Remote FortiGate directly, administrators do not have the option to review the changes prior to installation.

Answer: BD

Explanation:

CLI scripts can be run in three different ways:Device Database: By default, a script is executed on the device database. It is recommend you run the changes on
the device database (default setting), as this allows you to check what configuration changes you will send to the managed device. Once scripts are run on the

device database, you can install these changes to a managed device using the installation wizard.

Policy Package, ADOM database: If a script contains changes related to ADOM level objects and policies, you can change the default selection to run on Policy

Package, ADOM database and can then be installed using the installation wizard.

Remote FortiGate directly (through CLI): A script can be executed directly on the device and you don’t need to install these changes using the installation wizard.
As the changes are directly installed on the managed device, no option is provided to verify and check the configuration changes through FortiManager prior to

executing it.

NEW QUESTION 10
Exhibits:

BGP AS 65100

------ ——

Static tunnel

Dynamic tunnal

S Spoke-1 "“1 A \ = Spoke.d
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Refer to the exhibits, which contain the network topology and BGP configuration for a hub.

An administrator is trying to configure ADVPN with a hub-spoke VPN setup using iBGP. All the VPNs are up and connected to the hub. The hub is receiving route

information from both spokes over iBGP; however, the spokes are not receiving route information from each other.

What change must the administrator make to the hub BGP configuration so that the routes learned by one spoke are forwarded to the other spokes?

A. Configure an individual neighbor and remove neighbor-range configuration.

B. Configure the hub as a route reflector client.

C. Change the router id to 10.1.0.254.

D. Make the configuration of remote-as different from the configuration of local-as.

Answer: B

NEW QUESTION 10

An administrator wants to capture ESP traffic between two FortiGates using the built-in sniffer. If the administrator knows that there is no NAT device located

between both FortiGates, what command should the administrator execute?

A. diagnose sniffer packet any ‘udp port 500’

B. diagnose sniffer packet any ‘udp port 4500’

C. diagnose sniffer packet any ‘esp’

D. diagnose sniffer packet any ‘udp port 500 or udp port 4500’

Answer: C

Explanation:
Capture IKE Traffic without NAT:diagnose sniffer packet ‘host and udp port 500’

Capture ESP
Traffic without NAT:diagnose sniffer packet any ‘host and esp’

Capture IKE
and ESP with NAT-T:diagnose sniffer packet any ‘*host and (udp port 500 or udp port 4500)’

NEW QUESTION 12
Which the following events can trigger the election of a new primary unit in a HA cluster? (Choose two.)

A. Primary unit stops sending HA heartbeat keepalives.

B. The FortiGuard license for the primary unit is updated.

C. One of the monitored interfaces in the primary unit is disconnected.
D. A secondary unit is removed from the HA cluster.

Answer: AC
NEW QUESTION 13

View the exhibit, which contains a partial routing table, and then answer the question below.
FGT # get router info routing-table all

Foucing table for VRF=7
(= 10.73.9.0/24 is directly connected, porta

Foucing table for VRF=12

i 10.1.0.0/24 is directly connect port3
10.10.4.0/24 [10/0] wia 10.1.0. pore3
10.64.1.0/24 is directly connec portl

c
3
C

Fouting table for VEF=21

10.1.0.0/24 [10/0] via 10.72.3.254, portd
10.72.3.0/24 is directly connected, portd
192.168.2.0/24 [10/0] wvia 10.72.3.254, porc4d

w Sy Uh

B
®
]

Assuming all the appropriate firewall policies are configured, which of the following pings will FortiGate
route? (Choose two.)

A. Source IP address 10.1.0.24, Destination IP address 10.72.3.20.
B. Source IP address 10.72.3.27, Destination IP address 10.1.0.52.
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C. Source IP address 10.72.3.52, Destination IP address 10.1.0.254.
D. Source IP address 10.73.9.10, Destination IP address 10.72.3.15.

Answer: BC

NEW QUESTION 15
Which two tasks are automated using the Install Wizard on FortiManager? (Choose two.)

A. Installing configuration changes to managed devices

B. Importing interface mappings from managed devices

C. Adding devices to FortiManager

D. Previewing pending configuration changes for managed devices

Answer: AD

NEW QUESTION 19

Two independent FortiGate HA clusters are connected to the same broadcast domain. The administrator has reported that both clusters are using the same HA
virtual MAC address. This creates a duplicated MAC address problem in the network. What HA setting must be changed in one of the HA clusters to fix the
problem?

A. Group ID.

B. Group name.

C. Session pickup.
D. Gratuitous ARPs.

Answer: A

Explanation:
https://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-high-availability-52/HA_failoverVMAC.htm

NEW QUESTION 22
An administrator has enabled HA session synchronization in a HA cluster with two members. Which flag is added to a primary unit’s session to indicate that it has
been synchronized to the secondary unit?

A. redir.
B. dirty.
C. synced
D. nds.

Answer: C

Explanation:
The synced sessions have the ‘synced’ flag. The command ‘diag sys session list’ can be used to see the sessions on the member, with the associated flags.

NEW QUESTION 26
Refer to the exhibits.
config vpn ipsec phasel-interface

edit "“user-1"

type dynamic

interface "portl"™

mode main

xauthtype aut:s
authusrgrp “Users-1"
peertype any

dhgrp 14 15 19
proposal aeslZ28-shaZsé€

el <encrypted

Which contain the partial configurations of two VPNs on FortiGate.

An administrator has configured two VPNs for two different user groups. Users who are in the Users-2 group are not able to connect to the VPN. After running a
diagnostics command, the administrator discovered that FortiGate is not matching the user-2 VPN for members of the Users-2 group.

Which two changes must administrator make to fix the issue? (Choose two.)

A. Use different pre-shared keys on both VPNs
B. Enable Mode Config on both VPNSs.

C. Set up specific peer IDs on both VPNs.

D. Change to aggressive mode on both VPNSs.

Answer: CD

NEW QUESTION 28
An administrator has configured two FortiGate devices for an HA cluster. While testing HA failover, the administrator notices that some of the switches in the
network continue to send traffic to the former primary device. The administrator decides to enable the setting link-failed-signal to fix the problem.
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Which statement about this setting is true?

A. It sends an ARP packet to all connected devices, indicating that the HA virtual MAC address is reachable through a new master after a failover.

B. It sends a link failed signal to all connected devices.
C. It disabled all the non-heartbeat interfaces in all HA members for two seconds after a failover.

D. It forces the former primary device to shut down all its non-heartbeat interfaces for one second, while the failover occurs.

Answer: D

NEW QUESTION 33
View the exhibit, which contains the partial output of an IKE real-time debug, and then answer the question below.

LSARMP 5

val=nES

Why didn’t the tunnel come up?

A. The pre-shared keys do not match.

B. The remote gateway’s phase 2 configuration does not match the local gateway’s phase 2 configuration.
C. The remote gateway'’s phase 1 configuration does not match the local gateway’s phase 1 configuration.
D. The remote gateway is using aggressive mode and the local gateway is configured to use man mode.

Answer: C

NEW QUESTION 37
View the exhibit, which contains the output of a debug command, and then answer the question below.

Which one of the following statements about this FortiGate is correct?

A. It is currently in system conserve mode because of high CPU usage.

B. Itis currently in extreme conserve mode because of high memory usage.
C. Itis currently in proxy conserve mode because of high memory usage.
D. It is currently in memory conserve mode because of high memory usage.

Answer: D

NEW QUESTION 42

An administrator has configured a FortiGate device with two VDOMSs: root and internal. The administrator has also created and inter-VDOM link that connects both
VDOMs. The objective is to have each VDOM advertise some routes to the other VDOM via OSPF through the inter-VDOM link. What OSPF configuration settings

must match in both VDOMSs to have the OSPF adjacency successfully forming? (Choose three.)
A. Router ID.

B. OSPF interface area.

C. OSPF interface cost.

D. OSPF interface MTU.

E. Interface subnet mask.

Answer: BDE

NEW QUESTION 45
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When using the SSL certificate inspection method for HTTPS traffic, how does FortiGate filter web requests when the browser client does not provide the server
name indication (SNI) extension?

A. FortiGate uses CN information from the Subject field in the server’s certificate.
B. FortiGate switches to the full SSL inspection method to decrypt the data.

C. FortiGate blocks the request without any further inspection.

D. FortiGate uses the requested URL from the user’'s web browser.

Answer: A

NEW QUESTION 50
Refer to the exhibit, which contains the debug output of diagnose dvm device list.

in sync; cond: pending; dm:

dom:My ADOM pkg: [imported] Local-FortiGate root

Which two statements about the output shown in the exhibit are correct? (Choose two.)

A. ADOMs are disabled on the FortiManager

B. The FortiGate configuration is in sync with latest running revision history.

C. There are pending device-level changes yet to be installed on Local-FortiGate.
D. The policy package has been modified for Local-FortiGate.

Answer: BC

NEW QUESTION 51
A FortiGate device has the following LDAP configuration:

The administrator executed the ‘dsquery’ command in the Windows LDAp server 10.0.1.10, and got the following output:
>dsquery user —samid administrator
“CN=Administrator, CN=Users, DC=trainingAD, DC=training, DC=lab” Based on the output, what FortiGate LDAP setting is configured incorrectly?

A. cnid.

B. username.
C. password.
D. dn.

Answer: B

Explanation:
https://kb.fortinet.com/kb/viewContent.do?externalld=FD37516

NEW QUESTION 54
The logs in a FSSO collector agent (CA) are showing the following error: failed to connect to registry: PIKA1026 (192.168.12.232)
What can be the reason for this error?

A. The CA cannot resolve the name of the workstation.

B. The FortiGate cannot resolve the name of the workstation.

C. The remote registry service is not running in the workstation 192.168.12.232.
D. The CA cannot reach the FortiGate with the IP address 192.168.12.232.

Answer: C

Explanation:

https://kb.fortinet.com/kb/documentLink.do?externallD=FD30548

NEW QUESTION 58

Which statement about NGFW policy-based application filtering is true?

A. After the application has been identified, the kernel uses only the Layer 4 header to match the traffic.

B. The IPS security profile is the only security option you can apply to the security policy with the action set to ACCEPT.

C. After IPS identifies the application, it adds an entry to a dynamic ISDB table.
D. FortiGate will drop all packets until the application can be identified.
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Answer: D

NEW QUESTION 63
Refer to the exhibit, which contains a TCL script configuration on FortiManager.

Iype TCL Script
Run script on Remote FortGate ...
Soeript details it
proc do_cmd {emdl |
puts [exec "Somdiwn” "# 100]
¥
run_cmd "config system interface
run_cmd "edit port1”
run_cmd "set ip 10.0.1.10 255.255.255.0
run_cmd "next”
run_cmd end’

An administrator has configured the TCL script on FortiManager, but failed to apply any changes to the
managed device after being executed.
Why did the TCL script fail to make any changes to the managed device?

A. Changes in an interface configuration can only be done by CLI script.
B. The TCL script must start with #include <>.

C. Incomplete commands are ignored in TCL scripts.

D. The TCL command run_cmd has not been created.

Answer: D

NEW QUESTION 66
Examine the output of the 'diagnose debug rating' command shown in the exhibit; then answer the question below.

M e e AL S R

Which statement are true regarding the output in the exhibit? (Choose two.)

A. There are three FortiGuard servers that are not responding to the queries sent by the FortiGate.

B. The TZ value represents the delta between each FortiGuard server's time zone and the FortiGate's time zone.
C. FortiGate will send the FortiGuard queries to the server with highest weight.

D. A server's round trip delay (RTT) is not used to calculate its weight.

Answer: BC

NEW QUESTION 68
Which of the following statements are true regarding the SIP session helper and the SIP application layer gateway (ALG)? (Choose three.)

A. SIP session helper runs in the kernel; SIP ALG runs as a user space process.

B. SIP ALG supports SIP HA failover; SIP helper does not.

C. SIP ALG supports SIP over IPv6; SIP helper does not.

D. SIP ALG can create expected sessions for media traffic; SIP helper does not.

E. SIP helper supports SIP over TCP and UDP; SIP ALG supports only SIP over UDP.

Answer: BCD

NEW QUESTION 72
Refer to the exhibit, which contains a TCL script configuration on FortiManager.
An administrator has configured the TCL script on FortiManager, but the TCL script failed to apply any changes to the managed device after being run.
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Why did the TCL script fail to make any changes to the managed device?

A. The TCL command run_cmd has not been created.

B. The TCL script must start with tinclude <>.

C. Incomplete commands are ignored in TCL scripts.

D. Changes to an interface configuration can be made only by a CLI script.

Answer: A

NEW QUESTION 73

Which configuration can be used to reduce the number of BGP sessions in an IBGP network?
A. Neighbor range

B. Route reflector

C. Next-hop-self

D. Neighbor group

Answer: B

Explanation:

Route reflectors help to reduce the number of IBGP sessions inside an AS. A route reflector forwards the routers learned from one peer to the other peers. If you
configure route reflectors, you dont’ need to create a full mesh IBGP network. All clients in a cluster only talck to route reflector to get sync routing updates. Route

reflectors pass the routing updates to other route reflectors and border routers within the AS.

NEW QUESTION 75

View the exhibit, which contains the output of a diagnose command, and the answer the question below.
§ diagnose debug rating

Locale : English

License : Contract

Expiration : Thu Sep 28 17:00:00 20XX

-=- Server List (Thu APR 19 10:41:32 :

IP Weight RTT cets Curr Lost Total Lost
64.26.151. ( g 5 26 0 B46
64.26. > ( 329072 @ 6806
66.117.56.. | ( 275

66. : | 92
209.222.147.36 2 : ! 1070
208.91.112.194 2 10° ) 1533
96.45.33.65 1 ( | 120
80.85.69.41 [ 192
62.209.40.74 ' 97 145
121.111.236.179 26227
Which statements are true regarding the Weight value?

A. Its initial value is calculated based on the round trip delay (RTT).

B. Its initial value is statically set to 10.

C. Its value is incremented with each packet lost.

D. It determines which FortiGuard server is used for license validation.

Answer: C

NEW QUESTION 80
View the global IPS configuration, and then answer the question below.

config ips global
set fail-open disable
set intelligent-mode disable
set engine-count 0
set algorithm engine-pick
end

Which of the following statements is true regarding this configuration?
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A. IPS will scan every byte in every session.

B. FortiGate will spawn IPS engine instances based on the system load.

C. New packets will be passed through without inspection if the IPS socket buffer runs out of memory.

D. IPS will use the faster matching algorithm which is only available for units with more than 4 GB memory.

Answer: A

NEW QUESTION 84
View the exhibit, which contains the partial output of an IKE real-time debug, and then answer the question below.

af 1352 F6fda lan 430

01 0000000 T OO0m03:001 01 000

Which statements about this debug output are correct? (Choose two.)

A. The remote gateway IP address is 10.0.0.1.

B. It shows a phase 1 negotiation.

C. The negotiation is using AES128 encryption with CBC hash.
D. The initiator has provided remote as its IPsec peer ID.

Answer: BD

NEW QUESTION 88
Examine the following routing table and BGP configuration; then answer the question below.
#get router info routing-table all
*0.0.0.0/0 [10/0) wa 10.200.1.254, port1
10 200.1.0724 is directly connected, port1
$5192.168.0.0M16 [10/0) via 10.200.1. 254, port1
# show router bgp
config router bgp
set router-id 10.200.1.1
set network-import-check enable
set ebgp-milipath disable
config neighbor
edit"10.200.3.1"
set remote-as 62501
next
end
config network
edit]
TheBGP connection is up, but the local peer is NOT advertising the prefix 192.168.1.0/24. Which configuration change will make the local peer advertise this
prefix?

A. Enable the redistribution of connected routers into BGP.
B. Enable the redistribution of static routers into BGP.

C. Disable the setting network-import-check.

D. Enable the setting ebgp-multipath.

Answer: C

NEW QUESTION 93
Which statement about the designated router (DR) and backup designated router (BDR) in an OSPF multi-access network is true?
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A. FortiGate first checks the OSPF ID to elect a DR.

B. Non-DR and non-BDR routers will form full adjacencies to DR and BDR only.

C. BDR is responsible for forwarding link state information from one router to another.
D. Only the DR receives link state information from non-DR routers.

Answer: B

NEW QUESTION 95
View the exhibit, which contains the output of a web diagnose command, and then answer the question below.
# diagnose webfilter fortipuard statistics st # diagnose webfilter fortiguard statistics list

Ramng Stahistics:

DNS filures L Maxinum memory ;0
DNS fookups : 250 Memory usage 0
Data send faihures : 0
Data read faitures : ] Nodes : 0
Wrong package tvpe : 0 Leaves il
Hash table miss : U Prefix nodes 0
Unknown server : 0 Exact nodes . 0
Incomect CRC : U
Proxy requests failures : 0 Requests a
Pequest timeout : ] \lisses 0
Total requests 1 2409 Hits a
Pequests to FortiGuard servers ¢ 1132 Prefix hits : o
Server errored responses : 0 Exact liits : o
Relayed rating ! 0
Invalid profile ; v No cache directives :
Add after prefix ' 0
Allowed :o 102 Invalid DB put 0
Blocked I DB updates 0
Logged : 1027 '
Blocked Emors : 565 Percent full 0%
Allowed Emors ; 0 Bratichas _ %4
Momitors 0 [ aavas (%%
Authenticates 0 Prafiv nodas e
Wammngs 1§ Exact nodes 0%
Onvrd request timeout ]
Onrd send failures : 0 iz Taile . 0%
Orvrd read faures ' 0 Bt rate 0%
Onvrd errored responses : 0 Prafiv hits 0%
Exact hits (0%

Which one of the following statements explains why the cache statistics are all zeros?

A. The administrator has reallocated the cache memory to a separate process.

B. There are no users making web requests.

C. The FortiGuard web filter cache is disabled in the FortiGate’s configuration.

D. FortiGate is using a flow-based web filter and the cache applies only to proxy-based inspection.

Answer: C
NEW QUESTION 99

Refer to the exhibit, which contains the partial output of the get vpn ipsec tunnel details command.

Hub # get vpn i ¢ tunnel details

T pe 3
retry: 3
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Based on the output, which two statements are correct? (Choose two.)

A. Phase 2 authentication is set to shal on both sides.
B. Anti-replay is disabled.

C. Hub2Spokel is a policy-based VPN.

D. Hub2Spokel is configured on interface wan2.

Answer: AD

NEW QUESTION 104

An administrator has configured two FortiGate devices for an HA cluster. While testing the HA failover, the administrator noticed that some of the switches in the
network continue to send traffic to the former primary unit. The administrator decides to enable the setting link-failed-signal to fix the problem. Which statement is
correct regarding this command?

A. Forces the former primary device to shut down all its non-heartbeat interfaces for one second while the failover occurs.

B. Sends an ARP packet to all connected devices, indicating that the HA virtual MAC address is reachable through a new master after a failover.
C. Sends a link failed signal to all connected devices.

D. Disables all the non-heartbeat interfaces in all the HA members for two seconds after a failover.

Answer: A

NEW QUESTION 106
Which two statements about an auxiliary session are true? (Choose two.)

A. With the auxiliary session setting enabled, ECMP traffic is accelerated to the NP6 processor.

B. With the auxiliary session setting enabled, two sessions will be created in case of routing change.

C. With the auxiliary session setting disabled, for each traffic path, FortiGate will use the same auxiliary session.
D. With the auxiliary session disabled, only auxiliary sessions will be offloaded.

Answer: CD

NEW QUESTION 111

An administrator added the following Ipsec VPN to a FortiGate configuration:
configvpn ipsec phasel -interface edit "RemoteSite"

set type dynamic

set interface "portl" set mode main

set psksecret ENC LCVKCIK2E2PhVUzZe next

end

config vpn ipsec phase2-interface edit "RemoteSite"

set phasel name "RemoteSite” set proposal 3des-sha256

next end

However, the phase 1 negotiation is failing. The administrator executed the IKF real time debug while attempting the Ipsec connection. The output is shown in the
exhibit.

encapsula
CYPe=QAFLE

' n
val=MODR2Z0

-
u

1L o =% 5 - = '
XXX/ XX : SA proposal chosen, matched gateway DialUp!

« T

0:DialUpUsers:16: sent IKE msg (ident risend): 10.
XXX/ XXX i

: . _ ifindex=2....
exchange=Identity Protection id=xxx/xxx len=380
6: responder:main mode get 2nd message...
arg:16: NAT nch detected

sent IKE msg (ident_r2send): 10.200.

comes 10.200.3.1:500->10.200.1.1:500,ifindex=2..
IKEvl exchange=Identity Protection id=xxx/xxx len=108
ialUpUsers:16: responder: main mode get 3rd message...
ialUpUsers:16: probable pre-shared secret mismatch
ialLTbUsars:lﬁ: unable to parse msg

What is causing the IPsec problem in the phase 1 ?

A. The incoming IPsec connection is matching the wrong VPN configuration
B. The phrase-1 mode must be changed to aggressive

C. The pre-shared key is wrong

D. NAT-T settings do not match
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Answer: C

NEW QUESTION 114
View these partial outputs from two routing debug commands:

Which outbound interface will FortiGate use to route web traffic from internal users to the Internet?

A. Both portl and port2
B. port3
C. portl
D. port2

Answer: C

NEW QUESTION 117
Which two statements about FortiManager is true when it is deployed as a local FDS? (Choose two.)

A. It caches available firmware updates for unmanaged devices.

B. It can be configured as an update server, or a rating server, but not both.
C. It supports rating requests from both managed and unmanaged devices.
D. It provides VM license validation services.

Answer: CD

NEW QUESTION 118
Examine the output of the ‘get router info bgp summary’ command shown in the exhibit; then answer the question below.

# get router info bgp summary

BGP router identifier 0.0.0.117, local AS number 65117
BGP table version 1s 104

3 BGP AS-PATH entries

0 BGP community entries

Neighbor V  AS MsgRevd MsgSent ThlVer InQ OutQ UpDown StatePfxRed

10,125.060 4 63060 1698 1756 103 0 0 03:02:49 1
10.127.0.75 4 65075 2206 2250 102 0 0 02:45:55 1
10,200.3.1 4 65501 101 115 0 0 0 never Active

Total number of neighbors 3

Which statements are true regarding the output in the exhibit? (Choose two.)

A. BGP state of the peer 10.125.0.60 is Established.

B. BGP peer 10.200.3.1 has never been down since the BGP counters were cleared.
C. Local BGP peer has not received an OpenConfirm from 10.200.3.1.

D. The local BGP peer has received a total of 3 BGP prefixes.

Answer: AC

NEW QUESTION 121
View the exhibit, which contains the output of a debug command, and then answer the question below.
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#dia hardware sysinfo shm
SHM counter: 150
SHM allocated:

SHM total: b25057 792
conserve mode: on - mem

system last entered: Mon Apr 24 16:3b6:37 2017
sys fd last entered: n-a
SHM FS total: 641236992
free: 641208320
5 avail: 641208320
alloc: 28672

What statement is correct about this FortiGate?

A. It is currently in system conserve mode because of high CPU usage.

B. Itis currently in FD conserve mode.

C. Itis currently in kernel conserve mode because of high memory usage.
D. It is currently in system conserve mode because of high memory usage.

Answer: D

NEW QUESTION 124
Which two statements about bulk configuration changes made using FortiManager CLI scripts are correct? (Choose two.)

A. When run on the Device Database, you must use the installation wizard to apply the changes to the managed FortiGate device.
B. When run on the Remote FortiGate directly, administrators do not have the option to review the changes prior to installation.

C. When run on the All FortiGate in ADOM, changes are automatically installed without the creation of a new revision history.

D. When run on the Policy Package, ADOM database, changes are applied directly to the managed FortiGate device.

Answer: AB

NEW QUESTION 126
Examine the output from the ‘diagnose vpn tunnel list command shown in the exhibit; then answer the question below.

zdiagnose vpn tunnel list
name-Dial Up_0 ver=1 serial=5 10.200.1.1:4500->10.200.3.2: 64916 lgwy=static
nun=intf mode=dial_inst.bound if=2
parent=DhallUp mdex=0(
proceyid_um=1 child_num=0 refent=8 ilast=4 olast=4
srat: rep=104 mp=8 rxb=27392 txb=480
dpd: mode=active on=1 idle=5000ms retry=3 count=0 segno=70
natt: mode=silent drafi=32 mterval= 10 remote_port=64916
proxyvid= DialUp proto=0 sa=1 ref=2 senal=1 add-route
g 0:0.00000,=255.255,255.255:0
dst: 0:10,0.10.10.-10.0.10.10:0
SA: ref=3 options= 00000086 type=00 soft=0 mtu=1422 expire =42521
replaywin=2048 segno="2
life: type=01 bytes=0/0 timeout= 4318543200
dec: spi=cb3afila esp=acs key=16 T365e1Tasfd555ec3BbifadTd650c1a2
ah=shal key=20 946bfb0d23bEb53TT0dcf4%ac2afB2b8ccchaals
enc: spi=datd28ac esp=acs key=16 3dcfddacTc816782caddcPal 7 Tef543
ah=shal key=20 Tefde587592fc4635ab8db3ddf0dE514868b243F
deciplts bytes=104/19926, enc:plts bytes=8/1024

Which command can be used to sniffer the ESP traffic for the VPN DialUP_0?
A. diagnose sniffer packet any ‘port 500’

B. diagnose sniffer packet any ‘esp’

C. diagnose sniffer packet any ‘*host 10.0.10.10’

D. diagnose sniffer packet any ‘port 4500’

Answer: D

Explanation:

NAT-T is enabled. natt: mode=silentProtocol ESP is used. ESP is encapsulated in UDP port 4500 when NAT-T is enabled.
natt: mode=silent means IPSec is behind NAT (NAT traversal) https://kb.fortinet.com/kb/documentLink.do?externallD=FD48755

NEW QUESTION 131
View the exhibit, which contains the output of a real-time debug, Which statement about this output is true?
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Which of the following statements is true regarding this output?

A. The requested URL belongs to category 1D 255.

B. The server hostname Is training, fortinet.com.

C. FortiGate found the requested URL in its local cache.

D. This web request was inspected using the ftgd-allow web filler profile.

Answer: C

NEW QUESTION 132
Which real time debug should an administrator enable to troubleshoot RADIUS authentication problems?

A. Diagnose debug application radius -1.
B. Diagnose debug application fnbamd -1.
C. Diagnose authd console —log enable.
D. Diagnose radius console —log enable.

Answer: B

Explanation:
https://kb.fortinet.com/kb/documentLink.do?externallD=FD32838

NEW QUESTION 136
View the following FortiGate configuration.

config system global
set snat-route-change disable
end
config router static
edit
set gateway 10.200.1
set priority 5
set dewvice “portl”
next
edit 2
t

i ]
n
.

%]
n
4

gateway 10.200.2.

set priority 10
set device “port2”

ff diagnose sys session list

session info: proto=6 proto_state +01 duration=17 expire=7 timeout=3600
{lags=00000000 sockflag=00000000 sockport=0 av_idx=0 use=3

ha 1d=0 policy dir=0 tunnel=/

state=may dirty none app ntf

statistic(bytes/packets/allow_err): org=57555/7/1 reply=23367/19/1 tuples=2
orgin->sink: org pre->post, reply pre->post dev=4->2/2->4
gwy=10.200.1.254/10.0.1.10

hook=post dir-org act=snat 10.0.1.10:64907-
>54.239.158.170:80(10.200.1.1:64907)

hook=pre dir=reply act=dnat 54.239.158.170:80-
>10.200.1.1:64907(10.0.1.10:64907)

pos/(before, after) 0/{0,0), 0/{0,0)

misc=0 policy id=1 auth_info=0 chk client info=0 vd=0
seral=00000294 tos={I/fT ips_view=0 app_list=0 app=0

dd_type=0 dd_mode=0

If the priority on route ID 1 were changed from 5 to 20, what would happen to traffic matching that user’s session?
A. The session would remain in the session table, and its traffic would still egress from port1.
B. The session would remain in the session table, but its traffic would now egress from both portl and port2.

C. The session would remain in the session table, and its traffic would start to egress from port2.
D. The session would be deleted, so the client would need to start a new session.
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Answer: A

Explanation:
http://kb.fortinet.com/kb/documentLink.do?externallD=FD40943

NEW QUESTION 139
Four FortiGate devices configured for OSPF connected to the same broadcast domain. The first unit is elected as the designated router The second unit is elected
as the backup designated router Under normal operation, how many OSPF full adjacencies are formed to each of the other two units?

00w
AR WDNPEF

Answer: B

NEW QUESTION 144
View the exhibit, which contains the output of diagnose sys session list, and then answer the question below.

# diagnose sys session list

session info: proto=6 proto state=01 duration=73 expire=3597 timecut=3600
£1ags=00000000 sockflag=00000000 sockport=0 av idx=0 use=3

origin-shaper=

reply-shaper=

per ip shaper=

ha id=0 policy dir=0 tunnel=/

state-may dirty synced none app ntf

statistic (bytes/packets/allow err): org=822/11/1 reply=9037/15/1 tuples=2
orgin->sink: org pre-»post, reply pre-»post dev=4->2/2-»4 gwy=10.200.1.254/10.0.1.10
hook=post dir=org act=smst 10.0.1.10:65464->54,192,15,182:80(10.200.1.1:65464
hook-pre dir=reply act=dnat 54,192.15.182:80->10,200.1.1:65464(10.0,1.10:65464)
pos/ (before, after) 0/(0/0), 0/(0,0)

misc=0 policy id=1 auth info=0 chk client info=0 vd=0

serial=00000058 tos=ff/ff ips view=0 app list=0 app=0

dd type=0 dd mode=0

If the HA ID for the primary unit is zero (0), which statement is correct regarding the output?

A. This session is for HA heartbeat traffic.

B. This session is synced with the slave unit.

C. The inspection of this session has been offloaded to the slave unit.
D. This session cannot be synced with the slave unit.

Answer: B

NEW QUESTION 149
Refer to the exhibit, which contains the output of diagnose sys session list.

diagnose 3
Ansaion IrSEo=6 prots actate=01 duration=73 axpira=31597 timsout=3600

so0CkKl Lag=00000000 sockport=0 av Ldi=0 use=13

1] _-I1"|.Lln-|'r

-

Ld=0 ha I [ Wl Loy 0 tunnels=/ys wli
r=may dirty ona app_ntf

rist '|-|'|;.|!|'|,l'T1'.-|_ T8 oW _Brr): org=n0z2,/11,/1 P y=903T7/15/1 Tuples=2

argin=:2aink: oarqg I o reply pra=posat deavegd=23 F=m4

ey 100 .64 .1 . 254 )

hook=poal dir=-org aclb=and 10.0.1.10:65464->54.192.1%.182:80[(100.64.1.1:65464)
hook=pra dir=-raeply act at 54,.19Z:15.18Z:80=>100,.,0649:L:1:659G64{10.0:1:00:654G4})
poas (before, after) O07(0,0), OF(0,0)

mipnc=0 policy id=1 auth_ info=0 -'hl_-.'l.l.--nl. _l.nl-- 0 wol=D

Serial=00000098 Tog=IL[ /LI lpa view=0 app lList=0 app=0

dd type=0 o mocde=0

If the HA ID for the primary unit is zero (0), which statement about the output is true?

A. This session cannot be synced with the slave unit.

B. The inspection of this session has been offloaded to the slave unit.
C. The master unit is processing this traffic.

D. This session is for HA heartbeat traffic.

Answer: C
NEW QUESTION 153
A corporate network allows Internet Access to FSSO users only. The FSSO user student does not have Internet access after successfully logged into the Windows

AD network. The output of the ‘diagnose debug authd fsso list’ command does not show student as an active FSSO user. Other FSSO users can access the
Internet without problems. What should the administrator check? (Choose two.)
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A. The user student must not be listed in the CA'’s ignore user list.

B. The user student must belong to one or more of the monitored user groups.

C. The student workstation’s IP subnet must be listed in the CA'’s trusted list.

D. At least one of the student’s user groups must be allowed by a FortiGate firewall policy.

Answer: AD

Explanation:
https://kb.fortinet.com/kb/documentLink.do?externallD=FD38828

NEW QUESTION 158
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