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NEW QUESTION 1
Which authentication method allows a user to log in to an SSO-enabled Cisco Unified Communications application by utilizing a Microsoft Windows login, thereby
not requiring any credentials to be entered?

A. Smart Card
B. OAuth

C. form-based
D. Kerberos

Answer: B

Explanation:
Reference: https://developer.cisco.com/docs/cisco-unified-communications-single-sign-on-tutorial/#!cisco-unified-communications-single-sign-on-tutorial/learning-
more-about-sso

NEW QUESTION 2
Which two command line arguments can you specify when installing Cisco Jabber for windows? (Choose two.)

A. CISCO_UDS_DOMAIN

B. TFTP_ADDRESS

C. VOICEMAIL_SERVER_ADDRESS
D. SERVICES_DOMAIN

E. TFTP

Answer: DE
Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/jabber/11_0/CJAB_BK D657A25F 00_deployment-installation-guide-
jabber-110/CJAB_BK_D657A25F 00 deployment-installation-guide-jabber- 110 _chapter 01100.htmi#JABW_RF_CE43EF4C_00

NEW QUESTION 3
Refer to the exhibit.

@ Cisco Jabber

Update Credentials

Your Voicemail credentials are invalid. Please update
your account information to use Voicemail service.

Update Cancel

Which action allows a remote Cisco Jabber user utilizing Mobile and Remote Access to automatically log in to a Cisco Unity Connection voicemail box via OAuth?

A. Add CUCM under System Settings > Authz Servers in Cisco Expressway-E.

B. Add CUCM under System Settings > Authz Servers in Cisco Expressway-C.
C. Add CUCM under System Settings > Authz Servers in Cisco Unity.

D. Add CUCM under System Settings > Authz Servers in Cisco Unity Connection.

Answer: D

Explanation:
Reference: https://community.cisco.com/t5/unified-communications/jabber-mra-unity-voice-mail-integration-issue/td-p/3195653

NEW QUESTION 4
Refer to the exhibit.

2014-11-07 09:39:53, 855 ERROR [0X00000298] [ice\TelephonyAdapterPhoneDevice.cpp(178)] [TelephonyAdpter]
[TelephonyAdapter::selectDevicelmpl] — switchMode to device [SEP84802D7698D6] failed with error

[eDeviceRegCouldNotOpenDevice]

Which end-user option can resolve this issue?

A. Standard CTI Reception of SRTP Key Material
B. Standard CTI Allow Calling Number Modification
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C. Standard CTI Allow Control of Phones Supporting Rollover Mode
D. Standard CTI Allow Call Monitoring

Answer: A

NEW QUESTION 5
Which function of the Cisco IM and Presence high availability solution is true?

A. When the server has been restored to a normal state, user sessions remain on the backup server.

B. When an event takes place, the end user sessions are not moved from the failed server to the backup.

C. When the server has been restored, the server automatically fails back.

D. When a high availability event takes place, the end user sessions are moved from the failed server to the backup.

Answer: D

Explanation:
Reference: https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-communications-manager-im-presence-service/200958-IM-and-Presence-
Server-High-Availability.html

NEW QUESTION 6
Which Cisco IM and Presence service must be activated and running for IM Presence to successfully integrate with Cisco Unified Communications Manager?

A. Cisco DHCP Monitor Service

B. Cisco AXL Web Service

C. Self-Provisioning IVR

D. Cisco XCP Authentication Service

Answer: A

NEW QUESTION 7
Which two methods does Cisco Jabber use for contact searching in an on-premises deployment model? (Choose two.)

A.HTTP
B. XMPP
C. UDS
D. LDAP
E. SIP

Answer: CD

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/srnd/collabl1/collabll/presence.html

NEW QUESTION 8
What is the maximum number of Cisco Unity Connection locations connected in a HTTPS network?

A.50
B. 25
C. 200
D. 10

Answer: B

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/connection/10x/https_networking/guide/10xcuchttpsnetx/10xcuchttpsnet010.html

NEW QUESTION 9
Which CLI command is used to collect traces from the Cisco Presence engine for seven days?

A. file build log cisco_presence_engine 7
B. file build log cisco_presence 168

C. file build log presence_engine 7

D. file build log presence_engine 168

Answer: A
Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/im_presence/configAdminGuide/12_0_1/cup0_b_config-admin-guide-
imp-1201/cup0_b_config-admin-guide-imp-1201_chapter_010101.html

NEW QUESTION 10
SAML SSO is enabled in Cisco Unified Communications Manager. What happens when a browser-based client attempts to access a protected resource on a
service provider?

A. The browser follows the redirect and issues an HTTPS GET request to the IdP.
B. The IdP checks for a valid browser session.
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C. The service provider generates a SAML authentication request.
D. The SAML request is maintained as a query parameter in the GET request.

Answer: C

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/SAML_SSO_deployment_guide/12_5 1/cucm_b_saml-sso-deployment-
guide-12_5/cucm_b_saml-sso-deployment-guide-12_5 chapter_01.html

NEW QUESTION 10
Which Cisco Unified Connections Manager service is required for users to control their desk phones using Cisco Jabber?

A. Cisco CTIManager

B. Cisco CTL Provider

C. Cisco Presence Engine

D. Cisco Serviceability Reporter

Answer: A

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/jabber/11_5/CJAB_BK_DO00DBCBD_00_deployment-installation-guide-cisco-
jabber115/CJAB_BK_ D00D8CBD_00_ deployment-installation-guide- ciscojabberll1l5 chapter 0111.html

NEW QUESTION 11
Refer to the exhibit.

Users with Duplicate User 1IDs
User ID : user3

Node Name

cucm-1imp-1

cucm-imp-2

Which two steps resolve the “Users with Duplicate User IDs” message? (Choose two.)

A. Rename the directory URI value for one of the users to ensure that there is no duplication.

B. Rename the User ID value for one user if different users on different clusters have the same User ID assigned.
C. Unassign a user from one of the clusters when the same user is assigned to two different clusters.

D. Assign the duplicate user to the secondary Cisco IM and Presence node.

E. Delete the user ID for the duplicate user ID.

Answer: BC
Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/im_presence/configAdminGuide/10_0_1/CUPO_BK_C318987B_00_config-admin-guide-
imp-100/CUPQO_BK C318987B_00_config-admin-guide- imp100_chapter_010101.html

NEW QUESTION 13
Refer to the exhibit.

Cisco IM and Presence Service

Database .
ST
é n * B 5‘!""':: @ - @ f ] |
‘“‘-~' ®© J ®® J
Cisco Unified

i Sub-cluster 1 Sub-cluster 2 | | Sub-cluster 3
Communications o —

Manager Publisher

IDS Global User Data Replication

242382

Which statement is true?

A. If the IM&P node in sub-cluster-1 goes down, then users assigned to it are randomly split between the two remaining subclusters.
B. The administrator must add one node to each subcluster for high availability.

C. IM&P nodes in each subscluster must be configured from the same OVA template.

D. Each Cisco IM&P subcluster must have the same number of nodes.

Answer: B

NEW QUESTION 16
In the integration of Cisco Unity Connection using SIP, which SIP trunk security profile option is required for MWI to work correctly?
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A. Accept out-of-dialog refer

B. Accept replaces header

C. Accept unsolicited notification
D. Accept presence subscription

Answer: A
NEW QUESTION 21

DRAG DROP
Drag and drop the events for an on-premises Jabber SAML SSO flow from the left into the correct order on the right.

Service Provider Authorization request Step 1
SSO Mode Discovery Step 2
IDP Authentication Step 3
Service Provider Authentication Step 4
A. Mastered

B. Not Mastered
Answer: A

Explanation:

SSO Mode Discovery

IDP Authentication

Service Provider Authentication

Service Provider Authorization request

NEW QUESTION 25
Which two Cisco Unity Connection logs are used to troubleshoot issues with Message Waiting Indicators? (Choose two.)

A. Connection IMAP Server

B. Connection Mailbox Sync

C. Connection Notifier

D. Connection Message Transfer Agent
E. Connection Conversation Manager

Answer: DE

NEW QUESTION 27
Which statement about SIP federation between Cisco Unified Communications IM and Presence and Microsoft Skype for Business is true?

A. Add the federated user as a contact in Jabber to view its presence status.

B. The role of SIP Proxy service is to process the XMPP packet in from Jabber and convert it to SIP.
C. TLS is optional.

D. Use of directory URI as an IM addressing scheme is not supported.

Answer: A
Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/im_presence/interdomain_federation/12_5_1/cup0_b_interdomain-
federation-1251/cup0_b_interdomain-federation-1251_chapter_01000.html

NEW QUESTION 32
Users report issues while logging in to their voicemail using the Voicemail tab in their Cisco Jabber clients. The issue occurs after users provide valid Cisco Unified
Communications credentials, but they receive a failure message. What is the cause of this issue?
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A. A proper service profile is not configured on Cisco Unified Communications Manager.
B. The voicemail users are not configured in the Cisco Unity Connection server.

C. The web application voicemail password is set “User Must Change at Next Sign-in”.

D. The voicemail password is not set for all users.

Answer: A

NEW QUESTION 36

Digital networking is configured between two Cisco Unity Connection clusters using an HTTPS connection. Which two objects are replicated between these two

clusters? (Choose two.)

A. partitions and search spaces

B. user greetings

C. user templates and user greetings

D. call handlers

E. users and their corresponding mailboxes

Answer: AE

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/connection/10x/https_networking/guide/10xcuchttpsnetx/10xcuchttpsnet010.html

NEW QUESTION 39
Refer to the exhibit.

7 Cisco Jabber Diagnostics

Cisco Jabber
Version 11.9.3 (60004)

Discovery

Discovery Qutcome
Domain Controller
Edge Domain

Edge Required

Edge Visibility
Excluded Services
FTPS

internal Visibility
Services Domain
Serices Domain Source
Volce Services Domain

Failure: FAILED_UCMS0_CONMNECTION
The specified domain either does not exist or could not be contacted.
CCNp.CISC0.Com

Mo

Mot Visible

None

OFF

Visible

ccnp.cisco.com

Ermail Address from Userinput
cenp.cisco.com

WebEx

CAS lookup FAILURE: HTTP_COMMECTION _FAILED

CAS lookup url < Mlogi negt: F r Par i
DNS Records

_cisco-uds._tep.conp.cisco.com cucm1.conp. Ciscooom

_collab-edge. tls.conp.cisco.com Domain does not st

_cisco-uds Properties

Service Location (SRY)

Security
Domain: Enpicisco.com
Service; clsco-uds
Protocol; fep
Priority: 15
Welght: 0
Port numbeer: 8433

Host offering this service

cucm l.conp.cisco.com

Users connected to the internal network report a “Cannot communicate with the server” error while trying to log in to Cisco Jabber using auto service discovery.
The Jabber diagnostics and the SRV record configuration are as shown in the exhibit. The host cucml.ccnp.cisco.com is correctly resolved by the user desktops
with the Cisco Unified Communications Manager IP address. Why is the user not able to log in?
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A. SRV protocol is not set up correctl

B. It should be _tls instead of _tcp.

C. Marking weight as 0 on the SRV record makes it inactive, so Jabber cannot discover the Cisco Unified CM.
D. The port specified on the SRV record is wrong.

E. The domain ccnp.cisco.com does not exist on the DNS server.

Answer: D

Explanation:
Reference: https://community.cisco.com/t5/collaboration-voice-and-video/jabber-client-login-and-login-issues/ta-p/3143446

NEW QUESTION 40
To redirect calls from the phone extension for user A to the voicemail greeting, which call routing rule should be used in Cisco Unity Connection?

A. Attempt Forward forwarded routing rule
B. Opening Greeting direct routing rule

C. Attempt Sign-In direct routing rule

D. Opening Greeting forwarded routing rule

Answer: A

Explanation:
Reference: https://community.cisco.com/t5/collaboration-voice-and-video/unity-connection-call-routing-logic/ta-p/3162560

NEW QUESTION 45
Refer to the exhibit.

ccn subsystem sip
gateway address “172.16.1.254"
mwi sip unsolicited

end subsystem

|

interface Integrated-Service-Engine1/0
ip unnumbered Vian2
service-module ip address 172.16.1.253.255.255.255.0
no shut

|

Interface Vlan2

description “Voice VLAN"
ip address 172.16.1.254.255.255.0

no shut
I

sip-ua
mwi-server ipv4:172.16.1.253 expires 3600 port 5060 transport udp
|

A collaboration engineer has integrated Cisco Unity Express with Cisco Unified Communications Manager Express and is experimenting with the MWI feature.
With the current configuration, no MWI change occurs when leaving new messages or after playing new messages. Which two changes are needed to correct the
configuration? (Choose two.)

. ccn subsystem sip mwi sip outcall

. ccn subsystem sip mwi envelop-info

. Sip-ua ho mwi- servermwi-server ipv4:172.16.1.254 expires 3600 port 5060 transport udp

. ccn subsystem sip mwi sub-notify

. Sip-ua no mwi-servermwi-server ipv4:172.16.1.253 expires 3600 port 5060 transport tcp notify

. Sip- ua no mwi-server mwi-server ipv4:172.16.1.253 expires 3600 port 5060 transport udp unsolicited

TmooO P

Answer: AF

NEW QUESTION 48
Refer to the exhibit.
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Contacts

Chat Rooms

My rooms Filters All rooms
Rooml
Test Room :;;55 :ﬂy
Test Room2

Users report that they cannot see the Chat Rooms icon on their Cisco Jabber clients. This feature works without issue in the lab. An engineer reviews the Cisco
IM&P and Jabber configuration and finds that the jabber-config.xml file is configured properly to support this feature. Which activity should be performed on the
IM&P server to resolve this issue?

A. Activate Cisco XCP Connection Manager in Cisco Unified Serviceability > Tools > Service Activation.

B. Restart Cisco XCP Message Archiver in Cisco Unified Serviceability > Tools > Control Center — Feature Services.
C. Restart XCP Text Conference Manager in Cisco Unified Serviceability > Tools > Control Center — Network Services.
D. Activate XCP Text Conference Manager in Cisco Unified Serviceability > Tools > Service Activation.

Answer: D

Explanation:

Reference: https://www.cisco.com/c/en/us/support/docs/unified-communications/jabber-windows/118684-probsol-chat-00.html

NEW QUESTION 53
Refer to the exhibit.

Delete Selected Add New Change Order
Display Name Status
MewYork AA Active
Attempt Sign In Active
Chicago AA Active
Opening Greeting Active

Dialed Number

11112222

22221111

Direct Routing Rules in Descending Order of Precedence

Calling Number Phone System

Delete Selected

Add New Change Order

Forwarded Routing Rules in Descending Order of Precedence

Delete Selected | | AddNew | | Change Order
Display Name Status Dialed Number Calling Number Forwarding Station
Attempt Forward Active
Dallas AA Active 2222
Arizona AA Active 11112222
ning Greetin Active
Delete Selected Add New Change Order

Calls that are not answered by the user are for the location. If the user at extension 11112222 does not have a voice mailbox, which rule is utilized when Cisco
Unity Communication receives the forwarded call?

A. NewYork _AA

B. Attempt Sign In

C. Arizona_AA

D. Opening_Greeting

Answer: C

NEW QUESTION 55

Which DNS record is used for on-premises service by Jabber clients?

A. _collab-edge._tcp.<domain> SRV record
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B. cisco-uds._tls.<domain> SRV record
C. _cisco-uds._tcp.<domain> SRV record
D. <tftp server FQDN> A record

Answer: C

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/jabber/Windows/9 7/CJAB_BK_ C606D8A9 00 _cisco-jabber-dns-configuration-
guide/CJAB_BK_C606D8A9_00_cisco-jabber-dns-configuration-guide_chapter_010.html

NEW QUESTION 59
An engineer is configuring SAML SSO for a Cisco Unified Communications Manager. After completing all required steps, the engineer wants to verify the status.
Which CLI command provides the status of SAML SSO?

A. utils sso status
B. show sso status
C. show saml status
D. utils saml status

Answer: A
Explanation:

Reference: https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-communications-manager-callmanager/213293-troubleshoot-sso-in-
cucm.html

NEW QUESTION 64
Refer to the exhibit.

Microsoft
Exchange

Cisco IM&P

Which protocol is used for communication between Cisco IM and Presence and Microsoft Exchange Server?

A. POP3
B. IMAP
C. EWS
D. XMPP

Answer: C

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/srnd/collabl1/collabll/presence.html

NEW QUESTION 66
An engineer is checking the Cisco Unified Communications Manager and Cisco Unity Connection integration and presses the Message button on a phone to check
the voicemail. Which action does Cisco Unified CM take?

A. Cisco Unified CM looks up the voicemail pilot configured to dial.

B. Cisco Unified CM routes the configured hunt pilot to Unity Connection.
C. Cisco Unified CM looks up the hunt pilot configured to dial.

D. Cisco Unified CM sends an AXL query to Unity Connection.

Answer: A
Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/admin/9_1 1/ccmsys/CUCM_BK_C5565591 00_cucm-system-
guide-91/CUCM_BK_C5565591 00_cucm-system-guide-91_chapter_011110.html

NEW QUESTION 71

Which step is the first for web-based single sign-on login?
A. Authenticate.

B. Redirect to IdP to get authenticated.

C. Present authentication assertion.

D. Request access to protected service.

Answer: D

NEW QUESTION 76
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