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NEW QUESTION 1
Which statement is correct about security profiles on FortiAP devices?

A. Security profiles on FortiAP devices can use FortiGate subscription to inspect the traffic
B. Only bridge mode SSIDs can apply the security profiles

C. Disable DTLS on FortiAP

D. FortiGate performs inspection the wireless traffic

Answer: B

NEW QUESTION 2
When configuring a wireless network for dynamic VLAN allocation, which three IETF attributes must be supplied by the radius server? (Choose three.)

A. 81 Tunnel-Private-Group-ID
B. 65 Tunnel-Medium-Type

C. 83 Tunnel-Preference

D. 58 Egress-VLAN-Name

E. 64 Tunnel-Type

Answer: ABE

Explanation:

The RADIUS user attributes used for the VLAN ID assignment are: IETF 64 (Tunnel Type)—Set this to VLAN.
IETF 65 (Tunnel Medium Type)—Set this to 802

IETF 81 (Tunnel Private Group ID)—Set this to VLAN ID.

NEW QUESTION 3
Part of the location service registration process is to link FortiAPs in FortiPresence.
Which two management services can configure the discovered AP registration information from the FortiPresence cloud? (Choose two.)

A. AP Manager
B. FortiAP Cloud
C. FortiSwitch
D. FortiGate

Answer: BD

Explanation:
FortiGate, FortiCloud wireless access points (send visitor data in the form of station reports directly to FortiPresence)

NEW QUESTION 4
What type of desigh model does FortiPlanner use in wireless design project?

A. Architectural model
B. Predictive model
C. Analytical model
D. Integration model

Answer: B

NEW QUESTION 5
What is the first discovery method used by FortiAP to locate the FortiGate wireless controller in the default configuration?

A. DHCP

B. Static

C. Broadcast
D. Multicast

Answer: B

NEW QUESTION 6

Six APs are located in a remotely based branch office and are managed by a centrally hosted FortiGate. Multiple wireless users frequently connect and roam
between the APs in the remote office.

The network they connect to, is secured with WPA2-PSK. As currently configured, the WAN connection between the branch office and the centrally hosted
FortiGate is unreliable.

Which configuration would enable the most reliable wireless connectivity for the remote clients?

A. Configure a tunnel mode wireless network and enable split tunneling to the local network

B. Configure a bridge mode wireless network and enable the Local standalone configuration option

C. Configure a bridge mode wireless network and enable the Local authentication configuration option
D. Install supported FortiAP and configure a bridge mode wireless network

Answer: A
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NEW QUESTION 7

As a network administrator, you are responsible for managing an enterprise secure wireless LAN. The controller is based in the United States, and you have been
asked to deploy a number of managed APs in a remote office in Germany.

What is the correct way to ensure that the RF channels and transmission power limits are appropriately configured for the remote APs?

A. Configure the APs individually by overriding the settings in Managed FortiAPs

B. Configure the controller for the correct country code for Germany

C. Clone a suitable FortiAP profile and change the county code settings on the profile
D. Create a new FortiAP profile and change the county code settings on the profile

Answer: C

NEW QUESTION 8
Which two phases are part of the process to plan a wireless design project? (Choose two.)

A. Project information phase
B. Hardware selection phase
C. Site survey phase
D. Installation phase

Answer: AC

NEW QUESTION 9
When enabling security fabric on the FortiGate interface to manage FortiAPs, which two types of communication channels are established between FortiGate and
FortiAPs? (Choose two.)

A. Control channels
B. Security channels
C. FortLink channels
D. Data channels

Answer: AD

Explanation:

The control channel for managing traffic, which is always encrypted by DTLS. | The data channel for carrying client data packets.
NEW QUESTION 10

Which two roles does FortiPresence analytics assist in generating presence reports? (Choose two.)

A. Gathering details about on site visitors

B. Predicting the number of guest users visiting on-site

C. Comparing current data with historical records

D. Reporting potential threats by guests on site

Answer: AC

NEW QUESTION 10
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