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NEW QUESTION 1
DRAG DROP

Drag and drop the code to complete the API call to query all Cisco Stealthwatch Cloud observations. Not all options are used.

Select and Place:

https://example.obsrvbl.com/api/v3/

/
observations DELETE GET
POST all/ all
obsrv ?query=all

A. Mastered
B. Not Mastered

Answer: A
Explanation:
GET https://example.obsrvbl.com/api/v3/
observations | / all
observations DELETE GET
POST all/ all
obsrv ?query=all

NEW QUESTION 2
DRAG DROP

Drag and drop the code to complete the curl command to query the Cisco Umbrella Investigate API for the umbrella popularity list. Not all options are used.

Select and Place:

curl -H "Authorization:

FYourTokeni"

"https://investigate.api.umbrella.com/

tophundred Basic topmillion
Bearer topthousand
A. Mastered
B. Not Mastered
Answer: A
Explanation:
curl —-H "Authorization: Bearer TYourTokeni"

"https://investigate.api.umbrella.com/| topmillion

tophundred

Basic

topmillion

Bearer

topthousand

NEW QUESTION 3
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def guery{config, sacret, url, payload):

print{'query url=" + url)

print{" regueat=' + payload)

handler = urllib.request.HTTPSHandler (context=config.get =al context())
opener = urllib.request.build opener (handler)

rest_request = urllib.reguest.Request(url=url, data=atr.encode (payload))
reat recquest.add header('Content-Type', 'application/json')

reat request.add header('Accept’, 'application/j=zon’)

béd = basefd.bfdencode((config.get node name() + ':' + secret).encode()).decode()
rest_request.add header('Authorization', "Basic ' + b64)

rest response = opener.open(reat reguest)

print{" response statua=' + str(rest response.getcode()))

print{' response content=' + rest response.read().decode()})

Refer to the exhibit. A Python function named "query" has been developed and the goal is to use it to query the service "com.cisco.ise.session" via Cisco pxGrid

2.0 APIs. How is the function called, if the goal is to identify the sessions that are associated with the IP address 10.0.0.50?

A. query(config, secret, "getSessionBylpAddress/10.0.0.50", “ipAddress")
B. query(config, "10.0.0.50", url, payload)

C. query(config, secret, url, "10.0.0.50")

D. query(config, secret, url, {"ipAddress": "10.0.0.50"})

Answer: D

NEW QUESTION 4
If the goal is to create an access policy with the default action of blocking traffic, using Cisco Firepower Management Center REST APlIs, which snippet is used?

A.

— API PATH:
fapi/fmc config/vl/domain/<domain uuid>/object/accesspolicies

= METHOD:
POST

—~ INPUT JSON:
{

"type™: "AccessPolicy",
"name": "BAccessPolicy-test-1",
"defaultRAction™: {

"action™: "BLOCK"

}

— BPT PATH:
/api/fmc config/vl/domain/<domain uuid>/object/securityzones

- METHOD:
POST

= INPUT JSON:

"type": "AccessPolicy",
"name": "AccessPolicy-test-1",
"defaultAction": {

"action": "BLOCK"

}

- APT PATH:
/api/fmc config/vl/domain/<domain uuid>/object/accesspolicies

- METHOD:
PUT

- INPUT JSON:

"type": "AccessPolicy",
"name": "AccessPolicy-test-1",
"defaultAction": {

"actioen": "BLOCE"
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— API PATH:
/api/fmc_config/vl/domain/<domain uuid>/object/accesspolicies

- METHOD:
POST

- INPUT JSON:
{

"type": "AccessPolicy”,
"name": "AccessPolicy-test-1",
"action": "FASTPATH"

Answer: D

NEW QUESTION 5
Refer to the exhibit. A network operator wants to add a certain IP to a DMZ tag.
Which code segment completes the script and achieves the goal?

A tag data = json.dumps(tag session) ['data']

tag data['ranges'].append (DMZ_IP)
session.put (TAG_URL, j=on=tag data, headers=HEADERS, werify=False)

B. tag data = json.loads(tag session) ['data']
tag data['ranges'].append(DMZ IF)
session.put (TAG_URL, data=tag_data, headers=HEADERS, verify=False)

C. tag data = json.dumps{tag session) ['data']

tag _data['ranges'].append(DMZ_IP)

session.put (TAG URL, data=json.lcads{tag data), headers=HEADERS, verify=False)
D. tag data = json.loads(tag session) ['data']

tag _data['ranges'].append(DMZ_IP)

session.put (TAG_URL, json=tag data, headers=HEADERS, verify=False)
Answer: A

NEW QUESTION 6

import requests

API KEY = "12345678%abcdef™

URL = "https://example.obsrvbl.com/api/v3/alerts/alert/"
HEADERS = {"Authorization": "Bearer {}".format (API_ KEY) }

response = requests.get (URL, headers=HEADERS)

Refer to the exhibit. A security engineer created a script and successfully executed it to retrieve all currently open alerts. Which print command shows the first
returned alert?

A. print(response[data][0])

B. print(response[results][0])

C. print(response.json()[data][0])
D. print(response.json()[results][0])

Answer: A

NEW QUESTION 7

Which two statements describe the characteristics of API styles for REST and RPC? (Choose two.)
A. REST-based APIs function in a similar way to procedures.

B. REST-based APIs are used primarily for CRUD operations.

C. REST and RPC API styles are the same.

D. RPC-based APIs function in a similar way to procedures.

E. RPC-based APIs are used primarily for CRUD operations.

Answer: BD

NEW QUESTION 8
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What are two benefits of Ansible when managing security platforms? (Choose two.)

A. End users can be identified and tracked across a network.

B. Network performance issues can be identified and automatically remediated.

C. Policies can be updated on multiple devices concurrently, which reduces outage windows.

D. Anomalous network traffic can be detected and correlated.

E. The time that is needed to deploy a change is reduced, compared to manually applying the change.

Answer: CE

NEW QUESTION 9

The Cisco Security Management Appliance API is used to make a GET call using the URI
/sma/api/v2.0/reporting/mail_incoming_traffic_summary/detected_amp?startDate=2016-09-10T19:00:00.000Z&endDate=2018-
0924T23:00:00.000Z&device_type=esa&device_name=esa0l.

What does this GET call return?

A. values of all counters of a counter group, with the device group name and device type for web
B. value of a specific counter from a counter group, with the device name and type for email

C. value of a specific counter from a counter group, with the device name and type for web

D. values of all counters of a counter group, with the device group name and device type for emalil

Answer: D

NEW QUESTION 10

DRAG DROP

Drag and drop the code to complete the Cisco Umbrella Investigate WHOIS query that returns a list of domains that are associated with the email address
"admin@example.com”. Not all options are used.

Select and Place:

"https://investigate.api.umbrella.com/ /
_.|||I n
[ email emails WHOIS
[ admin@example.com whois {admin@example.com}
A. Mastered

B. Not Mastered

Answer: A
Explanation:
"https://investigate.api.umbrella.com/ WHOIS /
’ emails / admin@example.com |"
email emails WHOILS
| adminBexample.com whois {adminfexample.com}

NEW QUESTION 10
Which header set should be sent with all API calls to the Cisco Stealthwatch Cloud API?
A. Content-Type: application/json

Accept: application/json

Authorization: Bearer <api_key>

Content-Type: application/json
Accept: application/json
Authorization: ApiKey <username>:<api_key>
C. Content-Type: application/json
Accept: application/json
Authorization: Basic <api_key>
D. Content-Type: application/json
Accept: application/json
Authorization: <username=>:<api_key>
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Answer: B

NEW QUESTION 13
Refer to the exhibit. A network operator wrote a Python script to retrieve events from Cisco AMP.

import requests

CLIENT_ID = ‘alb2c3d4e5f6g7h8i9j0°

API_KEY = 'a1b2c3d4-e5f6-g7h8-i9j0-k112m3n405p6’
—-—-MISSING CODE---

URL = BASE_URL+'/v1/events’

request = requests.get(url, auth=(amp_client_id, amp_api_key))

Against which API gateway must the operator make the request?
A. BASE_URL = *https://api.amp.cisco.com”
B. BASE_URL = “https://amp.cisco.com/api”

C. BASE_URL = “https://amp.cisco.com/api/”
D. BASE_URL = *https://api.amp.cisco.com/”

Answer: A

NEW QUESTION 17

Which query parameter is required when using the reporting API of Cisco Security Management Appliances?
A. device_type

B. query_type

C. filtervalue

D. startDate + endDate

Answer: D

NEW QUESTION 20

Which step is required by Cisco pxGrid providers to expose functionality to consumer applications that are written in Python? A. Look up the existing service using

the /pxgrid/control/ServiceLookup endpoint.

A. Register the service using the /pxgrid/control/ServiceRegister endpoint.
B. Configure the service using the /pxgrid/ise/config/profiler endpoint.

C. Expose the service using the /pxgrid/ise/pubsub endpoint.

Answer: D

NEW QUESTION 21
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