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NEW QUESTION 1
Name the file that is an electronically signed file used by Check Point to translate the features in the license into a code?

A. Both License (.lic) and Contract (.xml) files
B. cp.macro

C. Contract file (.xml)

D. license File (.lie)

Answer: B

Explanation:
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=

NEW QUESTION 2
Which of the following is NOT an authentication scheme used for accounts created through SmartConsole?

A. RADIUS

B. Check Point password
C. Security questions

D. SecurlD

Answer: C

NEW QUESTION 3
What is the best sync method in the ClusterXL deployment?

A. Use 1 cluster + 1st sync

B. Use 1 dedicated sync interface

C. Use 3 clusters + 1st sync + 2nd sync + 3rd sync
D. Use 2 clusters + 1st sync + 2nd sync

Answer: B

NEW QUESTION 4
In SmartConsole, objects are used to represent physical and virtual network components and also some logical components. These objects are divided into
several categories. Which of the following is NOT an objects category?

A. Limit

B. Resource

C. Custom Application / Site
D. Network Object

Answer: B

NEW QUESTION 5
Fill in the blanks: Gaia can be configured using the

A. Command line interface; WebUI
B. Gaia Interface; GaiaUl
C. WebUI; Gaia Interface
D. GaiaUl; command line interface

Answer: A

Explanation:
https://scl.checkpoint.com/documents/R81/WebAdminGuides/EN/CP_R81 Gaia_AdminGuide/Topics-GAG/C

NEW QUESTION 6
In a Distributed deployment, the Security Gateway and the Security Management software are installed on what platforms?

A. Different computers or appliances.

B. The same computer or appliance.

C. Both on virtual machines or both on appliances but not mixed.
D. In Azure and AWS cloud environments.

Answer: A
Explanation:

"The Security Management ServerClosed (1) and the Security GatewayClosed (3) are installed on different computers, with a network connection (2)."
https://scl.checkpoint.com/documents/R81/WebAdminGuides/EN/CP_R81_Installation_and_Upgrade_Guide/T

NEW QUESTION 7
Due to high CPU workload on the Security Gateway, the security administrator decided to purchase a new multicore CPU to replace the existing single core CPU.
After installation, is the administrator required to perform any additional tasks?
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A. Go to clash-Run cpstop | Run cpstart

B. Go to clash-Run cpconfig | Configure CoreXL to make use of the additional Cores | Exit cpconfig | Reboot Security Gateway

C. Administrator does not need to perform any tas

D. Check Point will make use of the newly installed CPU and Cores

E. Go to clash-Run cpconfig | Configure CoreXL to make use of the additional Cores | Exit cpconfig | Reboot Security Gateway | Install Security Policy

Answer: B

NEW QUESTION 8
The Network Operations Center administrator needs access to Check Point Security devices mostly for troubleshooting purposes. You do not want to give her
access to the expert mode, but she still should be able to run tcpdump. How can you achieve this requirement?

A. Add tcpdump to CLISH using add command.Create a new access role.Add tcpdump to the role.Create new user with any UID and assign role to the user.
B. Add tcpdump to CLISH using add command.Create a new access role.Add tcpdump to the role.Createnew user with UID 0 and assign role to the user.

C. Create a new access role.Add expert-mode access to the role.Create new user with UID 0 and assign role to the user.

D. Create a new access role.Add expert-mode access to the role.Create new user with any UID and assign role to the user.

Answer: A

NEW QUESTION 9
Name one limitation of using Security Zones in the network?

A. Security zones will not work in Automatic NAT rules
B. Security zone will not work in Manual NAT rules

C. Security zones will not work in firewall policy layer
D. Security zones cannot be used in network topology

Answer: B

Explanation:
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=

NEW QUESTION 10
Choose what BEST describes the reason why querying logs now is very fast.

A. New Smart-1 appliances double the physical memory install

B. Indexing Engine indexes logs for faster search results

C. SmartConsole now queries results directly from the Security Gateway
D. The amount of logs been store is less than the usual in older versions

Answer: B

Explanation:
Ref: https://scl.checkpoint.com/documents/R80.40/WebAdminGuides/EN/CP_R80.40_LoggingAndMonitoring_Ad

NEW QUESTION 10
URL Filtering employs a technology, which educates users on web usage policy in real time. What is the name of that technology?

A. WebCheck
B. UserCheck
C. Harmony Endpoint
D. URL categorization

Answer: B
Explanation:

UserCheck alerts users while attemping to browse a suspicious/blocked or otherwise policy-limited website through a message in their web browsers shown before
the actual page loads.

NEW QUESTION 13

When enabling tracking on a rule, what is the default option?
A. Accounting Log

B. Extended Log

C. Log

D. Detailed Log

Answer: C

NEW QUESTION 14
You can see the following graphic:
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What is presented on it?

A. Properties of personal .p12 certificate file issued for user John.

B. Shared secret properties of John's password.

C. VPN certificate properties of the John’s gateway.

D. Expired .p12 certificate properties for user John.

Answer: A

NEW QUESTION 16
What are the types of Software Containers?

A. Smart Console, Security Management, and Security Gateway

B. Security Management, Security Gateway, and Endpoint Security

C. Security Management, Log & Monitoring, and Security Policy

D. Security Management, Standalone, and Security Gateway

Answer: B

NEW QUESTION 20

Which path below is available only when CoreXL is enabled?

A. Slow path

B. Firewall path

C. Medium path

D. Accelerated path

Answer: C

NEW QUESTION 24

Which of the following is an authentication method used for Identity Awareness?

A. SSL

B. Captive Portal
C. PKI

D. RSA

Answer: B

NEW QUESTION 27
What is the purpose of the Clean-up Rule?

A. To log all traffic that is not explicitly allowed or denied in the Rule Base

B. To clean up policies found inconsistent with the compliance blade reports

C. To remove all rules that could have a conflict with other rules in the database

D. To eliminate duplicate log entries in the Security

Answer: A
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Explanation:
These are basic access control rules we recommend for all Rule Bases:
There is also an implied rule that drops all traffic, but you can use the Cleanup rule to log the traffic.

NEW QUESTION 29
Fill in the blanks: Default port numbers for an LDAP server is for standard connections and SSL connections.

A. 675, 389
B. 389, 636
C. 636, 290
D. 290, 675

Answer: B

Explanation:
A client starts an LDAP session by connecting to an LDAP server, called a Directory System Agent (DSA), by default on TCP and UDP port 389, or on port 636 for
LDAPS. Global Catalog is available by default on ports 3268, and 3269 for LDAPS.

NEW QUESTION 31
Which option would allow you to make a backup copy of the OS and Check Point configuration, without stopping Check Point processes?

A. All options stop Check Point processes
B. backup

C. migrate export

D. snapshot

Answer: D

NEW QUESTION 36
Of all the Check Point components in your network, which one changes most often and should be backed up most frequently?

A. SmartManager

B. SmartConsole

C. Security Gateway

D. Security Management Server

Answer: D

NEW QUESTION 39
Using ClusterXL, what statement is true about the Sticky Decision Function?

A. Can only be changed for Load Sharing implementations

B. All connections are processed and synchronized by the pivot
C. Is configured using cpconfig

D. Is only relevant when using SecureXL

Answer: A

NEW QUESTION 44
Which Threat Prevention Software Blade provides protection from malicious software that can infect your network computers? (Choose the best answer.)

A. IPS

B. Anti-Virus

C. Anti-Malware

D. Content Awareness

Answer: B

Explanation:

https://scl.checkpoint.com/documents/R81/WebAdminGuides/EN/CP_R81_ThreatPrevention_AdminGuide/To "Check Point Antivirus Software Blade prevents
and stops

threats such as malware, viruses, and Trojans from entering and infecting a network"

Also here -https://lwww.checkpoint.com/downloads/products/antivirus-datasheet.pdf

NEW QUESTION 49

How do logs change when the "Accounting” tracking option is enabled on a traffic rule?

A. Involved traffic logs will be forwarded to a log server.

B. Provides log details view email to the Administrator.

C. Involved traffic logs are updated every 10 minutes to show how much data has passed on the connection.
D. Provides additional information to the connected user.

Answer: C

Explanation:
Accounting - Select this to update the log at 10 minutes intervals, to show how much data has passed in the connection: Upload bytes, Download bytes, and
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browse time. https://scl.checkpoint.com/documents/R81/WebAdminGuides/EN/CP_R81 LoggingAndMonitoring_ AdminGu

NEW QUESTION 51
Fill in the blanks: The collects logs and sends them to the

A. Log server; Security Gateway

B. Log server; security management server

C. Security management server; Security Gateway
D. Security Gateways; log server

Answer: D

Explanation:
Gateways send their logs to the log server.

NEW QUESTION 55
Which two Identity Awareness daemons are used to support identity sharing?

A. Policy Activation Point (PAP) and Policy Decision Point (PDP)

B. Policy Manipulation Point (PMP) and Policy Activation Point (PAP)

C. Policy Enforcement Point (PEP) and Policy Manipulation Point (PMP)
D. Policy Decision Point (PDP) and Policy Enforcement Point (PEP)

Answer: D

Explanation:
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=

NEW QUESTION 57
In R80 Management, apart from using SmartConsole, objects or rules can also be modified using:

A. 3rd Party integration of CLI and API for Gateways prior to R80.

B. A complete CLI and API interface using SSH and custom CPCode integration.
C. 3rd Party integration of CLI and API for Management prior to R80.

D. A complete CLI and API interface for Management with 3rd Party integration.

Answer: B

NEW QUESTION 62
The Gateway Status view in SmartConsole shows the overall status of Security Gateways and Software Blades. What does the Status Attention mean?

A. Cannot reach the Security Gateway.

B. The gateway and all its Software Blades are working properly.

C. At least one Software Blade has a minor issue, but the gateway works.

D. Cannot make SIC between the Security Management Server and the Security Gateway

Answer: C

Explanation:
https://scl.checkpoint.com/documents/R81/WebAdminGuides/EN/CP_R81_LoggingAndMonitoring_AdminGu

NEW QUESTION 65
You have successfully backed up your Check Point configurations without the OS information. What command would you use to restore this backup?

A. restore_backup
B. import backup

C. cp_merge

D. migrate import

Answer: A

NEW QUESTION 70

Tom has connected to the Management Server remotely using SmartConsole and is in the process of making some Rule Base changes, when he suddenly loses
connectivity. Connectivity is restored shortly afterward. What will happen to the changes already made?

A. Tom will have to reboot his SmartConsole computer, clear the cache, and restore changes.

B. Tom will have to reboot his SmartConsole computer, and access the Management cache store on that computer, which is only accessible after a reboot.

C. Tom's changes will be lost since he lost connectivity and he will have to start again.

D. Tom's changes will have been stored on the Management when he reconnects and he will not lose any of his work.

Answer: D

NEW QUESTION 72
Which information is included in the “Extended Log” tracking option, but is not included in the “Log” tracking option?
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A. file attributes

B. application information
C. destination port

D. data type information

Answer: B

NEW QUESTION 73
What is the default tracking option of a rule?

A. Tracking
B. Log

C. None

D. Alert

Answer: B

Explanation:
https://scl.checkpoint.com/documents/R81/WebAdminGuides/EN/CP_R81_LoggingAndMonitoring_AdminGu

NEW QUESTION 74

A network administrator has informed you that they have identified a malicious host on the network, and instructed you to block it. Corporate policy dictates that
firewall policy changes cannot be made at this time. What tool can you use to block this traffic?

A. Anti-Bot protection

B. Anti-Malware protection

C. Policy-based routing

D. Suspicious Activity Monitoring (SAM) rules

Answer: D

Explanation:
https://scl.checkpoint.com/documents/R81/WebAdminGuides/EN/CP_R81_LoggingAndMonitoring_ AdminGu

NEW QUESTION 78
What is the default shell for the command line interface?

A. Clish

B. Admin
C. Normal
D. Expert

Answer: A

Explanation:
https://scl.checkpoint.com/documents/R81/WebAdminGuides/EN/CP_R81_ Gaia_AdminGuide/Topics-GAG/G

NEW QUESTION 83
View the rule below. What does the pen-symbol in the left column mean?

3 . HR can access to social = HE Internet
network applications

4 % All emplovees can access %% Corporate LANs a Internet
YouTube for work purposes 2 Branch Office LAN

& Data Center LAN

A. Those rules have been published in the current session.

B. Rules have been edited by the logged in administrator, but the policy has not been published yet.
C. Another user has currently locked the rules for editing.

D. The configuration lock is presen

E. Click the pen symbol in order to gain the lock.

Answer: B

NEW QUESTION 85

Where is the “Hit Count” feature enabled or disabled in SmartConsole?
A. On the Policy Package

B. On each Security Gateway

C. On the Policy layer
D. In Global Properties for the Security Management Server
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Answer: B

Explanation:
References:

NEW QUESTION 90
In order to modify Security Policies the administrator can use which of the following tools? (Choose the best answer.)

A. SmartConsole and WebUI on the Security Management Server.

B. SmartConsole or mgmt_cli (API) on any computer where SmartConsole is installed.

C. Command line of the Security Management Server or mgmt_cli.exe on any Windows computer.

D. mgmt_cli (API) or WebUI on Security Gateway and SmartConsole on the Security Management Server.

Answer: B

NEW QUESTION 91
Which of the following is NOT a valid deployment option for R80?

A. All-in-one (stand-alone)
B. CloudGuard

C. Distributed

D. Bridge Mode

Answer: B

NEW QUESTION 96
Which type of Check Point license ties the package license to the IP address of the Security Management Server?

A. Central

B. Corporate
C. Local

D. Formal

Answer: A

Explanation:
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=

NEW QUESTION 98
The “Hit count” feature allows tracking the number of connections that each rule matches. Will the Hit count feature work independently from logging and Track
the hits even if the Track option is set to “None”?

A. No, it will not work independentl

B. Hit Count will be shown only for rules with Track options set as Log or alert

C. Yes, it will work independently as long as “analyze all rules” tick box is enabled on the Security Gateway

D. No, it will not work independently because hit count requires all rules to be logged

E. Yes, it will work independently because when you enable Hit Count, the SMS collects the data from supported Security Gateways

Answer: D

NEW QUESTION 100

Which back up method uses the command line to create an image of the OS?
A. System backup

B. Save Configuration

C. Migrate

D. snapshot

Answer: D

NEW QUESTION 105

Which of the following commands is used to verify license installation?
A. Cplic verify license

B. Cplic print

C. Cplic show

D. Cplic license

Answer: B

NEW QUESTION 110

Which part of SmartConsole allows administrators to add, edit delete, and clone objects?

A. Object Browser
B. Object Editor
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C. Object Navigator
D. Object Explorer

Answer: D

NEW QUESTION 111
How can the changes made by an administrator before publishing the session be seen by a superuser administrator?

A. By impersonating the administrator with the ‘Login as...” option

B. They cannot be seen

C. From the SmartView Tracker audit log

D. From Manage and Settings > Sessions, right click on the session and click ‘View Changes...’

Answer: D

Explanation:
From the Smartconsole, you can possibly view the changes via Manage & setting, Sessions

NEW QUESTION 116
Which configuration element determines which traffic should be encrypted into a VPN tunnel vs. sent in the clear?

A. The firewall topologies
B. NAT Rules

C. The Rule Base

D. The VPN Domains

Answer: C

NEW QUESTION 119
One of major features in R80.x SmartConsole is concurrent administration. Which of the following is NOT possible considering that AdminA, AdminB, and AdminC
are editing the same Security Policy?

A. AdminC sees a lock icon which indicates that the rule is locked for editing by another administrator.
B. AdminA and AdminB are editing the same rule at the same time.

C. AdminB sees a pencil icon next the rule that AdminB is currently editing.

D. AdminA, AdminB and AdminC are editing three different rules at the same time.

Answer: B

NEW QUESTION 124
Which of the following is used to enforce changes made to a Rule Base?

A. Publish database
B. Save changes

C. Install policy

D. Activate policy

Answer: A

NEW QUESTION 129
What kind of NAT enables Source Port Address Translation by default?

A. Automatic Static NAT
B. Manual Hide NAT

C. Automatic Hide NAT
D. Manual Static NAT

Answer: C

Explanation:
https://scl.checkpoint.com/documents/R81/WebAdminGuides/EN/CP_R81_SecurityManagement_AdminGuide
NEW QUESTION 132

What is the RFC number that act as a best practice guide for NAT?

A. RFC 1939

B. RFC 1950

C. RFC 1918

D. RFC 793

Answer: C

Explanation:
https://datatracker.ietf.org/doc/html/rfc1918
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NEW QUESTION 135
After the initial installation on Check Point appliance, you notice that the Management interface and default gateway are incorrect. Which commands could you use
to set the IP to 192.168.80.200/24 and default gateway to 192.168.80.1.

A. set interface Mgmt ipv4-address 192.168.80.200 mask-length 24set static-route default nexthop gateway address 192.168.80.1 onsave config
B. add interface Mgmt ipv4-address 192.168.80.200 255.255.255.0add static-route 0.0.0.0.0.0.0.0 gw 192.168.80.1 onsave config

C. set interface Mgmt ipv4-address 192.168.80.200 255.255.255.0add static-route 0.0.0.0.0.0.0.0 gw 192.168.80.1 onsave config

D. add interface Mgmt ipv4-address 192.168.80.200 mask-length 24add static-route default nexthop gateway address 192.168.80.1 onsave config

Answer: A

NEW QUESTION 138
Which of the following is NOT a valid deployment option for R80?

A. All-in-one (stand-alone)

B. Log server

C. SmartEvent

D. Multi-domain management server

Answer: D

NEW QUESTION 143
You are going to perform a major upgrade. Which back up solution should you use to ensure your database can be restored on that device?

A. backup

B. logswitch

C. Database Revision
D. snapshot

Answer: D

Explanation:

The snapshot creates a binary image of the entire root (Iv_current) disk partition. This includes Check Point products, configuration, and operating system.
Starting in R77.10, exporting an image from one machine and importing that image on another machine of the same type is supported.

The log partition is not included in the snapshot. Therefore, any locally stored FireWall logs will not be save

NEW QUESTION 148
An administrator can use section titles to more easily navigate between large rule bases. Which of these statements is FALSE?

A. Section titles are not sent to the gateway side.

B. These sections are simple visual divisions of the Rule Base and do not hinder the order of rule enforcement.
C. A Sectional Title can be used to disable multiple rules by disabling only the sectional title.

D. Sectional Titles do not need to be created in the SmartConsole.

Answer: C

Explanation:

Section titles are only for visual categorization of rules.
NEW QUESTION 149

Which Threat Prevention profile uses sanitization technology?
A. Cloud/data Center

B. perimeter

C. Sandbox

D. Guest Network

Answer: B

Explanation:

Strict Security for Perimeter Profile & Perimeter Profile use sanitization as a technology in Threat prevention profile

NEW QUESTION 153
When an Admin logs into SmartConsole and sees a lock icon on a gateway object and cannot edit that object, what does that indicate?

A. The gateway is not powered on.

B. Incorrect routing to reach the gateway.

C. The Admin would need to login to Read-Only mode

D. Another Admin has made an edit to that object and has yet to publish the change.
Answer: D

NEW QUESTION 157

When changes are made to a Rule base, it is important to to enforce changes.

A. Publish database
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B. Activate policy
C. Install policy
D. Save changes

Answer: C

NEW QUESTION 162
A Check Point Software license consists of two components, the Software Blade and the Software Container. There are types of Software Containers:

A. Two; Security Management and Endpoint Security

B. Two; Endpoint Security and Security Gateway

C. Three; Security Management, Security Gateway, and Endpoint Security
D. Three; Security Gateway, Endpoint Security, and Gateway Management

Answer: C

Explanation:
There are three types of Software Containers: Security Management, Security Gateway, and Endpoint Security. Ref:
https://downloads.checkpoint.com/dc/download.htm?ID=11608

NEW QUESTION 165
Which option in a firewall rule would only match and allow traffic to VPN gateways for one Community in common?

A. All Connections (Clear or Encrypted)
B. Accept all encrypted traffic

C. Specific VPN Communities

D. All Site-to-Site VPN Communities

Answer: C

NEW QUESTION 167
What default layers are included when creating a new policy layer?

A. Application Control, URL Filtering and Threat Prevention
B. Access Control, Threat Prevention and HTTPS Inspection
C. Firewall, Application Control and IPSec VPN

D. Firewall, Application Control and IPS

Answer: B

NEW QUESTION 168
When a Security Gateway sends its logs to an IP address other than its own, which deployment option is installed?

A. Distributed
B. Standalone
C. Bridge Mode
D. Targeted

Answer: A

NEW QUESTION 171

Full synchronization between cluster members is handled by Firewall Kernel. Which port is used for this?
A. UDP port 265

B. TCP port 265

C. UDP port 256

D. TCP port 256

Answer: B

NEW QUESTION 174

URL Filtering cannot be used to:
A. Control Bandwidth issues

B. Control Data Security

C. Improve organizational security
D. Decrease legal liability
Answer: D

Explanation:

https://scl.checkpoint.com/documents/R81/WebAdminGuides/EN/CP_R81_SecurityManagement_AdminGuide

NEW QUESTION 176
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Fill in the blank: When tunnel test packets no longer invoke a response, SmartView Monitor displays for the given VPN tunnel.

A. Down

B. No Response
C. Inactive

D. Failed

Answer: A

NEW QUESTION 177
To enforce the Security Policy correctly, a Security Gateway requires:

A. arouting table

B. awareness of the network topology
C. a Demilitarized Zone

D. a Security Policy install

Answer: B

Explanation:
The network topology represents the internal network (both the LAN and the DMZ) protected by the gateway. The gateway must be aware of the layout of the
network topology to:

NEW QUESTION 180

An administrator is creating an IPsec site-to-site VPN between his corporate office and branch office. Both offices are protected by Check Point Security Gateway
managed by the same Security Management Server (SMS). While configuring the VPN community to specify the pre-shared secret, the administrator did not find a
box to input the pre-shared secret. Why does it not allow him to specify the pre-shared secret?

A. The Gateway is an SMB device

B. The checkbox “Use only Shared Secret for all external members” is not checked

C. Certificate based Authentication is the only authentication method available between two Security Gateway managed by the same SMS
D. Pre-shared secret is already configured in Global Properties

Answer: C

NEW QUESTION 181
What is the Transport layer of the TCP/IP model responsible for?

A. It transports packets as datagrams along different routes to reach their destination.

B. It manages the flow of data between two hosts to ensure that the packets are correctly assembled and delivered to the target application.
C. It defines the protocols that are used to exchange data between networks and how host programs interact with the Application layer.

D. It deals with all aspects of the physical components of network connectivity and connects with different network types.

Answer: B

NEW QUESTION 185
Which Identity Source(s) should be selected in Identity Awareness for when there is a requirement for a higher level of security for sensitive servers?

A. AD Query

B. Terminal Servers Endpoint Identity Agent

C. Endpoint Identity Agent and Browser-Based Authentication
D. RADIUS and Account Logon

Answer: C

Explanation:
Endpoint Identity Agents and Browser-Based Authentication - When a high level of security is necessary.
Captive Portal is used for distributing the Endpoint Identity Agent. IP Spoofing protection can be set to prevent packets from being IP spoofed.

NEW QUESTION 190
When defining group-based access in an LDAP environment with Identity Awareness, what is the BEST object type to represent an LDAP group in a Security
Policy?

A. Access Role

B. User Group

C. SmartDirectory Group
D. Group Template

Answer: A

NEW QUESTION 192

Which of the following cannot be configured in an Access Role Object?
A. Networks

B. Users
C.Time

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



0% Exam Recommend!! Get the Full 156-215.81 dumps in VCE and PDF From SurePassExam
L' Sure https://www.surepassexam.com/156-215.81-exam-dumps.html (340 New Questions)

D. Machines
Answer: C

Explanation:

Access Role objects includes one or more of these objects: Networks.

Users and user groups. Computers and computer groups. Remote Access Clients.
https://scl.checkpoint.com/documents/R81/WebAdminGuides/EN/CP_R81_IdentityAwareness AdminGuide/T

NEW QUESTION 195
Which tool is used to enable cluster membership on a Gateway?

A. SmartUpdate
B. cpconfig

C. SmartConsole
D. sysconfig

Answer: B

Explanation:
References:

NEW QUESTION 198
Which software blade enables Access Control policies to accept, drop, or limit web site access based on user, group, and/or machine?

A. Application Control
B. Data Awareness
C. Identity Awareness
D. Threat Emulation

Answer: A

NEW QUESTION 201
Which one of these features is NOT associated with the Check Point URL Filtering and Application Control Blade?

A. Detects and blocks malware by correlating multiple detection engines before users are affected.

B. Configure rules to limit the available network bandwidth for specified users or groups.

C. Use UserCheck to help users understand that certain websites are against the company’s security policy.

D. Make rules to allow or block applications and Internet sites for individual applications, categories, and risk levels.

Answer: A

NEW QUESTION 203
When connected to the Check Point R80 Management Server using the SmartConsole the first administrator to connect has a lock on:

A. Only the objects being modified in the Management Database and other administrators can connect to make changes using a special session as long as they all
connect from the same LAN network.

B. The entire Management Database and other administrators can connect to make changes only if the first administrator switches to Read-only.

C. The entire Management Database and all sessions and other administrators can connect only as Read-only.

D. Only the objects being modified in his session of the Management Database and other administrators can connect to make changes using different sessions.

Answer: D

NEW QUESTION 206
Fill in the blanks: A license requires an administrator to designate a gateway for attachment whereas a license is automatically attached to a
Security Gateway.

A. Formal; corporate

B. Local; formal

C. Local; central

D. Central; local

Answer: D

NEW QUESTION 208

From SecureXL perspective, what are the tree paths of traffic flow:
A. Initial Path; Medium Path; Accelerated Path
B. Layer Path; Blade Path; Rule Path

C. Firewall Path; Accept Path; Drop Path

D. Firewall Path; Accelerated Path; Medium Path

Answer: D

NEW QUESTION 211
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Which type of Check Point license is tied to the IP address of a specific Security Gateway and cannot be transferred to a gateway that has a different IP address?

A. Formal

B. Central
C. Corporate
D. Local

Answer: D

Explanation:

Local licensing is associated with the IP address of the Security Gateway, to which the license will be applied.
Each time the IP address of the Security Gateway changes, a new license must be generated and installed.
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=

NEW QUESTION 215
Which SmartConsole tab is used to monitor network and security performance?

A. Manage & Settings
B. Security Policies

C. Gateway & Servers
D. Logs & Monitor

Answer: D

NEW QUESTION 219
Examine the sample Rule Base.
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What will be the result of a verification of the policy from SmartConsole?

A. No errors or Warnings

B. Verification Erro

C. Empty Source-List in Rule 5 (Mail Inbound)

D. Verification Erro

E. Rule 4 (Web Inbound) hides Rule 6 (Webmaster access)
F. Verification Erro

G. Rule 7 (Clean-Up Rule) hides Implicit Clean-up Rule

Answer: C

NEW QUESTION 224

Which of the following is NOT supported by Bridge Mode Check Point Security Gateway
A. Antivirus

B. Data Loss Prevention

C. NAT

D. Application Control

Answer: C

NEW QUESTION 228
What is the main difference between Threat Extraction and Threat Emulation?
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A. Threat Emulation never delivers a file and takes more than 3 minutes to complete
B. Threat Extraction always delivers a file and takes less than a second to complete
C. Threat Emulation never delivers a file that takes less than a second to complete

D. Threat Extraction never delivers a file and takes more than 3 minutes to complete

Answer: B
NEW QUESTION 233

You have created a rule at the top of your Rule Base to permit Guest Wireless access to the Internet. However, when guest users attempt to reach the Internet,
they are not seeing the splash page to accept your Terms of Service, and cannot access the Internet. How can you fix this?

Name Source Destination VPN Services & Action Track
Applications
1 0 Guest GuestUsers | * Any *Any | * Any Accept | Log
Access

A. Right click Accept in the rule, select “More”, and then check “Enable Identity Captive Portal”
B. On the firewall object, Legacy Authentication screen, check “Enable Identity Captive Portal”
C. In the Captive Portal screen of Global Properties, check “Enable Identity Captive Portal”

D. On the Security Management Server object, check the box “Identity Logging”

Answer: A

NEW QUESTION 238
What is a role of Publishing?

A. The Publish operation sends the modifications made via SmartConsole in the private session and makes them public
B. The Security Management Server installs the updated policy and the entire database on Security Gateways

C. The Security Management Server installs the updated session and the entire Rule Base on Security Gateways

D. Modifies network objects, such as servers, users, services, or IPS profiles, but not the Rule Base

Answer: A

NEW QUESTION 240
Which policy type is used to enforce bandwidth and traffic control rules?

A. Access Control

B. Threat Emulation
C. Threat Prevention
D. QoS

Answer: D

Explanation:
https://scl.checkpoint.com/documents/R80.30/WebAdminGuides/EN/CP_R80.30_QoS_AdminGuide/html_fram

NEW QUESTION 242
What command would show the API server status?

A. cpm status

B. api restart

C. api status

D. show api status

Answer: D

NEW QUESTION 243

What is NOT an advantage of Stateful Inspection?
A. High Performance

B. Good Security

C. No Screening above Network layer

D. Transparency

Answer: A

NEW QUESTION 246

The CDT utility supports which of the following?
A. Major version upgrades to R77.30

B. Only Jumbo HFA'’s and hotfixes

C. Only major version upgrades to R80.10

D. All upgrades

Answer: D
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NEW QUESTION 249
You want to verify if there are unsaved changes in GAIA that will be lost with a reboot. What command can be used?

A. show unsaved

B. show save-state

C. show configuration diff
D. show config-state

Answer: D

NEW QUESTION 254

Fill in the blank: With the User Directory Software Blade, you can create user definitions on a(n) Server.
A. SecurlD

B. LDAP

C. NT domain

D. SMTP

Answer: B

Explanation:

https://scl.checkpoint.com/documents/R81/WebAdminGuides/EN/CP_R81_SecurityManagement_AdminGuide

NEW QUESTION 259
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