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NEW QUESTION 1
In the Campus NGFW use case, which capability is provided by NGFW & NGIPS?

A. Flexible AAA Options

B. Identity Services Engine

C. Differentiated Mobile Access

D. High throughput maintained while still protecting domains against threats

Answer: D

NEW QUESTION 2
Which statement best embodies trust-centric security?

A. Protect users from attacks by enabling strict security policies.

B. Prevent attacks via an intelligence-based policy then detect, investigate, and remediate.

C. Verify before granting access via identity-based policies for users, devices, apps, and locations.
D. Verify before granting access via MDM software.

Answer: B

NEW QUESTION 3
Which two Cisco products remediate network, cloud, and endpoint threats? (Choose two.)

A. pxGrid

B. Cisco Security Connector
C. Duo

D. Stealthwatch

E. AMP for Endpoints

Answer: AE

NEW QUESTION 4
What are three main areas of the Cisco Security Portfolio? (Choose three )

A. Roaming Security

B. Advanced Threat

C. Cloud Security

D. loT Security

E. Voice & Collaboration
F. Firewalls

Answer: BCD

NEW QUESTION 5
Where do you start to achieve true network visibility?

A.OT

B. Branches
C.IT

D. Fabric Level

Answer: D

NEW QUESTION 6
Which two products empower customers to create secure next-gen networks? (Choose two.)

A. ISE

B. AMP

C. MFA

D. ACI

E. SD-Access

Answer: AE

NEW QUESTION 7

Which two elements does Advanced Malware Protection provide? (Choose two.)
A. dynamic URL filtering

B. advanced analytics

C. dynamic data analysis

D. intrusion analysis

E. reputation analytics

Answer: BC
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NEW QUESTION 8

What are three security blind spots that must be addressed? (Choose three.)

AT

B. Workloads
C. Applications
D. Networks
E. Email

F. Data

Answer: CDF

NEW QUESTION 9
What is used to reduce attack surfaces?

A. Remediation
B. Access

C. Segmentation
D. Device trust

Answer: A

NEW QUESTION 10

What are two common customer obstacles? (Choose two.)
A. Limited resources

B. Lack of solution integration

C. Security system blackouts

D. Compliance regulations

E. High turnover of IT professionals

Answer: CD

NEW QUESTION 10

Which feature of ISE provides role-based access control and command level authorization with logging for auditing?

A. Platform exchange grid
B. TACACS+Device Administration
C. Context-aware access
D. Centralized policy management

Answer: B

NEW QUESTION 12

What are three main solutions areas for Advanced Threat? (Choose three.)

A. Network Analytics
B. Threat Analytics

C. Threat Defense

D. Malware Protection
E. NGFW

F. Intrusion Analytics

Answer: AC

NEW QUESTION 14

What are two critical networking challenges? (Choose two.)
A. Orchestration

B. Automation

C. Access

D. Threat protection

E. Visibility

Answer: AC

NEW QUESTION 17

Which feature of AnyConnect provides customers the ability to monitor endpoint application usage to uncover potential behavior anomalies?

A. Network Visibility Module

B. Trusted Network Detection

C. Differentiated Mobile Access

D. Secure Layer 2 Network Access

Answer: B
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NEW QUESTION 18
What does remote access use to verify identity?

A. MFA

B. Agents

C. Remote Access VPN
D. AMP for Endpoints

Answer: C

NEW QUESTION 20
What are three benefits that Cisco Umbrella brings to DNS-Layer Security? (Choose three.)

A. Malware scanning

B. Off-network security
C. Predictive intelligence
D. Breach mitigation

E. Reputation filtering

F. Recursive DNS

Answer: AEF

NEW QUESTION 25
Which two products are involved in granting safe access to apps? (Choose two.)

A. SD-Access
B. Duo

C. TrustSec
D. ACI

E. ISE

Answer: AC

NEW QUESTION 26
What are two key advantages of Cisco's Security Solutions Portfolio? (Choose two.)

A. Cisco Security provides flexible, simple, and integrated advanced threat detection, through a multilayered approach.
B. The Cisco Security Portfolio offers realtime access control and event monitoring to drive business outcomes.

C. The Cisco Security Portfolio provides security across the entire business environment.

D. Cisco Security provides direct, simple, and balanced detection by driving customer outcomes.

E. An effective security solution portfolio can help customers overcome ever-growing security challenges.

Answer: AB

NEW QUESTION 27
What are two solutions Cisco offers for email security? (Choose two.)

A. Cloudlock

B. AMP for Email Security
C. Umbrella

D. Meraki

E. Tetration

Answer: AC

NEW QUESTION 30
What are the competing IT and Operation Technology (OT) priorities that make securing loT difficult?

A. Hackers vs safety

B. Malfunctions v

C. output

D. Security vs availability
E. Innovation v

F. manufacturing

Answer: A

NEW QUESTION 33
Which three customer business objectives does Cisco's Advanced Threat solutions address? (Choose three.)

A. Accelerated firewall implementation

B. Lower TCO through intelligent APl management
C. Complete protection with holistic defense

D. Visibility and control with a managed environment
E. Comprehensive support with flexible solutions

F. Secure communications with advanced access
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Answer: DE

NEW QUESTION 36
What are two key capabilities of Meraki? (Choose two.)

A. application visibility and control

B. security automation

C. contextual awareness

D. device profiling

E. identity-based and device-aware security

Answer: AD

NEW QUESTION 39
What do customers receive when implementing TrustSec?

A. SL decryption enabling secure communications on and off company networks

B. Context-aware access enhancing the forensic capabilities available to their IT team

C. Device profiling and onboarding, enabling businesses to control company role policies across all network services 1
D. Dynamic role-based access control that enables them to enforce business role policies across all network services

Answer: D

NEW QUESTION 43
What are three key benefits of Cisco NGFW? (Choose three.)

A. Reduces throughput

B. Prepares defenses

C. Reduces complexity

D. Identifies anomalous traffic

E. Detects and remediates threats faster
F. Increases traffic latency

Answer: BCE

NEW QUESTION 45

Which feature of Cognitive Intelligence can separate statistically normal traffic from anomalous traffic?

A. Event classification
B. Anomaly detection
C. Anomaly modeling
D. Trust modeling

Answer: B

NEW QUESTION 47
Which two attack vectors are protected by Web Security? (Choose two.)

A. Data Center
B. Email

C. Voicemall
D. Cloud

E. Web

Answer: AE

NEW QUESTION 51
Which two features are part of Cisco Web security? (Choose two.)

A. intrusion prevention

B. user authentication

C. user identity tracking

D. URL filtering & dynamic content analysis
E. device profiling and onboarding

Answer: AD

NEW QUESTION 52
What does ThreatGrid integrate?

A. File trajectory and time signatures

B. Threat intelligence and access control

C. File reputation and behavioral indications of compromise
D. Malware analysis and threat intelligence
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Answer: D

NEW QUESTION 56
What is a key feature of Duo?

A. Provides SSL VPN

B. Authenticates user identity for remote access
C. Automates policy creation for IT staff

D. Supports pxGrid

Answer: A

NEW QUESTION 58
Which feature of AnyConnect provides better access security across wired and wireless connections with 802.1X?

A. Trusted Network Detection

B. Secure Layer 2 Network Access
C. Flexible AAA Options

D. AnyConnect with AMP

Answer: D

NEW QUESTION 62
What are two features provided by ISE? (Choose two.)

A. Guest Management

B. DDOS attack prevention

C. Network visibility

D. Centralized policy management
E. Device Firewalling

Answer: BD

NEW QUESTION 64
Which feature of ISE has the capability to encounter a device new on the market, and correctly profile it to onboard it quickly and easily?

A. Centralized policy management
B. Platform exchange grid

C. Context-aware access

D. Device profiling

Answer: C

NEW QUESTION 65
What are two common seller obstacles? (Choose two.)

A. Unresponsive potential customers
B. Overcrowded portfolios

C. Complexity of solution components
D. Seller competition

E. Fragmented solutions

Answer: AC

NEW QUESTION 68
On average, how many days elapse before businesses discover that they have been hacked?

Answer: C

NEW QUESTION 71
Which two IoT environment layers are protected by Stealthwatch? (Choose two.)

A. Things

B. Endpoints

C. Internet/Cloud
D. Access Points
E. Control Layer

Answer: AD
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NEW QUESTION 75
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