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NEW QUESTION 1
DRAG DROP

Drag and drop the code to complete the script to search Cisco ThreatGRID and return all public submission records associated with cisco.com. Not all options are

used.
Select and Place:

import requests

BAPI KEY = 'asdfl234a=sdfl234asdf1234°

QUERY = ' '

URL = 'httpa://panacea.threatgrid.com/api/v2/ | f|

PARAMS={"g" : QUERY, "api key":API KEY]
request = requests.get (url=URL, params=PARAMS)

print (regquest.json)

submi=asiona | public query

cl3co ] [ search Clsco . Ccom

A. Mastered
B. Not Mastered

Answer: A

Explanation:

import regquests

ARPI_KEY = 'a=zdfl234asdfl234asdf1234°'

QUERY = ! ciaco.com L

URL = 'https://panacea.threatgrid.com/api/v2/ search J | submiasions
PARAMS={"g" : QUERY, "api key":API KEY]
request = reqgquests.get (url=URL, params=PARAMS)

print (requesat.json)

submissions | public query

cisco ] [ search cisco.com

NEW QUESTION 2
DRAG DROP

Drag and drop the code to complete the curl query to the Umbrella Reporting API that provides a detailed report of blocked security activity events from the

organization with an organizationld of "12345678" for the last 24 hours. Not all options are used.
Select and Place:

curl --include --header "Authorization: Basic %base64string%"

https://reports.api.umbrella.com/vl/

Fd
12345678 security-activity
security-activity-events organizations
organizationId sgscurity-events

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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curl =-=include =--=header "Authorization: Basic %basetdstring%"
https://reports.api.umbrella.com/vl/ organizations /
organizationId /! security-activity
12345678 security-activity

security-activity-events

organizations

organizationId

security-events

NEW QUESTION 3
DRAG DROP

Drag and drop the code to complete the curl command to query the Cisco Umbrella Investigate API for the umbrella popularity list. Not all options are used.

Select and Place:

curl -H "Authorization:

FYourToken%"

"https://investigate.api.umbrella.com/

tophundred Basic

topmillion

Bearer topthousand

A. Mastered
B. Not Mastered

Answer: A

Explanation:

curl —-H "Authorization: Bearer

EYourTokeni"

"https://investigate.api.umbrella.com/| topmillion ("

tophundred Basic

topmillion

Bearer topthousand

NEW QUESTION 4

Which two URI parameters are needed for the Cisco Stealthwatch Top Alarm Host v1 API? (Choose two.)

A. startAbsolute

B. externalGeos

C. tenantld

D. intervalLength
E. taglD

Answer: CE

NEW QUESTION 5

def guary(config, sscret, url, payload):
print{"query url=" + url)
print{" regueat=' + payload)

handler = urllib.request.HTTPSHandler (context=config.get =al context())
opener = urllib.request.build opener (handler)
rest_request = urllib.reguest.Request(url=url, data=atr.encode (payload))

reat recquest.add header('Content-Type', 'application/json')

reat request.add header('Accept’, 'application/j=zon’)

b64 = basefd.bédencode ((config.get_node name{) + ':' + secret).encode()) .decode()
rest request.add header('Authorization', "Basic ' + bé&4)

rest response = Oopener.open|(rest regquest)

print{" response statua=' + str(rest response.getcode()))

print{' response content=' + rest response.read().decode()})

Refer to the exhibit. A Python function named "query" has been developed and the goal is to use it to query the service "com.cisco.ise.session" via Cisco pxGrid
2.0 APIs. How is the function called, if the goal is to identify the sessions that are associated with the IP address 10.0.0.50?

A. query(config, secret, "getSessionBylpAddress/10.0.0.50", "ipAddress")

The Leader of IT Certification

visit - https://www.certleader.com



CertLeader:

Toader of IT Cortifications https://www.certleader.com/300-735-dumps.html (0 Q&AS)

100% Valid and Newest Version 300-735 Questions & Answers shared by Certleader

B. query(config, "10.0.0.50", url, payload)
C. query(config, secret, url, "10.0.0.50")
D. query(config, secret, url, {"ipAddress": "10.0.0.50"})

Answer: D

NEW QUESTION 6

DRAG DROP
def query(config, secret, url, payload):
print ('query url=' + url)
print(' request="' + payload)
handler = urllib.regquest.HTTPSHandler (context=config.get s=l1 context())
opener = urllib.request.build opener (handler)

reat request

= urllib.requeat.Requesat (url=url, data=str.encode (payload))

rest_request.add header('Content-Type', 'application/json')
rest_request.add_header('Accept', ‘application/json')

Dby = base&ﬁ.bﬁﬁcncadei[ccnfiq.g&t_nade_name{: + ":' + smecret) .encode()) .decode()
rest request.add header('Autheorizaticn', 'Basic ' + bed)

rest response = opener.open(rest reguest)

print ("' response status="' + str(rest_ response.getcoda()))

print (' response content=" + rest response.read().deccde())

Refer to the exhibit. A Python function named "query" has been developed, and will be used to query the service "com.cisco.ise.session" via Cisco pxGrid 2.0
APIs. Drag and drop the code to construct a Python call to the "query” function to identify the user groups that are associated with the user "fred". Not all options

are used. Select and Place:

query (

"getUserGroupByUserName", "fred" url
'{ "userName": "fred" }' secret
A. Mastered
B. Not Mastered
Answer: A
Explanation:
query ( | "getUserGroupByUserName", "fred" | « secret ’
url ’ '{ "userName": "fred" }° )
"getUserGroupByUserName", "fred" url
'{ "userName": "fred" }°' secret

NEW QUESTION 7

Which API is designed to give technology partners the ability to send security events from their platform/service/appliance within a mutual customer's environment

to the Umbrella cloud for enforcement?
A. Cisco Umbrella Management API

B. Cisco Umbrella Security Events API
C. Cisco Umbrella Enforcement API

D. Cisco Umbrella Reporting API

Answer: C

NEW QUESTION 8

Which curl command lists all tags (host groups) that are associated with a tenant using the Cisco Stealthwatch Enterprise API?

A. curl -X PUT"Cookie:{Cookie Data}"https://{stealthwatch_host}/smc-configuration/rest/vl/tenants/{tenant_id}/tags

B. curl -X POST -H"Cookie:{Cookie Data}"https://{stealthwatch_host}/smc-configuration/rest/v1l/tenants/tags

C. curl -X GET -H"Cookie:{Cookie Data}"https://{stealthwatch_host}/smc-configuration/rest/vl/tenants/{tenant_id}/tags
D. curl -X GET -H"Cookie:{Cookie Data}"https://{stealthwatch_host}/smc- configuration/rest/vl/tenants/tags
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Answer: C

NEW QUESTION 9

import requests

API KEY = "12345678%abcdef™

URL = "https://example.obsrvbl.com/api/v3/alerts/alert/"
HEADERS = {"Authorization": "Bearer {}".format (API_ KEY) }

response = requests.get (URL, headers=HEADERS)

Refer to the exhibit. A security engineer created a script and successfully executed it to retrieve all currently open alerts. Which print command shows the first

returned alert?

A. print(response[data][0])

B. print(response[results][0])

C. print(response.json()[data][0])
D. print(response.json()[results][0])

Answer: A

NEW QUESTION 10

import json
import requests

BASE_URL = "https://investigate.api.umbrella.com"
HEADERS = {"Authorization": "Bearer %YourToken%"}

—-——MISSTNG CODE-—-—-

request= requests.get (URL, parmas= PARAMS,
verify=False)

Refer to the exhibit. A network operator must create a Python script that makes an API request to Cisco Umbrella to do a pattern search and return all matched

URLSs with category information.
Which code completes the script?

A. URL = BASE_URL + "ffind/exa\[a-z\]ple.com" PARAMS = { "categoryinclude" : "true"}
B. URL = BASE_URL + "/find/exa\[a-z\]ple.com" PARAMS = { "returncategory" : "true"}
C. URL = BASE_URL + "ffind/exa\[a-z\]ple.com” PARAMS = { "includeCategory" : "true"}
D. URL = BASE_URL + "/ffind/exa\[a-z\]ple.com" PARAMS = { "returnCategory" : "true"}

Answer: D

NEW QUESTION 10
Which two statements describe the characteristics of API styles for REST and RPC? (Choose two.)

A. REST-based APIs function in a similar way to procedures.
B. REST-based APIs are used primarily for CRUD operations.
C. REST and RPC API styles are the same.

D. RPC-based APIs function in a similar way to procedures.
E. RPC-based APIs are used primarily for CRUD operations.

Answer: BD

NEW QUESTION 11

The Cisco Security Management Appliance APl is used to make a GET call using the URI
/sma/api/v2.0/reporting/mail_incoming_traffic_summary/detected_amp?startDate=2016-09-10T19:00:00.000Z&endDate=2018-
0924T23:00:00.000Z&device_type=esa&device_name=esa0l.

What does this GET call return?

A. values of all counters of a counter group, with the device group name and device type for web
B. value of a specific counter from a counter group, with the device name and type for email

C. value of a specific counter from a counter group, with the device name and type for web

D. values of all counters of a counter group, with the device group name and device type for email

Answer: D
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NEW QUESTION 15
Which two APls are available from Cisco ThreatGRID? (Choose two.)

A. Access

B. User Scope

C. Data

D. Domains

E. Curated Feeds

Answer: CE

NEW QUESTION 18
DRAG DROP
Drag and drop the code to complete the Cisco Umbrella Investigate WHOIS query that returns a list of domains that are associated with the email address

"admin@example.com”. Not all options are used.
Select and Place:

"https://investigate.api.umbrella.com/ /
_.|||I n
[ email emails WHOIS
[ admin@example.com whois {admin@example.com}
A. Mastered

B. Not Mastered

Answer: A
Explanation:
"https://investigate.api.umbrella.com/ WHOIS !
emails i adminfexample.com |"
email emails WHOIS
adminBexample.com whois {adminfexample.com}

NEW QUESTION 19
Which header set should be sent with all API calls to the Cisco Stealthwatch Cloud API?
A. Content-Type: application/json

Accept: application/json

Authorization: Bearer <api_key>

Content-Type: application/json
Accept: application/json
Authorization: ApiKey <username>:<api_key>
C. Content-Type: application/json
Accept: application/json
Authorization: Basic <api_key>
D. Content-Type: application/json
Accept: application/json
Authorization: <username=>:<api_key>

Answer: B

NEW QUESTION 23
Which API is used to query if the domain “example.com” has been flagged as malicious by the Cisco Security Labs team?

A. https://s-platform.api.opendns.com/1.0/events?example.com

B. https://investigate.api.umbrella.com/domains/categorization/example.com
C. https://investigate.api.umbrella.com/domains/volume/example.com

D. https://s-platform.api.opendns.com/1.0/domains?example.com
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Answer: B

NEW QUESTION 28

Refer to the exhibit. A network operator wrote a Python script to retrieve events from Cisco AMP.

import requests

CLIENT_ID = ‘alb2c3d4e5f6g7h8i9j0°
API_KEY = 'a1b2c3d4-e5f6-g7h8-i9j0-k112m3n405p6’

--—-MISSING CODE----

URL = BASE_URL+'/v1/events’
request = requests.get(url, auth=(amp_client_id, amp_api_key))

Against which API gateway must the operator make the request?

A. BASE_URL = *https://api.amp.cisco.com”
B. BASE_URL = “https://amp.cisco.com/api”
C. BASE_URL = “https://amp.cisco.com/api/”
D. BASE_URL = *https://api.amp.cisco.com/”

Answer: A

NEW QUESTION 33

Request URL:

https://198.18.133.8/api/fdm/v1/policy/intrusionpolicies

Refer to the exhibit.

What is the purpose of the API represented by this URL?

A. Getting or setting intrusion policies in FMC

B. Creating an intrusion policy in FDM

C. Updating access policies

D. Getting the list of intrusion policies configured in FDM

Answer: D

NEW QUESTION 37

Which query parameter is required when using the reporting API of Cisco Security Management Appliances?

A. device_type

B. query_type
C. filterValue
D. startDate + endDate

Answer: D

NEW QUESTION 38
DRAG DROP

Drag and drop the code to complete the URL for the Cisco AMP for Endpoints APl POST request so that it will add a sha256 to a given file_list using file_list_guid.

Select and Place:

https://api.amp.cisco.comivi

files

file_lists

{:sha256}

{:file_list_gquid}

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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https://api.amp.cisco.comiv

/ file_lists | gl _tist_guidp |/ files / (:sha256)
files file_lists
{:sha256} {:file_list_guid}

NEW QUESTION 39
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