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NEW QUESTION 1
Which behaviors exist for certificate revocation lists (CRLs) on FortiAuthenticator? (Choose two)

A. CRLs contain the serial number of the certificate that has been revoked
B. Revoked certificates are automaticlly placed on the CRL

C. CRLs can beexported only through the SCEP server

D. All local CAs share the same CRLs

Answer: AB

NEW QUESTION 2
How can a SAML metada file be used?

A. To defined a list of trusted user names

B. To import the required IDP configuration

C. To correlate the IDP address to its hostname
D. To resolve the IDP realm for authentication

Answer: B

NEW QUESTION 3
You are a Wi-Fi provider and host multiple domains. How do you delegate user accounts, user groups and permissions per domain when theyare authenticating on
a single FortiAuthenticator device?

A. Automatically import hosts from each domain as they authenticate
B. Create multiple directory trees on FortiAuthenticator

C. Create realms

D. Create user groups

Answer: C

NEW QUESTION 4
Which EAP method is known as the outer authentication method?

A. PEAP

B. EAP-GTC
C. EAP-TLS

D. MSCHAPV2

Answer: A

NEW QUESTION 5
What are three key features of FortiAuthenticator? (Choose three)

A. Identity management device
B. Log server

C. Certificate authority

D. Portal services

E. RSSO Server

Answer: ACD

NEW QUESTION 6
At a minimum, which two configurations are required to enable guest portal services on FortiAuthenticator? (Choose two)

A. Configuring a portal policy

B. Configuring at least on post-login service

C. Configuring a RADIUS client

D. Configuring an external authentication portal

Answer: AB

NEW QUESTION 7

You are a FortiAuthenticator administrator for a large organization. Users who are configured to use FortiToken 200 for two-factor authentication can no longer
authenticate. You have verified that only the users with two-factor authentication are experiencing the issue.

What can couse this issue?

A. On of the FortiAuthenticator devices in the active-active cluster has failed
B. FortiAuthenticator has lose contact with the FortiToken Cloud servers

C. FortiToken 200 licence has expired

D. Time drift between FortiAuthenticator and hardware tokens

Answer: D
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NEW QUESTION 8
Which two are supported captive or guest portal authentication methods? (Choose two)

A. LinkedIn
B. Apple ID
C. Instagram
D. Email

Answer: AD

NEW QUESTION 9
Which option correctly describes an SP-initiated SSO SAML packet flow for a host without a SAML assertion?

A. Service provider contacts idendity provider, idendity provider validates principal for service provider, service provider establishes communication with principal
B. Principal contacts idendity provider and is redirected to serviceprovider, principal establishes connection with service provider, service provider validates
authentication with identify provider

C. Principal contacts service provider, service provider redirects principal to idendity provider, after succesfull authentication identify provider redirects principal to
service provider

D. Principal contacts idendity provider and authenticates, identity provider relays principal to service provider after valid authentication

Answer: C

NEW QUESTION 10
Which two features of FortiAuthenticator are used for EAP deployment? (Choose two)

A. Certificate authority

B. LDAP server

C. MAC authentication bypass
D. RADIUS server

Answer: AD

NEW QUESTION 10
Which two SAML roles can Fortiauthenticator be configured as? (Choose two)

A. ldendity provider
B. Principal

C. Assertion server
D. Service provider

Answer: AD

NEW QUESTION 13
Which statement about the guest portal policies is true?

A. Guest portal policies apply only to authentication requests coming from unknown RADIUS clients
B. Guest portal policies can be used only for BYODs

C. Conditions in the policy apply only to guest wireless users

D. All conditions in the policy must match before a user is presented with the guest portal

Answer: D

NEW QUESTION 14
A device or useridentity cannot be established transparently, such as with non-domain BYOD devices, and allow users to create their own credentialis.
In this case, which user idendity discovery method can Fortiauthenticator use?

A. Syslog messaging or SAML IDP
B. Kerberos-base authentication
C. Radius accounting

D. Portal authentication

Answer: D

NEW QUESTION 17

What happens when a certificate is revoked? (Choose two)

A. Revoked certificates cannot be reinstated for any reason

B. All certificates signed by a revoked CA certificate are automatically revoked
C. Revoked certificates are automatically added to the CRL

D. External CAs will priodically query Fortiauthenticator and automatically download revoked certificates

Answer: CD

NEW QUESTION 21
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