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NEW QUESTION 1
A FortiEDR security event is causing a performance issue with a third-parry application. What must you do first about the event?

A. Contact Fortinet support

B. Terminate the process and uninstall the third-party application

C. Immediately create an exception

D. Investigate the event to verify whether or not the application is safe

Answer: C

NEW QUESTION 2
Which two types of remote authentication does the FortiEDR management console support? (Choose two.)

A. Radius
B. SAML

C. TACACS
D. LDAP

Answer: AD

NEW QUESTION 3
An administrator finds a third party free software on a user's computer mat does not appear in me application list in the communication control console
Which two statements are true about this situation? (Choose two)

A. The application is allowed in all communication control policies

B. The application is ignored as the reputation score is acceptable by the security policy
C. The application has not made any connection attempts

D. The application is blocked by the security policies

Answer: AD

NEW QUESTION 4

Based on the FortiEDR status output shown in the exhibit, which two statements about the FortiEDR collector are true? (Choose two.)

A. The collector device has windows firewall enabled

B. The collector has been installed with an incorrect port number

C. The collector has been installed with an incorrect registration password
D. The collector device cannot reach the central manager

Answer: BD

NEW QUESTION 5

What is the role of a collector in the communication control policy?

A. A collector blocks unsafe applications from running

B. A collector is used to change the reputation score of any application that collector runs
C. A collector records applications that communicate externally

D. A collector can quarantine unsafe applications from communicating

Answer: A

NEW QUESTION 6
Refer to the exhibit.
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Based on the event shown in the exhibit, which two statements about the event are true? (Choose two.)

A. The NGAV policy has blocked TestApplication exe
B. TestApplication exe is sophisticated malware

C. The user was able to launch TestApplication exe
D. FCS classified the event as malicious

Answer: AB

NEW QUESTION 7
Refer to the exhibit.
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Based on the event exception shown in the exhibit which two statements about the exception are true? (Choose two)
A. A partial exception is applied to this event

B. FCS playbooks is enabled by Fortinet support

C. The exception is applied only on device C8092231196

D. The system owner can modify the trigger rules parameters

Answer: AC

NEW QUESTION 8
Exhibit.
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Based on the event shown in the exhibit which two statements about the event are true? (Choose two.)

A. The device is moved to isolation.

B. Playbooks is configured for this event.
C. The event has been blocked

D. The policy is in simulation mode

Answer: BD

NEW QUESTION 9

The FortiEDR axe classified an event as inconclusive, out a few seconds later FCS revised the classification to malicious. What playbook actions ate applied to the

event?

A. Playbook actions applied to inconclusive events
B. Playbook actions applied to handled events

C. Playbook actions applied to suspicious events
D. Playbook actions applied to malicious events

Answer: D

NEW QUESTION 10
Which threat hunting profile is the most resource intensive?

A. Comprehensive

B. Inventory

C. Default

D. Standard Collection

Answer: A

NEW QUESTION 10
Which two statements about the FortiEDR solution are true? (Choose two.)

A. It provides pre-infection and post-infection protection
B. It is Windows OS only

C. It provides central management

D. It provides pant-to-point protection

Answer: AD

NEW QUESTION 12

How does FortiEDR implement post-infection protection?

A. By preventing data exfiltration or encryption even after a breach occurs
B. By using methods used by traditional EDR

C. By insurance against ransomware

D. By real-time filtering to prevent malware from executing

Answer: D

NEW QUESTION 16
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