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NEW QUESTION 1

A company has deployed a new application. Users are complaining they cannot connect. The administrator suspects there is an issue with the Distributed Firewall
(DFW).

What three steps can be taken to troubleshoot the DFW? (Choose three.)

A. The administrator should confirm that SLOT 2, which is used by the DFW, is configured under the vNICs of the VMs.

B. The administrator should configure vRealize Log Insight using the Insight agent as the type and review the DFW rule logs in vRealize Log Insight.

C. The administrator should confirm if the DFW rule is set to log, and then look on the hypervisor where the VMs reside and look at logs at /var/log/dfwpktlogs.log.
D. The administrator should verify firewall rules exist to permit traffic and verify the hit counters are increasing.

E. The administrator should configure vRealize Log Insight using syslog as the type and review the DFW rule logs in vRealize Log Insight.

Answer: CDE

NEW QUESTION 2
In a Workspace ONE deployment, which three are valid pre-configured sources for creating a baseline with the Baseline Wizard? (Choose three.)

A. GPO Connector

B. Registry File Import

C. Windows Security Baseline
D. CIS Benchmarks

E. Custom Baseline

Answer: CDE

NEW QUESTION 3
Which three tasks are completed during the installation of NSX-T Data Center Workflow for vSphere? (Choose three.)

A. install NSX Edges, then create an NSX Edge cluster

B. create transport zones and set type to Overlay and VLAN; create host transport nodes and standard or enhanced N-VDS/VDS as needed
C. install the NSX Manager, configure a compute manager, deploy additional NSX Manager nodes to form a cluster

D. install NSX Tier-0 or Tier-1 gateways, then create an NSX Edge cluster

E. create transport zones and set type to VXLAN and VLAN; create host transport nodes and standard or enhanced N-VDS/VDS as needed

Answer: ABC

NEW QUESTION 4
Which of the following statements is true about Monitor Port Mirroring Sessions in NSX-T Data Center?

A. This feature requires a SPAN compliant appliance.

B. A source mirror port can be in more than one mirror session.

C. A source mirror port cannot be in more than one mirror session.
D. This feature requires an IPFIX compliant collector.

Answer: C

NEW QUESTION 5
What is the purpose of Flow Statistics in an NSX-T Data Center firewall rule?

A. Itis a toggle for turning on NETFLOW monitoring for a particular firewall rule.
B. It is a read-only field that displays the byte, packet count, and sessions.

C. ltis a toggle for disabling display of the byte, packet count, and sessions.

D. It is a read-only field that displays any NETFLOW traffic analysis.

Answer: C

NEW QUESTION 6

How does an NSX-T Data Center firewall rule handle an Apply To setting for the firewall policy and firewall rule?
A. The rule Apply To will take precedent.

B. The first Apply To created will take precedent.

C. The last Apply To created will take precedent.

D. The policy Apply To will take precedent.

Answer: B

NEW QUESTION 7

What is the number of NSX managers that can be deployed in a NSX-T Data Center production environment?
A. a single NSX Manager and three NSX Controllers

B. a NSX Management Cluster of three Managers and a NSX Controllers Cluster of three Controllers

C. a single NSX Management Cluster of three Managers which includes the NSX Controller function

D. a single NSX Manager and a single NSX Controller

Answer: B
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NEW QUESTION 8

Which two options are available for Windows Update Source when creating a Windows Profile for patch management in a Workspace ONE deployment? (Choose

two.)

A. VMware Update Manager
B. VMware Update Service
C. Cloud Update Service

D. WSUS

Answer: BE

NEW QUESTION 9

An administrator is trying to create a new access policy rule in Workspace ONE Access. Which two options are available when creating this new access policy rule.

(Choose two.)

A. Device OS Version

B. Network Range

C. Compliance State

D. Device Ownership

E. Authentication Method

Answer: BE

NEW QUESTION 10

In a Workspace ONE environment, which two Risk Indicators are supported on the Windows 10 & MacOS platforms? (Choose two.)

A. Risky Setting

B. Compulsive App Download
C. App Collector

D. Rare App Collector

E. Laggard Update

Answer: BD

NEW QUESTION 10
Where in the NSX Ul does an administrator deploy NSX Intelligence?

A. Go to Plan & Troubleshoot > Configuration > ADD NSX INTELLIGENCE APPLIANCE
B. Go to Security > Configuration > Appliances > ADD NSX INTELLIGENCE APPLIANCE
C. Go to System > Configuration > Appliances > ADD NSX INTELLIGENCE APPLIANCE
D. Go to Home > Configuration > Appliances > ADD NSX INTELLIGENCE APPLIANCE

Answer: C

NEW QUESTION 11

Which is true about Time-Based Firewall Policy rules?

A. Time-Based policy rules apply only to the NSX Distributed Firewall.

B. Time-Based policy rules apply to the NSX Gateway and Distributed Firewall.
C. Time-Based policy rules can only be used one time for NSX Gateway Firewall.

D. Time-Based policy rules apply only to the NSX Gateway Firewall.

Answer: B

NEW QUESTION 16

When creating a Windows Update Policy for a Workspace ONE solution, which option allows an administrator to utilize local network traffic only for peer traffic?

A. use peers on same NAT only

B. use peers on the same local network domain
C. simple download mode

D. use internet peers

Answer: B

NEW QUESTION 17

When creating a firewall rule in NSX-T Data Center, what are the three valid options in the action column? (Choose three.)

A. Drop
B. Log

C. Allow
D. Isolate
E. Reject

Answer: ACE
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NEW QUESTION 18
In a Workspace ONE deployment, what two commands are available for a Windows policy when sending a command action as part of a compliance policy?
(Choose two.)

A. Device Wipe

B. Enterprise Wipe

C. Apply Baseline

D. Apply Profile

E. Request Device Checkin

Answer: CD

NEW QUESTION 23
In a Workspace ONE environment, what is the maximum number of days a Windows Feature Update (Windows 10 1703 and above) can be deferred?
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Answer: C

NEW QUESTION 26
Which two options are needed to configure NSX-T Data Center to access the Active Directory? (Choose two.)

A. Domain Controller Name
B. Distinguished Name

C. username

D. Port

E. netBIOS name

Answer: BE

NEW QUESTION 31
Considering the NSX Manager Node, what is VMware's recommended size for a typical production deployment?

A. small appliance for deployments with up to 64 hosts

B. medium appliance for deployments with up to 64 hosts
C. medium appliance for deployments with up to 128 hosts
D. small appliance for deployments with up to 32 hosts

Answer: B

NEW QUESTION 32
When designing NSX-T for high availability with Layer 2 adjacency, what is the recommended number of NSX Managers that should be deployed?

A. 2 NSX Managers deployed using a load balancer

B. 1 NSX Manager using vSphere for high availability

C. 3 NSX Managers using a VIP address for Management
D. 2 NSX Managers using a VIP address for Management

Answer: C

NEW QUESTION 37
Which three statements are correct for Active Directory integration with Identity Firewalls (IDFW) in an NSX-T Data Center deployment? (Choose three.)

A. The IDFW can be used on both physical and virtual servers as long as supported operating system is installed.
B. The Thin Agent must be enabled in VMWare tools as it is not enabled by default.

C. The IDFW can be used for Virtual Desktops (VDI) or Remote desktop sessions (RDSH support).

D. Identity-based groups can be used as the source or destination in DFW rules.

E. User identity information is provided by the NSX Guest Introspection Thin Agent.

Answer: CDE

NEW QUESTION 39
An administrator has created a security policy from the NSX Ul, but the firewall rules are not being applied to the traffic in the datapath.
Which two actions could be carried out by the administrator to resolve the problem? (Choose two.)

A. Modify the Direction of the rules in the security policy.
B. Modify the Action of the rules in the security policy.
C. Restart the workloads running on the impacted hosts.
D. Modify the Applied To field of the security policy.

E. Restart the nsx-proxy agent on the impacted hosts.

Answer: BC
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NEW QUESTION 44

As an IT administrator, you want to prevent users from launching a protected SaaS web application when they are not connected to the internal LAN. The
application is federated with Workspace ONE Access.

What can be configured to prevent the application from launching?

A. Access Policy

B. IdP Response

C. SAML Attribute

D. Authentication Method

Answer: A

NEW QUESTION 48
What is the correct sequence of options when creating a new compliance policy in Workspace ONE UEM?

A. Actions, Assignment, Rules, Summary
B. Rules, Actions, Assignment, Summary
C. Assignment, Rules, Actions, Summary
D. Rules, Assignment, Actions, Summary

Answer: B

NEW QUESTION 53

A company has just implemented new security guidelines in regards to device management. All iOS devices must now require a passcode to unlock the device.
An administrator must implement these requirements:

all iOS devices must have a passcode minimum passcode length of 6 numerals auto-lock after 2 minutes

What type of profile in Workspace ONE UEM would the administrator create to accomplish this task?

A. Compliance Profile
B. User Profile

C. Device Profile

D. Access Profile

Answer: C

NEW QUESTION 57
An administrator found an unwanted/untrusted application running in their environment.
What is the most efficient way of preventing the unwanted application from running and stopping any existing instances in Carbon Black Cloud?

A. Mark the file as a PUP (Potentially Unwanted Program).

B. Add a rule to each policy for unwanted.exe runs or if running terminate.
C. Send a delete application request to each machine.

D. Add the unwanted files hash to the company banned list.

Answer: D

NEW QUESTION 60
Which statement is true about TraceFlow when used in an NSX-T Data Center deployment?

A. Traceflow mirrors a source port for inspection.

B. Traceflow allows you to inject a packet into the network and monitor its flow across the network.
C. Traceflow allows you to perform a traceroute cmd between selected hosts.

D. Traceflow enables IPFIX forwarding for the selected port.

Answer: B

NEW QUESTION 61
In a Carbon Black Cloud deployment, which two are recommended troubleshooting steps for Live Response not working? (Choose two.)

A. Restart the Live Response Service three times to autocorrect.
B. Ensure a duplicate Live Response session does not exist.

C. Confirm Live Response is enabled in Sensor Policy settings.
D. Ensure the account has RBAC permission for Live Response.
E. Confirm the Live Response timeline spans the search window.

Answer: CD

NEW QUESTION 62
An administrator is trying to secure Workspace ONE components with firewall rules.
What port does the administrator need to allow for communication between the UEM Console Server and the UEM Database Server?

A. 443
B. 3389
C. 445
D. 1433

Answer:
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NEW QUESTION 64
Where in the NSX Ul does an administrator add an Active Directory Domain?

A. Go to System > Configuration > Identity Firewall AD > ADD ACTIVE DIRECTORY
B. Go to Inventory > Configuration > Identity Firewall AD > ADD ACTIVE DIRECTORY
C. Go to Home > Configuration > Identity Firewall AD > ADD ACTIVE DIRECTORY

D. Go to Security > Configuration > Identity Firewall AD > ADD ACTIVE DIRECTORY

Answer: A

NEW QUESTION 68
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