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NEW QUESTION 1
Which two sources provide data to Cisco Advanced Web Security Reporting to create dashboards? (Choose two.)

A. Cisco WSA devices

B. Cisco ISE

C. Cisco ASAv

D. Cisco Security MARS

E. Cisco Cloud Web Security gateways

Answer: AE

NEW QUESTION 2
What is needed to enable an HTTPS proxy?

A. self-signed server certificate

B. trusted third-party CA signed root certificate
C. self-signed CSR

D. self-signed root certificate

Answer: C

NEW QUESTION 3

What must be configured first when creating an access policy that matches the Active Directory group?
A. authentication, authorization, and accounting of groups

B. FQDN specification

C. authentication realm

D. authorized groups specification

Answer: C

NEW QUESTION 4

What is the primary benefit of using Cisco Advanced Web Security Reporting?
A. ability to see the malicious activity of a user

B. LATM report with client-malware risk

C. centralized and granular reporting

D. access to a day report with historical data

Answer: B

NEW QUESTION 5

Which information in the HTTP request is used to determine if it is subject to the referrer exceptions feature in the Cisco WSA?

A. protocol
B. version
C. header
D. payload

Answer: C

Explanation:

Requests for embedded content usually include the address of the site from which the request originated (this is known as the “referer” field in the request’s

HTTP header). This header information is used to determine categorization of the referred content.

Reference https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-O/user_guide/b WSA_ UserGuide/ b WSA UserGuide_chapter_01100.html

NEW QUESTION 6
Which two features on the Cisco WSA help prevent outbound data loss for HTTP or FTP traffic? (Choose two.)

A. web reputation filters

B. Advanced Malware Protection
C. third-party DLP integration

D. data security filters

E. SOCKS proxy

Answer: CD

NEW QUESTION 7

What is a benefit of integrating Cisco WSA with TrustSec in ISE?

A. The policy trace tool can be used to match access policies using specific SGT

B. Traffic of authenticated users who use 802.1x can be tagged with SGT to identification profiles in a Cisco WSA

C. ISE can block authentication for users who generate multiple sessions using suspect TCP ports
D. Users in a specific SGT can be denied access to certain social websites.
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Answer: D

NEW QUESTION 8
An administrator wants to restrict file uploads to Facebook using the AVC feature.
Under which two actions must the administrator apply this restriction to an access policy? (Choose two.)

A. Monitor Facebook General

B. Monitor Social Networking

C. Monitor Facebook Photos and Videos
D. Monitor Facebook Messages and Chat
E. Monitor Facebook Application

Answer: AC

NEW QUESTION 9
Which statement about the SOCKS proxy is true?

A. SOCKS is a general purpose proxy

B. SOCKS operates on TCP port 80, 443, and 8334

C. SOCKS is used only for traffic that is redirected through a firewall
D. SOCKS is used for UDP traffic only

Answer: A

NEW QUESTION 10
Which statement about Cisco Advanced Web Security Reporting integration is true?

A. AWSR uses IP addresses to differentiate Cisco WSA deployments

B. AWSR does not require a license to index data

C. AWSR can remove log files after they are indexed

D. AWSR installation is CLI-based on Windows and Red Hat Linux systems

Answer: D

NEW QUESTION 10

Which behavior is seen while the policy trace tool is used to troubleshoot a Cisco WSA?

A. External DLP polices are evaluated by the tool

B. A real client request is processed and an EUN page is displayed

C. SOCKS policies are evaluated by the tool

D. The web proxy does not record the policy trace test requests in the access log when the tool is in use
Answer: D

NEW QUESTION 11
Refer to the exhibit.

1278096903.150 97 172 xx.xx.xx TCP_MISS/200 8187 GET http://my.site.com/ -

DIRECT/my.site.com text/plain DEFAULT _CASE _11-AnalizeSuspectTraffic-Identity-OutboundMalwareScanningPolicy-
DataSecurity Policy-ExternalDLPPolicy-Routing Policy

<W _comp,6.9,-. "o e o e ST TW cOmp,

“Unknown”,“Unknown”,"-",*-",198.34.0.- [Local],-",37,“W32 CiscoTestVector”,33,0,

“WSA-INFECTED-FILE pdf”,"fdSef49d4213e0544811 1d9c98253d85829614fba368a421d14e64c4 26daSe™ -

Which statement about the transaction log is true?

A. The log does not have a date and time

B. The proxy had the content and did not contact other servers

C. The transaction used TCP destination port 8187

D. The AnalizeSuspectTraffic policy group was applied to the transaction
Answer: D

NEW QUESTION 15

Which port is configured in a browser to use the Cisco WSA web proxy with default settings?
A. 8440

B. 8443

C. 8021

D. 3128

Answer: D

NEW QUESTION 19
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What is used to configure WSA as an explicit proxy?
A. IP Spoofing from router

B. Network settings from user browser

C. WCCP redirection from firewall

D. Auto redirection using PBR from switch

Answer: B

NEW QUESTION 24

Drag and drop the actions from the left into the correct order on the right in which they occur as an HTTPS session passes through the Cisco WSA.

Answer Area

Server replies with server certificate to Cisco WSA

Encryption data channel is established

Client sends the session key, which is encrypted by

using public key of the server certificate

Client sends a hello message to Cisco WSA

Cisco WSA replies with a proxied certificate of the

destination server to the client

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Server replies with server certificate to Cisco WSA

Encryption data channel 1s established

Client sends the session key, which is encrypted by

using public key of the server certificate

Client sends a hello message to Cisco WSA

Cisco WSA replies with a proxied certificate of the

destination server to the client

NEW QUESTION 29

step |
step 2
step 3
step 4

step 5

Client sends a hello message to Cisco WSA

Client sends the session key, which 1s encrypted by
using public key of the server certificate

Encryption data channel is established

Cisco WSA replies with a proxied certificate of the
destination server to the client

Server replies with server certificate to Cisco WSA

Which type of certificate must be installed on a Cisco WSA for HTTPS inspection?

A. server
B. client

C. root

D. wildcard

Answer: C

NEW QUESTION 32

Which type of FTP proxy does the Cisco WSA support?
A. non-native FTP

B. FTP over UDP tunneling
C.FTP over HTTP
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D. hybrid FTP

Answer: C

NEW QUESTION 35

A network administrator noticed that all traffic that is redirected to the Cisco WSA from the Cisco ASA firewall cannot get to the Internet in a Transparent proxy

environment using WCCP.

Which troubleshooting action must be taken on the CLI to make sure that WCCP communication is not failing?

A. Disable WCCP to see if the WCCP service is causing the issue
B. Explicitly point the browser to the proxy

C. Ping the WCCP device

D. Check WCCP logs in debug mode

Answer: D

NEW QUESTION 37

By default, which two pieces of information does the Cisco WSA access log contain? (Choose two.)

A. HTTP Request Code
B. Content Type

C. Client IP Address

D. User Agent

E. Transaction ID

Answer: AC

NEW QUESTION 41

What is the function of a PAC file on a Cisco WSA?

A. The file allows redirection of web traffic to a specific proxy server

B. The file is mandatory for a transparent proxy to redirect user traffic

C. The file provides instructions about which URL categories are permitted
D. The file is mandatory for an explicit proxy to forward user traffic
Answer: A

NEW QUESTION 42

Which key is needed to pair a Cisco WSA and Cisco ScanCenter for CTA?
A. public SSH key that the Cisco WSA generates

B. public SSH key that Cisco ScanCenter generates

C. private SSH key that Cisco ScanCenter generates

D. private SSH key that the Cisco WSA generates

Answer: A

NEW QUESTION 46

How does the Cisco WSA choose which scanning engine verdict to use when there is more than one verdict?

A. based on the least restrictive verdict
B. based on the most restrictive verdict
C. based on the first verdict returned
D. based on the last verdict returned

Answer: B

NEW QUESTION 48
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