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NEW QUESTION 1
What is a key feature of Application Visibility and Control?

A. Automated remediation APIs

B. Retrospective security

C. Scalable policy inheritance

D. Control of protocol-hopping apps that evade traditional firewalls

Answer: D

NEW QUESTION 2
What are two key Cisco IoT use cases? (Choose two.)

A. Financial Institutions
B. Mobile Utilities

C. Industrial Security

D. Parks and Recreation
E. Connected Health

Answer: CE

NEW QUESTION 3
Which two attack vectors are protected by Cloud Security? (Choose two.)

A. Endpoints
B. Web

C. Data Center
D. Cloud

E. Email

Answer: AE

NEW QUESTION 4
What are two tenants of establishing an SD-perimeter? (Choose two.)

A. Securing device access

B. Securing app access

C. Securing user-device trust
D. Securing endpoints

E. Securing network access

Answer: AB

NEW QUESTION 5
What are two capabilities of Cisco's NGFW Identity Based Policy Control feature? (Choose two.)

A. security enforced at the DNS layer

B. access to multiple data layers

C. access to Trojan downloader

D. see and share malware details

E. threats stopped from getting in and spreading

Answer: AB

NEW QUESTION 6
What are two steps organizations must take to secure I0T? (Choose two )

A. prevent blackouts

B. update equipment

C. acquire subscription solutions
D. block contractors

E. remediate malfunctions

Answer: CE

NEW QUESTION 7
Which two Cisco products remediate network, cloud, and endpoint threats? (Choose two.)

A. pxGrid

B. Cisco Security Connector
C. Duo

D. Stealthwatch

E. AMP for Endpoints

Answer:
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AE

NEW QUESTION 8
Which two loT environment layers are protected by ISE? (Choose two )

A. Access Points
B. Endpoints

C. Internet/Cloud
D. Control Layer
E. Things

Answer: AC

NEW QUESTION 9
What are two solutions for Cisco Cloud Security? (Choose two.)

. cloud data security

. cloud-delivered security

. advanced network security
. intrusion prevention

. cloud security

mooOw>»

Answer: BE

NEW QUESTION 10
Where do you start to achieve true network visibility?

A.OT

B. Branches
C.IT

D. Fabric Level

Answer: D

NEW QUESTION 10

What is one of the reasons that customers need a Visibility & Enforcement solution?
A. Businesses can't see or protect devices on their network

B. Network traffic is growing at an exponential rate

C. Storage is moving from on-premises to cloud-based

D. Organizations need the ability to block high-risk websites

Answer: B

NEW QUESTION 12

What do Cisco NGFW fully integrated platforms offer that allow other security components to participate to achieve pervasive and consistent enforcement?

A. Context telemetry, and profiling sources

B. intelligence sources, telemetry, and shared intelligence
C. Telemetry, shared intelligence, and profiling sources
D. Context, telemetry and intelligence sources

Answer: A

NEW QUESTION 14

What are two result of utilizing a fragmented security model? (Choose two.)
A. Individual components pieced together to meet requirements.

B. Increased identity controls.

C. Reduced malicious file risk through additional segmentation.

D. Decreased network accessibility through multiple applications

E. Decreased visibility and limited understand of security coverage.

Answer: DE

NEW QUESTION 19

Which feature of ISE provides role-based access control and command level authorization with logging for auditing?

A. Platform exchange grid
B. TACACS+Device Administration
C. Context-aware access
D. Centralized policy management

Answer: B
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NEW QUESTION 24

Which two attack vectors are protected by Cyber Threat Defense & Network Analytics? (Choose two.)

A. Cloud

B. Email

C. Endpoints
D. Web

E. Data Center

Answer: BE

NEW QUESTION 26
What are three main solutions areas for Advanced Threat? (Choose three.)

A. Network Analytics
B. Threat Analytics

C. Threat Defense

D. Malware Protection
E. NGFW

F. Intrusion Analytics

Answer: AC

NEW QUESTION 28
How does AnyConnect provide highly secure access for select enterprise mobile apps?

A. Application Visibility & control

B. Secure Layer 2 Network Access
C. Identity Service Engine

D. Per application VPN

Answer: C

NEW QUESTION 30
What are two critical networking challenges? (Choose two.)

A. Orchestration

B. Automation

C. Access

D. Threat protection
E. Visibility

Answer: AC

NEW QUESTION 35
What are the main features of Umbrella for Cloud-Delivered Security?

A. Protects users against DDOS attacks

B. Blocks malware, C2 callbacks & phishing over any port/protocol
C. Runs suspicious cloud applications in a sandbox environment
D. Handles 130B+ DNS requests daily with 99% uptime

Answer: D

NEW QUESTION 36
What are three benefits that Cisco Umbrella brings to DNS-Layer Security? (Choose three.)

A. Malware scanning

B. Off-network security
C. Predictive intelligence
D. Breach mitigation

E. Reputation filtering

F. Recursive DNS

Answer: AEF

NEW QUESTION 37
In which two ways should companies modernize their security philosophies? (Choose two.)

A. Expand their IT departments

B. Decrease internal access and reporting

C. Complement threat-centric tactics with trust-centric methods
D. Reinforce their threat-centric security tactics

E. Rebuild their security portfolios with new solutions

Answer: AC
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NEW QUESTION 42
In which two ways has digitization transformed today's security threat landscape'? (Choose two.)

A. Decreasing 3rd party applications
B. Expanding complexity

C. Growing ecosystem

D. Decreasing endpoint ecosystem
E. Increasing access points

Answer: AB

NEW QUESTION 45
What do customers receive when implementing TrustSec?

A. SL decryption enabling secure communications on and off company networks

B. Context-aware access enhancing the forensic capabilities available to their IT team

C. Device profiling and onboarding, enabling businesses to control company role policies across all network services 1
D. Dynamic role-based access control that enables them to enforce business role policies across all network services

Answer: D

NEW QUESTION 48
Which feature of Cognitive Intelligence can separate statistically normal traffic from anomalous traffic?

A. Event classification
B. Anomaly detection
C. Anomaly modeling
D. Trust modeling

Answer: B

NEW QUESTION 50
Which two attack vectors are protected by Web Security? (Choose two.)

A. Data Center
B. Email

C. Voicemall
D. Cloud

E. Web

Answer: AE

NEW QUESTION 55
What does ThreatGrid integrate?

A. File trajectory and time signatures

B. Threat intelligence and access control

C. File reputation and behavioral indications of compromise
D. Malware analysis and threat intelligence

Answer: D

NEW QUESTION 56
What are two reasons why perimeter-based network security is no longer sufficient? (Choose two.)

A. More users

B. More devices

C. More IT professionals
D. More networks

E. More vulnerabilities

Answer: BE

NEW QUESTION 57

What is a key feature of Duo?

A. Provides SSL VPN

B. Authenticates user identity for remote access
C. Automates policy creation for IT staff

D. Supports pxGrid

Answer: A

NEW QUESTION 61
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Which two security risks are created by legacy approaches to networking'? (Choose two.)

A. slow containment
B. user vulnerability
C. large attack surface
D. network downtime
E. access points

Answer: CD

NEW QUESTION 65
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