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NEW QUESTION 1
Which type of Wi-Fi attack depends on the victim initiating the connection?

A. Evil twin
B. Jasager
C. Parager
D. Mirai

Answer: B

NEW QUESTION 2
Which organizational function is responsible for security automation and eventual vetting of the solution to help ensure consistency through machine-driven
responses to security issues?

A. NetOps
B. SecOps
C. SecDevOps
D. DevOps

Answer: B
NEW QUESTION 3

DRAG DROP
Match the Identity and Access Management (IAM) security control with the appropriate definition.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 4
Which Palo Alto Networks tools enable a proactive, prevention-based approach to network automation that accelerates security analysis?

A. MineMeld
B. AutoFocus
C. WildFire

D. Cortex XDR

Answer: D

NEW QUESTION 5

Which technique changes protocols at random during a session?
A. use of non-standard ports

B. port hopping

C. hiding within SSL encryption

D. tunneling within commonly used services

Answer: B

NEW QUESTION 6
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DRAG DROP
Match the description with the VPN technology.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 7
Which characteristic of serverless computing enables developers to quickly deploy application code?

A. Uploading cloud service autoscaling services to deploy more virtual machines to run their application code based on user demand
B. Uploading the application code itself, without having to provision a full container image or any OS virtual machine components

C. Using cloud service spot pricing to reduce the cost of using virtual machines to run their application code

D. Using Container as a Service (CaaS) to deploy application containers to run their code.

Answer: A

NEW QUESTION 8

Which key component is used to configure a static route?
A. router ID

B. enable setting

C. routing protocol

D. next hop IP address

Answer: D

NEW QUESTION 9
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A native hypervisor runs:

A. with extreme demands on network throughput
B. only on certain platforms

C. within an operating system’s environment

D. directly on the host computer’'s hardware

Answer: D

NEW QUESTION 10
Which activities do local organization security policies cover for a SaaS application?

A. how the data is backed up in one or more locations
B. how the application can be used

C. how the application processes the data

D. how the application can transit the Internet

Answer: B

NEW QUESTION 10
Which option would be an example of PII that you need to prevent from leaving your enterprise network?

A. Credit card number

B. Trade secret

C. National security information
D. A symmetric encryption key

Answer: A
NEW QUESTION 13

DRAG DROP
Match the I0T connectivity description with the technology.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 17
Which option is an example of a North-South traffic flow?

A. Lateral movement within a cloud or data center

B. An internal three-tier application

C. Client-server interactions that cross the edge perimeter
D. Traffic between an internal server and internal user

Answer: C

NEW QUESTION 19

Which option describes the “selective network security virtualization” phase of incrementally

transforming data centers?

A. during the selective network security virtualization phase, all intra-host communication paths are strictly controlled

B. during the selective network security virtualization phase, all intra-host traffic is forwarded to a Web proxy server

C. during the selective network security virtualization phase, all intra-host traffic is encapsulated and encrypted using the IPSEC protocol

D. during the selective network security virtualization phase, all intra-host traffic is load balanced

Answer: A
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NEW QUESTION 21
Anthem server breaches disclosed Personally Identifiable Information (PII) from a number of its servers. The infiltration by hackers was attributed to which type of
vulnerability?

A. an intranet-accessed contractor’s system that was compromised

B. exploitation of an unpatched security vulnerability

C. access by using a third-party vendor’s password

D. a phishing scheme that captured a database administrator’s password

Answer: D

NEW QUESTION 24
Routing Information Protocol (RIP), uses what metric to determine how network traffic should flow?

A. Shortest Path
B. Hop Count
C. Split Horizon
D. Path Vector

Answer: B

NEW QUESTION 26
Which IPsec feature allows device traffic to go directly to the Internet?

A. Split tunneling

B. Diffie-Hellman groups

C. d.Authentication Header (AH)
D. IKE Security Association

Answer: A

NEW QUESTION 31
Which attacker profile uses the internet to recruit members to an ideology, to train them, and to spread fear and include panic?

A. Cybercriminals

B. state-affiliated groups
C. hacktivists

D. cyberterrorists

Answer: D

NEW QUESTION 35
What are two key characteristics of a Type 1 hypervisor? (Choose two.)

A. is hardened against cyber attacks

B. runs without any vulnerability issues

C. runs within an operating system

D. allows multiple, virtual (or guest) operating systems to run concurrently on a single physical host computer

Answer: CD

NEW QUESTION 36
The customer is responsible only for which type of security when using a SaaS application?

A. physical

B. platform

C. data

D. infrastructure

Answer: C

NEW QUESTION 40

Which Palo Alto subscription service identifies unknown malware, zero-day exploits, and advanced persistent threats (APTs) through static and dynamic analysis
in a scalable, virtual environment?

A. DNS Security

B. URL Filtering

C. WildFire

D. Threat Prevention

Answer: C

NEW QUESTION 44
Why have software developers widely embraced the use of containers?
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A. Containers require separate development and production environments to promote authentic code.
B. Containers share application dependencies with other containers and with their host computer.

C. Containers simplify the building and deploying of cloud native applications.

D. Containers are host specific and are not portable across different virtual machine hosts.

Answer: C

NEW QUESTION 45
Which option is a Prisma Access security service?

A. Compute Security

B. Firewall as a Service (FWaaS)

C. Virtual Private Networks (VPNSs)

D. Software-defined wide-area networks (SD-WANS)

Answer: B

NEW QUESTION 49
Which pillar of Prisma Cloud application security addresses ensuring that your cloud resources and SaaS applications are correctly configured?

A. visibility, governance, and compliance
B. network protection

C. dynamic computing

D. compute security

Answer: A

NEW QUESTION 54
Which item accurately describes a security weakness that is caused by implementing a “ports first” data security solution in a traditional data center?

A. You may have to use port numbers greater than 1024 for your business-critical applications.

B. You may have to open up multiple ports and these ports could also be used to gain unauthorized entry into your datacenter.

C. You may not be able to assign the correct port to your business-critical applications.

D. You may not be able to open up enough ports for your business-critical applications which will increase the attack surface area.

Answer: B

NEW QUESTION 58
Which statement describes DevOps?

A. DevOps is its own separate team

B. DevOps is a set of tools that assists the Development and Operations teams throughout the software delivery process
C. DevOps is a combination of the Development and Operations teams

D. DevOps is a culture that unites the Development and Operations teams throughout the software delivery process

Answer: B

NEW QUESTION 60

Which subnet does the host 192.168.19.36/27 belong?
A.192.168.19.0

B. 192.168.19.16

C. 192.168.19.64

D. 192.168.19.32

Answer: D

NEW QUESTION 65

DRAG DROP
Order the OSI model with Layer7 at the top and Layerl at the bottom.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 69
In the attached network diagram, which device is the switch?

Cow>
o0Ow>

Answer: D

NEW QUESTION 74
Data Loss Prevention (DLP) and Cloud Access Security Broker (CASB) fall under which Prisma
access service layer?

A. Network

B. Management
C. Cloud

D. Security

Answer: D

NEW QUESTION 78
SecOps consists of interfaces, visibility, technology, and which other three elements?
(Choose three.)

A. People

B. Accessibility
C. Processes

D. Understanding
E. Business
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Answer: ACE

NEW QUESTION 81
What does Palo Alto Networks Cortex XDR do first when an endpoint is asked to run an executable?

A. run a static analysis

B. check its execution policy

C. send the executable to WildFire
D. run a dynamic analysis

Answer: B

NEW QUESTION 82
How does Prisma SaasS provide protection for Sanctioned SaaS applications?

A. Prisma SaaS connects to an organizations internal print and file sharing services to provide protection and sharing visibility

B. Prisma SaaS does not provide protection for Sanctioned SaaS applications because they are secure

C. Prisma access uses Uniform Resource Locator (URL) Web categorization to provide protection and sharing visibility

D. Prisma Saa$S connects directly to sanctioned external service providers SaaS application service to provide protection and sharing visibility

Answer: D

NEW QUESTION 87
How does DevSecOps improve the Continuous Integration/Continuous Deployment (CI/CD) pipeline?

A. DevSecOps improves pipeline security by assigning the security team as the lead team for continuous deployment

B. DevSecOps ensures the pipeline has horizontal intersections for application code deployment

C. DevSecOps unites the Security team with the Development and Operations teams to integrate security into the CI/CD pipeline
D. DevSecOps does security checking after the application code has been processed through the CI/CDpipeline

Answer: C

NEW QUESTION 88
Which two network resources does a directory service database contain? (Choose two.)

A. Services

B. /etc/shadow files

C. Users

D. Terminal shell types on endpoints

Answer: AC

NEW QUESTION 89

Which model would a customer choose if they want full control over the operating system(s) running on their cloud computing platform?
A. SaaS

B. DaaS

C. PaaS

D. laaS

Answer: D

NEW QUESTION 92
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