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NEW QUESTION 1

- (Exam Topic 1)

A company whose Information Technology (IT) services are being delivered from a Tier 4 data center, is preparing a companywide Business Continuity Planning
(BCP). Which of the following failures should the IT manager be concerned with?

A. Application
B. Storage

C. Power

D. Network

Answer: C

NEW QUESTION 2
- (Exam Topic 1)
All of the following items should be included in a Business Impact Analysis (BIA) questionnaire EXCEPT questions that

A. determine the risk of a business interruption occurring

B. determine the technological dependence of the business processes
C. Identify the operational impacts of a business interruption

D. Identify the financial impacts of a business interruption

Answer: B

NEW QUESTION 3
- (Exam Topic 2)
In a data classification scheme, the data is owned by the

A. system security managers

B. business managers

C. Information Technology (IT) managers
D. end users

Answer: B

NEW QUESTION 4
- (Exam Topic 2)
Which one of the following affects the classification of data?

A. Assigned security label

B. Multilevel Security (MLS) architecture
C. Minimum query size

D. Passage of time

Answer: D

NEW QUESTION 5
- (Exam Topic 2)
Which of the following is an effective control in preventing electronic cloning of Radio Frequency Identification (RFID) based access cards?

A. Personal Identity Verification (PI1V)

B. Cardholder Unique Identifier (CHUID) authentication

C. Physical Access Control System (PACS) repeated attempt detection
D. Asymmetric Card Authentication Key (CAK) challenge-response

Answer: C

NEW QUESTION 6
- (Exam Topic 2)
Which of the following is MOST important when assigning ownership of an asset to a department?

A. The department should report to the business owner
B. Ownership of the asset should be periodically reviewed
C. Individual accountability should be ensured

D. All members should be trained on their responsibilities

Answer: B

NEW QUESTION 7
- (Exam Topic 3)
Which security service is served by the process of encryption plaintext with the sender’s private key and decrypting cipher text with the sender’s public key?

A. Confidentiality
B. Integrity

C. Identification
D. Availability
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Answer: A

NEW QUESTION 8
- (Exam Topic 4)

Which of the following is the BEST network defense against unknown types of attacks or stealth attacks in progress?

A. Intrusion Prevention Systems (IPS)

B. Intrusion Detection Systems (IDS)

C. Stateful firewalls

D. Network Behavior Analysis (NBA) tools

Answer: D

NEW QUESTION 9
- (Exam Topic 5)

A manufacturing organization wants to establish a Federated Identity Management (FIM) system with its 20 different supplier companies. Which of the following is

the BEST solution for the manufacturing organization?

A. Trusted third-party certification

B. Lightweight Directory Access Protocol (LDAP)
C. Security Assertion Markup language (SAML)
D. Cross-certification

Answer: C

NEW QUESTION 10
- (Exam Topic 5)

Users require access rights that allow them to view the average salary of groups of employees. Which control would prevent the users from obtaining an individual

employee’s salary?

A. Limit access to predefined queries

B. Segregate the database into a small number of partitions each with a separate security level
C. Implement Role Based Access Control (RBAC)

D. Reduce the number of people who have access to the system for statistical purposes

Answer: C

NEW QUESTION 10
- (Exam Topic 7)
When is a Business Continuity Plan (BCP) considered to be valid?

A. When it has been validated by the Business Continuity (BC) manager
B. When it has been validated by the board of directors

C. When it has been validated by all threat scenarios

D. When it has been validated by realistic exercises

Answer: D

NEW QUESTION 13
- (Exam Topic 9)
Which one of the following is a threat related to the use of web-based client side input validation?

A. Users would be able to alter the input after validation has occurred

B. The web server would not be able to validate the input after transmission
C. The client system could receive invalid input from the web server

D. The web server would not be able to receive invalid input from the client

Answer: A

NEW QUESTION 15
- (Exam Topic 9)
What technique BEST describes antivirus software that detects viruses by watching anomalous behavior?
A. Signature

B. Inference

C. Induction

D. Heuristic
Answer: D

NEW QUESTION 19
- (Exam Topic 9)

The process of mutual authentication involves a computer system authenticating a user and authenticating the

A. user to the audit process.
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B. computer system to the user.
C. user's access to all authorized objects.
D. computer system to the audit process.

Answer: B

NEW QUESTION 20
- (Exam Topic 9)
Which of the following is the best practice for testing a Business Continuity Plan (BCP)?

A. Test before the IT Audit

B. Test when environment changes

C. Test after installation of security patches

D. Test after implementation of system patches

Answer: B

NEW QUESTION 21

- (Exam Topic 9)

A security professional has just completed their organization's Business Impact Analysis (BIA). Following Business Continuity Plan/Disaster Recovery Plan
(BCP/DRP) best practices, what would be the professional's NEXT step?

A. Identify and select recovery strategies.

B. Present the findings to management for funding.

C. Select members for the organization's recovery teams.

D. Prepare a plan to test the organization's ability to recover its operations.

Answer: A

NEW QUESTION 22
- (Exam Topic 9)
The BEST method of demonstrating a company's security level to potential customers is

A. areport from an external auditor.

B. responding to a customer's security questionnaire.
C. a formal report from an internal auditor.

D. a site visit by a customer's security team.

Answer: A

NEW QUESTION 24
- (Exam Topic 9)
Which of the following does the Encapsulating Security Payload (ESP) provide?

A. Authorization and integrity

B. Availability and integrity

C. Integrity and confidentiality

D. Authorization and confidentiality

Answer: C

NEW QUESTION 25
- (Exam Topic 9)
A practice that permits the owner of a data object to grant other users access to that object would usually provide

A. Mandatory Access Control (MAC).
B. owner-administered control.

C. owner-dependent access control.

D. Discretionary Access Control (DAC).

Answer: D

NEW QUESTION 30

- (Exam Topic 9)

The use of strong authentication, the encryption of Personally Identifiable Information (PII) on database servers, application security reviews, and the encryption of
data transmitted across networks provide

A. data integrity.

B. defense in depth.

C. data availability.

D. non-repudiation.

Answer: B

NEW QUESTION 33
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- (Exam Topic 9)
Which of the following is TRUE about Disaster Recovery Plan (DRP) testing?

A. Operational networks are usually shut down during testing.

B. Testing should continue even if components of the test fail.

C. The company is fully prepared for a disaster if all tests pass.

D. Testing should not be done until the entire disaster plan can be tested.

Answer: B

NEW QUESTION 35
- (Exam Topic 9)
Which one of the following describes granularity?

A. Maximum number of entries available in an Access Control List (ACL)
B. Fineness to which a trusted system can authenticate users

C. Number of violations divided by the number of total accesses

D. Fineness to which an access control system can be adjusted

Answer: D

NEW QUESTION 37
- (Exam Topic 9)

What would be the PRIMARY concern when designing and coordinating a security assessment for an Automatic Teller Machine (ATM) system?

A. Physical access to the electronic hardware
B. Regularly scheduled maintenance process
C. Availability of the network connection

D. Processing delays

Answer: A

NEW QUESTION 41
- (Exam Topic 9)

Which of the following is the MAIN reason that system re-certification and re-accreditation are needed?

A. To assist data owners in making future sensitivity and criticality determinations

B. To assure the software development team that all security issues have been addressed
C. To verify that security protection remains acceptable to the organizational security policy
D. To help the security team accept or reject new systems for implementation and production

Answer: C

NEW QUESTION 43
- (Exam Topic 9)
Which of the following is a security limitation of File Transfer Protocol (FTP)?

A. Passive FTP is not compatible with web browsers.

B. Anonymous access is allowed.

C. FTP uses Transmission Control Protocol (TCP) ports 20 and 21.
D. Authentication is not encrypted.

Answer: D

NEW QUESTION 46
- (Exam Topic 9)
In Business Continuity Planning (BCP), what is the importance of documenting business processes?

A. Provides senior management with decision-making tools

B. Establishes and adopts ongoing testing and maintenance strategies

C. Defines who will perform which functions during a disaster or emergency
D. Provides an understanding of the organization's interdependencies

Answer: D

NEW QUESTION 50

- (Exam Topic 9)

When transmitting information over public networks, the decision to encrypt it should be based on
A. the estimated monetary value of the information.

B. whether there are transient nodes relaying the transmission.

C. the level of confidentiality of the information.

D. the volume of the information.

Answer: C
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NEW QUESTION 51
- (Exam Topic 9)
Which of the following elements MUST a compliant EU-US Safe Harbor Privacy Policy contain?

A. An Explanation: of how long the data subject's collected information will be retained for and how it will be eventually disposed.

B. An Explanation: of who can be contacted at the organization collecting the information if corrections are required by the data subject.
C. An Explanation: of the regulatory frameworks and compliance standards the information collecting organization adheres to.

D. An Explanation: of all the technologies employed by the collecting organization in gathering information on the data subject.

Answer: B

NEW QUESTION 54
- (Exam Topic 9)
What is the ultimate objective of information classification?

A. To assign responsibility for mitigating the risk to vulnerable systems

B. To ensure that information assets receive an appropriate level of protection

C. To recognize that the value of any item of information may change over time

D. To recognize the optimal number of classification categories and the benefits to be gained from their use

Answer: B

NEW QUESTION 57
- (Exam Topic 9)
When implementing controls in a heterogeneous end-point network for an organization, it is critical that

A. hosts are able to establish network communications.

B. users can make modifications to their security software configurations.
C. common software security components be implemented across all hosts.
D. firewalls running on each host are fully customizable by the user.

Answer: C

NEW QUESTION 61

- (Exam Topic 9)

An Intrusion Detection System (IDS) is generating alarms that a user account has over 100 failed login attempts per minute. A sniffer is placed on the network, and
a variety of passwords for that user are noted. Which of the following is MOST likely occurring?

A. A dictionary attack

B. A Denial of Service (DoS) attack
C. A spoofing attack

D. A backdoor installation

Answer: A

NEW QUESTION 62
- (Exam Topic 9)
Which of the following is a potential risk when a program runs in privileged mode?

A. It may serve to create unnecessary code complexity
B. It may not enforce job separation duties

C. It may create unnecessary application hardening

D. It may allow malicious code to be inserted

Answer: D

NEW QUESTION 66
- (Exam Topic 9)
When designing a vulnerability test, which one of the following is likely to give the BEST indication of what components currently operate on the network?

A. Topology diagrams
B. Mapping tools

C. Asset register

D. Ping testing

Answer: B

NEW QUESTION 68

- (Exam Topic 9)

Which of the following MUST be done when promoting a security awareness program to senior management?
A. Show the need for security; identify the message and the audience

B. Ensure that the security presentation is designed to be all-inclusive

C. Notify them that their compliance is mandatory

D. Explain how hackers have enhanced information security

Answer:
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A

NEW QUESTION 71
- (Exam Topic 9)
What is the MOST effective countermeasure to a malicious code attack against a mobile system?

A. Sandbox

B. Change control

C. Memory management

D. Public-Key Infrastructure (PKI)

Answer: A

NEW QUESTION 72

- (Exam Topic 9)

Which of the following BEST represents the principle of open design?

A. Disassembly, analysis, or reverse engineering will reveal the security functionality of the computer system.
B. Algorithms must be protected to ensure the security and interoperability of the designed system.

C. A knowledgeable user should have limited privileges on the system to prevent their ability to compromise security capabilities.

D. The security of a mechanism should not depend on the secrecy of its design or implementation.

Answer: D

NEW QUESTION 75
- (Exam Topic 9)
Which of the following Disaster Recovery (DR) sites is the MOST difficult to test?

A. Hot site

B. Cold site
C. Warm site
D. Mobile site

Answer: B

NEW QUESTION 80
- (Exam Topic 10)
Which of the following describes the concept of a Single Sign-On (SSO) system?

A. Users are authenticated to one system at a time.

B. Users are identified to multiple systems with several credentials.
C. Users are authenticated to multiple systems with one login.

D. Only one user is using the system at a time.

Answer: C

NEW QUESTION 83
- (Exam Topic 10)
Which of the following is the BEST reason to review audit logs periodically?

A. Verify they are operating properly
B. Monitor employee productivity

C. Identify anomalies in use patterns
D. Meet compliance regulations

Answer: C

NEW QUESTION 86
- (Exam Topic 10)

During an investigation of database theft from an organization's web site, it was determined that the Structured Query Language (SQL) injection technique was
used despite input validation with client-side scripting. Which of the following provides the GREATEST protection against the same attack occurring again?

A. Encrypt communications between the servers
B. Encrypt the web server traffic

C. Implement server-side filtering

D. Filter outgoing traffic at the perimeter firewall

Answer: C

NEW QUESTION 89

- (Exam Topic 10)

What does secure authentication with logging provide?
A. Data integrity

B. Access accountability
C. Encryption logging format
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D. Segregation of duties

Answer: B

NEW QUESTION 91
- (Exam Topic 10)

Which of the following assures that rules are followed in an identity management architecture?

A. Policy database

B. Digital signature

C. Policy decision point

D. Policy enforcement point

Answer: D

NEW QUESTION 94
- (Exam Topic 10)

What is the MOST effective method for gaining unauthorized access to a file protected with a long complex password?

A. Brute force attack
B. Frequency analysis
C. Social engineering
D. Dictionary attack

Answer: C

NEW QUESTION 97
- (Exam Topic 10)

Which of the following is required to determine classification and ownership?

A. System and data resources are properly identified

B. Access violations are logged and audited
C. Data file references are identified and linked
D. System security controls are fully integrated

Answer: A

NEW QUESTION 98
- (Exam Topic 10)

Which of the following BEST mitigates a replay attack against a system using identity federation and Security Assertion Markup Language (SAML)

implementation?

A. Two-factor authentication
B. Digital certificates and hardware tokens
C. Timed sessions and Secure Socket Layer (SSL)

D. Passwords with alpha-numeric and special characters

Answer: C

NEW QUESTION 100
- (Exam Topic 10)

Given the various means to protect physical and logical assets, match the access management area to the technology.

Area Technolog
Facilities ' Encryption
Devices Window

Infc:rmatioi

Firewall

Authenticatid

Systems

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Area Technolog
Facilities | Informatioj |Encryption

\ Devices | Facilities Window
Informatiol  [Devices Firewall
|Svstems | Svstems | Authenticatid

NEW QUESTION 105
- (Exam Topic 10)
What is the BEST first step for determining if the appropriate security controls are in place for protecting data at rest?

A. Identify regulatory requirements

B. Conduct a risk assessment

C. Determine business drivers

D. Review the security baseline configuration

Answer: B

NEW QUESTION 109

- (Exam Topic 10)

A business has implemented Payment Card Industry Data Security Standard (PCI-DSS) compliant handheld credit card processing on their Wireless Local Area
Network (WLAN) topology. The network team partitioned the WLAN to create a private segment for credit card processing using a firewall to control device access
and route traffic to the card processor on the Internet. What components are in the scope of PCI-DSS?

A. The entire enterprise network infrastructure.

B. The handheld devices, wireless access points and border gateway.

C. The end devices, wireless access points, WLAN, switches, management console, and firewall.
D. The end devices, wireless access points, WLAN, switches, management console, and Internet

Answer: C

NEW QUESTION 111

- (Exam Topic 10)

A security manager has noticed an inconsistent application of server security controls resulting in vulnerabilities on critical systems. What is the MOST likely cause
of this issue?

A. A lack of baseline standards

B. Improper documentation of security guidelines

C. A poorly designed security policy communication program

D. Host-based Intrusion Prevention System (HIPS) policies are ineffective

Answer: A

NEW QUESTION 115

- (Exam Topic 10)

Refer to the information below to answer the question.

An organization experiencing a negative financial impact is forced to reduce budgets and the number of Information Technology (IT) operations staff performing
basic logical access security administration functions. Security processes have been tightly integrated into normal IT operations and are not separate and distinct
roles.

Which of the following will indicate where the IT budget is BEST allocated during this time?

A. Policies

B. Frameworks
C. Metrics

D. Guidelines

Answer: C

NEW QUESTION 119
- (Exam Topic 10)
Which of the following is the MOST effective attack against cryptographic hardware modules?

A. Plaintext

B. Brute force

C. Power analysis

D. Man-in-the-middle (MITM)

Answer: C
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NEW QUESTION 122

- (Exam Topic 10)

During the procurement of a new information system, it was determined that some of the security requirements were not addressed in the system specification.
Which of the following is the MOST likely reason for this?

A. The procurement officer lacks technical knowledge.

B. The security requirements have changed during the procurement process.
C. There were no security professionals in the vendor's bidding team.

D. The description of the security requirements was insufficient.

Answer: D

NEW QUESTION 125
- (Exam Topic 10)
When is security personnel involvement in the Systems Development Life Cycle (SDLC) process MOST beneficial?

A. Testing phase

B. Development phase

C. Requirements definition phase

D. Operations and maintenance phase

Answer: C

NEW QUESTION 127

- (Exam Topic 10)

Refer to the information below to answer the question.

An organization experiencing a negative financial impact is forced to reduce budgets and the number of Information Technology (IT) operations staff performing
basic logical access security administration functions. Security processes have been tightly integrated into normal IT operations and are not separate and distinct
roles.

Which of the following will MOST likely allow the organization to keep risk at an acceptable level?

A. Increasing the amount of audits performed by third parties
B. Removing privileged accounts from operational staff

C. Assigning privileged functions to appropriate staff

D. Separating the security function into distinct roles

Answer: C

NEW QUESTION 129

- (Exam Topic 10)

A system is developed so that its business users can perform business functions but not user administration functions. Application administrators can perform
administration functions but not user business functions. These capabilities are BEST described as

A. least privilege.

B. rule based access controls.

C. Mandatory Access Control (MAC).
D. separation of duties.

Answer: D

NEW QUESTION 134

- (Exam Topic 10)

Refer to the information below to answer the question.

A new employee is given a laptop computer with full administrator access. This employee does not have a personal computer at home and has a child that uses
the computer to send and receive e-mail, search the web, and use instant messaging. The organization’s Information Technology (IT) department discovers that a
peer-to-peer program has been installed on the computer using the employee's access.

Which of the following methods is the MOST effective way of removing the Peer-to-Peer (P2P) program from the computer?

A. Run software uninstall

B. Re-image the computer

C. Find and remove all installation files

D. Delete all cookies stored in the web browser cache

Answer: B

NEW QUESTION 138
- (Exam Topic 10)
Place the following information classification steps in sequential order.
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Steps Ordel
Declassify information when Step
= il L
Apply the appropriate security Step
markings
Conduct periodic classification Step
reviews
Assign a classification Step
level
Document the information Step
assets

A. Mastered

B. Not Mastered

Answer: A

Explanation:
Steps Ordel
Declassify information when Document the information Step
appropriate =~ b

Apply the appropriate security Assign a classification Step
markings i

Conduct periodic classification APPI}: the appropriate security Step
reviews markings
Assign a classification Conduct periodic classification| |Step
lavial reviews

Document the information Declassi'fy information when Step
assets appropriate

NEW QUESTION 143
- (Exam Topic 10)
The amount of data that will be collected during an audit is PRIMARILY determined by the

A. audit scope.

B. auditor's experience level.
C. availability of the datA.

D. integrity of the datA.

Answer: A

NEW QUESTION 147

- (Exam Topic 10)

Refer to the information below to answer the question.

Desktop computers in an organization were sanitized for re-use in an equivalent security environment. The data was destroyed in accordance with organizational
policy and all marking and other external indications of the sensitivity of the data that was formerly stored on the magnetic drives were removed.

After magnetic drives were degaussed twice according to the product manufacturer's directions, what is the MOST LIKELY security issue with degaussing?

A. Commercial products often have serious weaknesses of the magnetic force available in the degausser product.
B. Degausser products may not be properly maintained and operated.

C. The inability to turn the drive around in the chamber for the second pass due to human error.

D. Inadequate record keeping when sanitizing mediA.

Answer: B

NEW QUESTION 150
- (Exam Topic 10)
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What is the PRIMARY reason for ethics awareness and related policy implementation?

A. It affects the workflow of an organization.
B. It affects the reputation of an organization.
C. It affects the retention rate of employees.
D. It affects the morale of the employees.

Answer: B

NEW QUESTION 153

- (Exam Topic 10)

A risk assessment report recommends upgrading all perimeter firewalls to mitigate a particular finding. Which of the following BEST supports this
recommendation?

A. The inherent risk is greater than the residual risk.

B. The Annualized Loss Expectancy (ALE) approaches zero.

C. The expected loss from the risk exceeds mitigation costs.

D. The infrastructure budget can easily cover the upgrade costs.

Answer: C

NEW QUESTION 156

- (Exam Topic 10)

Refer to the information below to answer the question.

A large, multinational organization has decided to outsource a portion of their Information Technology (IT) organization to a third-party provider’s facility. This
provider will be responsible for the design, development, testing, and support of several critical, customer-based applications used by the organization.
What additional considerations are there if the third party is located in a different country?

A. The organizational structure of the third party and how it may impact timelines within the organization

B. The ability of the third party to respond to the organization in a timely manner and with accurate information

C. The effects of transborder data flows and customer expectations regarding the storage or processing of their data
D. The quantity of data that must be provided to the third party and how it is to be used

Answer: C

NEW QUESTION 160

- (Exam Topic 10)

Refer to the information below to answer the question.

An organization has hired an information security officer to lead their security department. The officer has adequate people resources but is lacking the other
necessary components to have an effective security program. There are numerous initiatives requiring security involvement.

The effectiveness of the security program can PRIMARILY be measured through

A. audit findings.

B. risk elimination.

C. audit requirements.
D. customer satisfaction.

Answer: A

NEW QUESTION 161
- (Exam Topic 10)
Which of the following is critical for establishing an initial baseline for software components in the operation and maintenance of applications?

A. Application monitoring procedures
B. Configuration control procedures
C. Security audit procedures

D. Software patching procedures

Answer: B

NEW QUESTION 164
- (Exam Topic 10)
What is the MOST important reason to configure unique user IDs?

A. Supporting accountability

B. Reducing authentication errors

C. Preventing password compromise
D. Supporting Single Sign On (SSO)

Answer: A

NEW QUESTION 169

- (Exam Topic 10)

Refer to the information below to answer the question.

During the investigation of a security incident, it is determined that an unauthorized individual accessed a system which hosts a database containing financial
information.

Aside from the potential records which may have been viewed, which of the following should be the PRIMARY concern regarding the database information?
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A. Unauthorized database changes
B. Integrity of security logs

C. Availability of the database

D. Confidentiality of the incident

Answer: A

NEW QUESTION 173
- (Exam Topic 11)
Which of the following prevents improper aggregation of privileges in Role Based Access Control (RBAC)?

A. Hierarchical inheritance

B. Dynamic separation of duties

C. The Clark-Wilson security model
D. The Bell-LaPadula security model

Answer: B

NEW QUESTION 178
- (Exam Topic 11)
Which of the following is generally indicative of a replay attack when dealing with biometric authentication?

A. False Acceptance Rate (FAR) is greater than 1 in 100,000
B. False Rejection Rate (FRR) is greater than 5 in 100

C. Inadequately specified templates

D. Exact match

Answer: D

NEW QUESTION 183
- (Exam Topic 11)
Which of the following BEST describes a Protection Profile (PP)?

A. A document that expresses an implementation independent set of security requirements for an IT product that meets specific consumer needs.
B. A document that is used to develop an IT security product from its security requirements definition.

C. A document that expresses an implementation dependent set of security requirements which contains only the security functional requirements.
D. A document that represents evaluated products where there is a one-to-one correspondence between a PP and a Security Target (ST).

Answer: A

NEW QUESTION 185

- (Exam Topic 11)

Changes to a Trusted Computing Base (TCB) system that could impact the security posture of that system and trigger a recertification activity are documented in
the

A. security impact analysis.
B. structured code review.
C. routine self assessment.
D. cost benefit analysis.

Answer: A

NEW QUESTION 187
- (Exam Topic 11)
Order the below steps to create an effective vulnerability management process.

Step Ordel

Identify risks 1

Implement patch 2
[danlnument

Implement recurring 3
cranninag echadila |

|dentify assets

Implement change 9
imananamant
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Step

Ordel

|dentify risks

|dentify assets

Implement patch

Aanlnumant

Implement recurring
leranninn echadila

|dentify assets

Implement change
Mmananamant

NEW QUESTION 192
- (Exam Topic 11)

|dentify risks

Implement change
.mananement

Implement patch
danlnyment

Implement recurring

After a thorough analysis, it was discovered that a perpetrator compromised a network by gaining access to the network through a Secure Socket Layer (SSL)
Virtual Private Network (VPN) gateway. The perpetrator guessed a username and brute forced the password to gain access. Which of the following BEST

mitigates this issue?

A. Implement strong passwords authentication for VPN
B. Integrate the VPN with centralized credential stores

C. Implement an Internet Protocol Security (IPSec) client

D. Use two-factor authentication mechanisms

Answer: D

NEW QUESTION 197
- (Exam Topic 11)

Which of the following are Systems Engineering Life Cycle (SELC) Technical Processes?

A. Concept, Development, Production, Utilization, Support, Retirement

B. Stakeholder Requirements Definition, Architectural Design, Implementation, Verification, Operation

C. Acquisition, Measurement, Configuration Management, Production, Operation, Support

D. Concept, Requirements, Design, Implementation, Production, Maintenance, Support, Disposal

Answer: B

NEW QUESTION 200
- (Exam Topic 11)

After acquiring the latest security updates, what must be done before deploying to production systems?

A. Use tools to detect missing system patches
B. Install the patches on a test system
C. Subscribe to natifications for vulnerabilities
D. Assess the severity of the situation

Answer: B

NEW QUESTION 201
- (Exam Topic 11)

Which of the following explains why record destruction requirements are included in a data retention policy?

A. To comply with legal and business requirements

B. To save cost for storage and backup
C. To meet destruction guidelines

D. To validate data ownership

Answer: A

NEW QUESTION 203
- (Exam Topic 11)
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What type of encryption is used to protect sensitive data in transit over a network?

A. Payload encryption and transport encryption
B. Authentication Headers (AH)

C. Keyed-Hashing for Message Authentication
D. Point-to-Point Encryption (P2PE)

Answer: A

NEW QUESTION 205
- (Exam Topic 11)

For privacy protected data, which of the following roles has the highest authority for establishing dissemination rules for the data?

A. Information Systems Security Officer
B. Data Owner

C. System Security Architect

D. Security Requirements Analyst

Answer: B

NEW QUESTION 208
- (Exam Topic 11)
Secure Sockets Layer (SSL) encryption protects

A. data at rest.

B. the source IP address.
C. data transmitted.

D. data availability.

Answer: C

NEW QUESTION 211
- (Exam Topic 11)

Which methodology is recommended for penetration testing to be effective in the development phase of the life-cycle process?

A. White-box testing

B. Software fuzz testing
C. Black-box testing

D. Visual testing

Answer: A

NEW QUESTION 214
- (Exam Topic 11)

Sensitive customer data is going to be added to a database. What is the MOST effective implementation for ensuring data privacy?

A. Discretionary Access Control (DAC) procedures

B. Mandatory Access Control (MAC) procedures
C. Data link encryption
D. Segregation of duties

Answer: B

NEW QUESTION 215
- (Exam Topic 11)

Which of the following controls is the FIRST step in protecting privacy in an information system?

A. Data Redaction
B. Data Minimization
C. Data Encryption
D. Data Storage

Answer: B

NEW QUESTION 218
- (Exam Topic 11)

What is the PRIMARY goal for using Domain Name System Security Extensions (DNSSEC) to sign records?

A. Integrity

B. Confidentiality
C. Accountability
D. Availability

Answer: A

NEW QUESTION 219
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- (Exam Topic 11)
A network scan found 50% of the systems with one or more critical vulnerabilities. Which of the following represents the BEST action?

A. Assess vulnerability risk and program effectiveness.

B. Assess vulnerability risk and business impact.

C. Disconnect all systems with critical vulnerabilities.

D. Disconnect systems with the most number of vulnerabilities.

Answer: B

NEW QUESTION 222
- (Exam Topic 11)
Which of the following questions can be answered using user and group entitlement reporting?

A. When a particular file was last accessed by a user

B. Change control activities for a particular group of users

C. The number of failed login attempts for a particular user

D. Where does a particular user have access within the network

Answer: D

NEW QUESTION 224
- (Exam Topic 11)
For an organization considering two-factor authentication for secure network access, which of the following is MOST secure?

A. Challenge response and private key

B. Digital certificates and Single Sign-On (SSO)
C. Tokens and passphrase

D. Smart card and biometrics

Answer: D

NEW QUESTION 229
- (Exam Topic 11)
Which of the following BEST describes the purpose of the security functional requirements of Common Criteria?

A. Level of assurance of the Target of Evaluation (TOE) in intended operational environment
B. Selection to meet the security objectives stated in test documents

C. Security behavior expected of a TOE

D. Definition of the roles and responsibilities

Answer: C
NEW QUESTION 230
- (Exam Topic 11)

In the network design below, where is the MOST secure Local Area Network (LAN) segment to deploy a Wireless Access Point (WAP) that provides contractors
access to the Internet and authorized enterprise services?
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LAN 3 Firewall LAN 1

LAN 4

DNS Server Ecommerce

Firewall Server

Database Server

A. Mastered
B. Not Mastered

Answer: A

Explanation:
LAN 4

NEW QUESTION 231
- (Exam Topic 11)
Which of the following is the PRIMARY benefit of implementing data-in-use controls?

A. If the data is lost, it must be decrypted to be opened.

B. If the data is lost, it will not be accessible to unauthorized users.

C. When the data is being viewed, it can only be printed by authorized users.
D. When the data is being viewed, it must be accessed using secure protocols.

Answer: C

NEW QUESTION 233

- (Exam Topic 11)

Which of the following provides the minimum set of privileges required to perform a job function and restricts the user to a domain with the required privileges?
A. Access based on rules

B. Access based on user's role

C. Access determined by the system

D. Access based on data sensitivity

Answer: B
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NEW QUESTION 235
- (Exam Topic 11)
In which order, from MOST to LEAST impacted, does user awareness training reduce the occurrence of the events below?

Eveni Ordel

Disloval employvees 1
User-instigated P4

Targeted infiltration =1
Virus infiltrations 4

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Eveni Ordel

Disloval emplovees || Disloval employees 1

User-instigated User-instigated gl
Tarqgeted infiltration Targeted infiltration 3

Virus infiltrations Virus infiltrations 4

NEW QUESTION 237
- (Exam Topic 12)
What is the difference between media marking and media labeling?

A. Media marking refers to the use of human-readable security attributes, while media labeling refers to the use of security attributes in internal data structures.
B. Media labeling refers to the use of human-readable security attributes, while media marking refers to the use of security attributes in internal data structures.
C. Media labeling refers to security attributes required by public policy/law, while media marking refers to security required by internal organizational policy.

D. Media marking refers to security attributes required by public policy/law, while media labeling refers to security attributes required by internal organizational

policy.

Answer: D

NEW QUESTION 242
- (Exam Topic 12)
Which of the following information MUST be provided for user account provisioning?

A. Full name

B. Unique identifier
C. Security question
D. Date of birth

Answer: B

NEW QUESTION 243
- (Exam Topic 12)
The restoration priorities of a Disaster Recovery Plan (DRP) are based on which of the following documents?

A. Service Level Agreement (SLA)
B. Business Continuity Plan (BCP)
C. Business Impact Analysis (BIA)
D. Crisis management plan

Answer: B

NEW QUESTION 247
- (Exam Topic 12)
Which Radio Frequency Interference (RFI) phenomenon associated with bundled cable runs can create information leakage?

A. Transference
B. Covert channel
C. Bleeding

D. Cross-talk
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Answer: D

NEW QUESTION 248
- (Exam Topic 12)
Which of the following is the MOST important goal of information asset valuation?

A. Developing a consistent and uniform method of controlling access on information assets
B. Developing appropriate access control policies and guidelines

C. Assigning a financial value to an organization’s information assets

D. Determining the appropriate level of protection

Answer: D

NEW QUESTION 251
- (Exam Topic 12)
Which of the following is the MAIN reason for using configuration management?

A. To provide centralized administration

B. To reduce the number of changes

C. To reduce errors during upgrades

D. To provide consistency in security controls

Answer: D

NEW QUESTION 253
- (Exam Topic 12)
The PRIMARY outcome of a certification process is that it provides documented

A. interconnected systems and their implemented security controls.

B. standards for security assessment, testing, and process evaluation.
C. system weakness for remediation.

D. security analyses needed to make a risk-based decision.

Answer: D

NEW QUESTION 256

- (Exam Topic 12)

Match the types of e-authentication tokens to their description.

Drag each e-authentication token on the left to its corresponding description on the right.

E-Authentication Token Description
\emorized Secret Token ] | A physical or electronic token that stores a set of

secrets between the claimant and the credental
service provider

m— .| F

[0]1[_ of-Band Token | A physical token that 1s uniquely addressable and
' ~  can receive a venfer-selected secret for one-time

use

A senes of responses to a set of prompts or
|I.ccrk-up Secret Token challenges established by the subscnber and

| credential service provider durmg the registration
process

A secret shared between the subscriber and
credential service provider that is tvpically
character strings

| Pre-registered Knowledge Token |

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Look-up secret token - A physical or electronic token that stores a set of secrets between the claimant and the credential service provider
Out-of-Band Token - A physical token that is uniquely addressable and can receive a verifier-selected secret for one-time use

Pre-registered Knowledge Token - A series of responses to a set of prompts or challenges established by the subscriber and credential service provider during the
registration process

Memorized Secret Token - A secret shared between the subscriber and credential service provider that is typically character strings
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NEW QUESTION 257

- (Exam Topic 12)

An application developer is deciding on the amount of idle session time that the application allows before a timeout. The BEST reason for determining the session
timeout requirement is

A. organization policy.

B. industry best practices.

C. industry laws and regulations.
D. management feedback.

Answer: A

NEW QUESTION 262
- (Exam Topic 12)
Which of the following is MOST important when deploying digital certificates?

A. Validate compliance with X.509 digital certificate standards

B. Establish a certificate life cycle management framework

C. Use a third-party Certificate Authority (CA)

D. Use no less than 256-hit strength encryption when creating a certificate

Answer: B

NEW QUESTION 263
- (Exam Topic 12)
The PRIMARY purpose of accreditation is to:

A. comply with applicable laws and regulations.

B. allow senior management to make an informed decision regarding whether to accept the risk of operating the system.
C. protect an organization’s sensitive datA.

D. verify that all security controls have been implemented properly and are operating in the correct manner.

Answer: B

NEW QUESTION 264
- (Exam Topic 12)
Between which pair of Open System Interconnection (OSI) Reference Model layers are routers used as a communications device?

A. Transport and Session
B. Data-Link and Transport
C. Network and Session

D. Physical and Data-Link

Answer: B
NEW QUESTION 267

- (Exam Topic 12)
Match the access control type to the example of the control type. Drag each access control type net to its corresponding example.

Access Control Type Example
Administrative Labeling of sensitive data
Technical Biometrics for authentication
Logical Constrained user interface
Phvsical Radio Frequency Identification
: (RFID) badge
A. Mastered

B. Not Mastered
Answer: A
Explanation:

Administrative — labeling of sensitive data Technical — Constrained user interface Logical — Biometrics for authentication
Physical — Radio Frequency ldentification 9RFID) badge
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NEW QUESTION 271
- (Exam Topic 12)
Which of the following BEST describes a chosen plaintext attack?

A. The cryptanalyst can generate ciphertext from arbitrary text.

B. The cryptanalyst examines the communication being sent back and forth.

C. The cryptanalyst can choose the key and algorithm to mount the attack.

D. The cryptanalyst is presented with the ciphertext from which the original message is determined.

Answer: A

NEW QUESTION 275
- (Exam Topic 12)
What operations role is responsible for protecting the enterprise from corrupt or contaminated media?

A. Information security practitioner
B. Information librarian

C. Computer operator

D. Network administrator

Answer: B

NEW QUESTION 278
- (Exam Topic 12)
Which of the following command line tools can be used in the reconnaissance phase of a network vulnerability assessment?

A. dig

B. ipconfig
C. ifconfig
D. nbstat

Answer: A

NEW QUESTION 282
- (Exam Topic 12)
Although code using a specific program language may not be susceptible to a buffer overflow attack,

A. most calls to plug-in programs are susceptible.

B. most supporting application code is susceptible.

C. the graphical images used by the application could be susceptible.
D. the supporting virtual machine could be susceptible.

Answer: C

NEW QUESTION 285
- (Exam Topic 12)
Which of the following would BEST describe the role directly responsible for data within an organization?

A. Data custodian

B. Information owner

C. Database administrator
D. Quality control

Answer: A

NEW QUESTION 289
- (Exam Topic 12)
What is the BEST way to encrypt web application communications?

A. Secure Hash Algorithm 1 (SHA-1)

B. Secure Sockets Layer (SSL)

C. Cipher Block Chaining Message Authentication Code (CBC-MAC)
D. Transport Layer Security (TLS)

Answer: D

NEW QUESTION 290

- (Exam Topic 12)

At which layer of the Open Systems Interconnect (OSI) model are the source and destination address for a datagram handled?
A. Transport Layer

B. Data-Link Layer

C. Network Layer

D. Application Layer

Answer:
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C

NEW QUESTION 293
- (Exam Topic 12)
How does a Host Based Intrusion Detection System (HIDS) identify a potential attack?

A. Examines log messages or other indications on the system.
B. Monitors alarms sent to the system administrator

C. Matches traffic patterns to virus signature files

D. Examines the Access Control List (ACL)

Answer: C

NEW QUESTION 294
- (Exam Topic 12)
Which of the following BEST represents the concept of least privilege?

A. Access to an object is denied unless access is specifically allowed.

B. Access to an object is only available to the owner.

C. Access to an object is allowed unless it is protected by the information security policy.

D. Access to an object is only allowed to authenticated users via an Access Control List (ACL).

Answer: A

NEW QUESTION 299
- (Exam Topic 12)
Which of the following is BEST suited for exchanging authentication and authorization messages in a multi-party decentralized environment?

A. Lightweight Directory Access Protocol (LDAP)
B. Security Assertion Markup Language (SAML)
C. Internet Mail Access Protocol

D. Transport Layer Security (TLS)

Answer: B

NEW QUESTION 304
- (Exam Topic 12)
In order to assure authenticity, which of the following are required?

A. Confidentiality and authentication
B. Confidentiality and integrity

C. Authentication and non-repudiation
D. Integrity and non-repudiation

Answer: D

NEW QUESTION 308
- (Exam Topic 12)
The application of a security patch to a product previously validate at Common Criteria (CC) Evaluation Assurance Level (EAL) 4 would

A. require an update of the Protection Profile (PP).
B. require recertification.

C. retain its current EAL rating.

D. reduce the product to EAL 3.

Answer: B

NEW QUESTION 310
- (Exam Topic 12)
When evaluating third-party applications, which of the following is the GREATEST responsibility of Information Security?

A. Accept the risk on behalf of the organization.

B. Report findings to the business to determine security gaps.

C. Quantify the risk to the business for product selection.

D. Approve the application that best meets security requirements.

Answer: C

NEW QUESTION 313

- (Exam Topic 13)

A security compliance manager of a large enterprise wants to reduce the time it takes to perform network, system, and application security compliance audits while
increasing quality and effectiveness of the results. What should be implemented to BEST achieve the desired results?

A. Configuration Management Database (CMDB)

B. Source code repository
C. Configuration Management Plan (CMP)
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D. System performance monitoring application

Answer: C

NEW QUESTION 318
- (Exam Topic 13)
Why is planning in Disaster Recovery (DR) an interactive process?

A. It details off-site storage plans

B. It identifies omissions in the plan

C. It defines the objectives of the plan

D. It forms part of the awareness process

Answer: B

NEW QUESTION 323

- (Exam Topic 13)

Due to system constraints, a group of system administrators must share a high-level access set of credentials. Which of the following would be MOST appropriate
to implement?

A. Increased console lockout times for failed logon attempts
B. Reduce the group in size

C. A credential check-out process for a per-use basis

D. Full logging on affected systems

Answer: C

Explanation:
Section: Security Operations

NEW QUESTION 326

- (Exam Topic 13)

In an organization where Network Access Control (NAC) has been deployed, a device trying to connect to the network is being placed into an isolated domain.
What could be done on this device in order to obtain proper connectivity?

A. Connect the device to another network jack

B. Apply remediation’s according to security requirements

C. Apply Operating System (OS) patches

D. Change the Message Authentication Code (MAC) address of the network interface

Answer: B

NEW QUESTION 330

- (Exam Topic 13)

As part of the security assessment plan, the security professional has been asked to use a negative testing strategy on a new website. Which of the following
actions would be performed?

A. Use a web scanner to scan for vulnerabilities within the website.

B. Perform a code review to ensure that the database references are properly addressed.

C. Establish a secure connection to the web server to validate that only the approved ports are open.

D. Enter only numbers in the web form and verify that the website prompts the user to enter a valid input.

Answer: D

NEW QUESTION 334
- (Exam Topic 13)
What is the MAIN reason for testing a Disaster Recovery Plan (DRP)?

A. To ensure Information Technology (IT) staff knows and performs roles assigned to each of them
B. To validate backup sites’ effectiveness

C. To find out what does not work and fix it

D. To create a high level DRP awareness among Information Technology (IT) staff

Answer: B

NEW QUESTION 335

- (Exam Topic 13)

What is the PRIMARY role of a scrum master in agile development?
A. To choose the primary development language

B. To choose the integrated development environment

C. To match the software requirements to the delivery plan

D. To project manage the software delivery

Answer: D
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NEW QUESTION 338
- (Exam Topic 13)

Which of the following could be considered the MOST significant security challenge when adopting DevOps practices compared to a more traditional control

framework?

A. Achieving Service Level Agreements (SLA) on how quickly patches will be released when a security flaw is found.
B. Maintaining segregation of duties.

C. Standardized configurations for logging, alerting, and security metrics.

D. Availability of security teams at the end of design process to perform last-minute manual audits and reviews.

Answer: B

NEW QUESTION 339
- (Exam Topic 13)

It is MOST important to perform which of the following to minimize potential impact when implementing a new vulnerability scanning tool in a production

environment?

A. Negotiate schedule with the Information Technology (IT) operation’s team
B. Log vulnerability summary reports to a secured server

C. Enable scanning during off-peak hours

D. Establish access for Information Technology (IT) management

Answer: A

Explanation:
Section: Security Operations

NEW QUESTION 343
- (Exam Topic 13)
Which of the following mechanisms will BEST prevent a Cross-Site Request Forgery (CSRF) attack?

A. parameterized database queries
B. whitelist input values

C. synchronized session tokens

D. use strong ciphers

Answer: C

NEW QUESTION 344

- (Exam Topic 13)

Which security modes is MOST commonly used in a commercial environment because it protects the integrity
of financial and accounting data?

A. Biba

B. Graham-Denning
C. Clark-Wilson

D. Beil-LaPadula

Answer: C

NEW QUESTION 346
- (Exam Topic 13)
Which of the following is the BEST reason for the use of security metrics?

A. They ensure that the organization meets its security objectives.

B. They provide an appropriate framework for Information Technology (IT) governance.
C. They speed up the process of quantitative risk assessment.

D. They quantify the effectiveness of security processes.

Answer: B

NEW QUESTION 347
- (Exam Topic 13)
What can happen when an Intrusion Detection System (IDS) is installed inside a firewall-protected internal network?

A. The IDS can detect failed administrator logon attempts from servers.
B. The IDS can increase the number of packets to analyze.

C. The firewall can increase the number of packets to analyze.

D. The firewall can detect failed administrator login attempts from servers

Answer: A

NEW QUESTION 350
- (Exam Topic 13)
Which of the following methods of suppressing a fire is environmentally friendly and the MOST appropriate for a data center?
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A. Inert gas fire suppression system
B. Halon gas fire suppression system
C. Dry-pipe sprinklers

D. Wet-pipe sprinklers

Answer: C

NEW QUESTION 353

- (Exam Topic 13)

Proven application security principles include which of the following?
A. Minimizing attack surface area

B. Hardening the network perimeter

C. Accepting infrastructure security controls

D. Developing independent modules

Answer: A

NEW QUESTION 358

- (Exam Topic 13)
Match the functional roles in an external audit to their responsibilities. Drag each role on the left to its corresponding responsibility on the right. Select and Place:

Role Responsibility
Approve audit budget and resource allocation.

Executive management

Audit committee

Compliance officer

External auditor

Provide audit oversight.

Ensure the achievement and maintenance of organizational
requirements with applicable certifications.

Develop and maintain knowledge and subject-matter expertise

relevant to the type of audit.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Role Responsibility

ey P
| Executive management '

SN | Provide audit oversight.
“Audit committee :

i
--------- | Ensure the achievement and maintenance of organizational

; requirements with applicable certifications.

| Develop and maintain knowledge and subject-matter expertise
. B — relevant to the type of audit.

 Compliance officer

' External auditor

NEW QUESTION 360
- (Exam Topic 13)
Which Identity and Access Management (IAM) process can be used to maintain the principle of least privilege?

A. identity provisioning

B. access recovery

C. multi-factor authentication (MFA)
D. user access review

Answer: A

NEW QUESTION 362
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- (Exam Topic 13)
Who has the PRIMARY responsibility to ensure that security objectives are aligned with organization goals?

A. Senior management

B. Information security department
C. Audit committee

D. All users

Answer: C

NEW QUESTION 364
- (Exam Topic 13)
A minimal implementation of endpoint security includes which of the following?

A. Trusted platforms

B. Host-based firewalls

C. Token-based authentication
D. Wireless Access Points (AP)

Answer: A
NEW QUESTION 367
- (Exam Topic 13)

What is the correct order of steps in an information security assessment?
Place the information security assessment steps on the left next to the numbered boxes on the right in the correct order.

Actions Steps

Define the perimeter. Step 1

[dentify the vulnerability. Step 2

ASSESS le
Assess the risk Step 3

Determine the actions.
Step 4

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Actions Steps

Define the perimeter. | Identify the vulnerablity.

[dentify the vulnerability. Define the perimeter.

Assess the risk. | Assess the risk. |

Determine the actions. Determine the actions.
Step 4

NEW QUESTION 371

- (Exam Topic 13)

A company receives an email threat informing of an Imminent Distributed Denial of Service (DDoS) attack

targeting its web application, unless ransom is paid. Which of the following techniques BEST addresses that threat?

A. Deploying load balancers to distribute inbound traffic across multiple data centers
B. Set Up Web Application Firewalls (WAFs) to filter out malicious traffic

C. Implementing reverse web-proxies to validate each new inbound connection

D. Coordinate with and utilize capabilities within Internet Service Provider (ISP)

Answer: D

NEW QUESTION 376
- (Exam Topic 13)
Attack trees are MOST useful for which of the following?

A. Determining system security scopes

B. Generating attack libraries

C. Enumerating threats

D. Evaluating Denial of Service (DoS) attacks

Answer: A

NEW QUESTION 379

- (Exam Topic 13)

A Security Operations Center (SOC) receives an incident response notification on a server with an active

intruder who has planted a backdoor. Initial notifications are sent and communications are established. What MUST be considered or evaluated before performing
the next step?

A. Notifying law enforcement is crucial before hashing the contents of the server hard drive

B. Identifying who executed the incident is more important than how the incident happened

C. Removing the server from the network may prevent catching the intruder

D. Copying the contents of the hard drive to another storage device may damage the evidence

Answer: C
Explanation:

Section: Security Operations

NEW QUESTION 384
- (Exam Topic 13)
In Disaster Recovery (DR) and Business Continuity (DC) training, which BEST describes a functional drill?
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A. a functional evacuation of personnel

B. a specific test by response teams of individual emergency response functions
C. an activation of the backup site

D. a full-scale simulation of an emergency and the subsequent response functions.

Answer: D

NEW QUESTION 386
- (Exam Topic 13)
Which one of the following considerations has the LEAST impact when considering transmission security?

A. Network availability
B. Node locations

C. Network bandwidth
D. Data integrity

Answer: C

NEW QUESTION 390
- (Exam Topic 13)
Access to which of the following is required to validate web session management?

A. Log timestamp

B. Live session traffic

C. Session state variables
D. Test scripts

Answer: C

NEW QUESTION 393

- (Exam Topic 13)

Which of the following is a common feature of an Identity as a Service (IDaaS) solution?
A. Single Sign-On (SSO) authentication support

B. Privileged user authentication support

C. Password reset service support

D. Terminal Access Controller Access Control System (TACACS) authentication support

Answer: A

NEW QUESTION 396

The Leader of IT Certification

visit - https://www.certleader.com



CertLeader.m 100% Valid and Newest Version CISSP Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/CISSP-dumps.html (653 Q&AS)

Thank You for Trying Our Product

* 100% Pass or Money Back
All our products come with a 90-day Money Back Guarantee.
* One year free update
You can enjoy free update one year. 24x7 online support.
* Trusted by Millions
We currently serve more than 30,000,000 customers.
* Shop Securely

All transactions are protected by VeriSign!

100% Pass Your CISSP Exam with Our Prep Materials Via below:

https://www.certleader.com/Cl SSP-dumps.html

The Leader of IT Certification

visit - https://www.certleader.com


https://www.certleader.com/CISSP-dumps.html
http://www.tcpdf.org

